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lJsd 506 pu Idlogold IJulze

> telnet

Please select which interface you want to telnet from.

1. Auto

2. Management (10.48.48.184/24: management.swal.cisco.com)
3. P1 (192.168.13.184/24: pl.swal.cisco.com)

4. P2 (192.168.133.184/24: p2.swal.cisco.com)

[1]> 4

Enter the remote hostname or IP address.
[1> smartreceiver.cisco.com

Enter the remote port.



[23]> 443

Trying 10.112.59.81...
Connected to smartreceiver.cisco.com.
Escape character is 'A]'.

Ssel sds wesde eu Ilouald IJOlud:

SWA_CLI> telnet

Please select which interface you want to telnet from.

1. Auto

2. Management (10.48.48.184/24: management.swal.cisco.com)
3. P1 (192.168.13.184/24: pl.swal.cisco.com)

4. P2 (192.168.133.184/24: p2.swal.cisco.com)

[1]> 2

Enter the remote hostname or IP address.
[1> smartreceiver.cisco.com

Enter the remote port.
[23]> 443

Trying 10.112.59.81...

telnet: connect to address 10.112.59.81: Operation timed out
Trying 2a04:e4c7:fffe::f...

bind: Invalid argument
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Smart Software licenseing

To activate Smart Software Licensing on your Web Appliances, you need to register Smart Software Licensing using any one of the following ways

[@ Smart License Registration ]

Select this option if you want to manage licenses seamlessly with a single token registration

O Specific/Permanent License Reservation
Select this option if you want to manage the reserved license with no Internet connection.

Em
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Learn More about Smart Software Licensing

Smart Software Licensing Status

Evaluation Period:

Last Authorization Renewal Attempt Status:

Transport Settings:

Registration Mode: 7

Action: 7

Evaluation Period Remaining: 7
Registration Status ' ?

License Authorization Status: ' ?

Product Instance Name: ' ?

Smart license (Change type)

Register —
In Use

89 days 23 hours 48 minutes
Unregistered

Evaluation Mode

No Communication Attempted

wsal25tol5.amojarra.calo

Direct (https://smartreceiver.cisco.com/licservice/license) (Edit)

Device Led Conversion Status:

(‘Test Interface: )
Not Started

-
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https://smartreceiver.cisco.com
https://software.cisco.com/software/smart-licensing/inventory

ppsil 23831 19 108, 898 Iduwope 11558 Jerue 1ses 1dees).

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Convert to Smart Licensing Reports Preferences On-Prem Accounts Activity

Virtual Account: 6 node cluster =

General Licenses Product Instances Event Log

Virtual Account

Description: 6 node cluster

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

[ New Token... J

Token Expirdtion Date Uses Export-Controlled

ZDUwMzg1NDgtOTIlh. 2023-0Oct-03 07:07:34 (in 29 days) Allowed
IJues,6 - loowd IJs 1dpéiso

121096 13. (Igeshs) Jlouble ses pess JJouwzsd: 120 ps pess 238 98 wogwiss Iz
IJplodss.

IJglo96 14. 1Juod 1Use) Idppss po wilos IJesgsue 1U3ds s SWA slge, Idouvesd.



Smart Software Licensing Product Registration

To register the product for Smart Software Licensing:

1. Ensure this product has access to the internet or a Smart Software Manager satellite installed on your network.
This might require you to edit the Transport Settings.
Product communicates directly or via proxy to Smart Software Licensing.
URL - https://smartreceiver.cisco.com/licservice/license
2. Create or login into your Smart Account in Smart Software Manager or your Smart Software Manager satellite.
3. Mavigate to the Virtual Account containing the licenses to be used by this Product Instance.

4. Generate a Product Instance Registration Token (this identifies your Smart Account) and copy or save it here :

(IREQiStI‘:‘ItiOI“I Token Registration Token Registration Token Registration Token Registration Token Registration Token Reg ]

O Reregister this product instance if it is already registered \
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Smart Software Licensing Status

Registration Mode: (2  Smart license

Action: (?) | [--Select an Action—- ~|| Go

Evaluation Period: (?/ | Not In Use
Evaluation Period Remaining: 7. | 89 days 22 hours 40 minutes
(Registration Status .7 | Registered ( 04 Sep 2023 20:38 ) Registration Expires on: ( 03 Sep 2024 21:03 ) )
( License Authorization Status: |? | Authorized ( 04 Sep 2023 20:38 ) Authorization Expires on: ( 03 Dec 2023 20:03) )
D
?

Smart Account: zcount18.cisco.com
Virtual Account:
Last Registration Renewal Attempt Status: |2, | SUCCEEDED on 04 Sep 2023 21:07
Last Authorization Renewal Attempt Status: .?|  SUCCEEDED on 04 Sep 2023 21:07
Product Instance Name: 7| | wsal25tol5.amojarra.calo

Transport Settings: |?. | Direct (https://smartreceiver.cisco.com/licservice/license)

Test Iterface: | [Wanagement v] Go]

Device Led Conversion Status: (?/ | Started

IJue9,6 - zobs puwed
Jozdd po lJodled

sedod 1Jezdd eu Idodlpd eu slzos IJpuwctse Iuusess (GUI) 9 slzes uub, 1Jigle, (CLI) I
ped IJostsue 1Usds

lJozdy pu 2ldo Idesesue [J3Is pu 9lod IUpuwedde Iyuwspess (GUI)
lJgloes 1. ywed lU>g9d IJs 9lzod [Jpuweesp luwspss slowdd [Js bLs ldoble.
IJgbo9s 2. iz, wogsue Jwlee 1U33s6.

IJg 096 3. czldld pu lJgoluo, IJoldss:



s elds lJowesd

* 2lJé osso IJesésue

* 2lJs pelads ceass Idouwesd IJigs,s
* 2lJs pelads caass IJosssue Uizs)s

Smart Software Licensing Status

Registration Mode: \?' | Smart license

Action: (?/ | [__select an Action-- v][Go]

Evaluation Period: (?/  Not In Use

Evaluation Period Remaining: (2| 89 days 22 hours 40 minutes
Registration Status | ?' | Registered ( 04 Sep 2023 20:38 ) Registration Expires on: ( 03 Sep 2024 21:03 ) <4———
License Authorization Status: (?| = Authorized ( 04 Sep 2023 20:38 ) Authorization Expires on: ( 03 Dec 2023 20:03 ) +—
Smart Account: (2] ! :18.cisco.com
Virtual Account: (7
Last Registration Renewal Attempt Status: (?’  SUCCEEDED on 04 Sep 2023 21:07 #——
Last Authorization Renewal Attempt Status: |?)  SUCCEEDED on 04 Sep 2023 21:07 <4——
Product Instance Name: (? | wsal25tol5.amojarra.calo

Transport Settings: (?/ | Direct (https://smartreceiver.cisco.com/licservice/license)

Test Interface: (? Go

Device Led Conversion Status: (?/ | Started

1Ju09,6 - IJezdd pu IJestsue [U3ds B slzos IJpuwegse Idyuwsess (GUI)
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Licenses
[

License Name License Authorization Status (2

Secure Web Appliance Cisco Web Usage Controls In Compliance

Secure Web Appliance Anti-Virus Webroot In Compliance

Secure Web Appliance L4 Traffic Monitor In Compliance

Secure Web Appliance Cisco AnyConnect SM for AnyConnect In Compliance

Secure Web Appliance Secure Endpoint Reputation In Compliance

Secure Web Appliance Anti-Virus Sophos In Compliance

Secure Web Appliance Web Reputation Filters In Compliance

Secure Web Appliance Secure Endpoint In Compliance

Secure Web Appliance Anti-Virus McAfee Not requested

Secure Web Appliance Web Proxy and DVS Engine In Compliance

Secure Web Appliance HTTPs Decryption In Compliance

E | RequEE"Rlelease License(s) [
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Smart Licensing is : Enabl ed

Li cense Reservation is: Disabled

Eval uation Period: Not In Use

Eval uation Period Rermining: 89 days 22 hours 40 minutes

Regi stration Status: Registered ( 04 Sep 2023 20:38 ) Registration Expires on: ( 03 Sep 2024 21:03 )
Smart Account i XXOXXXXXXXXXX18. ci sco. com

Virtual Account: XXXXXXXXX

Last Regi stration Renewal Attenpt Status: SUCCEEDED on 04 Sep 2023 21: 07

Li cense Authorization Status: Authorized ( 04 Sep 2023 20:38 ) Authorization Expires on: ( 03 Dec 2023
Last Authorizati on Renewal Attenpt Status: SUCCEEDED on 04 Sep 2023 21: 07

Product Instance Nanme: wsal25tol5. anpjarra.calo

Transport Settings: Direct (https://snartreceiver.cisco.conmlicservicel/license)

Devi ce Led Conversion Status: Started

IJglo96 5. 1e, pdee pu pelde license_smart.

[1> SUMMARY

Feature Name License Authorization Status
Secure Web Appliance Cisco Web Usage Controls In Compliance
Secure Web Appliance Anti-Virus Webroot In Compliance
Secure Web Appliance L4 Traffic Monitor In Compliance
Secure Web Appliance Cisco AnyConnect SM for AnyConnect In Compliance
Secure Web Appliance Secure Endpoint Reputation In Compliance
Secure Web Appliance Anti-Virus Sophos In Compliance
Secure Web Appliance Web Reputation Filters In Compliance
Secure Web Appliance Secure Endpoint In Compliance
Secure Web Appliance Anti-Virus McAfee Not requested
Secure Web Appliance Web Proxy and DVS Engine In Compliance
Secure Web Appliance HTTPs Decryption In Compliance

lJglo9s 6. w2 99 pu w9l d IJe,lgsue IJplbdyws.
lJozdd eu glds Idzoly Ws prgd Idesisue IJ3ds

lJglbgs 1. ouwesd 1U>g9d IJs woluéd ogsue IJuslez 1U33s6 - Cisco Software Central

IJg9s 2. 12, £dled wugsw peivu.


https://software.cisco.com/software/smart-licensing/inventory

IJgb9s 3. 2w posdle ldpoe.

IJElog6 4. 0288 pu ble IJzols slud) eds luwe IJzols.

Cisco Software Central > Smart Software Licensing dll InternalTestDemoAccount18.cisco.com

Smart Soﬂware Llcenslng 5L Product Details Support Hel

Alerts Convert to Smart Licensing Reaports Praferences On-Pram Accounts Activity

Virtual Account: WSA_LAB_KRK

General Licansas Product Instances Event Log

Authorize License-Enforced Fealtures... ﬂ-’ Search by Device or by Product Type o,
(Na me ) Product Type Last Contact Alerts Actions
ireng sle.com ESA 2023-5ep-04 12:22:45 Actions »
wea WSA 2023-Aug-10 13:24:27 Actions -
waaf sjarra.calo WSA 2023-3ep-04 19:11:27 Actions -
waa =0m WSsA 2023-3ep-04 08:10:58 Actions =
wsaf H.com WSA 2023-Sep-04 14:07:36 Actions -
p . s

Showing All 5 Records

1Ju29,6 - 1Jezdd pu 2lds Izoly S wlws IJestsue 1J5ds

IJglb9o 5. Jlgb plose 1Jpesio 9zlds 1Jzols s gdles IJowssy gl



Overview Event Log

Description

Web Security

General

(Name: wi .mojarra.calo }
Product: Web Securily

Host Identifier:

MAC Address:
PID: WSA
[SQ[IQF Number: 9% 33
uuID:
Virtual Aceount: W BRK

( Registration Date:

2023-Sep-04 19:11:24

)

Last Contact: 2023-Sep-04 19:11:27

License Usage

License

Secure Web Appliance Anti-Virus Sophos Add On

Secure Web Appliance Advanced Malware Protecti...

Secure Web Appliance Web Reputation Filters

Secure Web Appliance Advanced Malware Protecti...

Secura Web Appliance Anti-Virus Webroot Add On
Secure Web Appliance Cisco Web Usage Controls
Secure Web Appliance HTTPS Decryplion
Secure Web Appliance L4 Traffic Monitor

Secure Web Appliance Web Proxy and DVS Engine

Secure Web Appliance Cisco AnyConnect SM for A...

Billing Expires

Prapaid
Prepaid
Prepaid
Prepaid
Prapaid
Prepaid
Prepaid
Prepaid

Frepaid

Prepaid
|

Required
1
1

1

Showing All 10 Records

IJu29,6 - 1Jezdd pu pbluse Idesio Bs wilus Idegsue [U3ds

w2 €0 VLAN oy CLI

Jeoue Uvwds VLAN 1Jgluos o pu 9lzod Lulo, 1UIsl e, Iuueés e IUle, smartaccountinfo. Jel
Spdud g2 weuo Idpedsple 1Uluolvso pod peld Ideuvle IUbloys 19 ey Idpooz

9posdlwo.

> smartaccountinfo

Smart Account details

Product Instance ID
Smart Account Domain
Smart Account ID

Smart Account Name

VLN

Virtual Account Domain
Virtual Account ID

B0 IXXXXXXXX = FXXXXXXXXXS5 5
XXXXXXXXXXXXXXXXXXX18 . cisco. com
111111
XXXXXXXXXXXXXXXXXXX18 . cisco. com

: VLNWSA1111111
1 WSA_XXXXX

111111



lJouvzsd

Swp wgpsSE gese Iduvedlo Idpced§o wldoygsue 1U3ds Ws uwedle Smartlicense. pJduw 03l
wved lve,luosl.

iuuo'a.)p odo lJgbsle Jodosy ywed IJeszsue 1U3ds:

IJ2do96 1. wed 1Us¢9d IJs 9lzes Idpuwegse lhuwsess.

11096 2. pos $lispd 1Lyé Idoble 2o, gued IUlgseldle.

IJg1o96 3. e Lldopsy Jigwdd slduze g0 yuzdle Smartlicense.

IJgbgs 4. 108, eds luwe IUuwed Jopps) Idodsso.




odese: Bl Yoo oyge Vs >3 IJuwedle 1Us Ebe peee Iduvedlo Wsuuoz wluuvle
lubeldle wed 26826 9lghs wozso odo IJywedle JJeuesd eds vuwes pu lduwedle
pedsl eds SWA

206 luwed il IJpundJle 1Usdss

Bspl sds Igble Lilisgs 9lJgbsle 1UJLes Jpd 1JeuivdJs.

louold SUSSESSFULL

Ispl sJs gsuo pu ywgdle SMART_LICENSE slo Idueszs 1Julzze:

Mon Sep 4 20:39:32 2023 Info: The product is registered successfully with Smart Software Manager.

Wuvd Jouvesd

Smart Software Licensing Status

Registration Mode:
Action:
Evaluation Period:

Evaluation Period Remaining:

Smart license (Change type)

In Use

89 days 23 hours 15 minutes

( Registration Status

Unregistered - Registration Failed )

License Authorization Status:

Last Registration Renewal Attempt Status:
Last Authorization Renewal Attempt Status:
Product Instance Name:

Transport Settings:

Test Interface:

Device Led Conversion Status:

Evaluation Mode

FAILED on 04 Sep 2023 19:56

No Communication Attempted

wsal25tol5.amojarra.calo

Direct (https://smartreceiver.cisco.com/licservice/license) (Edit)

Not Started

IJue9,6 - wund IJogwesd

I3l e Lele IJouvesd: Bezdd pu guedle smart_license pu 9lz0é Lwlb, 1JIsle) Lluwegsle
lIJeble IJoldss:

lJgo9s 1. ywed 1Usged IJs CLI.
IJglbys 2. oo grep 9l og o sx¢J.

IJ¢b9o 3. luze g0 ldy¥pe Idpyowl wuvgdle Smartlicense gldo o 1) 8p: 9luoglo pdele
IJI>gld.

|Jglogs 4. |ogb eJs Enter zos w)s Idywedlo.



el Luwld IUlouold

Il lse "slol huwld Idleuald"s Beedd po ldlouold wso SWA 92be IUeszsoo 1Usds eds
o8> TCP 443,

Mon Sep 4 19:57:09 2023 Warning: The registration of the product with Smart Software Manager failed. Th

odeset Bl $eo vodsso IUde) Iduooles b Idoler 1U33s6: Ssrzs [Jezdd pu
Jlouold wude 1Jpuds 1U3s op odssuo.

JJdoedd pu Idlouald: iuuo'a)p IJgbsle 1Jgly6 b IJBuwe "pobdole IUlouold" WS o0



IJplJs.

Jol spdud puiloss ubuw Huwlds IUgbl Vs cuwsole IUg)uo

04 Sep 2023 20:19:29 +0200 The registration of the product with Smart Software Manager failed. The r

e Ieess 50 wolde

Blloses uodlzss 1,05 IJeess 19 500d IJs 1z 1IGuos JJBses IJpuwetsps 1Jpz36 Jo.
Sope bele Ies 1dppss Juved Idords) Es) wolde.

Spdud IJoedd pu IJgbl el po 1Uie, displayalerts Iy oo GuzJle Smartlicense.

Bspl sds g6 pu IJgbl oo DisplayAlerts bes 9lzoé Lwlo, 1JI9le):

04 Sep 2023 20:26:55 +0200 The registration of the product with Smart Software Manager failed. The r

Bl S £sUb pu b,y IUuwed e Iduwedle 1U33s6 pu 9lzes Lulbs, IJI9le):

Mon Sep 4 20:26:55 2023 Warning: The registration of the product with Smart Software Manager failed. Th

JJozdd pu wuwesd wodless 1dye) ldpes) Bs pogd IJosgsue 103ds: luodd lds 1Jpgisu:
w28 pu gldé luwoele I uodlzss 9835 Ulpwegsle.

Token Expiration Date Uses Export-Controlled Description

OTQONZ2EXMTItOTRK.. B Allowed SWA

Oubd wgdss IJogssd
el Luwld 1dleold

I3l 2oe Wubd Vs STAY IJowWos o vuvww gbl Bs Lhuwld IUlouold: 88> sdog 309 wuwou
puwddo IJloold: Bolds oo w229 !Jog@_@o lJueese slgeol) IUleuold wso SWA
9SmartReceiver.cisco.com TCP o093 443 I9 gbe 1U8p) Iduoules IJglue whblyo Idw)lee [U3Js06
lJgluo od

Jdouezdd pu Idlousld iuuo'a)p IJgosle 1Jgly0 Ws IUduwe "pubdole IJloold" W6 o030



IJp81Js.
Spdud IJoedd pu IJgbl el Lluuegsle 1Jle, displayAlerts Iy po wedle Smartlicense

Bspl sds £s06 pu IJebl po DisplayAlerts b 9lzos Lwlo, 1JI9le):

04 Sep 2023 22:23:43 +0200 Failed to renew authorization of the product with Smart Software Manager due

Besel sds £s08 p0 b Iduwad eu Iduvedle 1U3dss po Slzos Lulo, 1JIsle):

Mon Sep 4 22:22:58 2023 Warning: Failed to renew authorization of the product with Smart Software Manag

op lobld 1 uolss

Bl wwow wpdss IJowysuo o9 lubld Idyiolss Wld)zle 1oz 88 Jpg 90 ol I3 Jlo 9> wp
Llde Idgols pu "pred Ido,zsue 1J33s".

S2dY pU Bure "TJezdl pu 2lds IJzols B pstd IJesgsue 1J33s" B 030 1JpdlJs.
Sedd pu IJgbl Uluwaésle IJie, displayAlerts Iy oo wzdle Smartlicense

Bspl sds £50é pu IJgbl oo DisplayAlerts b.s 9lzoé Lwlo, 1JI9le):

04 Sep 2023 22:39:10 +0200 Failed to renew authorization of the product with Smart Software Manager due

Besel sds £s0s p0 by Iduwad eu Iduvedle 1U39s6 po Slzos Lulo, 1JIsle):

Mon Sep 4 22:39:10 2023 Warning: Failed to renew authorization of the product with Smart Software Manag

Jed 030 1JevdJs: §p wouwesd IJzols eié Ie)s.
JI s9z> VLAN s 1Jzolj

olJuuvwo .J.Jiao)é Ig.Jrob‘,_sé. JI wges v ds VLAN 9swp luwedle 59 Idoszsue Idblo,s
wubdd Jled Vs IJlzojo IUblo)ss.

Bl oo ogwegsp SWA bloys 9Jl wogs VLAN B 1,1z SmartAccountinfo s CLI WzlgJ
Sepsd pdW oygsuo XML o6 1256 wlguaegsle 11, loadlicense Wb.s CLI.



wedsyl Sisd IJie, loadlicense JJ pdule 16 1009295 (Souopu pulose lJodsse)
9pJI IJe,gsuo pu IJuble 3ud cowse pdBd Ide isue Uz ss 9pdlosto.

&2p6 glpd IJosgsuo 103ds €5y o996

lo seuod low o3l glol HuulJs: 03l Luwuw peL9S CisCo L § id .

"Smart Ticense agent service is unavailable. Please visit this page after some time. If you continue to

Subd ozl po Josdse

B 2lds Buvd wd9sup IJesgsue IU3ds pe bog, IUgbl :



Tue Apr 22 09:46:27 2023 Warning: Failed to renew authorization of the product with Smart Software Mana

IJlgool) 1Jisd] spdo 1o sIou 03l 1Jgbl wuvww pesd gbl pe 98 oo Cisco CSCvx04164 g

lJuinlo IJglo wosl gl o9 luwe Ideusle IJbloss 199> eds pogd Idesgsuo 15ds 1ss
Sewds eJs IV s luedsiss: wsupl Ided Idwssd Joso IdpuudJs o9:

lg> ouwpss Idzuwle Idbloys ShIU 1Uz 199 gy Idluzdsiss:

lJ¢b9s 1. luw8d |Js software.cisco.com.

lJg9s 2. luod IJs b > blys puwle 3ds > puwlole blo,ss.
IJg 96 3. 1b8, W98 IJeuwle Iblo,s p9o9e IUvze.

IUgo9s 4. Sp woers luwe 2282 91IJ6 1Uzu9ss €y Idluedsiss.

pdlzbs: szu 1o sepoe IUpumwetre wlposh bbs 2os swpdu pu lghs cumess


https://tools.cisco.com/bugsearch/bug/CSCvx04164

lJzuwlo IUblo,s.

(IJizool Idelos] Bl Jly lgue Idzuwle IUbloys ozsel Wses lJelds oU )lz 1Jzols W
peIsw patd Idostsue IUsds.

lwegse IJebsle 1J9l)6 B Idduwe "dezdd po 2lds IJzols B wolws IJe,gsuo 13ds" B
030 IJp91Js.

(Idizeol Idelde] Bl o 1dzoly payzl WS peisw wilws Ide,ésue 1U3ds: Welad lelhe wuvgsd
e300 lJoygsue 1U3ds SWA oo CLL:

18196 1. Guzd 1sgsJ | CLI.
IJgloss 2. ouvgsd Iip) IJeuvgsoos
g 1095 3. ol IUgsple

IJglogé 4. 13, smart_license

IJgb9s 5. Iz, lehs IJogugsd

SWA_CLI> diagnostic

Choose the operation you want to perform:
- NET - Network Diagnostic Utility.

- PROXY - Proxy Debugging Utility.

- REPORTING - Reporting Utilities.

- SERVICES - Service Utilities.

[1> SERVICES

Choose one of the following services:

- AMP - Secure Endpoint

- AVC - AVC

- ADC - ADC

- DCA - DCA

- WBRS - WBRS

- EXTFEED - ExtFeed

- L4TM - L4TM

- ANTIVIRUS - Anti-Virus xiServices

- AUTHENTICATION - Authentication Services
- MANAGEMENT - Appliance Management Services
- REPORTING - Reporting Associated services
- MISCSERVICES - Miscellaneous Service

- OCSP - 0OScCP

- UPDATER - UPDATER

- SICAP - SICAP

- SNMP - SNMP

- SNTP - SNTP

- VMSERVICE - VM Services

- WEBUI - Web GUI

- SMART_LICENSE - Smart Licensing Agent

- WCCP - wCCP

[I> SMART_LICENSE



Choose the operation you want to perform:
- RESTART - Restart the service

- STATUS - View status of the service

[1> RESTART

smart_agent is restarting.

[IJizeol ILlee]l Bp wlouile ses pps) 2283 B pogd posy Idosgsue I03ds sles ouvesd
IJzol.

Smart_agent pgJ8 Vs 2lJs IJogbsd

Spdu 986 030 IJIgble £ Js ESA Ig SMA Lgs <2388 1Jzol; (I3 wp wpdso "lUestsuo
IUsJds" edso Yod 1oy 8s8) [ds 1Ulueol, 14.1 19 14.0.

pdlebs: sbo, 03l IJgbl g s Iz0;6 x195 Iy x395.



Ospl sJs gsuo pu IUyuwlds IJos e logvlgel w9l ulbs 1Jzol)

08 Apr 2023 10:19:36 -0500 Initialization of smart agent service failed. Reason : Port 65501 is not ava

99s ywedle smart_license spJdoud pUiloss:

Mon Apr 8 09:02:36 2021 Warning: Smart License: Failed to change the hostname to esa.local for the prod

Soze 03l 1Jgbl |Us peyd wuopse IUigble Ipg 1908 oo Cisco CSCvz74874 J ESA g Cisco
CSCvx68947 J SMA. ceulz IJs IJleuold wagpe Cisco Jed 030 lJpuivd Js.

WOuibd wosss 300 IJ9dsd 1U3Is
Syowb o3l 1Jgbl 1ol Lldizejs IUble,sé lJos wp odosuel weshs 1Ue) pu ldpeesde.

oul eswo pu lJywed:

Thu Jun 23 16:16:07 2022 Critical: Initialization of smart agent service failed. Reason : Port 65501 is
any attempts to swap ports using the defined command will fail.

Jluodlz 030 1JpundJs. wpldd pu lelz 1Jie, version B 9lzos Luwl, IJIsle, (CLI) 9olds po
SESSU 82> 92l 1Upelded 1Upyd;s6 (CPU) 91Usld,)6 1Upg o008 eds IdeasSe.

Bl lG 00ld Idpjss pu pilds 1dzols 1Jergsed: S vouozse IJesjse.

loveelod Es) LPRSTs PU preIEs IJostsLe

B 2lJs 11 1Jzols oo pagd bls IJesgsue IU3ds: aoze IUluosble 1185 e o3l 1Ug bl

Thu Nov 15 13:50:20 2022 Warning: Failed to renew authorization of the product with Smart Software Mana

Jed 030 ldpuvddé: syzs lehbs ouwesd IJzols.
Je sup huwld yvol>é SSL LolJeé

I3l puode gds 03l IUgbl o0 1Jzols IUglue wd 9dp wopdu pu lJeuesd eds IJoprsolo. Blze
lJs lubgl psolast EN - 72502 JJzue9d eds i8> pu ldpedsele.



https://tools.cisco.com/bugsearch/bug/CSCvz74874
https://www.cisco.com/c/en/us/support/docs/field-notices/725/fn72502.html?emailclick=CNSemail
https://www.cisco.com/c/en/us/support/docs/field-notices/725/fn72502.html?emailclick=CNSemail

21 Aug 2023 14:03:04 +0200 Unable to connect to the Cisco Aggregator Server.
Details: No valid SSL certificate was sent

oo ey pdVle oyisue VLAN Ido8dssss uolds we lugilisel pu Yod KeyMaster JJgo9J
s Idepyssele slde,@sle. locwoo wodless lJeyze 1J@>spe Juvol>e Keymaster (CA) Ws 13
suls) 2023.

Sew wdSd Jubousy pdudle Juoble IJyveds Idpedso UJ{)Io_,@é (VLAN) IJos wewss eds
wwoble Loy, Yud 15 3suvpw) 2021 9o pws podleswol JIJe,) po 12 Juoyle 9od 13 suls)
2023.

Jed 030 ldpvddo. syzs Idlouold wigpe oylgsue Cisco gbde pJwd VLAN zaso.
e udd IJps)é IJs ehe IJwsled

I3l )lse weuo duwedle IJos op 0dd leas Iessle 19 weuool IUsol ghz IJosld @ 1 zle
IJozdd:

1. bsd wrtsue volde

2. 1Jzoly Jsso louold wibe Idesygsue 1U3Is (Llze Suwp "pobdole IUlouolJ" WO 030
JpdlJs)

3. 02d3 pu wwedle Idosgswe 1U39s Jeiss pu Idlbdle eds IUpuudJs.

4. louod wagpe Cisco Jdgueod eds IJpuwlesé

Bspl sds upsde Juved:

Mon Sep 4
Mon Sep 4

1:09 2023 Warning: Secure Web Appliance HTTPs Decryption license has been moved to Out of

20:4
20:41:10 2023 Warning: The Secure Web Appliance HTTPs Decryption is in Out of Compliance (00C

e psd 1U3Js Vs gldo luwole Lodlzso IUwéssd

Bl ese 'a]oi k_'9|.>a -:J "ldepsd IU3Is 9SS eldé lowole yodlesd IJogasd" Iele polees Uuwloy,
lJoldss Jeg s luwole o030 IJzlJs.

ool peld JJgbl:

Fri Aug 18 15:51:11 2023 Critical: Web Security Appliance Cisco Web Usage Controls feature will stop wo

Izle Idezdd pu lJlouold sldolds po ouwesd zobid Bs "wslus IJo,ésue 1Usds".

lJesze



Lusble 1@ o] pelywle 12036 lely L)esw o Cisco - Cisco

BRKSEC-3303 (ciscolive)

> lpwegse J AsyncOS 14.5 ) Cisco Secure Web Appliance - GD (lJo iy Lgle) -
lJlo ol sldoeose 9ldodasy [Cisco Secure Web Appliance] - Cisco

;, Cisco - Cisco



https://www.cisco.com/c/en/us/products/collateral/security/web-security-appliance/guide-c07-742373.html#_Toc10022553
https://www.cisco.com/c/en/us/products/collateral/security/web-security-appliance/guide-c07-742373.html#_Toc10022553
https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2018/pdf/BRKSEC-3303.pdf
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/smart-software-manager-satellite/series.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/smart-software-manager-satellite/series.html

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
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