odosu gr9d wedrsy ghs Juless Idoslule J
VDB g¢Js FDM

| wed ol [ Jizble gl lzol
s ople o o é

lJp 95,00

S92z 03l ldpuwows Jsdss wdysy zo9d wedse ghbhs Jlleso Idoslule JJBleso i_9 VDB gJs
FDM.

IJecbdole 1Jlul jusé
lJpobdolo

900 Cisco Llu ooy Jrsd pe,uds ldpsluose IJoldss:

* p>S) gol; Firepower
o Wless vslule IJeg)le (VDB)

lJpdoole 1dpuuegspd

ouwowd Idpedspele 1Jgl)o WO o3l ldpuwens 1Js luesble Idolez sldpdsole 1Jpebss IJeldss:
« FDM 7.0
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Jless vslule IJog)le (VDB) ey Cisco os @lgss wslule wpwss eds vl Jogwd pg 9096
Jizess pupsds Blods Jdole,: uldluolds lUs wusele Idiuolog Jiubes IJouigsd sldepdle
sldJobosyile.

S89p ublp 2o 1Jzplss v wuople Uiuolvg_ wpdlpu Iduoed Jpuwlesod eds wpass pl B
Il pLo SV pESU SIS pu ptlb) ié_o_)lj v ds. oo pee9esd 3dle Cisco Talos (Talos)
wegdsvle »9,56 |Js VDB.

SIS wupdsy 516 lJgr9ds lJodslisss l&ole epdsé ldpz pu ldoegld pu wedsole 8less
wslole IUlely sobousyel vuvdd puclbp. 903l suopu wile IUzolj peael.

lJodosy

lJodosulo

1. ouwesd 1Us>ged IJs FirePOWER Device Manager



st van]ns
CISCO.

Firepower Device Manager
Usarname

Password

2. ws DeviceScreen: luedd |Js IJozgrssele > g,00 IJodssu.
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3. Vs yilyws lJopssele (luedd IJs VDB > odysu.

Dl i Haamerany
Updates
GoodocanEnn oo -] 2 WD d Soacunty inMaligensn Faads
Lasowl Upcsis on 146 May 7077 Rty LUpssin on 10 Agr 7034
el
Canlipers Canliprs Sard rov Uy uoelabers
Sl ey Ltk S i) updalers

[ wonmencon |+ 8 n Eaad

Sysiom Upgrada Intrusscn Rule 2001
Cgrvgid wpdiaon T 0855 Lteal Lpdabn on 1 by 2007
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Set recurring updates

Frequency

Weekly w

Days of Week Time (UTC-05:00)
America/Mexico_City

Automatically deploy the update.
(Note: The deployment will also deploy all pending configuration changes.)

IJozedd pu lduogs

Vs ulgvs IJopssele « gds Guwpe VDB: shbo, sl Idogsse Idpad)) 1dpess.



Device Summany

Updates

& Schedule for VDB updates has been created

Geolocation 4- . VDB

Latest Update on 16 May 2023 Latest Update on 10 Apr 2024
Configure = Weekly

et recurfing updates an Sundays at 11:00 AM  Edit

LIFDATE FROM CLOLUID W LUPDATE FROM CLOUD b

lweduuld IJlgble gl oJlzol

B eld Jp wgpd Ido,dss IJodslisss J VDB Jel 09 pe9ds: Bspdud luvezle VDB.
lJgbsle:

SSH |Js 1Jzol; IJIshs (FMC I FDM g SFR onBox) CLI

Ie wldowssd s 9uoe IUeos) 91Jzd &p 9o wogssu pots) IJoslze:

<tfroot>

expert

sudo su
export ROLLBACK VDB=1

w2dd pu 0 258 VDB IJos o)éw s 1Uszoe 1Jsol [s [uosh uwled 092956 eds 1Jzol
lJe929> Vs Narlsflogrsele sosuswol:

<#root>

install _update.pl --detach /var/sf/updates/<nanme of desired VDB Package fil e>



lowe wedle cowse VDB IJgbss Bs Idesse 1délod Jdobosy eds Ivar/log/sfivdb-*
wee Idopld vouse VDB $e wuuiy lJuoe eds 1Ulzoj6.

g¢Js FTD CLI JJogdd pu ped9ble godsle vouse VDB ould b,s$6 9lzr6 JJoeldd pu
peessle ldsdsd ose:

root@firepower:/ngfw/var/cisco/deploy/pkg/var/cisco/packages#ls -al
lJpzpeoe 72912

drwxr-xr-x 5 root 130 serp 108:49 .

DRWXR-XR-X 4 23, 34 I¢ Julo_w 16 14:40 ..

DRWXR-XR-x 3 23, 18 I 16:40 p_05,-7.2.4-169

-rw-r-r— 1 1Jg3, 2371661 s9Js9 27 15:34 |Jp0>,-7.2.4-169.192
23y 21 1g Lwlbow. 16:14:40vdb-368 JJb,l; DRWXR-XR-x 3
-rw-r-r— 1 1Jg3, 1Jg3, 36374219 s9ds9 27 15:34 vdb-368.t9z
drwxr-xr-x 3 root 21 serp 1:49vdb-369

-rw-r-r— 1 25, 35908455 serp 108:48 vdb-369.tgz

pedyple Sl LoJs
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