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9,2¢ el IJgpelss (HostScan)

e pelads luuile louold VPN Cluwegsle gpsd Cisco IJles (AnyConnect). spdy
JJpuwetrpsu pslzos suulds gl L dd podle w33 wesy 19pld IUlouald. Jp sop
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Cisco Secure Client b

Unable to complete connection: Cisco Secure Desktop not

mstalled on the chent

X

OK

% pedlebbs: Jl seae o3l ldugwded Idpeess |Ul gus wpdsy 9,2¢ by |J§p|.§6 (HostScan) gu»
926 lJluwogold sldow veo IJub, gu luwegslp Secure Client lg | osl, AnyConnect.

luvwodld e Hostscan Token

S&ue ol Idluwewold sldoe 1UElue wuueds VPN Cisco Secure Firewall Adaptive Security
Appliance (ASA) Iy Threat Defense (FTD) Ig,l o 2ldle Buvd wiuosue 1does 1eess JJozesd.
JJozdd pu 3JY Bp wousésd U, debug list webVPN 187 0.

<#root>

ASA# debug menu webvpn 187 0
Allocated Hostscan token = 1000

Host scan token allocate failure = xxx - - - - > Increnents



S pllebs: sl 2398 030 Ideuwlds woses Jdozelo. sop elds! peldes IJpuwlds Lidoos
GIES wpdzw )P wuoest IJigble po Cisco CSCwj45822.

pwdE £y gbs Jbdole 1Jpuolb $6

wbo, 9236 Iluwoduld sldue 1Jgluoé wuvwdé VPN Cisco Secure Firewall ASA I FTD Ig )l o
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8o bysds JIJo il 03l po edId IJulb) 1Js syslog. loed 0 18p €8y €IS pu s po
p&)Sle ASA syslog lJoldse:

+ Z7ASA-6-113015

<#root>

YASA- 6- 113015

: AAA user authentication Rejected : reason = User was not found : Tocal database :
user

= admin : user

+ 7ASA-6-113005

<ffroot>
YASA- 6- 113005

: AAA user authentication Rejected : reason = Unspecified : server = X.X.X.X : user = #*#%%¥% .

: user IP =


https://tools.cisco.com/bugsearch/bug/CSCwj45822

+ ZASA-6-716039

<{froot>
YASA- 6- 716039

: Group <Df1tGrpPolicy> User <admin> IP <x.x.x.x> Authentication: rejected, Session Type: WebVPN.

luwe Idpuuegsp peds slispel pus sop odssu IJle) no logging hide username gJs ASA.

~ pdlzbs: o3l sglbs WY)6 gu lUoedd pu luuile lUpuwetreso IUuozsesu l9 pe,80p
eu by Jluwlesd |Us goulasu 1P Idygle w9gs Ides) ese 1o luwpele ldpuwegspsy
wodIu p)issé Vs Iduvedle.

JJeed8: Op wouvesd IUsed [Us slzes Lub, IJisle, (CLI) ASA Ty FTD. &p $p oS
1o, sbow aaa-server . 90z 89 pU 929> €23 sy ebs pu bdole IJpuolb 86 lJos we ldpzlads
edsol l9 ;oo [Js s pu €9 AAA IJoS wp wdysuol:

<ffroot>

ciscoasa# show aaa-server

Server Group: LDAP-SERVER - - - - - >>>> Sprays against external server
Server Protocol: ldap

Server Hostname: ldap-server.example.com

Server Address: 10.10.10.10

Server port: 636

Server status: ACTIVE, Last transaction at unknown

Number of pending requests 0

Average round trip time Oms

Nurmber of authentication requests 2228536 - - - - - >>>> Unusual increnents

Number of authorization requests 0
Number of accounting requests 0
Number of retransmissions 0

Number of accepts 1312

Number of rejects 2225363 - - - - - >>>> Unusual increments / Unusual rejection rate

Number of challenges 0

Number of malformed responses 0
Number of bad authenticators 0
Number of timeouts 1

Number of unrecognized responses 0
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