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w9lzod wypze ldobosyle (API) Jzsl 1dgelss
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lJp 95,00

SueW o3l IJp e Idoudd gu) 9lzod wypzs IJobousdle (API) puwed v Cisco FMC 9
Cisco FDM.

IJpowbdole Il ul usé
IJB0p IJiuwluws Jslzos wypeé wlbusdle REST.
lJpolbdolo

sdie 1o sdsu Josl Ierup IJesoses ledluss 1o [Js slzos Idpuwetse Idyumspss (GUI)
Jeydj blys FirePOWER (FMC) Clgwwgsle zols 9lzs eds 1UIGJ wwp blhwo woluwbs o) b1)o
FirePOWER (FMC) o3l. LldJouuwewo JJzjie IJgluo o FDM oy 03l 1dg)uo IJwssoses: sdjp w9d,)
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olzed IJoudd puw eJId FMC API Explorer

JJ9u29d IJs puwed v 9lzos ypes wbosdle FMC. luedd IJs guslo URL IJelds:
https://<FMC_mgmt_IP>/API/API-Explorer

Sew wuwesd 102g9d wluwogsle 0w wslule Idlgeels 1Jpgueésed J9lzos e

lJyuw9eso (GUI) J FMC. swpe 15¢ld wslule Idlgcels 030 WS ulW3s peledo JJulwse IJeldso
gws bgld gulsso URL 1Jgl o6 wpuwadjvdd 9lz0s wypeo IJobousdle.

Sign in to access this site

Authonzation required by https://10.88.243.36:43162
Your connection to this site i1s not secure

Uszername

Password

Sign in

Oy YSP) UL}”C\SJ L_J.)@J‘ sSbo, io |u.uQE_.J||o|Q API péwloé UV IJwossle lJPLéIVJ‘S JJ,D&”.J'MQ
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' A\ Nosequro | https://10.88.243.36:43162/api/api-explorer/ A as oy (= I TR+ ) I (b)

alualn Download OAS 2.0 Spec  Download OAS 3.0 Spec | Logout

Cisco

Cisco Firewall Management Center Open API Specification ©2 %

Specifies the REST URLs and methods supported in the Cisco Firewall Management Center API. Refer to the version specific REST AF| Quick Start Guide for additional information.

Domains

[ clobal g
Troubleshoot ?
Backup >
Network Map >
Devices >
Policy Assignments b
Device HA Pairs >
Health b

g IJud) 998 Visé: Bluel ©d9p woguwse bol) IJpdldele Idpzod s Ipesd s Joso
1J8i53. Sop &0 030 IJluwesglele o Iuvldse REST 1Ugluo6 wol 90850 1desls 1JglJps
(URI) Jo3l IJl wengle.

Integration >
Device Groups >
Status >
Device Clusters )
System Information >
Object >
Policy R

fapi/fmec_config/vl/domain/{domainUUID}/policy/accesspolicies/{objectId}

fapi/fmc_config/vl/domain/{domainUVID}/policy/accesspolicies/{objectId}

Im Japi/fme_config/vl/domain/{domainUUID}/policy/accesspolicies/{objectId}
m Japi/fmec_config/vl/demain/{domainUUID}/pelicy/accesspolicies
fapi/ffmc_config/vl/domain/{domainUUID}/policy/accesspolicies

m Japi/fmc_config/vl/domain/{domainUUID}/policy/accesspolicies/{containerWID}/accessrules/{objectId}

Vs ldpold Idolds: ©@9p wlple bde JJlbdlg eds uvsluwle 1Usuesd IJos wp odsuel Bs
9236 IJogde Vs 1dyuesd 1desrss (FMC). w@89e wlduds W98 IUb,s s 1dpdleds Jopssol.
e lug) W98 1) wpyws.

ould ol SeU IJoi-I:J‘§> §_J§o 909 luo spdud 9uoe pedele gds luvoduul)lod vlu&{&t)lp
lJpedple IJpe98,6 Os JJ pdldps pu pdldple 9lzos wypzé IUobosyle (API). Wb oJJ
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Japi/fmc_config/vl/domain/{domainUUID}/policy/accesspolicies

Retriavas, deletes, creates, or modifies the access control pO“ﬁr associated with the specilied ID. Also, retrieves list of all access control pulieies,

Try it out

Parameters
Name Description
name g " & "t = rr - - o 3 ' . 3
ateing If parameter is specified, only the policy matching with the specified name will be displayed. Cannot be used if object ID is specified in path.
(query)
name - If parameter is specified, only the poli
filtar _ . _
string Value is of format (including quotes). "locked:{true|false}"
e locked query parameter when set to true’ returns list of Access Policies which are locked and when set to 'false’ returns policies which are unlocked.
filter - Value is of format (including quotes): <
offset
integer($int3z) Index of first item to return.
{query)
offset - Index of first item to return.
limit
integer($int32) Number of items to return.
(query)
limit - Number of items to retum.
expanded
Eeias If set to true, the GET response displays a list of objects with additional attributes.

eds uwwosd ldpold: sdgy domainUID |Jjles! Jeese luvesglele APL 9JJdy swp wguiswo
odilssl Vs puwed s AP

oopsd IUgbys IJoldss Os Idud) W¥d wudss Jlgle o3o 1Jpdldps.

name
string
(query)

filter
string
(query)

offset
integer($int32)
(query)

limit
integer($int32)
(query)

expanded
baalean
(query)

If parameter is specified, only the policy matching with the specified name will be displayed. Cannot be used if object ID is specifiad in path.

name - If parameter is specified, only the poli

alue is of format (including quotes): “locked:{true|false}”
locked query parameter when set to “true’ returns list of Access Policies which are locked and when set to ‘false’ returns policies which are unlocked.

filter - Value is of format (including guotes): <

Index of first item to returm.

offset - Index of first item to return,

Number of items to return.

limit - Number of items to return.

If set to true, the GET response displays a list of objects with additional attributes.

= 2|

domainUuIp * =
string
(path)

Domain UUID

e276abec-e012-11e3-8169-6d9ed49b6251

Iod IJud) Wl "wudsd" spdud puiloss i,ooJé Jiwezlole IJepdldele Jdzuesd eds
WY)6 gu ldlgwezlole Idpeoeds IJos spdud IUzuosd edsol wule gds el 131 Iy IUbJw

woesel le JI.



Code Description Links
200 No links
OK
Media type Examples
application/json ~ ] | Example 1 : GET ffime_config/ivi/domain/DomainUUID/policy/accesspolicies | Test GET ALL Success of Acc v

Controts Accept header

Example Value | Schema

"description”: ¢ to test FMC implementation™,
“defaultAction®: {

"id": "id_of_default_action”,

"typa": "AccessPolicyDefaultAction®

wpRd CuISS [wesgle 9lzos w)prs IJobosdle spdud 1dzuesd: pg 2esds IUluveelus:
eJds e Idlgwegles. Ws oo IJzlds 200. gldes wobled pe bde OK. spdod Lsuol lJzuo9d
eJs gu9lu URL 9 URL 1Ugl o wldpdldpes IJos Bpo wol JJwy. odoy 030 Idpgdyple o866 |3
Jouo o8 lple 030 IJpdldpd Oluwegsle gpsdiuyulez ehzs.

oyze Jlzlesd Idos wp ldzuosd edsol ACPs IJos we wdysuol géL,s:FMC olJlolws |Js
ObjectID. Ws o030 IJzlJo: Spdud 4950 030 IJpgdsple Vs IJpywe IUlze) Os Iduo9s6 IJeldse:

)

Responses

abec- e@fl-11e3-5169 - GdIeddd policy/accesspolicies’ \

Ay
d1534a50-3F36-4519 S8cTeB454551"

Request URL

https://18.88.243.36:43162/api/ fmc_config/vl/domain/e276abec -0@f2-11e3-5169-6d9edd9b62 5 /policy/accesspolicies

Server response

Code Details

200

Response body

“links®: {
=self™: “https://18. 2/apiffme_to /domain/e276abec-eBf2-11e3-8169-6d9eddIbE25F/policy/accesspolicies Poffeat=0ilini

“itema=: [
{
“typa": “AccassPalicy”
=1links®:
"self”: “hetps://10.88.243.36:43162 fapi/fec_config/vl/domain/e276abec-e0f2-1183-8169-649:d449b625F /palicy /faccesspolicies /00505683 -1B6A -Bed - 0000 -004294067299
]

.
“name”: “ACP_cchanes®,
= BOSE5EE3- 1864 -Badl-B000- 8042

{




ObjectID o3l 09 IJBSp6 IJos ©@9p wlrgldol Ws IJlgvwsglele dos wolbde pize IJs Blisps
IJozde wldsuesd (ACP) oso. gds uvwsd Ideeld: Jlouvle 8lgss Jopu Blises IJezde Ss
lJos29d (ACP) o3o.

URIs IJos wzess eds dse wso I6oluw 1Jpedsds {} os Ssp ebdows Jlple oso
lJlgwesgle. w3, Iy domainUUID os [J9sed 1Uges»6 IJos swp weviswel odilissl.

fapiffmec_config/vl/domain/{domainUUID}/policy/accesspolicies/{containerUUID}/accessrules/{objectId}

fapiffmec_config/vl/domain/{domainUUID}/policy/accesspolicies/{containerUUID}/accessrules/{objectId}
m fapi/fmec_config/vl/domain/{domainUUID}/policy/accesspolicies/{containerUVID} /accessrules/{objectId}

fapiffmc_config/vl/domain/{domainUUID}/policy/accesspolicies/{containerUUID}/accessrules

fapiffmc_config/vl/domain/{domainUUID}/policy/accesspolicies/{containerUUID}/accessrules

- Japi/fmec_config/vl/domain/f{domainUUID} policy/accesspolicies accessrules

m fapiffme_config/vl/domain/{domainUUID}/policy/accesspolicies/{containerUUID}/accessrules

fapiffmc_config/vl/domain/{domainUUID}/policy/accesspolicies/{containerUUID}/defaultactions/{objectId}

fapiffmc_config/vl/domain/{domainUUID}/policy/accesspolicies/{containerUUID}/defaultactions/{objectld}

fapiffmc_config/vl/domain/{domainUUID}/policy/accesspolicies/{containerUUID}/loggingsettings/{objectId}

fapiffmec_config/vl/domain/{domainUUID}/policy/accesspolicies/{containerUVID}/loggingsettings/{objectId}

fapi/fmec_config/vl/domain/{domainUUID}/policy/accesspolicies/{containerUUID}/operational/hitcounts

fapiffmc_config/vi/domain/{domainUUID}/policy/accesspolicies/{containerUUID}/operational/hitcounts

m Famd Ifme ranfiain fdamsis/fdamsisllITALfaald sularracenaldsdae /M rantasinaslliTRL fanasstd anal Thi franntre

Sp S22 IJBse Ipbdavs Joso IJedlele Bis 5000 Ipdldps. Jlogble @sles J ACP. ioe
cobdo PolicylD. Jol spdud o oos s 1duo9,s 1Jeldss:

POST Japi/fmc_config/vl/domain/{domainUUID} /policy/accesspolicies/{containerUUID}/accessrules

Retrieves _delates, creates, or modifies the access control rule associated with the specifiedpolicy IDfand rule ID. If ne ID is specified, retrieves list of all access rules associated with the
specifiedipolicy ID.JCheck the response section for applicable examples (if any).

sop gl PolicyID o3l Ges 1Jz8J IJezss < containerUUID, slJzéJ 1pbdse 1T Jiouldse
POST 09 w0 1Jz09J5 I8 lbde. sedod luveisle Iiecds 1Updses Jogssd 983!
Jeoslzlod.



containerUuip * ™
The container id under which this specific resource is contained.

string
(path)
005056B3-1B6A-0ed3-0000-004294967299
domainUUID * "ame
string Domain UUID
(path)
e276abec-e(f2-11e3-8169-6d9ed49b625f
Request body " application/json w

The input access control rule model.

Examples:
[ Example 1: POST ifme_configivl/domain/DomainUUIDIpolicylaccesspolicies/containerUUID/accessrules | Test POST of Access rule ) ~ ]

"action": "ALLOW",
"enabled”: true,
“Rane" "Ruu-l
“sendEventsToFMC": false,
“lopgFiles": false,
“logBegin”: false,
“logEnd": false,
“wariableset”: {
“mame”: “Default Set",
"id": "WariableSetUUID",
"type": "VariableSet"
.
"wlanTags": {
“ebjects”: [
{

“type™: "VlanTag", v

pild £ 1Uze9Js |JpesJé:

{ "action": "ALLOW", "enabled": true, "type": "AccessRule’, "name": "Testing API rule", "sendEventsToFMC": false, "logFiles': false,
"logBegin": false, "logEnd": false, "sourceZones': { "objects": [ { "name": "Inside_Zone", "id": "8c1c58ec-8d40-11ed-b39b-f2bc2b448f0d",
"type": "SecurityZone" } ] }, "destinationZones": { "objects": [ { "name": "Outside_Zone", "id": "c5e0a920-8d40-11ed-994a-900c72fc7112",

"type": "SecurityZone" } ] }, "newComments": [ "comment1", "comment2" ] }



adlzds: spdy Ideuo9d eds Idpulb§ Idpewlzs: pg pe 1o 030 IUpulbde wlgwedsle Idluveedle IUelds.

Japi/fmc_config/vl/domain/{domainUUID}/object/securityzones

wpz? wudss 1dpdldps Iduwlods: ceoad 8Js ups luvoelus 201 suivs) 1Js To Idbde vz sbs 1Js logile [Jpg).



Server response

Code Datails

201
Response body

e {
“mame”: "ACP_cchanes®,

585683 - LBGA - Bed3 - B0 - 8842949672997,

ttps://10.88.243.36:43162/apd /fme_config/vl/donsin/e276abac- 8072-11a3-8165-649ed49b625F /policy /aceesspalicias /00505663 -106A- Bead3-0000-004294967299 /nceassrulas /0950
EA-Bed3-0000-000268435456"

"sourceZones™: {
"objects": [

Sl Sew lole gpdss wuiy Joso lJogssile Josgd 2 Ioudss Bs FTD IJss wp ogssd Blises Ioede B 1Us o9
(ACP) IJglos wo.

9Josl IJuwow: sogsu edsd IUzuosd eds Blises wldizess IJos ceess eds céssle glojs Jdogin.
fapi/fmc_config/vl/domain/{domainUUID}/deployment /deployabledevices

Retrieves list of all devices with configuration changes, ready to be deployed.

Seoss Ipald 8ds 39z po 1Jizejs 1Jos op odosuoel B 2lJs 1Jesd, IJelds. szw IJzuo9d eds perd 03l HAL B 2lJs Jauo
zolil puweddle szw Iewesd eds peyd o3l 1zols.

Responses

eurl =X "GET" \

“https://108.88.243,36:43162/apd /fme_config/vl/domain/el76abec-08fl-1103-8165-6d90d39b625¢ /deploymant /doployabledevices” \

=H ‘accept: applicationfjsen’ \
=H ‘X-auth-sccess-token: 41fledan-c681l-4064-Bedc-61734785dba"

Request URL

https://10.88,243. 36: 43162 /api /fmc_config /vl /domadin/e276abec - @ 2-11e3 - £169-6d9eda0b625F /deployment /daplayabledevices

Server response

Code Details

Fb Response body

18.88.243.36:43162/api/fmc_config lomain/e27Eabec-e8f2-11e3-B169-6d9edddbE25f/deployment /deployabledevi, ffset=081limit=25"

1 "1689794173607",
"HA_FTD72",
"DeplayableDevice”

[Jlgwoedle 1Jpbdse Jdzuesd eds perd Izols HA 09 Jpl st



m Jfapi/fmc_config/vl/domain/{domainUUID}/devicehapairs/ftddevicehapairs

Retrieves or modifies the Firewall Threat Defense HA record associated with the specified ID. Creates or breaks or deletes a Firewall Threat Defense HA pair. If no ID is specified for a GET,
refrieves list of all Firewall Threat Defense HA pairs.

luwedsle peyd 1Jzols 958p luosh IJudiy Spdud wessd 2e9ds pold Idleuold Idelds Jigle IUlguosgle Jooddss o3l

[/api/fmc_config/vl/domain/{domainUUID}/deployment/deploymentrequests

Creates a request for deploying configuration changes to devices. Check the response section for applicable examples (if any).

wped wudss odo Idpdldes: 3l I JJ Livse wozsel uvozued eds luvoelosd oluwesle 1) 202.

eolegd IJoodd po gdld puwed v 9lzes wjpzd Idobosdle (AP J FDM

JJ9uosd Ids puwedvdd 9lzos wypes wlbosdle FDM: oo 1dppdu luvedsle 5y eds slzos Idpuweese Iyuwspess (GUI) J FDM
JJloedld poluing [Jso: ol 08 psoe B Iuo9,6 IUelss:

hitps://10.88.243.36:44178/#/device A as fy L@ | = @
N . o = ] admin il
Wl Device Manager Monitoring Policies Objects Device: fireapower @ @ Administrator O

{:‘- AP| Explorer
Model Software VDB Intrusion Rule Update Cloud Services = CONFIGURE
Cisco Firepower Threat Defense for VMwa... 7.3.0-69 358.0  20221108-1055 €4 Not Registered | Rec
on b Internet
Cisco Firepower Threat Defense for VMware Li ] ! DNS Server
T3 Inside Network o0 O ISP/WAN/Gateway (O NTP Server

0/0

v’ o wuoue Bs puvaId i glzod wypes IJobusdle: odlzb o Idluucedlple coduve lsuol IJs Bisle.



& Mosegquro | htpsy/10.88.243 36:44178/#/api-axplorer A ey oy Qo 9w D =

Firewall De

Threat Defense
REST API

API Explorer

BT o= | i alinilie
Moni;oting Doﬁ:ies Objects Deuir.::ﬂ:!:mwel @ @ 9 :Z‘::n?;u'sfm{or = ‘I'“L SECURE

Secure Firewall Threat Defense REST API

The following is a list of resources you can use for programmatic access to the device using the Secure Firewall Threat Defense REST APl The resources ang
organized into groups of related resources. Click a group name to see the available methods and resources. Click a method/resource within a group to see detailed
information. Within a method/fresource, click the Model link under Response Class to see documentation for the resource.

You can test the various methods and resources through this page. When you fill in parameters and click the Try it Out! button, you interact directly with the system.
GET calls retrieve real information. POST calls create real objects. PUT calls medify existing objects. DELETE calls remove real objects. However, most changes do
not become active until you deploy them using the POST /operational/deploy rescurce in the Deployment group. Although some changes, such as to the
management IP address and other system-level changes, do not require deployment, it is safer to do a deployment after you make any configuration changes.

The REST APl uses OAuth 2.0 to validate access. Use the resources under the Token group to get a password-granted or custom access token, to refresh a token,
or o revoke a token. You must include a valid access token in the Authorization: Bearer header on any HTTPS request from your AP client.

Before using the REST AP, you need to finish the device initial setup. You can complete the device initial setup either through Ul or through InitialProvision AP,
You can also refer to this page for a list of APl custom error codes. (Additional errors might exist.)

NOTE: The purpose of the AP| Explorer is to help you learn the API. Testing calls through the AP| Explorer requires the creation of access locks that might interfere
with regular operation. We recommend that you use the APl Explorer on a non-production device.

Cisco makes no guarantes that the AP version included on this Firepower Threat Davice (the “API™) will ba compatible with future releases. Cisco, at any time in its
sole discretion, may modify, enhance or otherwise improve the APl based on user feedback.

AAASetting

ASPathList

AccessPalicy

Josuuse Bisé. Szw IJudy B9dol &p spdud caumse I gpdss pu lgpdsle wldod) 996 Is puol. Isd Uise sos sled JJ

£pJsd 09 pold gds luvoglus "e9ld§" Joso IUpedldpes.

AccessPolicy

Show/Hide List Operations Expand Operations

[policy/accesspolicies/{parentld}/accessrules

[policy/accesspolicies/{parentld}/accessrules

b=l /policy/accesspolicies/{parentld}/accessrules/{objld}

/policy/accesspolicies/{parentid}/accessrules/{objld}
/policy/accesspolicies/{parentld}/accessrules/{objld}

[policy/accesspolicies

Response Class (Status 200)

Model

—

“items”: [

{

Example Value

"version”: “string",

name” :

“defaultAction™: {
“action": “PERMIT",
“eventLoghction™: “LOG_FLOW_START",
“intrusionPolicy™: {

: “steing”,

S &

slduise IJolds 1Uss olo 09 IJpgledle 1polzs Jodsss luveelule 1dlguasgle 1Uss ©d9p wo. w3, v 1dedsd Idos op

9uog £dlpd "plbbJy" edsol B §b os 1Jz99d IUlUjlesd Jlgle ped o3l IUlguesgle.



Response Content Type | application/jsonv

Parameters
Parameter Value Description Parameter Type Data Type
affset An integer representing the query integer
index of the first requested
object. Index starts from 0. If
not specified, the returned
objects will start from index 0
limit An integer representing the query integer
maximum amount of objects to
return. If not specified, the
maximum amount is 10
sort The field used to sort the query string
requested object list
filter The criteria used to filter the query string

models you are requesting. It
should have the following
format: {keyHoperatorHvalue}[;
{keyHoperatorf{value}].
Supported operators are: " 1"
(not equals), ":" (equals), " ~"
(similar). Supported keys are:
"name", " fts". The " fts" filter
cannot be used with other
filters.

szl sedud ey eds ey luwerlos IJppdus Ios sedo Tu ooz IJsol 030 1Jedles.

Response Messages
HTTP Status Code Reason Response Model Headers

401
Model Example Value

"status_code”: o,
"message”: "string”,

“internal_error_ccde": 8

403
Maodel Example Value

“status_code": @,
"message”: "string”,
"internal_error_code": @

}

Il Joe enge Bs lole 030 Idedldps: Szw IJud) $98 “Eues 34, JJe s, eds o3l 1j: szw o edse wldoes) Jiwdd pos
oz 0315, Jlve 929> B Iuwdd JJ pdldps.
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520
Model Example Value

"status_code”: @,
"message”: "string”,
“internal_error_code": @

¥

IIIHHH'HIHHHIIII

ews 1Judy Wb 1)) "wryws 3JIU" Bl iy Idlouald Jl sobde 1desss po 1dedsd: Bluo sop ouldsso gds 1UW9, 9sebsy
IJlwegles.

Hide Response
TRY IT OUT!

Curl
curl -X GET --header 'Accept: application/json’' 'https://10.88.243.36:44178/api/fdm/v6/policy/accesspolicies’

Request URL

https://10.88.243.36:44178/api/fdm/v6/policy/accesspolicies

Response Body
1
"items": [
{
"version": "kadesjodd4iebr",

"name”: "NGFW-Access-Policy",
"defaultAction": {
"action": "DENY",
"eventLogAction": "LOG_NONE",
"intrusionPolicy": null,
"syslogServer": null,
"hitCount™: {
"hitCount™: 8,
"firstHitTimeStamp": ™",
"lastHitTimeStamp": "",
"lastFetchTimeStamp": ™",

lovoduuld IJigble 9l oJlzol



odse IJ pdldes Llouile He5 luworles HTTPsu o luwoelus. 03l suslesd eds wpass pdlu IUgbl.

IJolds 09 gl Ublisg szoe g3 luwole Lodlzss eduws IJgpd: pel subs) s 10 1hes IJpess Esy wolde Jive loces
wedlzsweo.

Responses

onain/el7Gabec -e@f1-11e3-8169-6d9ed4s|

SBe7eB454552"

Réguest URL

https://18.88.243.36: 43162 /api/fmc_config/vl /domainfe2TEabec-cBf2-11e3 -B169-6d9ed49b625F /policy/accesspolicies

Server response

Code Details
01
Error: 401
Response body

: “FRAMEWORK" ,
: [

"description™: “Access token invalid.”

}

1

“severity”: “ERROR"

93spl $ds lpeds eJs 495 luveelos HTTPIJes spdo Jluvesglele Leleol:

o 1JWiss 2xx: wele. ool 1Ugsss pu e IJzIJs: 200 (GET and PUT). 201 (POST). 202, 204 (DELETE). o bs, IJs
luwesgle 9lzos wypeo wbousdle (AP ulze.

o IJuwduwds 30x: Jebé Idegese. spdu luwaislpe gws luveisle IUgpsd J HTTP B IJiuod 9lels wozsoo lJs
HTTPS.

o 1JWs6 4xx: BSuvd pu gluw Idgpsd WS luvesgle 9lgos wypes Idobosdle (AP IJss op huwldo po ldgpsd IUs
IJghe. souppu poldluse) elds 401 suvs) Ids o eduwé IJgpd £s) puodd edsoli 9,05 403 subs) IJs plads sue9d
peby)s.

o 1JWiss 5xx: Buvd 1gbpe I9 1Jzol 9 1Ug06. 8> sI90 03l wuses welbbsd £306 APl JJzols s w3, 1ds oed | sol
v uvods IP
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