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ok ] @ @ @ : admin alialis SECURE
Monitoring Paolicies Objects 3:-;::_ . Addministrator eisce SECURE

Model Software VDB intrusion Rule Update Cloud Services High Availabélity
Cisco Firepower Threat Defense for Azure 7.4.1-172 376.0 20231011-1536 @& Connected | SEC TAC Mot Configured

ik Smart Lice..
Interfaces Routing Updates System Settings
Manag Access

Management: Unmerged 1 static route Geolocation, Rule, VDB, System Upgrade,
i z Security Intelligence Feeds

View All Interfaces > View Configuration > View Configuration >

Smart License Backup and Restore Troubleshoot

Tier: FTDw20 - 3 Gbps

View Configuration » View Configuration » REQUEST FILE TO BE CREATED Seo mone
Site-to-Site VPN Remote Access VPN Advanced Configuration Device Administration
Includes: FlexConfig, Smart CLI Audit Events, Deployment History,
Download Configuration
View Configuration > Configure > View Configuration > View Configuration >
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System Settings +
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Weu can rogister the dovice

th the Cleco choud to use additicnsl cloud-based ssrvices. If you want o
for management or want to romain in evalsation mode, then

sable features as needed,

Enrcliment Type

5enart Liceraing

Fogin

U5 Raglon -

Registration Key

: Cisco Defense Orchestrator

i & cloud-based managoment tool used bor Managing Notwork
YOU WA 10 registar the device in your Cisco Defernise Orchastrator
Traffic Settings
Ennbio CHeo DEfonso Orenostratsr
Q Profe

sco Success Network

sc0 Success Network enalbloment provides usage informasion and statistics to Cisco which are
Cisen 1o provide techeical support.This in atso alcws Chaca to improve the
0 make you awars of unused avallabie features 5o that you can maximize the value
1 In yous retwork

: Check out the

will be sent 1o Cisco. See.mon

i [ Enros Cisco Success Newark
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Select a Device or Service Type

Mo Secure Device Connector found to communicate with some types of devices. Set up a Secure

Device Connector

ASA

Adaptive Security Appliance
(B.4+)

Merak]

Meraki

Meraki Security Appliance

-.-

Duo Admin

Duo Admin Panel

a8 g IJzols 19 1Jgspé

Multiple ASAs

Adaptive Security Appliance
(8.4+)

Integrations

Enable basic CDO functionality for
integrations

Umbrella
Umbrella Organization

View Umbrella Organization Policies
from CDO

Op OEdSd plulz ouwesd Joidl ldpuuows.

FTD

Cisco Secure
Firewall Threat Defense

AWS VPC

Amazon Virtual Private Cloud

,F}

Import

Import configuration for offline
management

Follow the steps below

Firewall Threat Defense

Management Modea:

0o

(Recommended)

Use Registration Key
Onbeard a device using a registration
key generated from CDO and applied
on the device using Firapower Device

Manager.

&

Use Serial Number
Use this mathed for low-louch
provisioning or for enboarding
configured devices using their seral
number.
(FTD 6.7+, 1000, 2100 and 3100
sarias onlv)

w9g ldouwesd

Cancel

A Important: This method of onboarding allows for local co-management of the firewall via FOM. To manage your device with cloud-
delivered Firewall Management System, click the FTD button instead. Learn more &

=

Use Credentials (Basic)

Onboard a device using its IP

address, or host name, and a
username and password.



ouli sEHU2 pCle IJouwesd IJpbdse Vs 1Ugbs IJwlw$o.

" FTD—— 4‘ A Important: This method of onboarding allows for local co-management of the firewall via FDM. To manage your device with cloud-
. /= delivered Firewall Management System, click the FTD button instead. Learn more &
Firewall Threat Defense
N (=]
FTD

Use Registration Key Use Serial Mumber Use Credentlals (Basic)
Onboard a device using a ragistration Isa f L : 0 It IF
Recommended, key generated from COO and applied
on the davice using Firepower Davice configured davi

Manager,

Enabled

7as3- S

(Skipped)

Your device is now onboarding.
@ This may take a long time to finish. You can check the status of the device on the Devices and Services page.

Add Labels @

Go to Inventory

eedss lJoywesd
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Monitoring Policies Objects Device: joroa-fdm-tech...

Device Summary

Cloud Services

9 Mot Registered

You can register the device with the Cisco cloud to use additional cloud -based services. If you want 1o
use Cisco Defense Orchestrator (CDO) for management or want to remain in evaluation mode, then
register with the cloud using your CDO or other security account registration key. You can alternativelhy
auto-enrcll with CDO or a Secure Firewall Management Center using the device serial number. If you
want to use Secure Firewall device manager for management and are ready to license the device, then
configure Smart Licensing, which automatically registers the device with the Cisco cloud. After you
register with the cloud, you can enable or disable features as needed.

Enrocllment Type

Security/CDO Account Smart Licensing

Region

US Region w

Registration Key

7asac2 i

@ Service Enroliment

Cisco Defense QOrchestrator

Cisco Defense Orchestrator is a cloud-based management tool used for managing network
devices. Select this option if you want to register the device in your Cisco Defense Orchestrator
account.

Enable Cizco Defense Orchestrator

Cisco Success Network

Cisco Success Network enablement provides usage information and statistics to Cisco which are
essential for Cizco to provide technical support.This information also allows Cisco to improve the
product and to make you aware of unused available features so that you can maximize the value
of the product in your network.

Check out the Sampla Data that will be sent to Cisco. See.mara v

T

Enroll Cisco Success Network

owesd FDM

e ogwesd FDM. Bluo sgHyuo IJlszh 98sple Iduwelwd Idpouods sldeuzdo.
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Objects
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Manitoring

Davice Summary

Cloud Services

admin
Administrator

ciseo SEC

®eeO0o:

0 Connected Enroliment Type: Security/CDO Account Tenancy: NG i~
Regist Reglon: US Reglon
Cisco Defense Orchestrator DISABLE Cisco Success Network DASABLE

@

o Notec If the device is registenad 10 cloud senices using Smart Licensing. the device will not work with
COO. Please ur i the device and re-on-board wsing the registration key method with the
*Socurity/CDD account” option.

Ch Jefense Orche
cloud-based conflgu:

tion portal, allowing deployment 3Cross Your network

@ Disabled

lJopld ldoguzsd s FDM

r (2 allows you 1o configure multiple devices of different types from a

(==

]

Cisco Success Metwork enablement provides usage information and statistics to Cisco which
are essentlal for Cisco to provide technical support.This information also allows Cisco to
improve the product and to make you aware of unused available features so that you can

to Cisco.

wepw CDO. Vs Blispd Ipgisu: spdu lJees) eds FDM B gpdsé Jovo gdis Idozs
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= Hide Mera
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An ASA o
Muticioud —
Defonss Model Cinco Firvpowes Thosas utensa for
A
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O R Veraan BATAFE
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—— SnortVersion 1151100458
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g D Syneing
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¥ O & Pending Setup Davice Actions
(4} changeleg - AP1 Tool
X , -5 s oy
5 o ending Seiup B workflows
T Manage Backups
B Took L Sarvices ] -fqm_ 2 Syncing Oy B Remave
¥
5 settings ——d Management
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U Changelog
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i Confiiet Detection biad v
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Label Groups and Labels

Add Labels
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FDM po0d

gw> ouyvesd 229d FDM wugle IJs CDO: szo wuvesd Iesz po FDM. we> wuvesd IJese pu
ILs Gless wslole 1Uezsd (FDM). luodd slgd CDO |Js IJbsle sldgsele > 1deszsd > bl
oozsd @b [Jezelss.

F& Tools & Services Tools & Services Migrations
) & Dynamic Attributes Connector i Firewall Migration Tool
{E}} Settings 3
= Secure Connectors & ASA to FOM Migration

¢= Firewall Management Center g7 Migrate FTD to cdFMC

™ ASA Templates

lody eds e luplds: 9o, luwe guislss: suvs) 1Js 1o 1dlgue Szelz IJs lelsé ouwess
Jode gpdsé IUosesd.
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Initialize Migration X

To initialize the migration process, name this migration and click OK. CDO will
notify you when the migration tool is ready for use. When ready, select this named
migration and launch the tool.

Mame *

[_fdm_migratinri

& This is an auto-generated name. You can change it if you wish.

Cancel m

wosisé IJeesd
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Firewall Migration Tool

T B[G[)

Wama 2 Status. CreateaDate 2 Deprovisioning Data ¢ Actions
I i _rigration @ Avady to Migrate Jun 12, 2024 Jun 19, 2024 r -] m

gpdss lbJl$ gpdse Ide,zsd
w8 IJudy 994 IbJld: pusop Sog w38 Jepdss Idoszsd tse sop wpass IJésh Cisco
Secure Firewall Device Manager (7.2+). 9Jpl 3, gwlo@li sop wpdsy 03l 1Jgsl) wilsé pu
aifran]r, : - - -
cicco Firewall Migration Tool (Version 6.0.1)

Select Source Configuration ®

source Firewall Vendor

Cisco ASA (8.4+)

Cisco Secure Firewall Device Manager (7.2+)

Check Point (r75-r77)
Check Point (r80-r&1)
Fortinet (5.0+)

Palo Alto Networks (8.0+)

S89p FMT Loesss wdssu 1dpuos)

9upyd wedsdoli sop w@drse wldles gsble eyesd peodds: IUodssy ldpuve,d B @b,
Sswupeu ldeol sldedssule ldpuve,Jdo. Jel sogopo ldeol sldodssule 1dpgie,Jé 1ds
IJIzoj6 1Jzrs36 WOs whblp FTD.

lJouwews Jodl Idpeld: sop oodss IJgsh IJelus: 909 «yzsd FirePOWER Device Manager
(vl O 3Jd 1ol sldedssu 1dpuve,d).



How would you like to migrate from Firepower Device Manager :

@ Click on text below to get additional details on each of the migration options

() Migrate Firepower Device Manager (Shared Configurations Only) >

@ Migrate Firepower Device Manager (Includes Device & Shared Configurations) A4

« This option migrates both device and shared configuration. Same FTD is moved from FDM managed to FMC
managed.

« The migration process is to be done over a scheduled downtime or maintenance window. There is
device downtime involved in this migration process.

« Ensure connectivity between FDM device and FMC to move the device from FDM to FMC using FDM.
« User should provide FDM credentials to fetch details.
« FDM Devices enrolled with the cloud management will lose access upon registration with FMC

« Ensure out-of-band access to FTD device is available, to access the device in case of accessibility issues
during migration.

« It is highly recommended that a backup (export) of the FDM configuration is performed to restore the original
state of the firewall managed by FDM if required.

« lithe FTD devices are in a failover pair, failover needs to be disabled (break HA) before proceeding with
moving manager from FDM to FMC.

« FDM with Universal PLR cannot be moved from FDM to FMC.

« FDM with flexConfig objects or flexconfig polcies cannot be moved from FDM to FMC. The flexconfig objects
and policies must be completely removed from FDM before migration.

« FMC should be registered to Smart Licensing Server.

Migrate Firepower Device Manager (Includes Device & Shared Configurations) to FTD Device (New Hardware) >
Note :

esble Joszsd
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Live Connect to FDM

«  Select any FOM device onboarded on CDO from the below dropdown.

« Only devices with online connectivity and synced status will be
displayed in the dropdown_

«  Click on change device status button to update the FDM device status
from In-Use to Available.

Select FDM Managed Device

e L

- e
1agecda

—
=

Device -

T

- P
Ty T | L, =
|3: LT L

weass goly FDM

FDM device config extraction successful

100% Complete

lJopd luwed)lz Idodssy
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Firewall Migration Tool (Version 6.0.1) =3 60 °

Note; 51eps 7,8 and 3 should be carmied out in a maintenance window,

Source; Cisch Secure Finewal

Extract Cisco Secure Firewall Device Manager (7.2+) Information © Snlcied Migration: Includas Dev

Extraction Methods »
FOM IP Address:
Parsaed Summary W
3 0 4 0 1
ccoss Contr L Matwork Obgects Pori Obgects
0 2 2 1 1
Dymamic-Route Objerts Hetwork: Address Translation Lagical Interfaces Routes DHCP
Stabe Routes, ECUP Server Retay DONS

tbsle gpdss IJoszsd

JJdoud gp0ds6 wyzsd g836: a»:!JéIc IJiPJ ewd pbldowd oldgsl) od wyss luwwgsle vog
lIJoede wldouosd 1Jesz9s: NAT |9 woz RAPN gJs FMCS

Doy woo waliivl B0 wSe an Exisling Acoess Conlral Policy, NAT of RANFH Policy on FIC

Yes (») Mo

cAancel

[JEle 2sh IJodssu 1Jeszs>

w83 3JI uusdyu ould gshle Jopsss Idpssle Idos uwvsope cozsdel Jel 09 p9 oz S
09,6, 108, s pologs.



Note: Steps 7.8 and 9 should be carried out in & maintenance window.

3ec

Select Target © Source:
Selected Migration: Inc

Firewall Management - Cloud-deliveéred FMC >
Select Fealures N
Device Configuration Shared Configuration Optimization

nfarfaces Access Control Migrate Only Refarenced Objects

Roufes ale fun Object Group Search O

nnels (no dats)

OHCP

B Sserver

Mote:Platform settings and file and malware pelicy ragration is supported in FMC 7.4 and later versions

lJpsjlo lJos uvswpe wgassol

S lusl IJozosd.

Firewall Migration Tool (\Version 6.0.1)

Note: Steps 7.8 and 9 should b carried sutin a maintenance window.

Select Target © Souree: Cisco
Selected Migration: In

Firewall Managemen! - Cloud-delivered FMC >
Selett Features >
Rule Conversion' Process Config L4

e IJogssd.

e lu cuses gpdss IUopdsd: spdu luvesle sbsu: cuisd Upuwoos spolugs
IJesesd eu brsd 1dudy Weg Idelds.



Select Target ©
Firewall Managemen! - Cloud-defivered FMC
Select Features

Rule Conversion/ Process Config

Mo parsing error found. Refer to the pre-migration report for more details

Please download the Pre-Migration repon for 3 detailed summary of the parsed configuratio

3

Access Conbrol Lisi Lines

0

Dynamic-Route Objeds

(A5-Path, Communiy-List, Polcy-List
Priafec-List. Route-Map)

0

Site-to-Site VPN Tunnals

0

Access List Objects

[Standsnd, Ex
RAVPNEIGRP)

2

Network Address Translation

0

Remote Access VRN

(_ Download Report ;'

tanded used n BGH

HNetwark Objecis

2

Logical Interfaces

Source: Cis

Selected Migration: Includes Device and &

0 3

Por Objects Access Control Policy Objects

(Geo, Appheation, URL otimels and

Intrusion Rule Group)

1 1

Routes CHCP

(Static Routes, ECMF) [Server, Reiy, DONS

(Connection Profiles)

wujsd Idod,s).

o wEsSU Sleole 1Jzels Jsee gruo0l. IS od ppbuws: pu Idpumeeuws IJudy 98 cedse
Jogdsse IJslzole. wez)d IJozdd pu lduoes: sSpdoud ldpolugs wldud) W98 IJolds.
e

Hote: Staps 7.8 and 3 should be carrled out in o maintenance window,

Map FTD Interface ©

Source;
Selected Option:

FTD Interface Hame

&

(&) ccess
. Successhidly gmhernd details|

M0 v | eopege

IJslzole 1Jpg ) 906

loedd Is Suwe polld Ilelu pzesele IUslzos: 2o weole Is 1Jlualds $9:s! wluwogsle
luolds SZ 9 1G. Josl Idpaeld: wp lgosh IJluuble IJod@liss. 903l suwles eds lousle 1Jslzole
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Firewall Migration Tool (Version 6.0.1)

) 2 3 &
' 2 5 7

ot FOM formaton  Seect Targaa Mg FTD Immitace Mg Security Zones B Raview 8 Vakiate  Fuah Shaved Contig T

Irtestace Groups
Mote: Steps 7.8 and 9 should be carried aut in a maintenance windaw,

1 ’ Source: Cisco Secure F
Map Security Zones and Interface Groups © e latitd Dotian ok

(AsdSIEIG )
J

( Auto-Create _\,- -—

sutaide sutvide_zon GigabaEthernetll sutside_zone (4] Seines o face Growss

e aide_zene GigabiEihernetli maide_zose (4] Selecd barface Growss

Mote:Click on Auio-Create bution to aulo map the FDM named as the name of the FMC inerface obgects and secunty Zones, Click on next bulton to proceed ahead

eulbd Iiel 9pzesele 1Uslzos

seed esb dlogile IJoddlss eds cesso slzele FDM Jeolb lelo FTD 1Jesz936 9pzesele
IJslzole W FMC IJos Jol wdw Il wpe.

LU LW N i L '] 1 L LY ] Sl
- S

[]
- Auto-Create »
Sigat:'rtl : g . - ups
Auto-create maps FOM interfaces to existing FTD security zones and interface

groups in FMC that have the same name. If no match is found, the WMigration Tool
creates a new FTD security zone and interface group with the =ame name in FMC.

Select the objects that you want to map to FDM interfaces

iHiSecurity Zones Interface Groups

(Autn—ﬂreate )
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Firewall Migration Tool (Version 6.0.1)

wisce  Map Securty Tooes & Feves §Vakcate  Pysh Shanes Contg T

Interface Groups.

Hote: Steps 1.8 and 9 should be carled out in a malntenance window,

Map Security Zones and Interface Groups © Source: Cisco Secure Firewall Dev
Selected Option: Includes Device

(addsza16 ) (AutoCreate )

FMC Interface Groups

Note;Click on Auta-Create button to auto map the FOM nameif a5 the nama of the FMC interface objects and security zones. Click on nest button to proceed ahead

10 | persoge

B 1Jgb9s 5. Jpl 09 p9 oz S Iduissh IJedss: tuoue 1Jsde IUJIVs Jbz o pusluwle
lJoede O Idsuesd (ACP) slddlisule 9 9gles nat. olog eo bisd pileesd JJ euue) weulss
Sp lud) W9d IJoz 8l pu lduozs Joldss £30 9295 puibldd O IUluwele 19 IJodssule.
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Firewall Migration Tool (Version 6.0.1)

Hote: Steps 7.8 and 9 should be carded out in o maimenance window.

Source: Cisco Secure
Selected Migration: In

Optimize, Review and Validate Shared Configuration Only @

Access Control  Objects  NAT

( Access List Objects mﬂ Port Objects | Access Control Policy Objects | VPH Objects | Dymamic-Route Objects D

Select all Jentnes  Selecled 0/3




IJozde s IUsuosd: Idlisule sodssole NAT

Se luoéb eds IUodsso Jpuive,d b

Validation Status

Successfully Validated

51 validation Summary (Pre-push)

1d 3 4
Access Control List Lines Network Objects

ok

0
.

- Metwork Address

| Translation

R

Push Shared Configuration Only

>¢ lJodssu ldpuve,d B Eb

3
Access Control Policy
Objects

{Geo, Application, URL objects
and Intrusion Rule Group)

98pIJu pdlzbé IJouwoé 1Jpis9ss JJlugls 9ldpoed 1Uperss IJos seus IJeed edsol.

Firewall Migration Tool (Version 6.0.1)

Pus

Shared Config to FMC
PUSHING

—
24% Complate

[Jouwesd 1Jpsss JJrde

Push to Cloud-deivered FMC is In progress. Please
wait for entire push process to complele the magration

o 1Jopld 1Jgbys 5 lue@d IJs 1Ugbys 6. Jel 09 pg )92 O Iduimysb 1dedss: ese seae

>8¢ Idodssu Idpuve,d [Js FMC. gus 3JJe s 1dj) Idelds JJodse.



Firewall Migration Tool (Version 6.0.1)

0 O—=0 ; ‘ .
g Ly py p—y NS
FOM st Saect Tagat Fuvies & ditate | Push thared Conig | Move tsager it My 1
Erared Gantg) G
Hote: Steps 7.8 and 9 should be camied out in & maimenance window.
-———
Push Shar nfig to FM source: Cis
us S a ed CO g tCI C Selected Migratic:
Migration Status
@ Migeation of Shased Confy is comgiete, poicy is pushed to FMC
Haxt Step - Login bo FMC to deploy the policy to FTD.

Live Connact:

Selected Context: Single Context Mode

Migration Summary (Post Push)

3 4 3
Access Control List Lines Natwork Objets Acowss Control Policy Objects

{Gea, Appication, URL obiects and
i Rule Geoup)

2

Hetwork Addrass Translation

IJopld s8¢ IJodsso IJpuve,d |Us FMC

s8> 031 1gsh [Us cusgsd suwlds oldss: pel sdr8 [Us polugs cozsd IUprsy.



Confirm Move Manager

Requires maintainence window to be scheduled

FDM manager will be moved to be managed in FMC.

The steps outlined below should be performed in a maintainence window as

there is device downtime involved in this migration process.

« Ensure connectivity between FDM device and FMC to move the device from
FDM to FMC using FDM.

« FDM devices enrolled with the cloud management will lose access upon
registration with FMC.

« Ensure out-of-band access to the FTD device is available during migration.

= |t is highly recommended that a backup (export) of the FDM configuration is
performed to restore the onginal state of the firewall managed by FDM.

« FMC should be registered to Smar Licensing Server.

] | acknowledge all the steps mentioned above have been completed.

Cancel
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Firewall Migration Tool (Version 6.0.1)

Update Device Name for Registration

Note: Steps 7.8 and 9 should be carried |

Source: 5 L
Mave Manager [ concei § Son ) satectad Migration:

This stap s mandatory ans shauld be parformed during a downilme d FMC, you can no longer use the device manager t mannge It
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@

Move Manages

Mote: Steps 7.8 and 9 should be carried out in a maintenance window.

Source:
Move Manager Selected Migration:

Update Details SYNCING the FOM Device

This step is mandatory and should be performed during a downtime window. — pd-deliverad FMC, you can no longer use the device manager to manage it.

9% Complate
- . -

cisco us.c00... | Oguq

EEGW. 104 A m-Anzre Clacol merelaDNSServerGroup - ) Data Managemant S

Data intertace nd

pilpué zol; FDM

w8 luole IJoyzsdl woped IUgbys IJoldss Ws Weuo 1Uglzole 9ldpuwble gleslle DHCP
lJos op odssuol Bs bls Slegsrs wslule Idpzad (FDM) oo ¢dld cedss IJozdd pu lduoes.



Firewall Migration Tool (Version 6.0.1)

Nate: Steps 7.8 and 9 should be earried out in & maimensnce window,
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Hote: Steps 7,8 and 9 shoukd be carried out in a maintenance window.

Complete Migration
Migeation Status
Noxt Stap - Log
Live Cannect
Selected Context: Single Context Mode
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3 4
Control List Lin
2 2
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