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1. Client send TCP SYN SYN 2. Firewall does not
to 10.10.20.250/17111 #| allow this packet. It
through Firewall _drops it.

[ 5. Firewall send RST
RST packet to client

OUTSIDE

192.168.191.250
Client

10.10.20.250
Server

030 05 gpdsle IUIJo@lb 1Jos wp odssuel Bs el 1Jzelss:

# show capture

capture cap_I type raw-data trace trace-count 50 interface INSIDE [Capturing - 0 bytes]
match tcp host 192.168.191.250 host 10.10.20.250

capture cap_0 type raw-data trace trace-count 50 interface OUTSIDE [Capturing - 0 bytes]
match tcp host 192.168.191.250 host 10.10.20.250

capture asp type asp-drop all [Capturing - O bytes]

match tcp host 192.168.191.250 host 10.10.20.250



Op wpdsu lehs wessu IJeses wundd 1Belups. J3Jd: I3l g0 pészle show run service lJle) JI Ginse: Bodl sgus luo ppdu:

# show run service ...

1. $yowd IJgesd TCPSYN |Js IJghe 10.10.20.250/17111 oy ¢JIJ 2ol 1Jzels6. 12506 s6e 1 B 03l 1Jeélb:

# show capture cap_I
1: 19:48:55.512500 192.168.191.250.46118 > 10.10.20.250.17111: S 3490277958:3490277958(0) win 29200 <ms

2. 90kl Jgdp 929> Blisps IJogde B 1d9ue9d (ACL) JJwelz wzods 1des9) 0300 s89p 23l IJzelss IJlps wluwdlb odo
IJg)e6 acl-dropdwew. Swp lJodlb 030 1Jzjpé Vs IJo @l ASP-drop.

# show capture cap_I packet-number 1 trace det

1: 19:48:55.512500 a2c7.1e00.0004 0050.56b3.05b1 0x0800 Length: 74
192.168.191.250.46118 > 10.10.20.250.17111: S [tcp sum ok] 3490277958:3490277958(0) win 29200 <mss 1380
(DF) (tt1 49, id 60335)

<output removed>

Subtype: Tog

Result: DROP

Config:

access-group allow_all global

access-1list allow_all extended deny 1ip any any
Additional Information:

<output removed>

Result:

input-interface: INSIDE
input-status: up
input-line-status: up
output-interface: OUTSIDE
output-status: up
output-line-status: up
Action: drop



Drop-reason: (acl-drop) Flow 1is denied by configured rule, Drop-location: frame 0x0000561961c8333f flow

3. suuwd 2ob IJzelso 25e6 RST pg 1Jéhbe gusle Jpuos) £09lo. 1Uzse6 18e 2 B o3l 1o Blb:

# show capture cap_I

1: 19:48:55.512500 192.168.191.250.46118 > 10.10.20.250.17111: S 3490277958:3490277958(0) win 29200 <ms

timestamp 2096884214 0,nop,wscale 7>

2: 19:48:55.512806 10.10.20.250.17111 > 192.168.191.250.46118: R 0:0(0) ack 3490277959 win 29200

Llomd 1z 21 Ja gp adls () 1198 Gl IUE b suiua OEd IOl ol agd 1 Ea.

B 2l 1Jzlds 20 Jl oges Sless Jduwele wads ei9) Iduslule pu ldeesd 1ds IUEbe soglbsd 1815 o9 jse 1J¢06.

1. Client send TCP SYN SYN 2. Firewall does not
to 10.10.20.250/17111 # allow this packet. It
through Firewall _ drops it.

3. Firewall drops the
SYN packet silently

OUTSIDE

192.168.191.250
Client

Server

10.10.20.250

S& 02 show run service lJie, To 1818 wgssy e pgbJs.



# show run service
no service resetoutbound

1. $yowd Ugesd TCPJs 1Jghe 10.10.20.250/17111 oy JIJ 23l 1dzelss. 1Uz5p6 58 1 B 03l 1Jeélb:

# show capture cap_I

1: 19:48:55.512500 192.168.191.250.46118 > 10.10.20.250.17111: S 3490277958:3490277958(0) win 29200
<mss 1380,sackOK,timestamp 2096884214 0,nop,wscale 7>

2. 0b)l Jgap 929> Slises Idwpdpe B 1J9ue9d (ACL) Jduwelz wouds 1,9, 030 sd9e 2oL 1delss Il wluwdllb o0 1Uz506
acl-drop Juwow. wp lJodlb oo 1z 506 b asp-drop capture.

# show capture cap_I packet-number 1 trace det

1: 19:48:55.512500 a2c7.1e00.0004 0050.56b3.05b1 0x0800 Length: 74 192.168.191.250.46118 > 10.10.20.250

3. asp-drop capture sg, o 1Jgjed synsdJdo Jl 9z 2jed RST pyundé 06 ig)s cap_| capture g, 1Jglgoé 1UsIgJsé:

# show cap cap_I
1: 23:58:32.850755 192.168.191.250.46118 > 10.10.20.250.17111: S 3490277958:3490277958(0) win 29200 <ms

# show cap asp
1: 23:58:32.850999 192.168.191.250.46118 > 10.10.20.250.17111: S 3490277958:3490277958(0) win 29200 <ms

Llod 1JgIds 3 < Q&h‘éd 18198 & s s O IJE NS (Ruid] b loag) @a Q&béd 18198 @ 550 1 s (@Uidd Idaluags)

b dJ 100)los Sop wpdso 1818 autee 1Jges Jeese IUslzole 9oglbsd 181 “g o IJE 3.



2. Firewall does not NON-SYN packet 1. Server sends a TCP packet to
have a built connection | _ P 192.168.191.250/17111
for this flow. 5 through Firewall.

3. Firewall drops the
non-SYN packet silently

OUTSIDE

192.168.191.250
Client

10.10.20.250
Server

L souwd Ighe 25e8 TCP(SYN/ACK) [Js Idgpsd po 2l 231 Idzelss. Jlszess 2ab 1Jzelss eds louald wpe logblie Josl
Jo>838.

# show capture cap_0

1: 00:22:35.111993 10.10.20.250.17111 > 192.168.191.250.46118: S 3475024584:3475024584(0) ack 349027795

2.Jp sup bhuwld lehe IJogssu po "zl 1dzelss” IUs [Jghbe. sop luwdlb gjpeé SYN/ACK o030 wuope Juwwutcp-not-syn. 9 swpe
IJdwuo edsol asp-drop capturelsol.

# show capture cap_0O packet-number 1 trace detail

1: 00:22:35.111993 a2c7.1e00.003e 0050.56b3.1ef5 0x0800 Length: 70

10.10.20.250.17111 > 192.168.191.250.46118: S [tcp sum ok] 3475024584:3475024584(0) ack 3490277959 win
(DF) (tt1 255, id 62104)

<output removed>

Result:

input-interface: OUTSIDE

input-status: up

input-Tline-status: up

output-interface: INSIDE

output-status: up

output-line-status: up

Action: drop

Drop-reason: (tcp-not-syn) First TCP packet not SYN, Drop-location: frame 0x0000561961c89aaa flow (NA)/
</pre



# show capture asp

1: 00:22:35.112176 10.10.20.250.17111 > 192.168.191.250.46118: S 3475024584:3475024584(0) ack 349027795

los 18 4: wa cphagd 1818 G 56O IE 28 (wudd I iua) Ca cpdasd 18138 OE s IJE 2.

wubdd IB0,luos: sop welbsd 1815 Gstes 0Ew Jzpse IJolzole 9sop websd Ig1s wessu IJges lsuol vluwegsle e,
IJodsso.

1. Server sends a TCP packet to :

| 2. Firewall does not NON-SYN |
- acket : 75
have a built connection | _ P | 192.168.191.250/17111

for this flow. | through Firewall.

3. Firewall drops the
non-SYN packet and send RST packet
a RST packet to server. |

INSIDE

OUTSIDE

192.168.191.250
Client

10.10.20.250
Server

S 1elz show run service lJie, To 1818 wesso g8 pelbds (wuvdd I8e,luns) slu 1815 S ¢ e0 10398 pelods woluwlos le)
IJodssu.

# show run service
service resetinbound

L syuwd Iebe gips TCP(SYN/ACK) IJs g psd pu 2JIJ 231 IJzelsé.

# show cap cap_0

1: 00:32:26.434395 10.10.20.250.17111 > 192.168.191.250.46118: S 3475024584:3475024584(0) ack 349027795



2.l szwss eob 1Jzelss eds louold op logblye Josl 1w 8 95890 wluwdlbo. sg,uo asp-drop captures |z ;06!

# show capture cap_0 packet-number 1 trace detail

1: 00:32:26.434395 a2c7.1e00.003e 0050.56b3.1ef5 0x0800 Length: 70

10.10.20.250.17111 > 192.168.191.250.46118: S [tcp sum ok] 3475024584:3475024584(0) ack 3490277959 win
(DF) (ttl1 255, id 62104)

<output removed>

Result:

input-interface: OUTSIDE

input-status: up

input-line-status: up

output-interface: INSIDE

output-status: up

output-line-status: up

Action: drop

Drop-reason: (tcp-not-syn) First TCP packet not SYN, Drop-location: frame 0x0000561961c89aaa flow (NA)/

3. pud lehs wessu IUgsps sHuwd b 1eelss 2ipé RST [Us 1Ughbe wluwesle guglo IP1Jeuos, 1JElue wldepsd.

++

show capture cap_0
: 00:32:26.434395 10.10.20.250.17111 > 192.168.191.250.46118: S 3475024584:3475024584(0) ack 349027795
: 00:32:26.434608 192.168.191.250.46118 > 10.10.20.250.17111: R 3490277959:3490277959(0) ack 347502458
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