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7ASA-6-113015

<#froot>

Y%ASA- 6- 113015


https://www.cisco.com/c/en/us/td/docs/security/asa/asa920/configuration/vpn/asa-920-vpn-config/vpn-groups.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa920/configuration/vpn/asa-920-vpn-config/vpn-groups.html

: AAA user authentication Rejected : reason = User was not found : Tocal database : user = admin : user

7ASA-6-113005
<{froot>

Y%ASA- 6- 113005

: AAA user authentication Rejected : reason = Unspecified : server = X.X.X.X : user = ***%* : yser IP =

7ASA-6-716039

<ffroot>
YASA- 6- 716039

: Group <Df1tGrpPolicy> User <admin> IP <x.X.x.x> Authentication: rejected, Session Type: WebVPN

luwe IJpuweesp pelds slisel zos sop wdssy IJie, no logging hide username ¢ Js ASA.
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/interfaces-settings-platform.html#concept_8637BBD154854CA498A2DA66D55A115E
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oJosy Suwplssble owzsd lUuble bOs Wuod lgshle IJoble oo 3dsd odssy Id>Sle gu
wo0>8> FirePOWER J FirePOWER

IJozd8 pu lozse

I 88 Sp woumrsd 1589d 1Js slzes Lulo, Ilsle, (CLI) ASAls FTD. o e woubésd
!JIPJ show aaaﬁ-server‘goaéé PU £33 €S Ebs pu bdule ldpuob9é IJos we ldeezleds sdsol
l9 ool IJs s pu g9bp AAAIJCS wp wdgsuol:

<#froot>

ciscoasa#

show aaa- server

Server
Server
Server
Server
Server
Number

Group: LOCAL - - - - - >>>> Sprays against the LOCAL database
Protocol: Local database

Address: None

port: None

status: ACTIVE, Last transaction at 16:46:01 UTC Fri Mar 22 2024
of pending requests 0

Average round trip time Oms

Number
Number
Number
Number
Number
Number

of authentication requests 8473575 - - - - - >>>> Unusual increments
of authorization requests 0

of accounting requests 0

of retransmissions 0

of accepts 0

of rejects 8473574 - - - - - >>>> Unusual increments

<ffroot>

ciscoasa#

show aaa- server

Server
Server
Server
Server
Server
Server
Number

Group: LDAP-SERVER - - - - - >>>> Sprays against the LDAP server
Protocol: Tdap

Hostname: Tdap-server.example.com

Address: 10.10.10.10

port: 636

status: ACTIVE, Last transaction at unknown

of pending requests 0

Average round trip time Oms

Number
Number
Number
Number
Number
Number
Number
Number

of authentication requests 2228536 - - - - - >>>> Unusual increments
of authorization requests 0

of accounting requests 0

of retransmissions 0

of accepts 1312

of rejects 2225363 - - - - - >>>> Unusual increments

of challenges 0

of malformed responses 0


https://www.cisco.com/c/en/us/td/docs/security/firepower/720/fdm/fptd-fdm-config-guide-720/fptd-fdm-system.html#id_88125
https://www.cisco.com/c/en/us/td/docs/security/firepower/720/fdm/fptd-fdm-config-guide-720/fptd-fdm-system.html#id_88125

Number of bad authenticators 0
Number of timeouts 1
Number of unrecognized responses 0
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websd puob 9o AAA Vs w9 osIle w9 osd DefaultWebVPNGgroup 9
DefaultRagGroup
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Firewall Management Center

Overview [ Dashbosrds | Overview Analysis Policies Devices Objects Integration

Device Management VPN Troubleshoot

NAT Site To Site File Download

QoS Remote Access Threat Defense CLI

Platform Settings Dynamic Access Policy Packet Tracer

Network Threats Intrusion Events Status Geolocation QoS FlexConfig Troubleshooting Packet Capture
Certificates

Summary Dashboard

Upgrade
» Top Zero Trust Applications b4 Threat Defense Upgrade
Chassis Upgrade
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S Jsss wpusy wog VPN JJsuesd eu wes slgd slzes puwegse FMC.
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Edit Connection Profile

Connection Profile:* | DefaultWEBVPNGroup

Group Policy:* | DfitGrpPolicy

Client Address Assignment AAA Aliases

Authentication
Authentication Method: | Client Certificate Only A

Enable multuple cerincate authentication

» Map username from client certificate

Authorization

Authorization Server: v

Allow connection only if user exists in authorization database

Accounting

Accounting Server:

ESS) by886 1puols 6 1Js uiolss 1Jg psd B élo J Default WEBVPNGGgroup slgJ slzos puweése FMC.

ckép vuesy DefaultRAGgroup glowdd lJs gdlesé IJowsse AAA 9235 1JSlises 1UpouwsJé
lowdow [Jpuol>96. 235 'Giolss IJg psd B8k’ 9235 pb.




Edit Connection Profile

Connection Profile* | DefaultRAGroup

Group Policy=* | DfitGrpPolicy

Client Address Assignment AAA Aliases

Authentication
Authentication Method: || Client Certificate Only v

Enable multiple certificate authentication

» Map username from client certificate

Authorization

Awthorization Server: =

Allow connection only if user exists in authorization database

Accounting

Accounting Server:

oEss) bysys Idpuolb 96 [Js yuolo IJgpsd W gl J DefaultRAGgroup »lgd 9lzos puueése FMC.
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websd Hostscan / 9_og 2ol 1Jeplss IJlew gJs DefaultWEBvpngGroup 9
DefaultRAGgroup (I wshs)

JI sIJ9u 03l Joy9,6! Il 131 Il Jssd Hostscan / Secure Firewall Posture (9_ogs6 231 1Jzelséd
IUTe06) B wsised. opug 030 IUgbys IUpolzpse pu jshhé luvagsle IJeshs eds 2ol 1Jzelsé
wuvow Epds8 IJpune Iduosss Judbs IJuelss. Os FMC. sop wedsd 3Jd po el luuble
Jlisy FlexConfig wluwwgsle IJle, without-csd Jogbsd 9bsw96 IJpuwe o958 Judbo
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F ire\fvall Management Center o Ansiysia Policies

Adh Senver FlexConfig Object
Access List

Address Pools

Application Filters

AS Path

BFD Ternplate

Cipher Suite List
—— Dtauit_DNS_Consgure Contigune Default DNS with the help 0f TextObRcts delaultDNS.

Ampeannect_rouln_Rsnng

DHCP IPv6 Pool
Distingushed Name
DS Server Group

Exbesrasl Attributes DHCPVE_Profin_Dekegatcn_Configurn Contgune one cutsde (PO chent) and ona irside nterace (eop

Dafmdt_inspection_Protacol_Dissble Db Doleull Nspecion

Dotauit_inspection_Protosol_Enable Enabie Detsult Inspescion

File List
FlexConfig
FlexCordg Object

Toxt Objwct DNS_UnContgure

DHCPYE_Profx_Delegation_UnConfgurs Rmave configuration of one cutside {PD cient) and ona inside |

DE_Configues Confgune DA with ihe heip of TexiObjects desParameiers and

Geolocation
Eigip_Canfigure Contgunes siorp. 1. CoNROUIBE rast hop. . oNMgUIDS SUlD-S1
Intestace

Eiorp_intoitiaee_Configure Conbgures interlnse parameters fof nirn 1 Cardgures swent

Kary Chasin

Hatveark EQrD_UnConfgure {Clars sigs confgeraton for an

S wouwpss IJJlsy FlexConfig. we 9p wogssu lduui, eds dd 98w wluveesle Iduse
Append. &p bed Iduosles Jel 09 p9oe welel wp lzwb IJJlse.

Edit FlexConfig Object

Name:
Witihout-CSD

Description:

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

Insert v 23] Deployment: | Everytime v Type: | Append

tunnel-group DefaulctWEBVFNGroup webvpn-attributes
without-csd

tunnel-group DefaultRAGroup webvpn-attributes
without-cad

» Variables

Property

Name Dimension Default Value (Type:Name)

Override Description

Mo records to display

loodd [Js 1Jizos6 > FlexConfig & e 1o, 898 Cil Jog)s, yusluwé FlexConfig.




., Firewall Management Center

Ovendow Anslysis Policis Davices Objpcts Integraticn

sy uwsluws FlexConfig »lgd FMC.

22> p98¢E IUJlisu IUss Spo wlugblise po IJSuwe IJperd pu Swd Idpuvctrpe. e 2 IJuwope
Jluoleo |Js Append FlexConfigs |Jpess. @)l 235 29 Jplb wog FlexConfig.

e F.IfE'.Wu" Management Center e - - Doias| (Otichl | Fiagmtis

* Selocted Propend FlaxConfigs

»d Appand FlaxConfigs

Ip whudls IJJlsy FlexConfig wuwsluwo FlexConfig.
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Targeted Devices

Taegotd Devices

ich you waint 10 apply this policy
Sedecied Duvices

o value FT

I>¢d 9lz06 Lulo, I9le, (CLI) B FTD sl_os, IJie, show run tunnel-group J DefaultWEBvpngGroup
9 DefaultRagGroup. > §4w lw »90 csd Il 2luo, B Idoubdsd.

<#froot>
FTD72#

show run tunnel - group Defaul t RAG oup

tunnel-group DefaultRAGroup general-attributes
address-pool TEST-POOL

tunnel-group DefaultRAGroup webvpn-attributes
authentication certificate

wi t hout - csd

FTD72#

show run tunnel - group Def aul t WEBVPNGr oup

tunnel-group DefaultWEBVPNGroup general-attributes
address-pool TEST-POOL

tunnel-group DefaultWEBVPNGroup webvpn-attributes
authentication certificate

wi t hout - csd

websd luvple IUpzeses IUpumweeld 9opdso goloso URL IUElL08 Lldezeses

loodd [Js edB oers louold 9223 £106 IJowssy luuple puvcels”. $p woglbsd Iy gacd



IUlgwe Idpuweel JJpzesgs: slud, lsdous slss Jluolds lgve pumweel, J URL.

Edit Connection Profile

Connection Profile:* LDAP-TG

Group Policy-* DfitGrpPolicy

Client Address Assignment AAA Aliases

Alias Names:

Incoming users can choose an alias name upon first login. Aliases from all connections configured
on this device can be turned on or off for display.

Status

Disabled

URL Alias:

Configure the list of URL alias which your endpoints can select on web access. If users choose the
following URLs, system will automatically log them in via this connection profile.

-

Status

websd tsh Uluwe Idpuwoeh Jdpzeses IJodd sled 9lzod puueise FMC.

e wodasu luwe Jliso Jdluwe IUpuwoel Jeoslo URL: 88 wogwiss FQDN /s gusly IP
Jodb Iz pelso Jewslo URL: powyel wldluwe 1U3s o) 1 @)lu pd wg)ys IJlouold wo. WS o3l
IJpeld: lgo, ol 'aaldap'. Idel JIu poopl 1) Idel 1o 1, Telul pse sJsu pu sy 1Jpeopd
Jdpolzps ogpsu gwsle URL IJJled zos 131 Jlos! & zuodsl eJs FQDN 1Jgluo wd. wpz)d
IJloeole: 23> 2ok,



Edit URL Objects

Name
LDAP-ALIAS

Description

URL
htips:f/fid1 M com/aaalda

Allow Overrides

logule Jlisy URL-Alias »1gd 9lzos puwegspe FMC.

22> Ulgwe IJpwegl Jewslo URL oo 1J8lises Ieoumsds: 9223 IJeswe ppdo 9235 p919.




Add URL Alias

URL Alias:
LDAP-ALIAS

+ Enabled

olds oo wpdso IUluue Idpuweel Jewslo URL slgd slz0s puweise FMC.

olds po 238 Iluwe Ideuwegl, Jdpzeses Iy celbbsdo 902dd pu cpdsu IUluve Ideuveel
Jeuwsly URL IJlo Sp 2 pdb.



Edit Connection Profile

Connection Profile:* LDAP-TG

Group Policy=* | DfitGrpPolicy

Client Address Assignment AAA Aliases

Incoming users can choose an alias name upon first login. Aliases from all connections configured
on this device can be turned on or off for display.

Status

Disabled

URL Alias:

Configure the list of URL alias which your endpoints can select on web access. If users choose the
following URLs, system will automatically log them in via this connection profile.

URL Status

LDAP-ALIAS (https://fid1 | com/aaaldap) Enabled
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Add Certificate Map

Map Name*:
Certificate-Map-CN

Mapping Rule
Configure the certificate matching rule

i Field Component Operator Value

1 Subject CN (Common Nami v Equals customvalue

[ [==T]
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Add Connection Profile to Certificate Map

Choose a Certificate Map and associate Connection Profiles to
selected Certhicate Map.

Certificate Map Name*:
Certificate-Map-CN

Connection Prohle®:
LDAP-TG
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Edit Connection Profile

Connection Profile:* IKEV2

Group Policy:* | IKEV2-IPSEC

Client Address Assignment AAA Aliases

IP Address for the remote clients can be assigned from local IP Address pools/DHCP Servers/AAA
Servers. Configure the 'Client Address Assignment Policy’ in the Advanced tab to define the
assignment criteria.

Address Pools:

Name IP Address Range

AnyConnect_Pool 10.50.50.1-10.50_50_6

DHCP Servers:

Name DHCP Server IP Address
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Edit Group Policy

Pd e *

IKEV2-IPSEC

Description

Geneml Secure Chant Achsanced

VPN Protocols VPN Tunnel Protocol

Specify the VPN tunnel types that user can use, Al least one tunneding mode
must be configured for users to connect over a VPN tunnel.

Banner ga

P Addrass Pools

DMNSAWING & |Psec-lKEvZ

Spiit Tunneling
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Server List Entry
Server Lpad Balancing Servers SCEP Mobile Certificate Pinning
Primary Server Cormection Information
Display Mame (required) FTD1-IPSEC Primary Protocaol
FQDMor IP A... Lsar Group B AsA gateway
ﬂdl:(t}m IKEV2 Auth Methiod During [KE Megotiation  |EAP-AnyCornect
Group LRL [KE [dertity (105 gateway only)
Baclowup Servers
Host Address Add
Move Lo
Mowve D,
Delete
oK Cancel
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9 Cisco Secure Client

AnyConnect VPI:
Contacting FTD 1-IPSEC.

FTD1-IFSEC Connect

i ©

3 Cisco Secure Client | FTD1-IPSEC

Lszername:

Password:
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ASA# configure terminal
ASA(config)# tunnel-group DefaultWEBVPNGroup webvpn-attributes
ASA(config-tunnel-webvpn)# authentication certificate

ASA# configure terminal



ASA(config)# tunnel-group DefaultRAGroup webvpn-attributes
ASA(config-tunnel-webvpn)# authentication certificate

websd Hostscan / 9_og 2ol 1Jeplss IUlew gJs DefaultWEBvpngGroup 9
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ASA# configure terminal
ASA(config)# tunnel-group DefaultWEBVPNGroup webvpn-attributes
ASA(config-tunnel-webvpn)# without-csd

ASA# configure terminal
ASA(config)# tunnel-group DefaultRAGroup webvpn-attributes
ASA(config-tunnel-webvpn)# without-csd
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ASA# configure terminal

ASA(config)# tunnel-group NAME webvpn-attributes
ASA(config-tunnel-webvpn)# group-alias NAME disable
ASA(config-tunnel-webvpn)# group-url https://FQDN/name enable
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ASA(config)# crypto ca certificate map NAME 1
ASA(config-ca-cert-map)# subject-name attr cn eq customvalue

ASA(config)# webvpn
ASA(config-webvpn)# certificate-group-map NAME 1 TG-NAME

ASA(config)# tunnel-group DefaultWEBVPNGroup webvpn-attributes
ASA(config-tunnel-webvpn)# tunnel-group-map default-group

IPsec-IKEv2
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ASA# configure terminal

ASA(config)# group-policy GP-NAME 1internal
ASA(config)# group-policy GP-NAME attributes
ASA(config-group-policy)# vpn-tunnel-protocol ikev2

ASA(config)# tunnel-group TG-NAME general-attributes
ASA(config-tunnel-general)# default-group-policy GP-NAME
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Server List Entry

Server |Load Balancing Servers SCEP Mobile Certificate Pinning

Primary Server Cormection [nformation
Display Mame (required) | ASA-TPsec Primary Protocol | [Psec w
FQDMor [P A... Llser Group B Asa gateway
FQDM TG-MAME Auth Method During [KE Megotiation  |EAP-AmyConnect
Group LRL [KE [dentity (105 gateway anly)
FQOMN/TG-NAME
BackLp Servers
Host Address Add
Mowve Lip
Move D..
Delete
Ok Cancel
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