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e lud, W9 Secure> Data Loss Prevention Policy

{0 secure

K Monitor

‘o Admin

4 Workflows

Palicy

Access Policy

Create rules to control and secure
access to private and internet
destinations

Data Loss Prevention Policy
Prevent data loss/leakage with
policy rules

e lud) V9 Add Rule> Rea TimeRule

Ovarview

Experlence Insights

Connact

RiEsources

Data Loss Prevention Policy

When enabiled through its rules, the Data Loss Prevention policy can monitor or block the data being uploaded to the wab. As well, it can discower and protect the sensitive data stored and shared in your
cloud sanclioned applications. Halp £
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¢ o938, RuleName > cgssu puluve Severity

Profiles

Endpoint Posture Profiles
Configure requirements for end-
user devices connecting to private
resources

IPS Profiles
Configure settings for intrusion
prevention

Web Profiles

Configure web security settings for
use in internet access rules

Settings

Threat Categories
Choose types of harmful
destinations to restrict access to

Notification Pages

Configure notifications to present
to end users who try to access
blocked or warned destinations.

Do Not Decrypt Lists
Specify destinations for traffic that
must never be decrypted

Certificates

Provide certificates needed to
decrypt traffic, present end-user
notifications, and authenticate
VPN clients

Data Classification
Manage rules to prevent sensitive
data loss
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Overview
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Data Loss Prevention Policy
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When enabled throwgh its rules, the Data Loss Prevention policy can manitor or block the data being uploaded 1o the web. As well, it can discover and protect the sensitive data stored and shaned in
your cloud sanctioned applications, Hilp

Edit Real Time Rule

Configure this rule 1o $et the criteria as 10 what triggers its enforcement. The Realtime DLP inspects the content of outbound web requests that match this rule’s identities and
destinations. If 8 data violation is detected, 1his rule's Action setting is automatically enforced. Help (£
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Data Classifications

Select where to search for the selected data classifications.

@ Content O File Name O Content and File Name

Select data classifications to add them to this rule.
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Destinations

Manage destination lists and vetted applications for this rule.

O Al Destinations
Selecting All Destinations will scan the traffic to any application or website the user is browsing to.

(@ Select Destinations Lists and Applications for Inclusion
Scans selected destination lists and vetted applications.
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Last modified
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Logging
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@ ChatGPT x  +

Cc 22 chatgpt.com

@ ChatGPT

ChatGPT
[ sample python program

Explore GPTs

(®  An error occurred. Either the engine you requested does not exist or
there was another issue processing your request. If this issue persists

please contact us through our help center at help.openai.com.
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23 chatgpt.com

@ ChatGPT

Is this program correct?
# Python program to swap two variables

# To take inputs from the user
#x = input('Enter value of x: ')
#y = input(‘Enter value of y: ')

# create a temporary variable and swap the values

temp = x
X=y
y = temp

print('The value of x after swapping: {}'.format(x))
print('The value of y after swapping: {}".format(y))

@ An error occurred. Either the engine you requested does not exist or
there was another issue processing your request. If this issue persists

please contact us through our help center at help.openai.com.

< 2/2 PP

IJe2dd eu lduoes

Sedool pdlzlbs I gusel szlsd IJpuwegse bdo ChaGPT Jesus oo wovlpz python. sope el IJbJo.
Spduul oldss wubgsd 238 DLP Bs Luzdlo pug B@slo wslule 1Jsuesd 1JTew.

e 1Jluesld |Js Monitor> Data L oss Prevention



bl Secure Access

B2  Overview

Activity Search

o Experience Insights

m Q, Search by domain, identity, or URL

‘:‘ Connect
i Resources Q, Search fiters 1,965 Total O ve

' O Response Select All Request Source
O Allowed £ advanced —— -~
E Monitor Reports Management
Remote Access Logs Exported Reports
o Admin .
Activity Search Scheduled Reports

Traffic logs
Saved Searches

Security Activity . _
Security events and top threats Admin Audit Log

Total Requests
Activity Volume

App Discovery
Discover and analyze network
applications

Top Destinations

Tap domains visited by DNS

Top Categories
Top security and content

categories by DMNS
Third-Party Apps

Cloud Malware
View and manage detected

malware eyanls

— Data Loss Prevention

Data violations detected through
the Real Time and SaaS API rules
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Data Loss Prevention
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covery
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Event Type
r .. Real Time 6 Total Evants  Viewing activity from Aug 8, 2024 a1 9:53 AM 0 Aug 7, 2024 at 8253 A
} Saal API
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Action
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& Total Events

Action
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o 1od) W9 View details.
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Event Details

Detected
Aug 7, 2024 at 9:52 AM

Action
@ Blocked

File Name

Form

Identity
L1 Windows11-ZTNA

Application
OpenAl ChatGPT

Application Category

Generative Al

Destination URL
http://chatgpt.com/backend-api/conversation
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Rule

Chat GPT DLP

Severity
® High

Direction

Inbound

Classification

Source Code l

def calculate_year_of_century(age):, def main()-:... °
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Source Code

def calculate_year_of_century(age):, def main():...

age, then calculates the year they will turn 100 yea
rs old:\n\n" " "python\ndef calculate_year_of_centu
ry(age):\n \"\"\"Calculate the year the user will tu
rn 100.A""\"\n  current_year =

=100 - age\n year_of_century = current_year + y
ears_until_100\n  return year_of_century\n\ndef m
ain():\n # Ask the user for their name and age\n
name
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Certificate Viewer: chatgpt.com

General Details

Issued To

Common Name (CN)
Organization (O)
Organizational Unit (OU)

chatgpt.com
Cisco Systems, Inc.
<Not Part Of Certificate>

Issued By

Common Name (CN)
Organization (0)
Organizational Unit (OU)

Cisco Secure Access Secondary SubCA p-apse210-SG

Cisco
<Not Part Of Certificate>

Validity Period

Issued On
Expires On

Monday, August 5, 2024 at 10:14:04 PM
Saturday, August 10, 2024 at 10:14:04 PM




oo Explore GP

Previous 30 Days

Simple Python P

v @ ChatGPT X +
< C 235 | chatgpt.com
: chatgpt.com X
@ ChatGPT @] Connection is secure >
29 Explore GP @ Cookies and site data >
58t Site settings 4
Previous 30 Days -
v & ChatGPT x +
& - C 2% chatgpt.com
& Security X
chatgpt.com
® ChatGPT
@ Connection is secure
00

Your information (for example, passwords or
credit card numbers) is private when it is sent

to this site. Learn more

Certificate is valid 4




Certificate Viewer: chatgpt.com X
General = Details
Issued To
Commaon Name (CN) chatgpt.com
Organization (O) Cisco Systems, Inc.
Organizational Unit (OU)  <Not Part Of Certificate>
Issued By
Common Name (CN) Cisco Secure Access Secondary SubCA p-apse210-SG
Organization (O) Cisco
Organizational Unit (OU)  <Not Part Of Certificate>
Validity Period
Issued On Monday, August 12, 2024 at 10:52:16 PM
Expires On Saturday, August 17, 2024 at 10:52:16 PM
SHA-256
Fingerprints
Certificate 4572b5f7a356b5a3c4292a587a130936a3e01990453c22cfdde138e736¢
57647
Public Key 650324e564bdddcf3b09426edfa866449e81c6c79d5d406b23a44e458b
13bd62
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ChatG @3 T & Drmwwig Disticcachs Mowrotting + 5 1 & @
T Fner et ) Hide dsta URls () Hicke extension URLs
) ChmGRT M fevion | Doc | 653 5 Font | |img | Meia | Masetez || WS | wasm | Omer | [ Boched resporie coskins
sample python program
Blocked reguasts () Joapaity requess
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@ An emor accurred, Either the engine you requested does not exist or

" y o -y n . Bomsn L
there was another issue processing your request. If this issue persists — Sutes Size -
R 1) purmTodsoure s Browserbodtags vidk_versisn RS20 0% 200 foEna ake-dntadogh_ MSE a8
pleage contact us through our help center 8t help.openaicom. 00 i, iy dddisatilos ey e AbaalE:

O comversation 302 dargpLem 8158 6.

P i w0 hangposm 508

02 st chunggt com 1348 18

O dipTuaners mps STHET LS BhAp. sejpein ot o TC__CORS o Bodse oo 0om | 08 43
O s Taarvers mpa-STOET TS - Ap sppieoy pred_iws. 00 200 BoILELE CHEDON G

¥ ryatr 02 sb.chugetem 1348 38

€3 numtddroues browsenddiagsesd_versienRIALI00%. 202

o lguld ChatGPT ol 131 JIg e IJwsolez wozse!.
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chatgptoom
@ ChatGPT [ [B Eesints Coniole  Soucel  Network  Pedormance  Mamoey 33 @1 4n @5
at = e
® @ T Q Oreveiog D Dissblecache Mothroting * &5 1 &
- T Fiter 0 imvert Hde data URLs () Made extension USis
B M FeichiiHE | Doc | OS5 05| R Media || Mankes | WS | W ather | [ Bocked response ool
Is this program comect? - enllime - e e
# Python program to swip two vaniables il L., D) Jrd-party rasts
w i [E T [ 1888 st ot [ 1858 st
~i— —

x=5

y= 10
HMame Status Doman Sae

# To take inputs from the user ) chat-requirements 200 chatggtaom

#x = input(Enter walue of x: ) ©F memories Tinclade_mamery_estriessfaise 200 chatgetcem

#y = input{ Enter value of y: ) ] = an hat

Eomnseroiaie-duiadogh_

(L

“ @

| 8 tevmumvessmes- 76T BT siopvey peoe_vwn T.. | CORS srer

; D) g Trerveramps- STBLTTONG- S TR od_ws T 200
# create a temnporary varable and swap the values By i - Tlsppeeny pan

) rgstr 02
temp = x D rgsr pending
xmy

y = temp

print The value of x after swapping: [}'.formatix})
print{ The value of y after swapping: {f-farmatiy))

@ An emror eccurred. Either the engine you requested does not exist or
there was another issue processing your request. If this issue persists
please contact us through our help center at help.openai.com.
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