J 59,50 l?)"i lJe o> 86 9ldopdsy gds 23l
2plsd PIX IJlog oo Cisco (o0 5.2 |Js 6.2)

Slhgizall

do 280l

duw Y o lllaioll

ANIZYN]

o 23Sl | LSl

(309 5.3) \1woSill ablall RADIUS 8o
oMoVl

=il - Telnet a95Las

aSuill | Jaulasill puw )l

PIX 0S5 JI a9laoll ;ol9Vl

oSl 62>9 ddio d95Las

2. - Cisco Secure VPN Client 1.1

2,5 - §aa0)l VPN Client 3.0 9l VPN 3000 2.5
ool -peSs - 2,05 - §uaall VPN Client 3.0 o VPN 3000 2.5
2 ol 31> - SSH

aSuill ,_Jaulasill puw )l

AAA a9>5Lan cuoi (sl SSH 056

(AAA a9>Lan 2>g5 Y) , J=xoll SSH 055

SSH clas| auzuai

bl Sy sax ol Sas sl b

PIX 10 RSA zliae dl;| duasS

PIX 9 RSA zlias lna> aass

SSH  ac 2,5 0 SSH J 2 lowd| &S

a9>Lanll - uSos

SylLog wlogles

AAA o5 e sic Joooll o lusSl

awsl| 6aclunll 35 10 Al> Rigy a9 13| guazill ologleo
o old ologles

doasoll

5.2 5100 PIX @oly Jsin PIX &lo> Hlaz JI AAA dlawlg $aas Jowg clis] asS iiwoll 139 zuog,
o9 AAA 513 e sic Jawdll LLwiSly sysloggingg adsbaall wSas Jo> wlogleos 489, LS 6.2 JUS ()0
oo ailudl ollaoYl e (AAA) duwlxally [asgailly ddstanll uss Jiak «asVl ol)lauoYly PIX 5.3 )lsall

oSl al1d RADIUS i8lio ol (9 jo I

Bl Lmezy PIX LI AAA dlauwls; §rae Jgog clis] Sy «&asVl oLlaoYly PIX 5.2 2ol obluol 8



ok

J=lJl - Telnet a95Las -
oSxill 60>9 daio d9>las -
2, - Cisco Secure VPN Client 1.1 -
2B - 2.5 lale  9aao VPN 3000 dSui -
2,5 ol I3 - Leidslas caoi , I (SSH) a0Vl 6 insll -
o9 6,3V &Ml G lall (35>l show version JoIJL\.al, p9) PIX uic 3DES 9l DES (S0 v tda>No

ig>9 6,15] oS0 (PIX (PDM 6561 e Jsazs Loyl oSy «asYl ollaoYly PIX zob . o0 6.0 ,lxoYl
iuall ig PDM s 2,5 (GUI) droguu,Jl pastisuall

a85Lan)l ol 0S5 Jlio (PIX 6.2 | &>l PIX 6.2 J Laysaily @9sLaall ol Jg> clogleall oo Aol
auesilly

eblaol Jaiy PIX dla> x> I (AAA) duwlxolly Laysidly @8skaall Jid oo Gaas Jaog slisl J>1 ¢
0S5 Jbio plaiwl éaidl | Jawall Juosdl LSg :PIXIASA Ul gl «asYl olylaoYls PIX 6.3 zoli
RADIUS g +TACACS pl5

dw L)l o lllaioll
olllaiall

:AAA a85La0 @dlo] Jid pleall 0id cloly b

PIX pgi,[<local_ip> [<mask>] [<if_name>gd> sml:PIX JI J dalS casuol in order to ol 13 ool -
5 I 53 LaS 8 titnall bVl dalSUl plakiawly 6 5060 dlubu oS Wil 03® 9 ,a)l dalS o,
‘Jlodl 32
passwd OnTr BUGLTpOednkr encrypted
& huinall dpwlwVl dols]l adlo] J] zlizs ¥
a2y AAA @8skas 9 PIX J alslal dgaloll I alslal aSaid] oo Telnet plasiwl cliSoy al oo 25T -
JaxJl 0 adlo]
Lolis] ol9Vl g 6,9, A 9 adslaall olle @dlo) clil PIX o Juasl zigy loils pd -
5 1aS) PIX 59,0 dalS) Wl pasiuall 5 (Jsosll e Jubusill saie, cu> SSH M) AAA ddslas
TACACS 5i RADIUS 9,0 dalS9 pazias puwY Wb o5 (<any>_,9 o/l dals’ 5 JII

i 3] a5l dgalgll e SSH. plaiuwl Say .PIX J a1l dg>lgll I Telnet plasiwl cliSa, ¥ tdasVo
>, SSH Juae 0 allai]

aoasiuall oligSall

il kol e LgSally poll ellnol L siuall 13 L 65,lg)l ¢logleall xiius

6.2 91 6.1 91 6.0 91 5.3 91 5.2 ,laoYl PIX ol -
Cisco Secure VPN Client 1.1 -
Cisco VPN 3000 Client 2.5 -
(P1X'6.0 j0, 5929 pjk) Cisco 0 VPN 3.0.X a8y Jsoc -
65e>V o> oly aols dloso diy 9 639290l 6362V o diwoll 13D 9 65,l9)l ologleall elis| o
Y Jaizall Ll dogd o 2518 16 uilo cliSuis cilS 131 .(Liol,i8]) pouas (oS diwall 1i® (8 dorsiuoll
ol
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(3ling 5.3) -aSill dblall RADIUS 38Lio

oSy PIX 5.3 |5 .(1813/1812 65lc) 1646/1645 5%, RADIUS idkio RADIUS pslg> Lam, pasius
il oloVl plaiwly 1646/1645 duol iVl 38kall GMS | diswlxo9 RADIUS @85kas idlio uss

# AAA-radius-authport e>1>
# AAA-server radius isio
oMoVl

Ol oMawl Jo> wlogleall o 30 _Je Jaaxl dusill Cisco wluali o bWMawvl g1,

J=ll - Telnet d8>Las

-Ig a" ! I -!I !I
172.18.124 157
pix outside
10.31.1.101
pix inside
I ﬁ |
| ] |
i Vs £ S &
10.31.1.40 10.31.1.41
device inside TACACS+ or
RADIUS

server inside

PIX 2055 _JI @&laall ,0l9VI


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

rely Lol ueSil I yol9Vl 03 dslo)

AAA+ TACACS p>lg> lalazw JgS6i9 5

5 algo cisco 10.31.1.41 wauao AAA-server topix
£9090 S 62>9 telnet adslao AAA

TACACS 5 RADIUS 9,0 dalS§ pasiiuus pud U @ ((<any> 9 L) PIX 5950 dals) Wl paciiuall .
(RADIUS 9 TACACS 10.31.1.41 o315 _lc ¢,55all)

a5l 63>9 Ao dB3kas

el Lol ueSil Il 1ol9Vl 038 ddlo)

AAA+ TACACS poloz lalazo J9Sg9i9

5 algo cisco 10.31.1.41 cauno AAA-server topix
AAA @85lan) dlubuill Sl 62>9 9>

RADIUS/TACACS 19 50 dals/pasiun puwY Wb pi (<any> 9 LoS) PIX 49,0 dals) Ll pactisall
(TACACS 10.31.1.41 5 RADIUS w315 _le ¢\ 550ll)

2,5 - VPN Client 3.0 9i VPN 3000 2.5 9i VPN 1.1 Jsac - _ladesill auw)l



172.18.124 .99 device
with Cisco Secure VPN
Client 1.1,

VPN 3000 Client 2.5,
or VPN Client 3.0

17218124114
TACACS+ or
RADIUS server

£ /T
I

10.31.1.101
PIX inside

|
172.18.124.167

pix outside

L

10.31.1.40
device inside

2 - Cisco Secure VPN Client 1.1

Jwodl 05 - >, - Cisco Secure VPN Client 1.1

Myconn 1-
M/ ldentity
Connection security: Secure
Renote Party ldentity and addressing
ID Type: | P address
Port all Protocol all

(Pre-shared key (matches that on PI X

Connect using secure tunnel
ID Type: | P address
172.18.124. 157

(Aut hentication (Phase 1
Proposal 1

Aut henti cati on nethod: Preshared key
Encryp Al g: DES
Hash Al g: M5




SA life: Unspecified
Key Goup: DH 1

(Key exchange (Phase 2
Proposal 1
Encapsul ati on ESP
Encrypt Al g: DES
Hash Al g: M5
Encap: tunne
SA life: Unspecified
no AH

O her Connections 2-
Connection security: Non-secure
Local Network Interface

Name: Any
| P Addr: Any
Port: All

| 8> PIX (4955 - =,5 - Cisco Secure VPN Client 1.1]

i p address outside 172.18.124. 157 255. 255. 255.0
aaa-server topix (outside) host 172.18.124.114 cisco
ti neout 5

aaa aut hentication telnet consol e topix

sysopt connection permt-ipsec

no sysopt route dnat

crypto ipsec transformset nyset esp-des esp-nd5-hnmac
crypto dynam c-map dynmap 10 set transform set nyset
crypto map nymap 10 ipsec-isaknmp dynam ¢ dynmap

crypto map nynmap interface outside

i saknp enabl e outside

If you know the IP address of the outside client, ---!
use that !--- IP address in this statement. isaknmp key
*rkkxxkkx agddress 0.0.0.0 netrmask 0.0.0.0 ! isaknp
identity address isaknp policy 10 authentication pre-
share i saknmp policy 10 encryption des isaknmp policy 10
hash nd5 isaknp policy 10 group 1 isaknmp policy 10

lifetime 86400 /--- We knew our client would access the
PIX from this !--- network. If you know the IP address
of the client, use that IP address !--- in this

statement. telnet 172.18.124.0 255.255.255.0 outside

2,15 - §ua0)l VPN Client 3.0 ol VPN 3000 2.5

Juoell 65 - 2,15 - 5anll VPN Client 3.0 ol VPN 3000 2.5

VPN 3000 J! 0 JLasVl droui < asbazs < VPN aio 52> .1
e 329, b 2o 49,00l dalSy dacgomall pwl Glai Ol o . eladl Jgogll clogles < d8slaall 51> .2
JFrwwwxrrr VPNgroup <group_name> password ol 9 PIX
config-go9 pc> pi) HLis VI goxi o0 IP Ulgic =i PIX pgiy9 Juainidl g9 ek, Connect (§g9 jaill xic
SS9 172.18.124.157 o Telnet Juaig (a9 ,b 0390 jla>| diSay «l> 2y .(VPN 3000 Jioc go lnad
o JLasVL PIX e telnet 192.168.1.X JoVl zouw .(AAA) duwlxally Lasgailly d8sLaosll jue aidslas
Al dgzloll | degacrall (S (r0ainall

> PIX i85S - =2 - 2.5 lgle 920 VPN 3000 asis

i p address outside 172.18.124. 157 255. 255. 255.0




i p address inside 10.31.1.101 255.255.255.0
aaa-server topix (outside) host 172.18.124.114 cisco
tineout 5
aaa aut hentication tel net consol e topix
sysopt connection permit-ipsec
no sysopt route dnat
crypto i psec transformset nyset esp-des esp-nd5-hnmac
crypto dynam c-map dynmap 10 set transformset nyset
crypto map nmymap 10 ipsec-isaknmp dynam ¢ dynmap
crypto map nmynmap client configuration address initiate
crypto map nynmap client configuration address respond
crypto map nynmap interface outside
i saknp enabl e outside
i saknp identity address

ISAKMP Policy for VPN 3000 Client runs 2.5 code. ---!
i saknp policy 10 authentication pre-share isaknp policy

10 encryption des isaknp policy 10 hash md5 !--- The 2.5
client uses group 1 policy (PIX default). isaknp policy
10 group 1 isaknp policy 10 lifetine 86400 /--- ISAKMP

Policy for VPN Client runs 3.0 code. isakmp policy 20
aut hentication pre-share isaknmp policy 20 encryption des
i sakmp policy 20 hash md5 !--- The 3.0 clients use D-H
group 2 policy and require PIX 6.0 code. isaknp policy
20 group 2 isakmp policy 20 lifetine 86400 ! vpngroup
vpn3000 address-pool test vpngroup vpn3000 idle-tine
1800 vpngroup vpn3000 password ******** {g| net
192.168. 1. 0 255. 255. 255. 0 out si de

b ol = - SSH

el Josdl pi IETF 0 63gm0 e SSH 1 JgSgi9, aeizs .1 10Vl (SSH) oYl i acs PIX 5.2 Bl
Ja> 6,,Saall diwVl JI 2,1 o=l lagias, go cuidlgio SSH o 2.9 1 lluoYl ¢S, ¥ 1995 ,iades 9

SSH Jg> clogleall (4o ajo le Joaxll (SSH) (LYl dslo

o35 I (SSH J2is Ll oleyall i) SSH eMac oo blll 49,0 &,> uais pi .SSH pols PIX s,
o9 oblasYl el,>] i PIX 5.2 lxo] oliasde (5 1 ,lxo¥l SSH eMac Loz, 3w ai .(PIX JI) SSH

Solaris Jsaull olad 1.2.26 ,1a0Yly (NT) Ll ssimall (o 0¥ SSH 1.1 JsSg39, olasiawl U uisko
P » P

Wil I Jowell 6,151 8 SSH Jawas zlowl amd _JI g2, PIX 7.X 5ol duuill, :ala>o

aSuil) . 2| |
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outside

172.18.124 157
pix inside

£ /T L /S
172.18.124.114 172.18.124.111

device inside TACACS+ or
RADIUS server

AAA slao cus sl SSH (oS5

:AAA @85Lao a5 sl SSH (650 all wlglazdl JoSi

0ac 2o (AAA) duwlxally Laygailly adskanll plasiwly PIX I Telnet zob s placiw! ailSo) oo 25T .1
:SSH JsS559 14 29>9

(+aaa- server AuthQutbound protocol radius (or tacacs
aaa aut hentication telnet consol e Aut hQut bound
aaa- server Aut hQut bound host 172.18.124.111 cisco

oY telnet 172.18.124.114 255.255.255.255.255 oY o3l ¥ SSH JsS6i9 11 (S5 ic tdka>Vo
oV WS Cuaizi piy PIX e ojluol piy L3515 SSH 172.18.124.114 255.255.255.255 5|
Skl Jol,eY

2 LoloVl 04 plaziwl, SSH aslo|

host nane goss- d3- pi x515b

domai n-nane rtp.cisco.com

ca gen rsa key 1024 /--- caution: The RSA key is not be saved without !--- the ca save all
command. !--- The write mem command does not save it. !--- In addition, if the Pl X has
undergone a write erase !--- or has been replaced, then cutting and pasting !--- the old
configurati on does not generate the key. !--- You nust re-enter the ca gen rsa key comrand
l--- If there is a secondary PIX in a failover pair, the write standby !--- conmand does

not copy the key fromthe primary to the secondary. !--- You nust al so generate and save
.the key on the secondary device



ssh 172.18.124. 114 255. 255. 255. 255 insi de
ssh timeout 60

aaa aut hen ssh consol e Aut hQut bound

| oggi ng trap debug

| oggi ng consol e debug

.Sl gog 9 show ca mypubkey rsa oVl ,laol 09 .3
goss-d3- pi x(confi g) #show ca mypubkey rsa
Key pair was generated at: 08:22:25 Aug 14 2000 %
Key nane: goss-d3-pix.rtp.cisco.com
Usage: GCeneral Purpose Key
. Key Data
30819f 30 0d06092a 864886f 7 0d010101 05000381 8d003081 89028181 00ad4bhch
€9c174d5 0657a0f 3 c94e4b6d 32ac8500 6b84e754 59e20df4 f28c257d 131laf 21d
4c0a8f 4c e79d8b6d a3520f aa 1a42d577 c6adfe51 9d96fa62 f3be07fb 01e082d7
133cecff bf24f653 bc690bll ee222070 413c1920 d02321f8 4fc3c5f1 f0c6e077
81e93184 af 55438b dcdcda34 cOa5f5ad 87c435ef
4d5ba5le 6d020301 0001 67170674
Key pair was generated at: 08:27:18 Aug 14 2000 %
Key name: goss-d3-pix.rtp.cisco.com server
Usage: Encryption Key
. Key Data
307¢300d 06092a86 4886f 70d 01010105 00036b00 30680261 00d4f 61b ec45843a
4ad9266d bl25ee26 efc63cc4 e5e9cdad 9418ee53 6e4dl6cf 3d0dc864 4d4830c8
fa7f 110e 8a576led 4ca73ea7 5d405862 6f 3150df 9eb0dlle 9c4d3563 95ff5lae
6711d60b 9al415e4 19201d3f 03b455ea cldf9a4l b3a5a73f 4f 020301 0001

:Solaris dlaxs 0 Telnet goly o> 4
rtp-evergreen#./ssh -c 3des -1 cisco -v 172.18.124.157

172.18.124.157 dg>slls +RADIUS/TACACS o315 _le pastiwall awl o "Cisco" :aka>Mo

(AAA @slas 2295 V) JI=xoll SSH ;655

pawl 229, ¥ 3 209 LAAA 0315 y91u9 ddxell d9sLaall plaziwl PIX o SSH Jlail slac] ¢Soy oS
"pix" s> 98 paiwall puwl . pasiuuwe S Jiasio paie

PIX e _lxall SSH (650 ,oloVl 03D paiwl

host nane goss-d3- pi x515b
donmai n-nane rtp.cisco.com

ca gen rsa key 1024!/--- caution: The RSA key is not saved without !--- the ca save all conmand
l--- The write mem conmmand does not save it. !--- In addition, if the PIX has undergone a write
erase !--- or has been replaced, then cutting and pasting !--- the old configuration does not
generate the key. !--- You nust re-enter the ca gen rsa key command. !--- If there is a
secondary PIX in a failover pair, a write standby !--- command does not copy the key fromthe
.primary to the secondary. !--- You nust al so generate and save the key on the secondary device
ssh 172.18.124. 114 255. 255. 255. 255 i nsi de
ssh timeout 60
passwd ci scol23

o0 3DES 5 13®) PIX o JLasW Lol o "pixX" Lails 98 il 13D 8 Lol idVI pasiiall puwl Ol Lo
0® (Solaris g0

<ssh -c 3des -1 pix -v <ip_of_pix/.

SSH clas| auas

cipher-512 9 debug ssh - 3DES LoVl (92 elasVl auvas



Aut henti cati on succeeded for user 'cse' from0.0.0.0/0 :109005
to 172.18.124.114/0 on interface SSH

Aut hen Session Start: user 'cse', sid 0 :109011

Permtted SSH session from 172.18.124. 114 on interface inside :315002
"for user "cse

SSH session from 172.18.124. 114 on interface inside :315011
for user "cse" term nated nornmally

cipher-512 g debug ssh - 3DES 0Vl plaziwl, clasVl apouas

goss- d3- pi x#debug ssh

SSH debuggi ng on

. goss-d3-pi x# Devi ce opened successfully

.SSH. host key initialised

SSH: SSH client: IP = "'172.18.124.114"' interface # = 1

SSH1: starting SSH control process

SSH1: Exchangi ng versions - SSH 1.5-Cisco-1.25

SSH1: client version is - SSH 1.5-1.2.26

SSH1: decl are what cipher(s) we support: 0x00 0x00 0x00 0xOc

SSH1: SSH SMSG _PUBLI C_KEY nessage sent

SSH1: SSH CMSG SESSI ON_KEY nessage received - nmsg type 0x03, length 112

SSH1: client requests 3DES cipher: 3

SSH1: keys exchanged and encryption on

SSH1: authentication request for userid cse

SSH(cse): user authen method is 'use AAA', aaa server group ID =3

, SSH(cse): starting user authentication request
and waiting for reply from AAA server

SSH(cse): user 'cse' is authenticated

SSH(cse): user authentication request conpleted

: SSH1: aut hentication successful for csel09005

'SSH1: starting exec shell Authentication succeeded for user 'cse
from0.0.0.0/0 to 172.18.124.114/0 on interface SSH

Permitted SSH session from 172.18.124.114 on interface inside :315002
"for user "cse

cipher-1024 9 debug - 3DES

. goss-d3-pi x# Devi ce opened successfully

. SSH: host key initialised

SSH. SSH client: IP = "'172.18.124.114" interface # =1

SSH1: starting SSH control process

SSH1: Exchanging versions - SSH-1.5-Ci sco-1.25

SSH1: client versionis - SSH1.5-1.2.26

SSH1: decl are what cipher(s) we support: O0x00 0x00 0x00 0xOc

SSH1: SSH SMSG PUBLI C_KEY nessage sent

SSH1: SSH CMSG _SESSI ON_KEY nessage received - MSG type 0x03, length 144

SSH1: client requests 3DES cipher: 3

SSH1: keys exchanged and encryption on

SSH1: authentication request for userid cse

SSH(cse): user authen nethod is 'use AAA', aaa server group ID =3

, SSH(cse): starting user authentication request
and waiting for reply from AAA server

SSH(cse): user 'cse' is authenticated

SSH(cse): user authentication request conpleted

: SSH1: aut hentication successful for csel09005

'SSH1: starting exec shell Authentication succeeded for user 'cse
from0.0.0.0/0 to 172.18.124.114/0 on interface SSH

Permitted SSH session from 172.18.124. 114 on interface inside :315002
"for user "cse

cipher-1024 g debug - DES



Solaris plai yud9 SSH JsS9i9,m 3950 sisuaS jlgz o 23V 132 1dla>No

. Devi ce opened successfully

.SSH. host key initialised

SSH: SSH client: IP = "'172.18.124.99"' interface # = 0

SSHO: starting SSH control process

SSHO: Exchangi ng versions - SSH-1.5-C sco-1.25

SSHO: client versionis - SSH 1.5-W.0

SSHO: decl are what cipher(s) we support: 0x00 0x00 0x00 0x04

SSHO: SSH _SMSG _PUBLI C_KEY nessage sent

SSHO: SSH _CMSG_SESSI ON_KEY nessage received - MSG type 0x03, length 144

SSHO: client requests DES cipher: 2

SSHO: keys exchanged and encryption on

SSHO: authentication request for userid ssh

SSH(ssh): user authen nethod is 'use AAA', aaa server group ID =4

, SSH(ssh): starting user authentication request
and waiting for reply from AAA server

SSH(ssh): user 'ssh' is authenticated

SSH(ssh): user authentication request conpleted

SSHO: aut henticati on successful for ssh109

SSHO: invalid request - 0x2500

'SSHO: starting exec shell5: Authentication succeeded for user 'ssh
fromO0.0.0.0/0 to 172.18.124.99/0 on interface SSH

Aut hen Session Start: user 'ssh', sid 1 :109011

Permtted SSH session from 172.18.124.99 on interface outside :315002
"for user "ssh

cipher-2048 9 debug - 3DES

Solaris plai Gud9 SSH JgSg59,m 3950 iguaS jlg=> oo g3Vl i tda>No

. goss-d3-pi x# Devi ce opened successfully

.SSH. host key initialised

SSH: SSH client: IP = "'161.44.17.151"' interface # = 1

SSH1: starting SSH control process

SSH1: Exchanging versions - SSH1.5-C sco-1.25

SSH1: client version is - SSH1.5-W.0

SSH1: decl are what cipher(s) we support: 0x00 0x00 0x00 0xOc

SSH1: SSH SMSG _PUBLI C_KEY nessage sent

SSH1: SSH CMSG_SESSI ON_KEY nessage received - MSG type 0x03, length 272

.SSH1: client requests 3DES cipher: 3

SSH1: keys exchanged and encryption on

SSH1: authentication request for userid cse

SSH(cse): user authen nmethod is 'use AAA', aaa server group ID =3

, SSH(cse): starting user authentication request
and waiting for reply from AAA server

SSH(cse): user 'cse' is authenticated

SSH(cse): user authentication request conpleted

SSH1: aut hentication successful for csel0900

:SSHL: invalid request - 0x255

'SSH1: starting exec shell Authentication succeeded for user 'cse
from0.0.0.0/0 to 161.44.17.151/0 on interface SSH

Aut hen Session Start: user 'cse', Sid 2 :109011

Perm tted SSH session from 161.44.17.151 on interface inside :315002
"for user "cse

bl Sy sazy ol Say sill bo

Solaris SSH ¢ Solaris - 2048-cipher sllas| Qi



2048 ju0.ii axlleo Solaris e ie jda>No

;rtp-evergreen.cisco.com Initializing random
seed file /export/hone/cse/.ssh/random seed
. (RSA key has too many bits for RSAREF to handle (max 1024

+RADIUS/TACACS o315 e paziiuwnll puwl 91 dxguo € 59,0l dals

. Devi ce opened successfully
. SSH: host key initialised
SSH. SSH client: IP = '161.44.17.151' interface # = 1
SSH1: starting SSH control process
SSH1: Exchangi ng versions - SSH-1.5-Ci sco-1.25
SSH1: client versionis - SSH1.5-W.0
SSH1: decl are what cipher(s) we support: O0x00 0x00 0x00 0xOc
SSH1: SSH SMSG PUBLI C_KEY nessage sent
SSH1: SSH CMSG_SESSI ON_KEY nessage received - MSG type 0x03, length 272
SSH1: client requests 3DES cipher: 3
SSH1: keys exchanged and encryption on
SSH1: authentication request for userid cse
SSH(cse): user authen nmethod is 'use AAA', aaa server group ID =3
, SSH(cse): starting user authentication request
#and waiting for reply from AAA serverss-d3-pi x
SSH(cse): user authentication for 'cse' failed
SSH(cse): user authentication request conpleted
SSH1: password authentication failed for cse
"Aut hentication failed for user 'cse :109006
fromO0.0.0.0/0 to 161.44.17.151/0 on interface SSH

LoVl e pasiamall pgoumo &

J51> ssh 172.18.124.114 255.255.255.255

Iyl &Yglxo

50> agzlgll le 161.44.17.151 ;0 SSH dul> _as, :315001

ca save all oVl plaziwl, alas> pac 9l (ca zero rsa oYl plaziwly) PIX oo pliaall il go

. Devi ce opened successfully
,"SSH: unable to retrieve host public key for 'goss-d3-pix.rtp.cisco.com

.term nate SSH connection
"SSH 2145462416: Sessi on di sconnected by SSH server - error 0x00 "Internal error
.Fail to establish SSH session because Pl X RSA host key retrieval failed :315004
"" SSH session from0.0.0.0 on interface outside for user :315011

(di sconnected by SSH server, reason: "Internal error" (0x00

Jlazo AAA psl5

.SSH. host key initialised

SSH. SSH client: IP = "'172.18.124.114" interface # = 0

SSHO: starting SSH control process

SSHO: Exchangi ng versions - SSH-1.5-C sco-1.25

SSHO: client versionis - SSH1.5-1.2.26

SSHO: decl are what cipher(s) we support: 0x00 0x00 0x00 OxOc

SSHO: SSH SMSG PUBLI C KEY nessage sent 302010: O in use, 0 nost used
SSHO: SSH CMBG SESSI ON_KEY nessage received - MSG type 0x03, |length 144
SSHO: client requests 3DES cipher: 3



SSHO: keys exchanged and encryption on
SSHO: aut hentication request for userid cse
SSH(cse): user authen nmethod is 'use AAA', aaa server group ID =3
, SSH(cse): starting user authentication request
and waiting for reply from AAA server 1090
SSH(cse): user authentication for 'cse' failed
SSH(cse): user authentication request conpleted
SSHO: password authentication failed for cse0
SSHO: aut hentication failed for cse
"SSHO: Session disconnected by SSH server - error 0x03 "status code: 0x03
Auth from0.0.0.0/0 to 172.18.124.114/0 failed :2
server 172.18.124.111 failed) on interface outside)
Auth fromO0.0.0.0/0 to 172.18.124.114/0 failed : 109002
server 172.18.124.111 failed) on interface outside)
Auth fromO0.0.0.0/0 to 172.18.124.114/0 failed : 109002
server 172.18.124.111 failed) on interface outside)
Aut hentication failed for user 'cse' fromO0.0.0.0/0 :109006
to 172.18.124.114/0 on interface SSH
(SSH l ogin session failed from 172.18.124.114 (1 attenpts : 315003
"on interface outside by user "cse
"SSH session from 172.18. 124. 114 on interface outside for user "cse :315011
(di sconnected by SSH server, reason: "status code: 0x03" (0x03
Aut hen Session End: user 'cse', Sid 0, elapsed 352 seconds :109012

PIX 3 lnad DES plis 129s o,SJ9 3DES J Jsasll slac] o

.DES pca, Solaris S, ol tdla>No

. GOSS- PI X# Devi ce opened successfully

SSH: host key initialised

.SSH: license supports DES: 1

SSH. SSH client: IP = "'172.18.124.114" interface # = 0

SSHO: starting SSH control process

SSHO: Exchangi ng versions - SSH-1.5-Ci sco-1.25

SSHO: client versionis - SSH1.5-1.2.26

SSHO: decl are what cipher(s) we support: O0x00 0x00 0x00 0x04

SSHO: SSH SMSG PUBLI C_KEY nessage sent

"SSHO: Session disconnected by SSH server - error 0x03 "status code: 0x03

"" SSH session from 172.18.124. 114 on interface outside for user :315011
(di sconnected by SSH server, reason: "status code: 0x03" (0x03

:Solaris plai) (CLI) jolgVl Jlaw dg>lg Jeg

. Sel ected ci pher type 3DES not supported by server

PIX ;0 RSA zliso dll;l duasS

Ca zero rsa

PIX 5 RSA plise lhi> disS

JSUI laa> aylSol

SSH Juac 2,15 50 SSH J plowll dsisS

s IP 255.255.255.255 2 > SSH



88>Laall uSas

_).03” p|.x2uul.;
pSeill 62>9 lalazie (Sei AAA dd5Las

P35 1 lellusy] iy 19,0 @059 patiase puwly pariuall dlias pis ((ly woll polo3l dasld 53 tOpiX cus)
oS 1 e Jo3 W Jioad 83Larall doj> lguisi (D (puSoil) @8>Larall doj> u| lo, .RADIUS i TACACS
9l TACACS M5 0 osSaill aiSasd (RADIUS 9l TACACS plaziuwl PIX JI Js3 3| Jsmeuwsi paskiaoll

29,0l alS/ paziuall pul uis plaziwl, RADIUS

cMasll) Cisco CSCAMAT044 0 slasVl punas Wm0 5 JSLinall 035 Jo> wlogleall o 3all 960
(lagd ¢olxumall

SylLog wlogleo

pis Syslog slac] dl> 99 PIX JI udg PIX WS 0 oVLaiW aad axdlo AAA duwlxo 955 Laiy
AygSs @i I3 (@Sl 6,5] erl5 Jl9) syslog s> JI ade §uanll paziuwall @ o8 b Jo> oLo_gl.?_.nJI Jlul
.(MIB) syslog) &,5)l wlogleo 6acls JMWS 0

;b syslog JI 9 Loy 13® Jio dlw, <3 a=y (0,95 setup syslog ol

Szl daidlo pMe] Soiwo

Consol e Login from pi xuser at console :111006

Begi n configuration: 10.31.1.40 reading fromterm nal :111007
. User 'pixuser' executed the 'conf' command :111008

. User 'pixuser' executed the 'hostnane' command :111008

(oMYl Soimo oy SII9) Jizawidl daido &logles Seimo

10.31.1.40 (0 Telnet | g zoaumsdl Jo3 I Jiuws duwl> :307002
AAA o> Pt | LS

wusername JI J PIX a2, (lsawe PIX JI dgio dalS telnet JI cls> giloiuw, il (Jlaso 98, Job aaa JI ol
sy (JSis PIX JI (9 Jud olS sl aalS Sas ol -dalSIl J ( logo dalS enable) aolS enable JI ells a9

wo ¥ el «a99 520 ue SJg enable 9,0 daalS s d> 9 . 3N lasisly username JI J PIX
29,0l dalS lows 6sley 9 ,0ll dalS 51> yiuwl

dis)l sacluall 5550 AL pisy cad 3] grazill Glogleo

BliSuwl olghas glil a2y sacluall Ul a>lxy JI Y e 13
(Cisco TAC plasiwly dl> aid 3,59 oMel LMol ellasY
bl clogleall uaini o 2519

alall i3 lalasell Juolasy dSuisell oy -

Al zi8 Jid le>Vooly el lisiwl el o6 -

show tech-support oVl 0 &> 50 -

5oVl plaziawly Jasill A=y show log oVl oo L3I -
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