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A= Add AAA Server Group x|

Configure AS% server group. The Accounting Mode attribute is anly
applicable for RADILIS and TACACS+ protocols.

Semer Group: try_authent_grp

Frotocal:

Accounting MMode: " Simultaneous {* Single
Reactivation Made: &+ Depletion " Timed
Cead Time: |1III minutes

Max Failed Attempts: |3

ik ’\SI izancel Help
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A= Add AAA Server Group X|

Configure A% server group. The Accounting Mode attribute is anly
applicable for RADILS and TACACS+ protocols.

fry_author_grp

Sener Group:

Protocal: x

Accounting Mode: " Simultaneous {* Single
Reactivation Maode: ¥ Depletion ™ Timed
minutes

Dead Time: |1 0

Max Failed Attempts: |3

i [kl Zancel Help
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#= Preview CLI Commands E]

The following CLI commands are generated based on the changes you made in ASDM. Ta
send the commands to the PE, click Send. To not send the commands and continue making
changes in ASDM, click Cancel.

I aaa-server my_authent_orp protocol kerbaros =]
aaa-serer my_authent_aorp protocol kerberos
reactivation-mode depletion deadtime 10
max-failed-atiempts 3
aaa-ganer my_author_orp protocol ldap
aaa-serer my_author_grp protocal ldap
reactivation-mode depletion deadtime 10
max-failed-attermpts 3

Kl _I_|
Send % Cancal |
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x

Server Group: rmy_authent_grp j
Interface Name: inside |
server |P Address: 172221100

Tirmeout: 10 seconds

Kerberos Parameters

Server Port: 88

Retry Interval: 10 seconds j

Kerberos Realm: |REALM.CISCO.COM

Ik L\\J Cancel Help
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x|

Server Group: rmy_author_arp j
Interface Name: inside |
server |P Address: 172221101

Tirmeout: 10 seconds

LDAF Parameters

Server Port: 384

Base DM: ouU=cisco

SCope: One level heneath the Base DM j
Maming Attribute(s): uid

Lodin Dr;

Login Password:

icanfirm Login Passwoard:

Ik %J Cancel Help
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£ Add Tunnel Group x|

\dentity General | Client Address assignment| IPSec| Advanced|

Group Policy: [DﬂtGrmF'Dli'l*,r =l

[ Sirip the realm frorm username before passing it on fo the AAA server

[~ Strip the group from usemame before passing it on to the AAA server

Tao set authentication server group per interface, go fo the Advanced tab,

Authentication Server Group: |rmf_authent_grp 3
[ Usae LOCAL if Server Group fails

Authorization Server Group:  |my_author_grp =

[~ Users must existin the authorization database to connect

Accounting Server Group: | Mone - ;J

QK M Cancel Help |
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pixfirewall#show run
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|
hostname pixfirewall
domain-name default.domain.invalid
enable password 8Ry2YjIyt7RRXU24 encrypted
names
!
interface Ethernet0
shutdown
no nameif
no security-level
no ip address
!
interface Ethernetl
nameif inside
security-level 100
ip address 172.22.1.105 255.255.255.0
!
Output is suppressed. ! passwd 2KFQnbNIdI.2KYOU ---!
encrypted ftp mode passive dns server-group DefaultDNS
domain-name default.domain.invalid pager lines 24 mtu
inside 1500 no failover icmp unreachable rate-limit 1
burst-size 1 asdm image flash:/asdm-522.bin !--- Output
is suppressed. aaa-server my_authent_grp protocol
kerberos
aaa-server my_authent_grp host 172.22.1.100
kerberos-realm REALM.CISCO.COM
aaa-server my author_grp protocol ldap
aaa-server my author grp host 172.22.1.101
ldap-base-dn ou=cisco
ldap-scope onelevel
ldap-naming-attribute uid

http server enable

http 0.0.0.0 0.0.0.0 inside

no snmp-server location

no snmp-server contact

snmp-server enable traps snmp authentication linkup
linkdown coldstart

tunnel-group DefaultRAGroup general-attributes
authentication-server-group my authent_grp
authorization-server-group my author_ grp

.Output is suppressed ---!

- " . e I
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% Test AAA Server -172.22.1.100

.

Totest the following L2848 zerver enter uzername and
password.

A48 Server RO

Hos=t:

{ Authorizetion

=ername:

Pa=zzweord:

my_authert _grp (Kerberoz)

172221100

{* authertication

Itest

Itt*
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B% Information

| e

@ Authentication test to host 172221 100 is successiul.
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