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Username matches that on the PIX. username cisco --—-!
password cisco

Enable virtual private dial-up network (VPDN). vpdn ---!

enable
1

Define the VPDN group that you use for PPPoE. vpdn- ---!
group pppoex
accept-dialin
protocol pppoe
virtual-template 1
!
interface EthernetO
ip address 172.21.48.30 255.255.255.224
Enable PPPOE sessions on the interface. pppoe ---!

enable
1

interface Virtual-Templatel

mtu 1492

Do not use a static IP assignment within a virtual ---!
template since !--- routing problems can occur. Instead,
use the ip unnumbered command !--- when you configure a
.virtual template

ip unnumbered Ethernet0

peer default ip address pool pixpool

Define authentication protocol. ppp authentication ---!
pap

ip local pool pixpool 11.11.11.1 11.11.11.100

PPPOE sosS (506 gl PIX (501

pix501l#write terminal
...Building configuration
Saved




(PIX Version 6.3 (4
interface ethernet0 l0baset
interface ethernetl 100full

nameif ethernet0 outside security0
nameif ethernetl inside securityl100
enable password 8Ry2YjIyt7RRXU24 encrypted
passwd 2KFQnbNIdI.2KYOU encrypted
hostname pix501

domain-name cisco.com

fixup protocol dns maximum-length 512
fixup protocol ftp 21

fixup protocol h323 h225 1720

fixup protocol h323 ras 1718-1719
fixup protocol http 80

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sip 5060

fixup protocol sip udp 5060

fixup protocol skinny 2000

fixup protocol smtp 25

fixup protocol sglnet 1521

fixup protocol tftp 69

names

pager lines 24

mtu outside 1500

mtu inside 1500

Enable PPPoE client functionality on the interface. ---!
!--- It is off by default. The setroute option creates a
.default !--- route if no default route exists

ip address outside pppoe setroute

ip address inside 192.168.1.1 255.255.255.0
ip audit info action alarm

ip audit attack action alarm

pdm history enable

arp timeout 14400

global (outside) 1 interface

nat (inside) 1 192.168.1.0 255.255.255.0 0 O
timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 rpc
0:10:00 h225 1:00:00

timeout h323 0:05:00 mgcp 0:05:00 sip 0:30:00 sip_media
0:02:00

timeout uauth 0:05:00 absolute

+aaa-server TACACS+ protocol tacacs
aaa-server TACACS+ max-failed-attempts 3
aaa-server TACACS+ deadtime 10

aaa-server RADIUS protocol radius

aaa-server RADIUS max-failed-attempts 3
aaa-server RADIUS deadtime 10

aaa-server LOCAL protocol local

no snmp-server location

no snmp-server contact

snmp-server community public

no snmp-server enable traps

floodguard enable

telnet timeout 5

ssh timeout 5

console timeout 0

Define the VPDN group that you use for PPPOE. !--- ---1!




Configure this first. vpdn group pppoex request dialout
pppoe

Assoclate the username that the ISP assigns to the ---!
VPDN group. vpdn group pppoex localname cisco

Define authentication protocol. vpdn group pppoex ---!
ppp authentication pap

Create a username and password pair for the PPPoE ---!
!--—- connection (which your ISP provides). vpdn username
**kkkkkk*k* cigco password

terminal width 80
Cryptochecksum:e136533e23231c5bbbbf4088cee75a5a
end :

[OK]

pix501#

2o JSuin Jogy ousSill ol oo 35Tl Lgolasiuw] diSay wlogleo pwsll 13 499,

Dl e el puii illo (laad elxuall eMawll) 21,3Vl o> io 613l dlawlyy o2l Jolol Jas, acs aiy
ol ol 21,31

J&I PPPOE ioc (1,95 wlogles o 2,—PPPOE g,5 show ip address -
Saxoll gaill g0l gaill wlogles o ,2,—show vpdn tunnel pppE -
.PPPOE Joc cluwl> dl> o 2,—show vpdn session pppPoE -
a @)l PPP dg>l9 clis| piy .PPPOE gai dg>lg)l oy =i doud Lo ,2, —show vpdn pppinterface -
PPPoOE 38 JsJ
.PPPOE 341 49,20ll dcgaxall Lo,2, —show vpdn group -
2ol paziawell puwl Olegles o2, —show vpdn username -
:PPPOE ¢,5 show ip address oVl z 50 ¢ 13®

config) #show ip address outside pppoe)501

PPPOE Assigned IP addr: 11.11.11.1 255.255.255.255 on Interface: outside
Remote IP addr: 172.21.48.30

:show vpdn tunnel pppPoE oV z ;50 ¢® 1i®

config) #show vpdn tunnel pppoe)501
(PPPOE Tunnel Information (Total tunnels=1 sessions=1

Tunnel id 0, 1 active sessions
time since change 20239 secs
Remote MAC Address 00:08:E3:9C:4C:71
packets sent, 3325 received, 41492 bytes sent, 0 received 3328

:show vpdn session pppPOE oV z %0l 98 13®

config) #show vpdn session pppoe) 501


//tools.cisco.com/RPF/register/register.do
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

(PPPOE Session Information (Total tunnels=1 sessions=1

Remote MAC is 00:08:E3:9C:4C:71
Session state is SESSION_UP
Time since event change 20294 secs, interface outside
PPP interface id is 1
packets sent, 3334 received, 41606 bytes sent, 0 received 3337

:show vpdn pppinterface ,oV z ;50| 68 133

config) #show vpdn pppinterface)501

PPP virtual interface id =1

PPP authentication protocol is PAP

Server ip address is 172.21.48.30

Our ip address is 11.11.11.1

Transmitted Pkts: 3348, Received Pkts: 3345, Error Pkts: 0

MPPE key strength is None
MPPE_Encrypt_Pkts: 0, MPPE_Encrypt_ Bytes: 0
MPPE_Decrypt_Pkts: 0, MPPE_Decrypt Bytes: 0
Rcvd_Out_Of_Seq MPPE_Pkts: 0

:show vpdn group oV z %0l 92 13

config) #show vpdn group)501

vpdn group pppoex request dialout pppoe
vpdn group pppoex localname cisco

vpdn group pppoex ppp authentication pap

:show vpdn username o\ z ;50| 68 13®

config) #show vpdn username)501
**xxkk**** ypdn username cisco password

Le>Noly cllas VI BLiSiwl

LMool (oSl eliazs] BlisSiwY lgolazinw] liSay ologles puwill 13D 90,

Le>Moolg ellasV BliSiwl wlogles

03d elbsVl apas wllac Jyeissy a8 PIX e dsilidl aiblsl oliyeSil o clasl apuail dliol 0309

pix#show debug

debug ppp negotiation
debug pppoe packet
debug pppoe error
debug pppoe event

(&0 e 59,0)l dals/ pazimall puwl (Jliadl Juw _le) a8skanll Juisss -

,Rcvd Link Control Protocol pkt, Action code is: Echo Reply
len is: 4 Pkt dump: d0c3305c

PPP pap recv authen nak: 41757468656e7469636174696£6e206661696c757265
PPP PAP authentication failed

,Rcvd Link Control Protocol pkt, Action code is: Termination Request
len is: O

(zs0 ue PAP/CHAP (056 (Jladl Juw _le) allo jue d95Lanll JsSei9, -



:Xmit Link Control Protocol pkt, Action code is
Config Request, len is: 6

Pkt dump: 05064a53ae2a

LCP Option: MAGIC_NUMBER, len: 6, data: 4ab53aela

Rcvd Link Control Protocol pkt, Action code is: Config Request, len is: 14
Pkt dump: 010405d40304c0230506d0c88668

LCP Option: Max_Rcv_Units, len: 4, data: 05d4

LCP Option: AUTHENTICATION_TYPES, len: 4, data: c023

LCP Option: MAGIC_NUMBER, len: 6, data: d0c88668

Xmit Link Control Protocol pkt, Action code is: Config NAK, len is: 5
Pkt dump: 0305c22305
LCP Option: AUTHENTICATION_TYPES, len: 5, data: c22305

Rcvd Link Control Protocol pkt, Action code is: Config ACK, len is: 6
Pkt dump: 05064a53ael2a

LCP Option: MAGIC_NUMBER, len: 6, data: 4ab53aela

4wl 30 JS dglxall acl (cuzinny ¥ PPPOE o3>

send_padi: (Snd) Dest:ffff.ffff.ffff Src:0007.5057.e27e T
ype:0x8863=PPPoE-Discovery

Ver:1 Type:1 Code:09=PADI Sess:0 Len:12
Type:0101:SVCNAME-Service Name Len:0
Type:0103:HOSTUNIQ-Host Unique Tag Len:4 00000001

padi timer expired

send_padi: (Snd) Dest:ffff.ffff.ffff Src:0007.5057.e27e
Type:0x8863=PPPoE-Discovery

Ver:1 Type:1 Code:09=PADI Sess:0 Len:12
Type:0101:SVCNAME-Service Name Len:0
Type:0103:HOSTUNIQ-Host Unique Tag Len:4 00000001

padi timer expired

send_padi: (Snd) Dest:ffff.ffff.ffff Src:0007.5057.e27e
Type:0x8863=PPPoE-Discovery

Ver:1 Type:1 Code:09=PADI Sess:0 Len:12
Type:0101:SVCNAME-Service Name Len:0

Type:0103:HOSTUNIQ-Host Unique Tag Len:4 00000001

padi timer expired

Le>Noolg elasVl BliSiwl olol

Juds o0 M pan e (Jasd Golzuall eMasll) 21,3Vl a2 jio 6151 dlawley o)l olsl Loz, PS> Py
ool ol Z1.5]

.debug ol9l lxol L8 el olol Jo> dage wlogles JI &>l tdla>Vs

a0 2l logles o ,2,—ln,, debug pppoe -

Uzl Jilw, yo,2—PPPOE sliasi auas -

J9Sgi9 |l &a> wlogles o ,2,—debug pppOE event -

PPP _oolss wloglea, joy Jsasl OIS 13] Lo 5wl U xamy—debug ppp negotiation -
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.PPTP PPP 4, ,®Uall dg>lgll do ;I wlogles o ,2,—debug ppp io -

.PAP 4a8>Las o 2,—debug ppp upap -

PPTP i, olall dgzloll Uas Jilw, Lo ,=—llas debug ppp -

.a9Lanll jlizy Sl SIS I3] b Jg> wlogles o ,2,—debug ppp chap -
:PPPOE Jiac clasl aouai ouSai) 5oloVl 0318 pasiwl

Displays packet information. 501 (config) #debug pppoe packet ---!
Displays error messages. 501 (config) #debug pppoe error ---!
Displays protocol event information. 501 (config)#debug pppoe event ---!
send_padi: (Snd) Dest:ffff.ffff.ffff Src:0008.a37f.be88 Type:0x8863=PPPoE-Discovery
Ver:1l Type:1l Code:09=PADI Sess:0 Len:12
Type:0101:SVCNAME-Service Name Len:0
Type:0103:HOSTUNIQ-Host Unigque Tag Len:4 00000001
padi timer expired
PPPOE: (Rcv) Dest:0008.a37f.be88 Src:0008.e39c.4c71 Type:0x8863=PPPoE-Discovery
Ver:1l Type:1 Code:07=PADO Sess:0 Len:45
Type:0101:SVCNAME-Service Name Len:0
Type:0103:HOSTUNIQ-Host Unigque Tag Len:4 00000001
Type:0102:ACNAME-AC Name Len:9 3640
Type:0104 : ACCOOKIE-AC Cookie Len:16 D69BOAAF ODEBC789 FF8E1A75 2E6A3F1B
PPPoE: PADO
send_padr: (Snd) Dest:0008.e39c.4c71 Src:0008.a37f.be88 Type:0x8863=PPPoE-Discovery
Ver:1l Type:1 Code:19=PADR Sess:0 Len:45
Type:0101:SVCNAME-Service Name Len:0
Type:0103:HOSTUNIQ-Host Unigque Tag Len:4 00000001
Type:0102:ACNAME-AC Name Len:9 3640
Type:0104 : ACCOOKIE-AC Cookie Len:16 D69BOAAF ODEBC789 FF8E1A75 2E6A3F1B
PPPOE: (Rcv) Dest:0008.a37f.be88 Src:0008.e39c.4c71 Type:0x8863=PPPoE-Discovery
Ver:1l Type:1 Code:65=PADS Sess:1 Len:45
Type:0101:SVCNAME-Service Name Len:0
Type:0103:HOSTUNIQ-Host Unigque Tag Len:4 00000001
Type:0102:ACNAME-AC Name Len:9 3640

Type:0104:ACCOOKIE-AC Cookie Len:16 D69BOAAF ODEBC789 FF8E1A75 2E6A3F1B



PPPoOE: PADS
IN PADS from PPPoOE tunnel

PPPoOE: Virtual Access interface obtained.PPPoE: Got ethertype=800
on PPPoE interface=outside

PPPOE: Got ethertype=800 on PPPoE interface=outside

PPPOE: Got ethertype=800 on PPPoE interface=outside

:PPPOE i) adlio] cllasi ayuai yolol z1,3)1 13® ziog,

config) #debug ppp negotiation)501
config) #debug ppp io)501

config) #debug ppp upap) 501
config) #debug ppp error)501

PPP virtual access open, ifc = 0

Xmit Link Control Protocol pkt, Action code is: Config Request, len is: 6
Pkt dump: 0506609b39f5
LCP Option: MAGIC_NUMBER, len: 6, data: 609b39f5

PPP xmit, ifc = 0, len: 14 data: ££03c0210101000a0506609b39f£5

:PPP rcvd, ifc = 0, pppdev: 1, len: 42, data
££03c02101010012010405d40304c023050659d9£6360000000000000000
000000000000000000000000

Rcvd Link Control Protocol pkt, Action code is: Config Request, len is: 14
Pkt dump: 010405d40304c023050659d9£f636

LCP Option: Max_ Rcv_Units, len: 4, data: 05d4

LCP Option: AUTHENTICATION_TYPES, len: 4, data: c023

LCP Option: MAGIC_NUMBER, len: 6, data: 59d9f636

Xmit Link Control Protocol pkt, Action code is: Config ACK, len is: 14
Pkt dump: 010405d40304c023050659d9f636

LCP Option: Max_ Rcv_Units, len: 4, data: 05d4

LCP Option: AUTHENTICATION_TYPES, len: 4, data: c023

LCP Option: MAGIC_NUMBER, len: 6, data: 59d9f636

:PPP xmit, ifc = 0, len: 22 data
££03c02102010012010405d40304c023050659d9f636

:PPP rcvd, ifc = 0, pppdev: 1, len: 42, data
££03c02101020012010405d40304c023050659d9£f6360000000000000000
000000000000000000000000

Rcvd Link Control Protocol pkt, Action code is: Config Request, len is: 14
Pkt dump: 010405d40304c023050659d9f636

LCP Option: Max_ Rcv_Units, len: 4, data: 05d4

LCP Option: AUTHENTICATION_TYPES, len: 4, data: c023

LCP Option: MAGIC_NUMBER, len: 6, data: 59d9f636

Xmit Link Control Protocol pkt, Action code is: Config ACK, len is: 14
Pkt dump: 010405d40304c023050659d9f636

LCP Option: Max_ Rcv_Units, len: 4, data: 05d4

LCP Option: AUTHENTICATION_TYPES, len: 4, data: c023

LCP Option: MAGIC_NUMBER, len: 6, data: 59d9f636

:PPP xmit, ifc = 0, len: 22 data



££03c02102020012010405440304c023050659d9£636

Xmit Link Control Protocol pkt, Action code is: Config Request, len is: 6
Pkt dump: 0506609b39f5
LCP Option: MAGIC_NUMBER, len: 6, data: 609b39f5

PPP xmit, ifc = 0, len: 14 data: ££03c0210101000a0506609b39£f5

:PPP rcvd, ifc = 0, pppdev: 1, len: 42, data
££03c0210201000a0506609H39£500000000000000000000000000000000
000000000000000000000000

Rcvd Link Control Protocol pkt, Action code is: Config ACK, len is: 6
Pkt dump: 0506609b39f5
LCP Option: MAGIC_NUMBER, len: 6, data: 609b39f5

Xmit Link Control Protocol pkt, Action code is: Echo Request, len is: 4
Pkt dump: 609b39f5

PPP xmit, ifc = 0, len: 12 data: ££03c02109000008609b39£f5

PPP xmit, ifc = 0, len: 20 data: ££03c0230101001005636973636£05636973636f

:PPP rcvd, ifc = 0, pppdev: 1, len: 42, data
££03c0210a00000859d9£636000000000000000000000000000000000000
000000000000000000000000

Rcvd Link Control Protocol pkt, Action code is: Echo Reply, len is: 4
Pkt dump: 59d9f636

:PPP rcvd, ifc = 0, pppdev: 1, len: 42, data
££03c0230201000500000000000000000000000000000000000000000000
000000000000000000000000

:PPP upap rcvd authen ack
££03c02302010005000000000000000000000000000000000000000000000000000000000000000
00000

:PPP rcvd, ifc = 0, pppdev: 1, len: 42, data
££0380210101000a0306ac15301e00000000000000000000000000000000
000000000000000000000000

Rcvd IP Control Protocol pkt, Action code is: Config Request, len is: 6
Pkt dump: 0306acl5301e
IPCP Option: Config IP, IP = 172.21.48.30

Xmit IP Control Protocol pkt, Action code is: Config Request, len is: 6
Pkt dump: 030600000000
IPCP Option: Config IP, IP = 0.0.0.0

PPP xmit, ifc = 0, len: 14 data: ££0380210101000a030600000000

Xmit IP Control Protocol pkt, Action code is: Config ACK, len is: 6
Pkt dump: 0306acl5301le
IPCP Option: Config IP, IP = 172.21.48.30

PPP xmit, ifc = 0, len: 14 data: ££0380210201000a0306acl5301le

:PPP rcvd, ifc = 0, pppdev: 1, len: 42, data
££0380210301000a03060b0b0b0200000000000000000000000000000000
000000000000000000000000

Rcvd IP Control Protocol pkt, Action code is: Config NAK, len is: 6
Pkt dump: 03060b0b0b02
IPCP Option: Config IP, IP = 11.11.11.1



Xmit IP Control Protocol pkt, Action code is: Config Request, len is: 6
Pkt dump: 03060b0b0b02
IPCP Option: Config IP, IP = 11.11.11.1

PPP xmit, ifc = 0, len: 14 data: ££0380210102000a03060b0b0b02
:PPP rcvd, ifc = 0, pppdev: 1, len: 42, data
££03c0210901000c59d9£636015995a10000000000000000000000000000

000000000000000000000000

Rcvd Link Control Protocol pkt, Action code is: Echo Request, len is: 8
Pkt dump: 59d9f636015995al

Xmit Link Control Protocol pkt, Action code is: Echo Reply, len is: 8
Pkt dump: 609b39f5015995al

PPP xmit, ifc = 0, len: 16 data: ££f03c0210a01000c609b39£f5015995al
:PPP rcvd, ifc = 0, pppdev: 1, len: 42, data
££0380210202000a03060b0b0b0200000000000000000000000000000000
000000000000000000000000

Rcvd IP Control Protocol pkt, Action code is: Config ACK, len is: 6
Pkt dump: 03060b0b0b02

IPCP Option: Config IP, IP = 11.11.11.1

:PPP rcvd, ifc = 0, pppdev: 1, len: 42, data
££03c0210902000c59d9£6360159937H0000000000000000000000000000
000000000000000000000000

Rcvd Link Control Protocol pkt, Action code is: Echo Request, len is: 8
Pkt dump: 59d9f6360159937b

Xmit Link Control Protocol pkt, Action code is: Echo Reply, len is: 8
Pkt dump: 609b39f50159937b

PPP xmit, ifc = 0, len: 16 data: ££03c0210a02000c609b39£50159937b

Xmit Link Control Protocol pkt, Action code is: Echo Request, len is: 4
Pkt dump: 609b39f5

PPP xmit, ifc = 0, len: 12 data: ££03c02109010008609b39f5
:PPP rcvd, ifc = 0, pppdev: 1, len: 42, data
££03c0210a01000859d9£636000000000000000000000000000000000000

000000000000000000000000

Rcvd Link Control Protocol pkt, Action code is: Echo Reply, len is: 4
Pkt dump: 59d9f636
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config) #debug ppp negotiation)501
config) #debug ppp io)501



config) #debug ppp upap)501
config) #debug ppp error)501
config) #debug ppp chap)501
PPP virtual access open, ifc = 0

Xmit Link Control Protocol pkt, Action code is: Config Request, len is: 6
Pkt dump: 05063ff50el8
LCP Option: MAGIC_NUMBER, len: 6, data: 3ff50el8

PPP xmit, ifc = 0, len: 14 data: ££03c0210101000a05063£f£50el8

:PPP rcvd, ifc = 0, pppdev: 1, len: 42, data
££03c02101010013010405d40305¢c22380050659f4c£2500000000000000
000000000000000000000000

Rcvd Link Control Protocol pkt, Action code is: Config Request, len is: 15
Pkt dump: 010405d40305c22380050659f4cf25

LCP Option: Max_Rcv_Units, len: 4, data: 05d4

LCP Option: AUTHENTICATION_TYPES, len: 5, data: c22380

LCP Option: MAGIC_NUMBER, len: 6, data: 59f4cf25

Xmit Link Control Protocol pkt, Action code is: Config ACK, len is: 15
Pkt dump: 010405d40305c22380050659f4cf25

LCP Option: Max_Rcv_Units, len: 4, data: 05d4

LCP Option: AUTHENTICATION_TYPES, len: 5, data: c22380

LCP Option: MAGIC_NUMBER, len: 6, data: 59f4cf25

:PPP xmit, ifc = 0, len: 23 data
££03c02102010013010405d40305¢c22380050659f4cf25

:PPP rcvd, ifc = 0, pppdev: 1, len: 42, data
££03c0210201000a05063££50e1800000000000000000000000000000000
000000000000000000000000

Rcvd Link Control Protocol pkt, Action code is: Config ACK, len is: 6
Pkt dump: 05063ff50el8
LCP Option: MAGIC_NUMBER, len: 6, data: 3ff50el8

Xmit Link Control Protocol pkt, Action code is: Echo Request, len is: 4
Pkt dump: 3ff50el8

PPP xmit, ifc = 0, len: 12 data: ££03c021090000083£f£f50el8

:PPP rcvd, ifc = 0, pppdev: 1, len: 42, data
££03¢c2230103001508bfell1df6d8fb524333363430202020200000000000
000000000000000000000000

PPP chap receive challenge: rcvd a type MS-CHAP-V1 pkt

:PPP xmit, ifc = 0, len: 63 data
££03c2230203003b31488506adb9%ael0fdcac35866242b2bac2863870291e4a88e1458£0
12526048734778a210325619092d3£831c3bcf3eb7201636973636fF

:PPP rcvd, ifc = 0, pppdev: 1, len: 42, data
££03c0210a00000859£4c£f25000000000000000000000000000000000000
000000000000000000000000

Rcvd Link Control Protocol pkt, Action code is: Echo Reply, len is: 4
Pkt dump: 59f4cf25

:PPP rcvd, ifc = 0, pppdev: 1, len: 42, data
££03¢c2230303000400000000000000000000000000000000000000000000
000000000000000000000000

:PPP rcvd, ifc = 0, pppdev: 1, len: 42, data



££0380210101000a0306ac15301e00000000000000000000000000000000
000000000000000000000000

Rcvd IP Control Protocol pkt, Action code is: Config Request, len is: 6
Pkt dump: 0306acl5301e
IPCP Option: Config IP, IP = 172.21.48.30

Xmit IP Control Protocol pkt, Action code is: Config Request, len is: 6
Pkt dump: 030600000000
IPCP Option: Config IP, IP = 0.0.0.0

PPP xmit, ifc = 0, len: 14 data: ££0380210101000a030600000000

Xmit IP Control Protocol pkt, Action code is: Config ACK, len is: 6
Pkt dump: 0306acl5301le
IPCP Option: Config IP, IP = 172.21.48.30

PPP xmit, ifc = 0, len: 14 data: ££0380210201000a0306acl5301le

:PPP rcvd, ifc = 0, pppdev: 1, len: 42, data
££0380210301000a03060b0b0b0200000000000000000000000000000000
000000000000000000000000

Rcvd IP Control Protocol pkt, Action code is: Config NAK, len is: 6
Pkt dump: 03060b0b0b02
IPCP Option: Config IP, IP = 11.11.11.1

Xmit IP Control Protocol pkt, Action code is: Config Request, len is: 6
Pkt dump: 03060b0b0b02
IPCP Option: Config IP, IP = 11.11.11.1

PPP xmit, ifc = 0, len: 14 data: ££0380210102000a03060b0b0b02

:PPP rcvd, ifc = 0, pppdev: 1, len: 42, data
££0380210202000a03060b0b0b0200000000000000000000000000000000
000000000000000000000000

Rcvd IP Control Protocol pkt, Action code is: Config ACK, len is: 6
Pkt dump: 03060b0b0b02
IPCP Option: Config IP, IP = 11.11.11.1

:PPP rcvd, ifc = 0, pppdev: 1, len: 42, data
££03c0210901000¢c59£f4cf2501592b7e0000000000000000000000000000
000000000000000000000000

Rcvd Link Control Protocol pkt, Action code is: Echo Request, len is: 8
Pkt dump: 59f4cf2501592b7e

Xmit Link Control Protocol pkt, Action code is: Echo Reply, len is: 8
Pkt dump: 3ff50e1801592b7e

PPP xmit, ifc = 0, len: 16 data: ££03c0210a01000c3££50e1801592b7e

Xmit Link Control Protocol pkt, Action code is: Echo Request, len is: 4
Pkt dump: 3ff50el8

PPP xmit, ifc = 0, len: 12 data: ££03c021090100083ff50e18
:PPP rcvd, ifc = 0, pppdev: 1, len: 42, data
££03c0210a01000859£f4c£f25000000000000000000000000000000000000

000000000000000000000000

Rcvd Link Control Protocol pkt, Action code is: Echo Reply, len is: 4
Pkt dump: 59f4cf25
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