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servi ce password-encryption

!

host nane psy-rtr-2

!

| oggi ng queue-limt 100

!

<usernanme adm n password 7 <del et ed
aaa new nodel

Enable AAA. aaa authentication |login default group ---!
radi us none !--- Use RADIUS to authenticate users. aaa
aut hori zati on exec default group radi us none aaa
aut hori zati on aut h-proxy default group radius !/---
Utilize RADIUS for auth-proxy authorization. aaa
session-id conmon ip subnet-zero ! ip cef ! ip auth-
proxy auth-proxy-banner !--- Displays the name of the
firewall router !--- in the Authentication Proxy login
page. ip auth-proxy auth-cache-time 10 /--- Sets the
global Authentication Proxy idle !--- timeout value in
minutes. i p auth-proxy nane restrict_pc http /---
Assoclates connections that initiate HTTP traffic with
!--- the "restrict_pc" Authentication Proxy name. ip
audit notify log ip audit po max-events 100 ! no voice
hpi capture buffer no voice hpi capture destination !
nma receive maxi mumrecipients 0! ! interface
Fast Ethernet0/0 i p address 192.168.10.10 255. 255. 255. 0
ip access-group 116 in !--- Apply access list 116 in the
inbound direction. ip auth-proxy restrict_pc !--- Apply
the Authentication Proxy list !--- "restrict_pc"
configured earlier. duplex full ! interface
Fast Ethernet4/0 ip address 10.89.129. 195 255. 255. 255. 240
duplex full ! ip classless ip http server !--- Enables
the HTTP server on the router. !--- The Authentication
Proxy uses the HTTP server to communicate !--- with the
client for user authentication. ip http authentication
aaa !--- Sets the HTTP server authentication method to
AAA. ! access-list 116 permit tcp host 192.168. 10. 200
host 192.168.10.10 eq Ww !--- Permit HTTP traffic (from
the PC) to the router. access-list 116 deny tcp host
192. 168. 10. 200 any access-list 116 deny udp host

192. 168. 10. 200 any access-list 116 deny icnp host
192. 168. 10. 200 any !--- Deny TCP, UDP, and ICMP traffic
from the client by default. access-list 116 permt tcp
192.168.10.0 0.0.0. 255 any access-list 116 pernit udp
192.168.10.0 0.0.0. 255 any access-list 116 pernit icnp
192.168.10.0 0.0.0.255 any !--- Permit TCP, UDP, and
ICMP traffic from other !--- devices in the
192.168.10.0/24 network. ! radius-server host
192. 168. 10. 103 aut h-port 1645 acct-port 1646 key 7

<del eted> !--- Specify the IP address of the RADIUS !---
server along with the key. radi us-server authorization
permit missing Service-Type call rsvp-sync ! ! line con

0 stopbits 1 line aux O stopbits 1 line vty 0 4! end
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permt tcp host 192.168.10.200 any
permt udp host 192.168.10.200 any
pernmit icnp host 192.168.10.200 any
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