ssile closy pzeoed ASA 9 Cisco 10S 9wl
AAA 9o ld oJ9 sy WebVPN

Slhgizall

doasoll

duw Y o lllaioll

o llnia]l

do 2ol | & LgSoll

ol oSGl

~Jdxall ASA dcgoxo Ja9

AAA VPN3000/ASA/PIX7 .x-tunnel-group-lock deuw go ASA
AAA VPN3000/ASA/PIX7 .x-IPSec-user-group-lock deuw go ASA
Cisco ;0 Jew VPN J, JxaJl IOS dcgoxo  Jad

Cisco |I0S AAA IPsec:user-vpn-group for Easy VPN

cisco |0OS AAA ipSec:user-vpn-group and Group-lock for Easy VPN
I0S J WebVPN acqoxo |29

axoll o daxill

Le>MNolg claz¥Vl BlinSiwl

o old ologles

doasoll

Cisco zol 99 Cisco o (ASA) waSill Ll oLVl 5le> e dcgazall ol ol Jlaall 13D ._n.a,
Ol 2 oy (Cisco 108 J .aalixall (AAA) duwlxally Lasgailly a9sbaosll olow Jolw o2 las ®10S

ILD 8ol Juds 9 oSl Clisall (o WS pasiay, Jlio go VPN-pastiusall olegazog dcgazall Jad o
.a85Laall &Ylxs go Cisco I0S WebVPN Jlio L]

dawlw¥l ool

o lllaiall
189000 13D 0 dzwly 49,20 cul _aly ol _wog, Cisco

SSL) VPN) dioVl Juogill i5lo dasbo (19559 ASA CLI 1, -
Cisco 10S 9 ASA _lc a2, o,e Jgooll VPN (5 -

aoziuall &ligSall



Wl gobl ollaol | aiall 130 5 63,l5)l ologleall s

&Yl eLlaoYly 8.4 1oyl ASA zoli s -
Cisco ¢ &Vl wlyluodls 15.1 ,lxol 10S -

65e> VI o> ol aols alaso &y 9 639>90)l 6302V o itwall 13D 8 oq)kﬂlgghgﬂg;dlcluulfu
Y Joaizoll Ll ogd o a5T8 16,uilo S cilS 13 .(Liol,i81) pouian (oS i)l 13D 9 dorziwoll
ol

P HING ]

)l ASA dcgao Jib

)l pasiuall dawd Jlio id .dcgazall ag 91 pasimsll (o damll 03D Ly cliSay

usernane cisco password 3USUcOPFU MCO4Jk encrypted
usernane cisco attributes

group-lock value RA

usernane cisco2 password BAtr3ulT7j leEcYr encrypted
usernane cisco2 attributes

group-lock value RA2

tunnel -group RA type renote-access
tunnel -group RA general -attributes
def aul t - group-policy My
tunnel - group RA webvpn-attributes
group-alias RA enable

tunnel - group RA2 type renpte-access
tunnel -group RA2 general -attributes
def aul t - group-policy My
tunnel - group RA2 webvpn-attributes
group-alias RA2 enabl e

group-policy MY attributes
addr ess- pool s val ue POCL

webvpn
enabl e inside

anyconnect enable
tunnel -group-1ist enable

RA2 34 dCoaxo pliiw| CiSCO2 pasimal (,Say9 Jaad RA 345 dcgaxs plaiw] CISCO pattiual oSy

LoVl ad, pisd (RA 345 dcgaxs CiSCO2 pastiuo L3 3]



Lsername: I (o

Password: ||

| oK | cancel |

isco AnyConnect Secure Mobility Client

&'C

¥YP~:
Please enter your username and password.

192, 1658.1.25(0 - Lanrect |

<May 17 2013 17:24:54: %ASA-4-113040: G oup <My> User <cisco2> | P <192.168.1. 88
Terminating the VPN connection attenpt from <RA>. Reason: This connection is
. group locked to

AAA VPN3000/ASA/PIX7 x-tunnel-group-lock douws go ASA

OSay boles eVl Jusis g AAA 0313 dlauwlys eel>))| pin (il (Tunnel-Group-Lock) 85/3076 douul
") dwaid Joc §5,9" w awoll 25 doull d95law 9l) olwluul dcgazxo 9l paiuall d95Las go 0 yai
o 345 0020 S pasiuall Jadg (IETF)

:CisCO (o (ACS) Jgwosll 9 aSxill pols e Jayeiill tay,ss cala) Jlio lid

Manually Entered
Attribute Type Value |
CVPMNI00DASAIPIXT ¥»-TunnekGroup-Lock [ Stning RA i

:ell> JI RADIUS el aas wis AAA dlawlg; damdl gl aiy loxic

tunnel - group RA2 general -attributes
aut henti cati on-server-group ACS54

..... Par sed packet data

(Radi us: Code = 2 (0x02

(Radius: ldentifier = 2 (0x02

(Radius: Length = 61 (0x003D

Radi us: Vector: E55D5EBF1558CA455DA46F5BF3B67354
Radi us: Type = 1 (0x01) User- Nane

(Radi us: Length = 7 (0x07



= (Radius: Value (String

6f | cisco 63 73 69 63

Radi us: Type = 25 (0x19) d ass

(Radi us: Length = 24 (0x18

= (Radius: Value (String

3a 61 63 73 35 34 2f 31 35 38 33 33 | CACS: acs54/ 15833 53 43 41 43
2f 33 | 4484/3 34 38 34 34

Radi us: Type = 26 (0x1A) Vendor- Specific

(Radi us: Length = 10 (O0xO0A

(Radi us: Vendor ID = 3076 (0x00000C04

Radi us: Type = 85 (0x55) The tunnel group that tunnel must be associated with
(Radi us: Length = 4 (0x04

= (Radi us: value (String

RA | 41 52

rad_procpkt: ACCEPT

RADI US_ACCESS_ACCEPT: nornal term nation

‘RA 3% dCgaxo 31> dcgozall ool clisl RA2 385 dcgamo _JI Joog)l dgle aic lpmss (& dcuiill (oSG

<May 17 2013 17:41:33: %ASA-4-113040: G oup <My> User <cisco> |P <192.168.1.88
Term nating the VPN connection attenpt from <RA2>. Reason: This connection is
group locked to

AAA VPN3000/ASA/PIX7 x-IPSec-user-group-lock douw go ASA

o) 8.4 oS5 L (3 139290 JU, V9 ASA dlawly, &9 ,9a)l VPN3000 Jis (o dawdl 030 351 pi, laS
W ezl e a2y @39 (cusSdl Jds oo &l laol U allsl e @il (o al I

| Psec- User - Gr oup- Lock

Di sabled = 0

Enabled = 1

13] .659>g90 Tunnel-Group-Lock doul cilS I3] _i> cdcgamall (ol Jabasi) doudl plasiw] oSay ail 9y
sk Lowd ((paziamall d95Lan (D 0i® Jlj b) Tunnel-Group-Lock go 0 _le dizall dowdl 03 gl wlyl>
>azxall sl dcgaze puwl £l)) clil dcgazall Jad Juasi dglw aic L,e 9y .oz b

Manually Entared

[ Atiribute Type Value _
CVPMI0D0ASAPIAT x- P Sac-User-Group-Lg Enumeration OFF j
CWPMI0D0QASAPINT x-Tunnel-Group-Lock | String R

el auxas Lo,

..... Par sed packet data

(Radi us: Code = 2 (0x02

(Radi us: Identifier = 3 (0x03

(Radi us: Length = 73 (0x0049

Radi us: Vector: 706260DDFC3E523CCC34AD8B828DD014
Radi us: Type = 1 (0x01) User-Nane

(Radi us: Length = 7 (0x07

= (Radius: Value (String

6f | cisco 63 73 69 63
Radi us: Type = 25 (0x19) d ass

(Radi us: Length = 24 (0x18


//www.cisco.com/en/US/docs/security/asa/asa90/configuration/guide/ref_extserver.html

= (Radius: Value (String

3a 61 63 73 35 34 2f 31 35 38 33 33 | CACS: acs54/ 15833 53 43 41 43
2f 34 | 4484/4 34 38 34 34

Radi us: Type = 26 (0x1A) Vendor- Specific

(Radi us: Length = 12 (0x0C

(Radi us: Vendor ID = 3076 (0x00000C04

Radi us: Type = 33 (0x21l) Group-Lock

(Radi us: Length = 6 (0x06

(Radi us: value (Integer) = 0 (0x0000

Radi us: Type = 26 (0x1A) Vendor- Specific

(Radi us: Length = 10 (O0xO0A

(Radi us: Vendor ID = 3076 (0x00000C04

Radi us: Type = 85 (0x55) The tunnel group that tunnel must be associated with
(Radi us: Length = 4 (0x04

= (Radius: Value (String

RA | 41 52

rad_procpkt: ACCEPT

.OlaeVl 8 IPSec-User-Group-Lock i3l o pl9 cacgomoll ol 0,9 p5) lguuss dcnill 13D iy

<May 17 2013 17:42:34: %ASA-4-113040: G oup <My> User <cisco> |P <192.168.1.88
Term nating the VPN connection attenpt from <RA2>. Reason: This connection is
group locked to

Tunnel-Group-Lock=RA _lc Lo Jua> LS’ [IPSec-user-group-lock=0 gl (>, 3| dcgazall 2e olo
d&gym>xdlkfob QL;>|5» QJ sy on‘pJJMuuxd|LfoL fu‘;ﬂ) &o ,oA>auud|d9)L¢hﬂ

el (Tunnel-Group-Lock) >axe (345 dcgaxo pwl (2RI dcgaxoll g @20 (uuSleall (uoSill dunill,
ool o9 iy Iy Y9 (IPSec-user-Group-Lock=0) sax0 pasiwe) dcgozall ool Judass dglxo
-p3xiuall i dcgozall

ausas 20 209 @i VPN3000 sery padll (8 oIS dauw ol cdasiwl .oVl a2 dasll plaiw] pac 255, lidg
.Cisco CSCui34066 o clasV

Cisco oo Jew VPN J L)l 10S dcgazo Jid

ASA e Josll oo wlito JSuiy Cisco [0S (8 acgazall (19S5 oo Llxall dcgozall J28 L5 Jos,

V) Cisco 10S dcgozo J2b ,Ls auiy - Jaso 0eSy Jasiwall Sl I pwl dcgozo gaill cuss col ASA JI le
pawl (USer@group guwis) pastiumall puwl doasoll degaxall o)l (Slol §é aslSo| (wlowwy 2295
(acgoz0ll pwl) IKEID

A5M&T ,laoYl (Cisco 10S . Jeuwdl VPN 65 s JI &>l cologleall (0 250

o b Loud

aaa new nodel
aaa authentication login LOG N | ocal
aaa aut horization network LOGA N | ocal

usernane ci scol@=ROUP1 password O ciscol
usernane ci sco2@=R0OUP2 password 0 cisco2

crypto isaknp client configuration group GROUP1
key cisco
pool POOL
group-lock
save- password


https://tools.cisco.com/bugsearch/bug/CSCui34066
//www.cisco.com/en/US/partner/docs/ios-xml/ios/sec_conn_esyvpn/configuration/15-mt/sec-easy-vpn-srvr.html#GUID-E4E2505A-73E9-495C-AAA6-201061A96FA1

crypto isaknmp client configuration group GROUP2
key cisco

pool POOL

save- password

crypto isaknmp profile profl
match identity group GROUP1
client authentication list LOG N
i sakmp aut horization list LOG N
client configuration address respond
client configuration group GROUP1
virtual -tenplate 1

crypto isaknmp profile prof2
match identity group GROUP2
client authentication list LOG N
i sakmp aut horization list LOG N
client configuration address respond
client configuration group GROUP2
virtual -tenplate 2

crypto ipsec transformset aes esp-aes 256 esp-sha-hnmac
node tunnel

crypto ipsec profile profl
set transformset aes
set isaknp-profile profl

crypto ipsec profile prof2
set transformset aes
set isaknp-profile prof2

interface Virtual - Tenpl atel type tunnel
i p unnunbered Ethernet0/0

tunnel node ipsec ipv4

tunnel protection ipsec profile profl

interface Virtual - Tenpl ate2 type tunnel
i p unnunbered Ethernet0/0

tunnel node ipsec ipv4

tunnel protection ipsec profile prof2

ip local pool POOL 10.10.10.10 10.10.10.15

a; zoamall 350l paimall 1 dcsazrall duuill, GROUP1 J (Sas dcgazall cuoli o $axill ol gl 132
Jras moaiiwal VU Sy (dC90%0 cmoli ,9) GROUP2 dcgozo) duuill, .Cisco1 @GROUP1 g
Je3all

:GROUP1 g0 Cisco1 @GROUP1 pasiwl ax=Wl d8sLaall

May 19 18:21:37.983: |SAKWMP: (0): Profile profl assigned peer the group named GROUPL1*
May 19 18:21:40.595: | SAKWVP/ aut hor: Author request for group GROUPlsuccessful | y*
sent to AAA

:GROUP1 go Cisco2@GROUP2 pasiuwl «a9>Laall

May 19 18:24:10.210: | SAKMP: (1011): User Authentication in this group fail ed*

Cisco I0S AAA IPsec:user-vpn-group for Easy VPN



el d93Lan) nss lgaulas Sayg AAA o315 lg== 0 (il RADIUS doww D ipsiuser-vpn-group ol
aalizxe J>h0 (9 Ledulai a9 «dlaSo wljuanll LS9 .(acgoxall degazall (ol plaiuw| o)

A5M&T 9| CiSco i08 wis o JuSuis VPN Jeud! cdogles ,uiS J cl>l

ol iy ol Ol 98 8,8l il Juds $aixis Sl oy, AS o9 dcoamall Jid oo alite JSiy Jas ail
oyl uLoI oLl assano ro.w|&ol.@.u_)Lo.opuo>.xkAJ| ansill u|3 (ASAJ sl Jio) 63120 s Lg) 0

oVl dcgazall ool Jass Jmu AAA @slao _le Jgazll gLl

usernane cisco password O cisco #for testing
aaa aut hentication |ogin AAA group radius

crypto isakmp client configuration group GROUPL
no group-| ock
crypto isakmp client configuration group GROUP2
no group-| ock

crypto isaknmp profile profl
client authentication list AAA
crypto isaknmp profile prof2
client authentication list AAA

.acgazoll dcgomall ool oz 059 pasiuall ipSec:user-vpn-group doudl e a5 al o>

ips:user- :aoull 01® gl i (Ciscol paiuue) duuilly .Cisco2 g ciscol (Jasiwe oli] Jid ACS Jl 9
.ips:user-vpn-group=group?2 :douul 0i® gl>,| ai CisCcO2 paziumal duuill, .Vpn-group=group1

asJl 138 oo EWYI iy (GROUPT placiawly Jos )l Jisuus Cisco2 pasiae J9lxy loic

debug radi us verbose
debug crypto isakmp
debug crypto i saknmp aaa

May 19 19:44:10.153: RADI US: Ci sco AVpair [1] 29*

" ipsec:user-vpn-group=GROUP2"

May 19 19: 44:10.153: RADI US(00000055): Received fromid 1645/ 23*

AAA/ AUTHOR/ | KE: Processi ng AV user-vpn-group

:May 19 19: 44: 10. 154*

AAA/ AUTHOR/ | KE: User group GROUP2 does not match VPN group GROUP1l - access denied

.group1 Jl cisco 10S ¢ o,la, @i JipSec:user-vpn-group=group2 g>_; Cisco2 paziual ACS o,V ellsg

pasiuall (Y Ol sy ol diSoy . elozdl uolil) duudly JI 98 LS awiss Bagll Gusss oo cddylall 03g:9
(group@ w9) paziawmall plaiuw| aiSoy ,SJ9 (paiuwe puwlS user@group ,u9gi Jl gl ¥ sl

322) 3V 53] punay cold Cisco 10S oY L (ciscol @GROUPT plasiw| vy cdcgazxall Jad) duuill,
(dcgazall pul) ikeid o @, (@

paiuall s Y (Cisco VPN Jae 9 lnad Ciscol plasiw| 25 (dpsEc:user-vpn-group J duuilly

A o)las9 (GROUP1= @ =l 03 9) >axoll ipSec:user-vpn-group gl>)l piug ACS e 9,20
AKEID J;lso doudl

cisco I0S AAA ipSec:user-vpn-group and Group-lock for Easy VPN
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e cdg)l L pmionntd] WS plaziaw] ey V I3Lol)

15,31 6,0 dcgozall (ol d&lio] iSa,

crypto isaknmp client configuration group GROUP1L
group- | ock
crypto isaknmp client configuration group GROUP2
group- | ock

: 39l & L

.awogig 1 degaxall Jlail 95k Cisco o VPN aSul passiuus pgs, .1
09,0l 4alS9 paziumall puwY xAuth Ll Cisco 10S Juw 9 x>l (slgaell gogll d> 0 955 .2
o dalS 2uay Jl go cisco1@GROUP1 username Jl J>1,9 « gisio Joiuo pliwy cisco VPN JI'.3

ACS Jl e

a)la9 paiwall pawl (9 ,96iall dcgazxoll puwl 5, ai] :dcgoaxall Jas) gaxi cl,>L Cisco IOS pg4, .4
2>b ail .ikeid o
5 (ciscol1@GROUP1 paziuuall) ACS p3 _JI AAA b Cisco 10S Juw
.6 .ipsEc:user-vpn-group=group1 go RADIUS Jg:5 ACS &>

ikeid o RADIUS daw (o doriall dcgazall op)lé; aild 6,all 039 1ol Géss el,>L Cisco 10S pga, .7

DlaseYl ol L9, ol Az 198 Ul S aiy (degazoll Ji8) 4 sglazl S aliud xic

May 19 20:14:31.678: | SAKMP/ xauth: reply attribute XAUTH USER NAME_ V2*
May 19 20:14:31.678: | SAKMP/ xauth: reply attribute XAUTH USER PASSWORD V2*
May 19 20:14:31.678: | SAKMP: (1041): User Authentication in this group failed*

a9>Laa) RADIUS douw pliwy ol a2, Uazll g, ((ipsEc:user-vpn-group) 7 églazdl (8 Juiusy boaic
:AAA

AAA/ AUTHOR/ | KE: User group GROUP2 does not match VPN group GROUP1l - access denied

IOS J WebVPN dcgaxo Jad

IPSec: SSL.) a2y o,& Joogll VPN wloas guaxx) Tunnel-Group-Lock plaziw| Seu ASA e

VPN p>3) IPSec J lnad Joas, (ipSec:user-vpn-group 9 Cisco I0S acgazxo Jad) auuil .(WebVPN
(488 ;)] dcgazoll &lwluwg) 63220)l WEbVPN o Bluu (8 (3o (podsiume dCgoxo cuoli J21 oo .(Jew
.49Laall oV¥lxe plaziwl Ly

o b Loud

aaa new nodel
aaa aut hentication |login LIST |ocal

usernane cisco password O cisco
username ciscol@Cl password 0 cisco



username cisco2@C2 password 0 cisco

webvpn gat eway GW
i p address 10.48.67.137 port 443
http-redirect port 80
| oggi ng enabl e
i nservice
I
webvpn install svc flash:/webvpn/anyconnect-w n-3.1.02040- k9. pkg sequence 1
I
webvpn context Cl
ssl authenticate verify al
I
policy group Cl
functions file-access
functions file-browse
functions file-entry
functions svc-enabl ed
"svc address-pool "POOL
"svc defaul t-domain "cisco.com
svc keep-client-installed
defaul t - group-policy Cl
aaa authentication list LIST
aaa authentication domain @cC1l
gateway GW domain C1 #accessed via https://IP/C1l
| oggi ng enabl e
i nservice
!
!
webvpn context C2
ssl authenticate verify al

"url-list "L2
"headi ng "Link2
"url-text "Display2" url-value "http://2.2.2.2

policy group C2
"url-list "L2
def aul t - group-policy C2
aaa authentication list LIST
aaa authentication domain @C2
gateway GW domain C2 #accessed via https://IP/C2
| oggi ng enabl e
i nservice

ip local pool POCL 7.7.7.10 7.7.7.20
Jaoglly C1 zouwy 63320 oblacl 4 Lol dcgozo g Sluw JSJ9 .C2 9 C1 :1oBluw JUd (JWI Jlall _$
.C29 C1 10,8l NS I £loiw Jguogll dylgs (1655 o3 .AnyConnect _JI

Jilas §5Lae C1 @dslaall Jlxe waya, (hitps://10.48.67.137/C1 go C1 §luull Ciscol pasiue iai bic
:cisco1@C1 username (aoil8) lxo 9,2, JI



clsco SSLVPN Service

English -

Llzgrname
Welcome to ciscol

Pagsword

Cisco Systems

SSLVPN Servi |
ervice | Lagin Clear

debug webvpn aaa
debug webvpn

May 20 16:30:07.518: W: validated_tp : cert_username : matched_ctx*

"May 20 16:30:07.518: W/-AAA: AAA aut hentication request sent for user: "eciscol*

May 20 16:30:07.518: W: ASYNC req sent*

!May 20 16:30:07.518: wv-AAA: AAA Authentication Passed*

:May 20 16:30:07.518: ¥SSLVPN-5-LOGIN_AUTH_PASSED. VW Ctx: C1l vw_gw. GW renote_ip*

user_name: ciscol, Authentication successful, user |ogged in 10.61.218. 146

"May 20 16:30:07.518: WV-AAA: User "ciscol" has logged in from "10.61.218.146" to gateway "GW*
"context "Cl

C1 Bl LJI Jsoolls poisi Loy pasiims amwlS Cisco2 plaziwl, Jos Ul Jiws Jolb loxic
: Jinal 138 o, WLV iy (((https://10.48.67.137/C1

May 20 16:33:56.930: W: validated_tp : cert_usernane : matched_ctx*

"May 20 16:33:56.930: W/-AAA: AAA authentication request sent for user: "cisco2*
May 20 16:33:56.930: W: ASYNC req sent*

!May 20 16:33:58.930: Wv-AAA: AAA Authentication Failed*

May 20 16: 33:58.930: %SSLVPN-5-LOGIN_ AUTH REJECTED. VW CtX: C1 vw _gw. GW*

renote_i p: 10.61.218. 146 user_name: cisco2, Failed to authenticate user credentials

Bl sl I Je3 3l Jssus CiSCO pasime) oSy ¥ .CisCO2@CT e (8,20 pasius 3629 pasd Ll ellsg

aall oo Gaxdl

oSl 13D a0 oo paxill ez | W 229, Y

le>Nol9 ellasVl BLiSiwl

oSl lig) lg>Nooly clasVl Blisiwy 63320 wlogles Fl> L9g5 V

do old Ologleo

15M&T ,laoYl (Cisco 10S . Jew VPN 10655 Jud> -
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9.1 ,la0Yl .Cisco ASA Series VPN oloVl Jlow dg2l9 oS5 Jd> -
Cisco Systems - olaiiuwally sl acall -
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