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D POST (Sending new Internal User settings)

—

Client ISE

200 (New configuration has been
created successfully)

GET (Requesting information)

200 (Information provided)
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GET 9 POST opl Iuudouly pu 1de, Iunldse HTTP Uusog! Idpuweéspd Bs pdldple API (9lzo6
wped IJobosile). swp lyvegsleol Jdoosled pg 1Jeslys 1Upsz9:6 gds 1Jghe: gl Jlguwesls
IJoslole I buwld IJoslole Jegldewol.

IJzuo9d £ds pdldes AP

sop lawoele luwdow GET Jbdu Iduslule po p9)s pes. wes bdoule GET e, IJb,@d
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luvesgle Post API
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vewle Ids buwld Idpedsele 1058886 pu wovlpe gpsd 9l20s wiprs IJobosdle (API) |Js
£656 ISE Jlouile puucgsp sleds.

odysule ISE
Gp vupdsu psjdé ERS.
1. 1luedd [Js s > uble > Jesble > lesble 9lzes oyped IJobosdle > |eshle g06 APL

el Identity Services Engine Administration / System

J Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings

Gliont Pravisioning

FIPE Mode API Settings

Security Settings

ag Ovarview API Service Settings AP| Gateway Sellings
Al. 1tin
General MDM | UEM Settings
' ~  AP| Service Sottings for Administration Nodo
‘ Posture »
@) ERS (Read/Write)
r Frofiling Open API (Read/Write)
Pratocals
- ~ CSRF Check ( only for ERS Settings )

Endpoint Seripls

Proxy () Enable CSRF Check for Enhanced Security (Not compatible with pre ISE 2.3 Clients)

SMTP Sarver © Disable CSRE For ERS Request (compatible with ERS clients older than ISE 2.3)
SMS Gatewiy

System Time
| API Settings
Heset
Data Connect

)tsl_u\q API

bJo JSON.

1. 1JL38 1Jpde9e. n
2. 8p wluolwo bdo HTTPS gass eds IJzlue IUls ).



B New Folder
© HTTP Request
© Event Stream Request (SSE)

© GraphQL Request

© gRPC Request

© WebSocket Request

2— From Curl

B From File

b JSON
3. szw lpesh POST Jluwld IJpgedsple 1Js €856 ISE.

Sewpd URL IUss weolz IJs bélde gds gusly IP 1UElLo w8956 ISE Ussy.

URL: https://x.x.x.x/ers/config/internaluser



27.0.0.1/ers/config/internaluser

HIMern

okes

cates R 27.0.0.1 4 onifigintermaluser [!

& Bulk Edit

& Desoripbon

Custom Method

TI0 L

4. &p o9 VY uuo 9lge, JSON



v https://127.0.0.1/ers/config/internaluser

Body

No Body =

Form Data
Form URL Encoded

GraphQL

JSON
XML
YAML
EDN

Plain Text

Other

zs los

5. spdud Juod Iduoslgs sugss) Idpedele 998! Jpl ©yso.




v https://127.0.0.1/ers/config/internaluser

Params Body Autl Headers L4 Scripts

InternalUser™: {
"name”: "User@l”,
"description™: "this is the first user account”,
"enabled": true,
"email"”: "userl@local.com”,
"accountNameAlias": "User 001",
"password”: "bWndhehq8ZCVirk™,
"firstName”: “User™,
"lastName": "Cisco”™,
"changePassword”: true,
"identityGroups"”: "al740510-8c01-11e6-996c-525460b48521",
"passwordNeverExpires”: false,
"daysForPasswordExpiration™: 68,
"expiryDateEnabled”: false,
"expiryDate™: "2026-12-11",
"enablePassword”: “bWndhehq87CV22k",
"dateModified™: "2024-7-18",
"dateCreated”: "2024-7-18",
"passwordIDStore”: "Internal Users™

wols zads JSON

wule zpdé JSON

"InternalUser": {
"name": "name",
"description": "description",
"enabled": true,
"email": "email@domain.com",

"accountNameAlias": "accountNameAlias",




"password": "password",
"firstName": "firstName",
"TastName": "TastName",
"changePassword": true,
"identityGroups": "identityGroups",
"passwordNeverExpires": false,
"daysForPasswordExpiration": 60,
"expiryDateEnabled": false,
"expiryDate": "2016-12-11",
"enablePassword": "enablePassword",
"dateModified": "2015-12-20",
"dateCreated": "2015-12-15",
"customAttributes": {

"keyl": "valuel",

"key2": "value3"
3,

"passwordIDStore": "Internal Users"

6. 108 Ipuol386 slge) Iuvluwss.



v https://127.0.0.1/ers/config/internaluser

Auth

Inherit from parent

Inherit from parent

MNone

API Key
Basic
Digest
NILM
OAuth 1.0
OAuth 2.0
AWS |AM

Bearer Token

7. bgd wslole lewpls 9lzos Idpuwegse Idyuu9pss (GUI) J ISE.




v https://127.0.0.1/ers/config/internaluser

Body Auth Headers

admin

ol g sala Admin JSON

8. 18y B9 ,99uw Jluplds IUluwldse 1Jeldss:
* u9E Idpeuss: IJobosyljson
* Yuod: IdbJuljson



v https://127.0.0.1/ers/config/internaluser
Headers | 4
+ Add @ Delete all ® Description
Accept */*
Host <calculated at runtime>

Content-Type application/json

Accept application/json

JSON Headers

9. Izl lowd, Liuwld.
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1. o8> buwld bdye POST. jwo,s 1delds "wpe logble 201", 9031 sgus io lJepdssé 9 1Jopdo
wuele.

v hittps://127.0.0.1/ers/config/internaluser
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bl |dentity Services Engine Administration / Identity Management

— cisca

) Identities Groups External ldentity Sources ldentity Source Sequences Settings
—

[}
| Users

Network Access Users

1 Latest Manual Network Scan Res

Status Username Description First Name  Last Name Email Address User Identity Groups  Admin
|
O B Enabled User01 this is the firs... User Cisco useri@local.... Employee
n
zole ausiia JSON

bJo XML

1. 1JL38 1Jpde9g. ;
2. 8p wluolo bJo HTTPS gass gds IJzlue IUls ).

@ New Folder
© HTTP Request
© Event Stream Request (SSE)

© GraphQL Request

© gRPC Request

@ WebSocket Request

>_ From Curl

& From File

Lbde XML

3. Sew lgosl) POST JLhuwld Idpegdsple 1Js £.956 ISE.

Sewp> URL IUss weolz IJs beglde gds suslu IP 1JElLo wg956 ISE Ussd.



url: https://x.x.x.x/ers/config/internaluser

7

27.0.0.1/ers/config/internaluser

27.0,0.1 fers/configfinternaluser L)

PATCH RAMETERS @ Bulk Edit

euest & Description

Custom Method

oui XML

4. Sp lug) Idpou slgw, XML.


https://x.x.x.x/ers/config/internaluser

Body

No Body =

Form Data

Form URL Encoded

GraphQL

JSON
XML
YAMIL
EDN
Plain Text

Other

Ou= XML

5. spdud Juod Iduoslgs sugss) Idpedple 998! Jpl wso.




v https://127.0.0.1:44421/ers/config/internaluser

Params Body Auth Header:

XML

<?xml version="1.8" encoding="UTF-8"?>
xmlns:ns@="identity.ers.ise.cisco.com”
xmlns:xs="http://ww_w3_org/2001/XMLSchema™
xmlns:nsl="ers.ise.cisco.com” xmlns:ers="ers.ise.cisco.com”
description="description™ name="User82™
Userd2
true

2024-7-18
22024-7-18
Jee
user2flocal . com
blndhehq87CV22k
true
2026-12-11
false
User2

al7A8510-8c01-11e6-996c-
525400b48521

Cisco
blindhehq87CVirk

Internal Users
false

XML Post

wesles XML

<?xml version="1.0" encoding="UTF-8"7>

<nsO:internaluser xmlns:nsO="identity.ers.ise.cisco.com" xmlns:xs="http://www.w3.0rg/2001/XMLSchema" xm
<accountNameAlias>accountNameAlias</accountNameAlias>
<changePassword>true</changePassword>

<customAttributes>




<entry>
<key>keyl</key>
<value>valuel</value>
</entry>
<entry>
<key>key2</key>
<value>value3</value>
</entry>
</customAttributes>
<dateCreated>2015-12-15</dateCreated>
<dateModified>2015-12-20</dateModified>
<daysForPasswordExpiration>60</daysForPasswordExpiration>
<email>email@domain.com</email>
<enabTlePassword>enablePassword</enablePassword>
<enabled>true</enabled>
<expiryDate>2016-12-11</expiryDate>
<expiryDateEnabled>false</expiryDateEnabled>
<firstName>firstName</firstName>
<identityGroups>identityGroups</identityGroups>
<lastName>TastName</lastName>
<password>password</password>
<passwordIDStore>Internal Users</passwordIDStore>
<passwordNeverExpires>false</passwordNeverExpires>

</ns0:1internaluser>

6. 1ol IJpuol>86 sle e, Iuwlyus



v https://127.0.0.1/ers/config/internaluser

Auth

Inherit from parent

Inherit from parent

MNone

API Key
Basic
Digest
NILM
OAuth 1.0
OAuth 2.0
AWS |AM

Bearer Token

Hawk

pomlas XML

7. bgd wslole lewpls 9lzos Idpuwegse Idyuu9pss (GUI) J ISE.




v https://127.0.0.1/ers/config/internaluser

ETE S Boay Auth Headers

Basic

admin

LA L L L L L L]

510 el XML

8. 108y 998 L3 Jluplds IUiwldse IJeldss:
* U9e ldpzwss: IJobosd/xml
* Suad: IJobos@/xml

OST = https://127.0.0.1:44420/ers/config/internaluser
Params Body Auth Headers | 4
+ Add I Delete all ® Description
Accept e
Host <calculated at runtime>

Content-Type application/xml

User-Agent application/xml




9. Izl lody Liuwld.
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« https://127.0.0.1/ers/config/internaluser
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Network Access Users

Status Username Description First Name LastName Email Address User ldentity Groups Admin

@ Enabled User01 this is the firs... User Cisco userl@local... Employee User Account created by JSON

B Enabled Usar0? description User2 Ciseo user2@local Employee — User Account created by XML

1Sz 33 20 wags zo Rl 1ausz 3050
luweduula IJizble sl odlzol

1. rep p&)L.Q PTPIEC |Jo9.s6.

luweese GET sluve el hitps://X.X.X.X/ers/config/identitygroup.

GET w https://127.0.0.1/ers/config/identitygroup
dzoasd gds 1z,
I&)lz JSON.
22> 1Jperd 1Jpsz9s wrsby Idsuods.

description="Default Employee User Group"
1d="al1740510-8c01-11e6-996c-525400b48521" name="Employee"
rel="selt"

href="https://127.8.8.1:44421 /ers/config/identitygroup/al74e
510-8cB1-11e6-996c-525400b48521" type="application/xml"

pTe s st g 2 01

&1z XML.

2> 1Jperd 1Jpszss wrsby Idsuoss.


https://127.0.0.1:44420/ers/config/identitygroup

"id": "al748510-8c01-11e6-996c-525400b48521"
“name” : "Employee”,

"description”: "Default Employee User Group”,
“link™: {
"rel™: "self",
“href":
"hitps://127.6.0.1:44421/ers/config/identityproup/al746510-
8cP1-11e6-996c-525400b48521",

azesed o ssd Idag x2 02

2.401 ¢bl &) puosz o

v https://127.0.0.1l/er‘s/config/internaluser

¢l 401
IJed: 288 pu wslule lewels 1dsuosd IJos wp odysuol Os Suwe IJpuol>§6

3. ¢bl: wes,) Idlouold wldghe

Error 2.06s Just Now »=

Error: Couldn't connect to server

tbl B Il ol

IJzd: 0288 pu guslo IP IUgluo w8828 ISE IJos p odssuel Bs 8w IULE 19 c2dd pu
woed lJlouald.

4.400 Lusiso.

v https://1 27.0.0.1l/ers/c0 nfig/internaluser

¢kl 400

ould g8 lguoly Jpslzod o3l IJgbl 1JIde, Lvsoel os:



© 30 wblud pg wor IJps pa9) IUlelo

* op odIsu wewe Idpedele wubdd Es) Lozse:
¢ bl Sintaxis.

© ped9plo pd))e.

5. ¢bl: Jpo swp 1psld 96 gds Livolss wlbs, SSLIg pdele SSHIJugss

Error 614 ms 0B 3 Minutes Ago =

Error: SSL peer certificate or SSH remote key was not OK

Here are some additional things that may help.

Disable SSL Validation Contact Support

gl s el SSL

IJzJ:
1. 168, eds vebsd IJoz 88 pu woed SSL.
2. veo ldbdo /Jlgworloé e wogbsd sl 1dozldd pu wors [dyvoble.

Request / Response

B Validate certificates @ B Disable JS in HTML preview

¥ Follow redirects B Disable links in response viewer

B Filter responses by environment @ B Disable default User-Agent on new requests @

Preferred HTTP version @

Default

t‘ﬁl) \J_‘:JJ a0 u\az}} 1_1\_)1::\3\&

6.



lJe s CSCwh71435.

Soe odasu JJpd )9, enable Lybdd gubgliss eds ILge pu g3 sl S 0l
IJowdsd g0 LilJs wole zpdd JJpé o9, enable iy o dol BLES JBsp6. Iz o I))lub IJolds
JJewesd eds IUpsss pu ldpedsple:

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh71435

oolze pdlole APL.
SpJdud IUlbdlg eds gpse lJpedople 29d pdldple APl IJos s>gpol ISE.
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2.108) W98 bhuoulb pedyple 9lzod wypes wbosdle ERS (9lzes wypzs IJobousyle).

ces Engine Administration / System

] Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings
aEuuy aELEgs —
'c
= Alarm Settings
1l General MDM [ UEM Settings API Settlngs
o
4 Festurs S Querview APl Service Settings AP| Gateway Sewings
( Profiling . _
AP Services Querview
] Protocols - You can manage Cisco ISE nodes through two sets of APl formats—External Restiul Services (ERS) and OpenaFI,
Staring Cisco ISE Rolease 3.7, now APls are 2 le im the OpenAPl fermal.
1 Endpalal Seripta 3 The ERS arrd OpanhP| services are HTTPS-only REST APls that bpd‘.-rﬁld‘.-. over port 443, ] )
" Currently, ERS APls also eperate over port 9060. Howaver, port 9060 might not be supported for ERS APls in later
Cisco ISE releases, We recommend that yvou only use port 443 for ERS APIs.
Proxy Baoth the AP servic digabled by default. Enable the AP| senvices by clicking the corresponding toggle buttons
SMTP Server in the N‘.i Service Settings tab. _ ) ] )
z To use either AP| service, you must have the ERS-Admin or ERS-Operator user group assignment.,
SMS Gateway
For more information on ISE ERS AP, please visit:
SysiemTine https:(/127.0.0.1:4442 1 fers/sdk
AP Settings : N n
For openapi documention for ERS, click below:
Data Connect ERS_V1
For more information on ISE Open AP, please wvisii:
Sl St Dibmiuette ? hittps: [/ 127.0.0.1:44421/api/swagger-uifindex. htm|
QIS
g ke
3. 9108, V998 915§ 9lz0s wyprd IUobossle (API).
External RESTiul Services (ERS) Online SDK
»  Quick Reference ISE 3.3 Release Notes
| » New / Modified Resources
I I1SE 2.0 Release Notes
- ISE 2.1 Releass Notes
|- L 1SE 2.2 Releass Notes New / Modified Resources
I I15E 2.3 Release Motes
[ ISE 2.4 Release Notes
15 2.6 Releass Notes
s A S T
I 15E 3.0 Release Notes o
|- 15 3.1 Release Notes InternalUser 3.3 1.5 Added user creation date and last modification date attributes
I = -
| GiEE :'; :::::: ::::: Ldap 33 2.0 Ldap AP allows clients to create, get, update and delete Ldaps and get rocica certficates, get issuerca certficates, get hosts,
| _ ANC Endpoint test Connection
- ANC Palicy Guest Type 3.3 2.0 Addaed the dynamic group option for LDAP groups
L i Eindi 3 ; : E 3 7 5
Lo :Ei s.'l'”“";’ Natwork 33 1.4 The password (Show Password in Plaintext) of the netwerk device shared secret and second shared secret will be either in plain
L Davica text or will be masked depending on the settings in Security Sattings page
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