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Web Browser ISE Azure AD

5 @ &

User selects SAML Login
option on ISE GUI

————

Internal Redirection to Azure
https://login.microsoftonline.com/

v

SAML Request, Identity Provider (Azure AD) authenticates the user

Encoded SAML Response is returned along with assertion data

&

L 4

SAML Response is sent to Service Provider (ISE)
: 3

ISE confirms successful authentication as a
result of SAML Response parsing, browser
is redirected and logged into ISE GUI

A A
A J
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Identities Groups External Identity Sources

SAML Identity Provider
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= Cisco ISE Administration - System

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings

Authentication
Authentication Method Passwaord Policy Account Disable Policy Lock/Suspend Settings

Authentication Type

Authorization

Administrators

O Password Based

Settings

() Client Certificate Based

3. wuoss) peIple £j9d IS 00

loedd 1Js 1hs > 1L 1Josss > puols) 1J09ss 1Uzhzsé > 298, SAML Id > [595 SAML IJglo
o).

Sp vowdsd edles IJowsse IJs pedsele 059> 1JEs06. 9lud) 998 1) ©uoss) Jel 09 p9uoe
B 1Juo9,s.

Identity Provider List » Azure_SAML

SAML Identity Provider

General Identity Provider Config. Service Provider Info.

Service Provider Information

() Load balancer 0]

Export Service Provider Info. Export (i)

Includes the following portals:

Sponsor Portal {default)

e woujsd pdd xmlglzdbo. §p wws9sy Bsps URL 9ENtitylD JJes €.

<?xml version="1.0" encoding="UTF-8"7>

<md:EntityDescriptor entityID="http://CiscoISE/0049a2fd-7047-4d1d-8907-5a05a94ff5fd" xmlns:md="urn:oasi
<md:SPSSODescriptor protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol" WantAssertionsSig
<md:KeyDescriptor use="signing'">

<ds:KeyInfo xmIns:ds="http://www.w3.0rg/2000/09/xmldsig#">

<ds:X509Data>

<ds:X509Certificate>

MIIFTjCCAzagAwIBAgINAg2amSTL6NAE8FY+tzANBgkghkiGOwOBAQwFADATMSMwWIQYDVQQDEXpT



QUIMX21zZTMtMS0x0S5ja3VtYXIyLmNvbTAeFwOyMTA3MTkwMzI4MDBaFw0OyNjA3MTgwMzI4MDBa
MCUxIzAhBgNVBAMTGTNBTUXxfaXNTMyOxLTE5LmNrdwWlhcjIuY29tMIICIjANBgkghkiGOwOBAQEF
AAOCAg8AMIICCgKCAgEAVi1a4+S0uP3j037yCOXnHAZzADupfgcgwep1IQnFxhVfnDdOixGRT817aQ
1zdKhpwf/BsJeSznXyaPVxFcmMFHbmyt469Q/jQQEyt7YhyohGOt1lop01gDGwtOnWZGQ+ccvgXSL
GelHYdTDtE1LMEcGg1mCd56GfrDcIdX0cZImiDzizyjGKDdPf+1VM5JHCo6UNLFTIFYyPmGvcCXnt
NVQgsYvxSzF038ciQqImOsqrVrrYZuIUAXDWUNUg9pSGzHOFkSsZRPxrQh+3N5DEFF1MzybvmlFYu
9h83gL4WIWMizETO6Vs/DOp6BST2MPXxKe790R5TFxFqIDIDnYgCnHmGooVmnSSnDsAgWebvF1luhZ
nGGkH5R0gT7v3CDrdFtRONYAT+Yv0941KzFCSEOsshykGSjgVn31XQ5vgDH1PvgNaYs/PWiCvmI/
wYKSTn9/hn7JIM1DqOR1PGEkVjg5WbxcViejMrrIzNrIciFNz1FuggaE8tC7uyuQZa2recmTrXGWC]
sDU4uOvFpFvrcC/Tavr9Fnx7LPwXa0asvld19SPbD+qYgshz9AI/nIXaZdioHzEQwa8pkoNRBwjZ
ef+WFC9dWIy+ctbBTO+EMO6Xj1aTI1bV80mN/6LhiS8g7KpFz4RN+agliubpgZ5058Zot9gqgkpFw
kVS9vT4EO0zwWNGo7pQI8CAWEAAaNIMHswWIAYDVRORBBkwF4IVaXNTMyOxLTESLmNrdwWlhcjIuY29t
MAWGA1UdEwQFMAMBAf8wCwYDVROPBAQDAgL sMBOGA1UdDgQWBBRIKkY2z/9H9PpwSnOPGARC]51aZ
oDAdBgNVHSUEFjAUBggrBgEFBQcDAQYIKwYBBQUHAWIWDQYJKoZIhvcNAQEMBQADggIBAIE6GmMNBL
206Dkb6fHdgKd9goN8N2bj+34ybwxqvDSwGtn4NAG6HY1q7N61JzAD/7s0ZfHgOT2UTgZpRFIFsHN
CGchSHgDt3bQ7g+GW1vcgreC7R46genaonXVr1tRwllvVIdCf8IQFFMxya/rIC4mxVeoo0j1F19d
rvDBH+XVEt67DnQWkulLp8zPJUuqfad4HOvdm6oF3uBteO/pdUtEi6f0bqrOowCyWdoTjq7KXfd2ITW
hMxaFsv8wWcVuOMDPkPIxUwwt6gfHObE5TuT4EYVuuHiwMNGbZgggb+a4uSkX/EfiDVoLSL6KI31
nf/341cuRTIUmDh9g2mppbBwOcxzoUxDm+HReSe+0JhRCyIJcOvUpdNmYC8cfAZuiV/e3wk0OBLZM
TgV8FTVQSnra9LwHP/PgeNAPUcRPXSwaKE4rvjvMc0aS/iYdwZhZiJ8zBdIBanMv5mGulnvTEt9IK
EEwj9ysT1IHmdgoH3EmOFOgnzRORVSMPbIxAOTFjfoITTMdQXNHhg+w1POKXS2GCZ29vAM52d8ZCq
UrzOVXNHKWKwWER /gq1GgaWvh3X/G+z1shUQDrJcBdLcZI1WKUMa6XVDj18byhBM7 pFGwg4z9YIZGF
/ncHcoxFY759LA+m7Brp7FFPiGCrPW8EOV7bUMSDmmg/53NoktfJ1CckaWE87myhimj0
</ds:X509Certificate>

</ds:X509Data>

</ds:KeyInfo>

</md:KeyDescriptor>
<md:NameIDFormat>urn:oasis:names:tc:SAML:
<md:NameIDFormat>urn:oasis:names:tc:SAML:
<md:NameIDFormat>urn:oasis:names:tc:SAML:
<md:NameIDFormat>urn:oasis:names:tc:SAML:

:nameid-format:transient</md:NameIDFormat>
:nameid-format:emailAddress</md:NameIDFormat>
:nameid-format:persistent</md:NameIDFormat>
:nameid-format:unspecified</md:NameIDFormat>
<md:NameIDFormat>urn:oasis:names:tc:SAML: :nameid-format:WindowsDomainQualifiedName</md:NameIDFormat>
<md:NameIDFormat>urn:oasis:names:tc:SAML: :nameid-format:kerberos</md:NameIDFormat>
<md:NameIDFormat>urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName</md:NameIDFormat>
<md:AssertionConsumerService index="0" Location="https://10.201.232.19:8443/portal/SSOLoginResponse.act
<md:AssertionConsumerService index="1" Location="https://ise3-1-19.onmicrosoft.com:8443/portal/SSOLogin

NRRNRN
ORR R ORKRO

</md:SPSSODescriptor>
</md:EntityDescriptor>

uUP'O |J|ooro|ro PU ro._J-_é XML:

EntitylD="http://CiscolSE/100d02da-9457-41e8-87d7-0965b07 14db2"

PIE
ConfirmationConsumerService="https://10.201.232.19:8443/portal/SSOLoqginResponse.action"

09.9¢ ConfirmationConsumerService="https://ise3-1-
19.onmicrosoft.com:8443/portal/SSOLoginResponse.action”

IJzbb96 2. &d9so leslsle Azure AD IDp

1. logble puucgse Azure AD


http://CiscoISE/bd48c1a1-9477-4746-8e40-e43d20c9f429
https://10.201.232.19:8443/portal/SSOLoginResponse.action
https://ise3-1-19.example.com:8443/portal/SSOLoginResponse.action
https://ise3-1-19.example.com:8443/portal/SSOLoginResponse.action
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Azure Active Directory admin center

o

EL Dashboard
= All services
4 FAVORITES
& Users

B Enterprise applications.

Dashboard > Default Directory

w Default Directory | Overview

Azure Active Directory

O Oovenview
5 Getting started
Preview hub

# Diagnose and solve problems

Manage
& Users
&2 Groups
BE External Identities
aks Roles and administrators
A Administrative units (Preview)
. Enterprise applications
Ed Deviees
2 App registrations
(£ Identity Governance
¥ Application proxy
wa  Licenses
b Azure AD Connect
§= Custom domain nameas
& Mobility (MOM and MAM)

Password reset

“&

& Switch tenant

5 Deletetenant -+ Createatenant [ What's new

[l Preview features

0 Azure Active Directory can help you enabile remote work for your employees and partners. Learm more

Default Directory

Ip wvouwesd 1Usged lJs Joeé pedople ;5 131,66 Azure Active Directory ggs> AD 1Jgl o o3

7 Got feedback?

| 2 Search your tenant

% Tenant information

Your role

Global administrator More info
License
Azure AD Premium P2

Tenant ID

64ac0648-115d-4ad9-a3b1-7660..

Primary domain

ekomeyccisco.onmicrosoft.com

Sigm-ins
3
8
26
24
22
2

@ Azure AD Connect

Status
Mot enabled

Last sync
Sync has never run

hug 33

22> lJpuwedres0 9108) 998 puwcdde 2383 98 wodssu luwe IJeuwotde: Ildluwe 99Jps
IJp,95 1d19ds6 el 09 pbdse. 108, eds louble Jpl 09 p9 oz B 19,6



Identity

User name * (D)

MName * (i)
First name

Last name

Password

Initial password

2. |louile pzeoes Azure AD

OS> peIEle. bbb s pze9Ed 21>

Dashboard > Default Directory > Groups

& Groups | All groups

Default Directory - Azure Active Directory

&2 All groups
&4 Deleted groups

# Diagnose and solve problems

«

| mck \/|@| gdplab2021.onmicrosoft... |E
The domain name | nead isn't shown here
| mck \/|
@ Auto-generate password
O Let me create the password
|:| Show Password
+ New group i Download groups [l Delete O Refresh == Columns

0 This page includes previews available for your evaluation. View previews —

‘ £ Search groups

|+ Add filters

ol wuse IJpzeses Jiplo. $p wodssu luve 1dezeses ol 09 90z Bs 109,68



Azure Active Directory admin center

© Dashboard > TAC > Groups >

Edl pashboard
New Group
i= all services
* FAVORITES
Group type * @
B Azure Active Directory | Security v |
& HEEE Group name * (i)
) Enterprise applications | ISE Admin Group \/|

Group description (D

| Enter a description for the group |

Azure AD roles can be assigned to the group @
T
\__Yes y/

Membership type * @

| Assigned %

Owners

Mo owners selected

Members

Mo members selected

3. wessu puwwdse Azure AD |Js 1dpze9ed

lod) B9 €30 woass lguple. 1B, IJpuwedse Sludy 998 weass. ludy W98 luusle Jluuble
IJpzp9ed woluwbd puuesp wp wesswo Jol.



Add members

Search (D)

,-D mck

mck
mck@gdplab2021.onmicrosoft.com

Selected items

Mo items selected

oo pdlzbs wpeg)d Jliso 1Jpzesss: Bs odo Idyiluvs sJ9y 576c60ec-c0b6-4044-a8ec-
d395b1475d6e Jpzpe9ed 1516 ISE Jol 09 p9 oz B |Juo9,6.



Dashboard >

23 Groups | All groups

TAC - Azure Active Directory

+ Mewgroup 4 Download groups [ Delete O Refresh ZZ Columns Preview features ,9'? Got feedback?
& Al groups

This page includes previews available for your evaluation. View préviews —
&2 Deleted groups o 2 v

A Diagnose and solve problems

|/'--‘ Search groups | +7 Add filters
Settings Name Object Id Group Type Membership Type
) General ] . ISE Admin Group l 575:50ec-c0b6-4044-a8ec-d395b1475d5el Security Assigned
3 Expiration

3 Naming policy

4. 9p vlouvle vbos @ Azure AD Enterprise

wew AD: 22> wbosdle [dpduwuws 9lud) W98 wlbusy gass.

Azure Active Directory admin center

“ Dashboard > Default Directory > Enterprise applications

Ell Dashboard z z L E :
Enterprise applications | All applications
= All services Default Directory - Azure Active Directory
% FAVORITES “ -+ New application == Columns [&] Preview features 7 Got feedback?
B Azure Active Directory Overview
. 0 Try out the new Enterprise Apps search preview! Click to enable the preview. =
& Users 0 overview
£ Enterprise applications # Diagnose and solve prablems Application type Applications status Application visibility
| Enterprise Applications | | Any v | | Ay v
Manage
B Al applications [ First 50 shown, to search all of your applications, enter a display name or the application ID.

e logsle IJobosy 1Jgluo o



Azure Active Directory admin center

3 Dashboard Enterprise applications

Efl pashboard Browse Azure AD Gallery

= &l services

% FAVORITES | + Create your own apallca'.icnl @ gequest new gallery app

B Azure Active Directory

A Got feedback?

o You're in the new and improved app gallery experience, Click here to switch back to the legacy app gallery experience. =

.‘. Users
£ Enterprise applications [/"-‘ search application | Single Sign-on : All User Account Management - All Categories : All
Cloud platforms
Amazon Web Services (AWS) Google Cloud Platform Oracle
Google Cloud

On-premises applications

Add an on-premises application

—3 Federated 550 g] Provisioning

Featured applications

AR A

2

Adobe Adobe

Manage Application Proy

. car T

Learn about Application Proxy

Adobe Identity ADP GlobalView
Management

ok ‘ 2

({Deprecated)

bed lave IJobosd 1Jglue wd 9235 wdled Is wlbusd ) Jl oo Bs i luedls Iegruo (€5
IJeesru2) Slod, eds by luuble Jpl 09 p9 0z O 1Juos,é.



Create your own application X

What's the name of your app?
| 1SE_3_1_Admin_SSO o

What are you looking to do with your application?
II:) Configure Application Proxy for secure remote access to an on-premises application

(:) Register an application to integrate with Azure AD {App you're developing)

@ Integrate any other application you don't find in the gallery (Non-gallery)

5. 12186 pzpeses IUs IJobusd

T2 CESSU pUNUEIPSU 9peeIEl.

Azure Active Directory admin center

* Dashboard » Enterprise applications >

B . .
o pasneesd g2 ISE_3_1_Admin_SSO | Overview
= All services Entarprise Application
*  FAVORITES &
B Azure Active Diractory i Oveniew Properties
& users [ oeployment plan H Name (D
ISE_3_1_Admin_S50
& enterprise spplications Manage | £3.1 = D |
pres Application 1D @
Il eropertias
| T6b82bcb-a918-4016-aad?-... [ |
& Owners : =
Object I @
4. Roles and administrators (Preview) l 22aedf32-82¢7-4712-ab34-1.. [y ]
& users and groups .
Getting Started
D Single sign-on
@ Provisioning
B} application proxy & 1. Assign users and groups —3 2. Set up single sign on
G Self-senvice Provide specific users and groups access Enable users to sign into their application
to the applications using their Azure AD credentials
Security Aszign users and groups Get started

& Conditional Access



lb8) B9 lUol9s pwetsplpre9Es.

Azure Active Directory admin center

f atigns > ISE_3_1_Admin_550
| Il
i min_SSO | Users and groups -
= Al pervices
K Wamas 3 user/group Columrs | &7 Got feedback?
B Azure Active Directory B Overview
s,
& users @ oepioyment Fan e Pe =
B8 crterprise applications Manage
It eropenies Dislary Nasme ‘Dbject Type Rale assigred

b8, B9 IJpuwedeso Sldpzesele.

Azure Active Directory admin center

® Dashboard > Default Directory > Enterprise applications > Add an application > ISE30 >

Add Assignment

= All services Default Directory

1l Dashboard

% FAVORITES

Users and groups
b Azure Active Directory grotp >

None Selected
a Users

1] . . . >
== Enterprise applications
User

2o 1dezeses IJos we wdssuol puvodl slud) 998 weass.

S pdlzbs: 233 1Upzeses 1dpoluwed pu Idpumwctseso 9 IUpzesele Issu seupdsu eds
IJsuo9d Jel 09 08095« Jel szuod Ideuwetspsv 9ldpzesele 1Upsds,s ol eds Ids 9]
IJs ISE ¢z 1Jopld IJles)s.

Users and groups

L Search

ISE Admin Group

mck

mck@gdplab2021.onmicrosoft.com
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Azure Active Directory admin center

1l Dashboard
= All services
+ FAVORITES

b Azure Active Directory

& Users

i2° Enterprise applications

«

Dashboard > Default Directory > Enterprise applications > Add an application > 1SE30 >

Add Assignment

Default Directory

A\ When you assign a group to an application, only users directly in the group will have access. The assignment
does not cascade to nested groups.

Users and groups

1 group selected.

User

9uwses J3JI: sup pde 1USlspd 1Upuweiseso slderesele Jdobosd 1Uds wp wdssuo
wlJpzeses IUpeass.

Azure Active Directory admin center

Ell pashboard
= Al services
J FAVORITES
B Azure Active Directory
[ ]

& Users

u Enterprise applications

Dashboard

ISE_3_1_Admin_550

® ISE_3_1_Admin_SSO | Users and groups

Enterprise Applicstion

B ovenview

m Deployment Plan

Manage

il Properties

& Owners

+ addusetsgroup & Edit [ Remove O Updste Credentis == columns | &Y Got feedback?
o The application will appear for assigned users within My Apps. Set “visible to users?” to no in properties to prevent this. =

A First 200 shown, to search all users & groups, enter a display name.

Display Name Object Type

D . ISE Admin Group Group

i Roles and administrators (Preview)

&% Users and groups

6. vJdsu whbous Azure AD Enterprise

loedd 06 1858 1Js IJobousd slod, $98 lesh cuvesd s¢9d lebs.



ure Active Directory admin center

E] pashboard

All services

* FAVORITES

» Azure Active Directory

& Users

8 enterprise applications

* Dashboard > Enterprise applications >

Enterprise Application

B Overview

M peployment Plan
Manage

i .

Il Properties

& Owners

Roles and administrators (Preview)

(<]

& Users and groups
D single sign-on
® Provisioning

Bl Application proxy

€ Self-sarvice

Security

& conditional Access

22> SAML gJds IJunluus IJoldss.

Azure Active

EL pashboard

= all serdices

w FAVORITES

B Azure Active Divectery
& users

B enterprise applications

ctory admin center

Dashboard > Enterprise 2 15E_3_1_Admin_550

_:,,) ISE_3_1_Admin_550 | Single sign-on

Enterpice Application

B ouwerdiew

I Cepioyment Plan

Disabledd
Manage
a ® Single sign-on is not enakied. The user

wo't be abie to Lunch the app from

I Properties

My A
& Ownars
&, Roles and adminitrators (Praview)
& Users and groups
D single sign-on
b oring (?_) Linked

B Apphcation peoay an
C self-semice

Security

% Conditicnal Access

& Pemissicns

O Token enc

Ativity
D sigreins
nd Usage & insights
E Aue logs
& Provisioning logs

Agoess révibws

Linkk 1o an appiication

ISE_3_1_Admin_SSO | Overview -

Properties

Mame (D
[ 15E.3_1_admin_sso o]

Application 1D (D
[ 76b82bcb-2918-4016-3ad7-... [ |

Object I @
[ 2238df32-82¢T-47f2-3b34-1... 1:3]

Getting Started

& 1. Assign users and groups

Provide specific users and groups access
to the applications

Assign users and groups

Select a single sign-on method  +elp me gecide

—g 2. Set up single sign on

Enalble users to sign inta their application
using their Azure AD credentials

Get started

{:3 SAML
Rich and secure authentication o

applications Lsing the SAML (Security

Assartion Markup Language) profoccl.

lod) eds o) wzsh wdasu SAML IUIgwluws.

Password-based
Password storage and replay using a
web browser extersion or mobile app.




Set up Single Sign-On with SAML

Read the configuration guide & for help integrating ISE30.

o Basic SAML Configuration B =
g & Edit
Identifier (Entity 10) Required
Reply URL (Assertion Consurner Service URL) Required
Sign on URL Optional
Relay State Optional
Logout Urd Optional
i ’ - o
User Attributes & Claims 2 Edit
givenname USEr.givenname
surname user.surmame
ermailaddress user.mail
name user.userprincipalname
Unigue User Identifier user.userprincipalname

0w IJperd (pe) 0 1J9228) wdsps EntitylD o0 0Jd XML o0 pedsple 098 2306 IJou0ss)
JJgbgs. 9p wugpse uslu URL JJdys (suslo URL Jgspeé IJpuweodd JJuldss) v 9spd
lJesl8e pu ConfirmationConsumerService. 16,8, 999 z9b.

N puiebs: sead £uslo URLIJEILE ol d3lises s sl comae Jwgs eolsso URL
oldgped Jpuos) gus leho wozsool IUs oo IdP.



Basic SAML Configuration

E| Save

Identifier (Entity ID) * @
The default identifier will be the qudience of the SAML response for IDP-initiated 550

Default
http://CiscolSE/0049a2fd-7047-4d1d-8907-5305a94ff5fd (0] ]i[
http://adapplicationregistry.onmicrosoft.com/customappsso/primary \:\ (0] 1]
|
Reply URL (Assertion Consumer Service URL) * @
The default reply URL will be the destination in the SAML response for IDP-initiated 550
Default
hitps://10.201.232.19:8443/portal/S5CLoginResponse.action (i) ;

Signon URL @

Enter a sign on URL

Relay State @

Enter a relay state

Logout Url @

Enter a logout url

7. od9sy ywped pzpesed Active Directory

Jhzle Bspd wwed Idpzeses IJos wp wdasuol puvodl lud) B8 sy wasb uwele
IJpumeese sldpbllole.



User Attributes & Claims 2 Edit

givenname user.givenname
sUrname USer.surname
emailaddress user.mail

name user.userprincipalname
Unigue User |dentifier user.userprincipalname

b8y 9938 lUol9s plboldué pzeses.

Azure Active Directory admin center

% Dashboard > Enterprise applications > ISE30 » SAML-based Sign-on >

G Dachbard User Attributes & Claims
= All services
K FAVORITES -+ Add new claim | -+ Add a group claim |== Columns
2 Azure Active Directory
& Users Required claim
£ Enterprise applications Claim name Value
Unigue User Identifier (Name ID) user.userprincipalname [nameid-for... ***

Additional claims

Claim name Value

http:/fschemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress user.mail e
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname user.givenname e
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name user.userprincipalname wes
http:/fschemas.xmlsoap.org/ws/2005/05/identity/claims/surname user.surname L

22 pre9tle Ielesu slod) edb. 223 per IUpzeses Lopo 1JSlises Idpouwsds Iduwes
IJpuo2). 225 2lud Idizesh Joguosuwe luwe ploldod Ipzeses sbed luve pzesele.



Group Claims

Manage the group claims used by Azure AD to populate SAML tokens issued to your app

Which groups associated with the user should be returned in the claim?

(:) Mone

All groups

@ Secunty groups
O Directory roles

O Groups assigned to the application

Source attribute *

| Group 1D

Advanced options

Customize the name of the group claim

Mame (required)

| Groups

Mamespace (optional)

|:| Emit groups as role claims (O

390 lgwpe IJpbldwo Jdpzess. Vs o030 IJzldé: luol pzpsglw.



Azure Active Directory admin center

« Dashboard * Enterprise applications * |SE_3_1_Admin_550 > SAML-based Sign-on >

[l b . H

£l Dashboard User Attributes & Claims

= All services

*  FAVORITES + Add new claim Add a group claim == Columns

B Azure Active Directory

& users Required claim
£E% Enterprise applications Claim name Value

Unigue User Identifier (Wame ID) user.userprincipalname [nameid-for... ***

Additional claims

Claim name Value

Groups user.groups
http://schemas.xmlsoap.org,/ws/2005/05/identity/claims/emailaddress user.mail
http://schemas.xmlsoap.org,/ws/2005/05/identity/claims/givenname user.givenname
http://schemas.xmlscap.org,/ws/2005/05/identity/claims/name user.userprincipalname
http://schemas.xmlsoap.org,/ws/2005/05/identity/claims/sumame usersurname

8. wujsd pd XML Joslule wgrss |egls> Azure

lody £Js cuisd pdlod XML Joslole ogrsad IUlozl Bs uiolss w9dse SAML.

SAML Signing Certificate /' cdit
i

Status Active

Thumbprint B2AFABB4TB350C93DEZD59ECETEEACE12CE84462

Expiration 71972024, 12:16:24 PM

Maotification Email chandandemo@outlook.com

App Federation Metadata Url https://login.microsoftonline.com,/182900ec-e960... [
Certificate (Basegd) Download

Certificate (Raw) Download
|Feceration Metadata ML Lownload |

IJgb9é 3. wepsd MetaData oo, Azure Active Directory |Js ISE

loedd 1ds bLe > bho 1Jegss > puols) 1Jogss 1Jghzss > pi9>s pgyd SAML > 059> SAML
lJglue ]

Ip vowdsd edles IJowsse Is wdasy p9d) [Jogss. ludy W98 luwesslus. 225 pdd
wslule ogysw Idlegl XML ey gbys wujsd Azure Federation Metadata XML 9lo ) eds e b.



= Cisco ISE Administration - Identity Management

Identities Groups External Identity Sources Identity Source Sequences Settings
Azure
External ldentity Sources
= SAML Identity Provider
Certificate Authentication F General Identity Provider Config. Service Provider Info. Groups Attributes Advanced Settings

£ Active Directory " + - "
Identity Provider Configuration
LDAP Impont [dentity Provider Config File | Choose File |
Provider Id
ODBC
1 RADIUS Tok Single Sign On URL hitps:{flogin. microsoftonline.com/182900ec-e960- 4340-bd20-e4522197aci8/saml2
h oKken
Single Sign Cut URL (Redirect) hitps.{flogin microsoftonline. com/182900ec-e960-4340-bd20-e4522197aclf8fsaml2
RSA SecurlD P =
Sianina Certificates
SAML Id Providers
b Subject Issuer Valid From Valid To (Expira... Serial Number
Social Login
CN=Microsoft Azure Federated S50 Certificate  CM=Microsoft Azur.  Mon Jul 19 1211622 FriJul 19 12:16:24 .. 2528 CB 30 EB AL 80 B

IJgb9s 4. odosu peesele SAML eJs ISE

Ie wlJowssd lds peesele edlple ldowsse 9lduod 8sed luwe Ipbldos oo odso ywpesd
pep9eo6 Active Directory WOs (wpeod 0986 IJpgpe9es.

= Cisco |S] Administration - Identity Management

ldentities Groups External ldentity Sources Identity Source Sequences Settings

lity Provider 1 AZure
External identity Sources

SAML Identity Provider

M Certificate Authentication F General Identity Provider Config Service Provider Info Groups Anributes Advanced Settings
—
1 Active Directory
Groups
I LDAP

Group Membership Attribute | groups
ODBC

RADIUS Token

1 RSA SecurlD

F1 SAML Id Providers O Mame in Assertion Name in ISE

lod) ds 1JolB6. §p wogpse Iluwe s IJeldss pg Bspd perd Jisu IUpzeses J preses
pun99d ISE IJpde@lbs W wessu puvegse Azure Active Directory |Js 1Jpgp9gs.

I wodasu IUluwe O ISE pg 1JBlises [dpouwsdo 9235 [Jpzesed [Jpuluved gJs ISE. B ol
lJpeld: [Jpze9go lJpuuwgspo os Super Admin. 9lu 9, 9.9 OK. 16,8, 998 pob.

$9>8 03l IJs lugile wgssu wsu ldpzeses W Azure 9l uwp IJpzeses eds ISE.



Add Group

*Name in Assertion 576c60ec-c0b6-4044-a8ec-d3

*MName in ISE Customization Admin N

Customization Admin
ERS Admin

ERS Operator
Elevated System Admin
Helpdesk Admin
|dentity Admin

MnT Admin

Metwork Device Admin
FPolicy Admin

REAC Admin

SPOG Admin

Super Admin

System Admin
TACACS+ Admin

—

(ltoshs) IUgbes 5. wdysy ywsluvle RBAC

p0 101098 1dwlu86: 00l IJgsss po Iiugle 1dpgcdds Jeuwassle 9ue9d Idpuwctse IJos
SpJdu wdysuol gds ISE.

Jorrs wwsluvle Idoede B 1dsuesd 1J8lses eds 1), (RBAC): luwdd 1Js 1J1bLs >
IJoble >9009d 1Jpwsd > Idewgssd > 139o > pwsluwle RBAC sldedssy guwe IJeles.

030 1Juo9,6 05 puze lJs vesde IJodssu.



~ RBAC Policies

Rule Name Admin Groups Permissions
Customization Admin 1 Customization Admin Menu ... T Actions
Elevated System Admin T System Admin Menu Access... T Actions
ERS Admin T Super Admin Data Access Actions
lERS Operator T lSuper Admin Data Access T Actions
ERS Trustsec T Super Admin Data Access T Actions
Helpdesk Admin T Helpdesk Admin Menu Access T Actions
Identity Admin T Identity Admin Menu Access. .. T Actions
MnT Admin - MnT Admin Menu Access T Actions
Network Device Admin T !‘ﬁetwork Device Menu Acce... T Actions
Policy Admin T Policy Admin Menu Access ... T Actions
RBAC Admin T RBAC Admin Menu Access ... T Actions
Read QOnly Admin T super Admin Menu Access ... T Actions
SPOG Admin - Super Admin Data Access - Actions
Super Admin T Super Admin Menu Access ... T Actions
Super Admin_Azure Super Admin 1 Super Admin Menu Access ... { Actions
System Admin T System Admin Menu Access... Actions
TACACS« Admin T TACACS- Admin Menu Acc... T Actions

lJozdd pu lduoes

olds po o Idedaso Jrsd sgpd wuvdd Lozse:

~ pdlebo: ol ouvesd >¢9d SAML SSO pu 9bsw9s [owl) Azure Jl sgpd. Sgw woe
bdo SAML py 9od ISE JJs sgpd Azure SAML SSO o vdd Lozse.

oz yuluyve pbldews ouwesd 1Usged 1Us 9lzos Idpuweése Iyun9peso (GUI) J ISE. wg,yuo
edsd esh zoss Jogwesd 1Uxgsd wluwegsle SAML.

1. 8p wldsuo9d IUs uodzs ouwesd 1Us¢9d [Us 9lzos [Jpuwegse Idyumsess (GUI) 1Jglues o
910dy B98 wuwesd 1Usgsd wluwegsle SAML.



TN
CISCO

l[dentity Services Engine

Intuitive network security

Log In With SAML

[ Log In With ISE ]

English | BFE

Froblems logging in?

2. oop lebs wozsod lds Uiluus wuwesd 1Usgsd |Js Microsoft. bed wslole leoels Iuwe
IJeuwetse IJEluod od Jeuwle Os pzpsed pesud [Us ISE Jol 03 p9 oz oul Slud, 898
IJelds el 09 p9uoz s 1Jues)s.



Be Microsoft
Sign In

mck@gdplab2021.onmicrosoft.com

Can't access your account?

3. 1gd IJps IUps9, 1Jeluos wd Jdpuwctse sluds B98 cuvesd 1Usgsd.



B Microsoft

<« mck@gdplab2021.onmicrosoft.com

Enter password

Forgot my password
Sign in

4. oop 1S 8156 wozsod [Js Jogs pedsple wbwsd ISE wldisole IJeuluuws lJos e
odysuol luwoubl 1Us pgesesd ISE IJos wp wdssuol uwlo@l Jel 09 p9 oz Wb 1Ju09,)6.

= Cisco IS Dashboard
Summary Endpoints
Total Endpoints Active Endpoints Rejected Endpoints Anomalous Bohavior Authenticat ed Guests BYOD Endpeints Gomplance
i AUTHENTICATIONS ] & i NETWORK DEVICES ] & I ENDPOINTS
Nams Ty Lecatos

lweduuld IJlgble 9l oJlzol

S99, 03l IUGuwe pedsple spdod luveisleol Jluued il isble IJedsss sluadizol.



Jpuvddle I ublsgs

o0 1pop Bop luo swp peldes puol> 86 SAML Lsu IJpuues Lo 9 Azure Active Directory.
seldolds: spdud IJzuesd eds IJIRble 1dpoed$6 wldpuolb s puluiné pu 98, IJossé
(Azure) zse Jp wwsl puul,Jé ISE L.

ool 1. sbo, glol "zumlod s Idps pi9)d £y Lorse” e beld wslule IJlgopb. oul: Jp
Suwedpe ISE wslole [dpuuegsp wed 90u8s IJgpdss sus 030 IJu8los pg IdP (Azure).

lJowoow IS, wozsel 09 1o pedsele IJeuwle £s) worses 19 1o Ides 1Jps) £ Lorses.
Jlvadlz: S lebs sool Jdes 1e)9) 19 w99, Jdes 1des9) Iduozses J3Jd Idzunle Jel o9
p9oT S 1Juoy)s.

=" Microsoft

<« mck@gdplab2021.onmicrosoft.com

Enter password

Your account or password is incorrect. If you don't
remember your password, reset it now.

-
—

1J

I55WOrd

~

Forgot my password
Sign in

IJpuwlds 2. 1Jpuwetse Jsuw 2iel po 1dpzeses IJos sbenuo lu sumer Jol Lldsuosd s
SAML SSO. gJs &) 1JzlJs Iduwlods. Jo sop lovedle wslole Ipuucdse po God ISE 9
oild 1Jg pdsé gws 030 IJudlos pg IdP (Azure).

Jed 030 IpundJé: 02dd pu ©uds) 2bo9s | ol s preses [Us cdssu IJebosd vuvdd
woese Jel 09 psuoe Vs 1Juny)é.



% Microsoft
Sign in

Sorry, but we're having trouble signing you in.

AADST550105: The signed in user
‘userwithoutgroup@gdplab2021.onmicrosoft.com’ is not assigned to a role for the
application "76b82bcb-a%918-4016-aad7-b43bcd4326254'(ISE_3_1_Admin_550).

Troubleshooting details 4
If you contact your administrator, send this info to them.
Copy info to clipboard

Request Id: 1215cea0-c349-4bee-922d-262995222101

Correlation Id: 71052620-45¢1-4fad-baas-ff75842cfo10

Timestamp: 2021-08-04T22:48:02Z

Message: AADSTS50105: The signed in user 'userwithoutgroup@gdplab2021.onmicrosoft.com’
is not assigned to a role for the application '76b&2bch-a918-4016-3ad7-
b43bc4326254°(1SE_3_1_Admin_S50).

Flag sign-in errors for review: Enable flagging
If you plan on getting help for this problem, enable flagging and try to reproduce the error
within 20 minutes. Flagged events make diagnostics available and are raised to admin attention.

IJpuwlds 3. soes; 8ds ebp wbusd ISE peldes blule wuwzsd 1Js¢9d 1s SAML. oess odo
lJouvdJé gudpl swp wie bdo SAML oy Identity Provider. Azure. woJl e Service Provider.
ISE. Jl sgpd lzoul, ouvesd >89d SSO pu Azure AD Jiy ISE JI sogp bdoule SAML IJe.s walol
£99) 1Jo9sé.



10.201.232.19:84

B

This page isn't working

10.201.232.19 is currently unable to handle this request

il Enterprise applicat E3.1 Adm Test single sign-on with ISE_3_1_Admin_S50 x
ISE_3_1_Admin_SSO | SAML-based Sign-on -

T Upload metadats file 7 Change single sign-on made

- (3]
F wart F

=
Secusity

&
P
Activity

o -

IJeuwlds 4. sg,00 ISE glol "8 o 1Us 09" wes pelads ouwesd 1Usgsd. seae o3l IJgbl guspl
Jlseblod luwe [dpbldws Jdpzeses IJos wp logblel puvedl Bs wbows§ Azure Enterprise
PE ISE.

.JE_.J 0do |.Jfou.u-3J.Jo oiéb y-19) oblug |u~.0 roJD|.Jg_;6 lJPaP.986 d5 Azure 9 ISE U PU E_Jhoé
lJow9sse SAML Identity Provider Groups. lze IJglogle 2.7 9 4. Lops Suwe wJd9su SAML SSO
wluwegsle Azure AD Vs o3l Idp e Jdzuesd eds s pu ldovdlosd.
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CISCO

ldentity Services Engine

n Access Denied

Intuitive network security

Log In With SAML

‘ Log In With ISE ]

English | B35

Problems logging in?

lowoduuldd Igble ISE 9| oJlzol

STy UESS) puwL9S uved Uﬁpdgolo oul gJs ISE. Ic,coéJ IJs g pdsle > lpved ol 1Jigble
Sluadlzol > peldz wuoese IJlgble > odysy ywed IUIRble.

luve Idpdyo puwo9s IJogwesd|luwe pdo 1wz




w9lué ouoese IJigble  |guest.log

l9ow wled ouoese lJigble  |ise-psc.log

wled ouoese IJlgble  |ise-psc.log

wedlo coueu wuwesd 2¢8d SAML siuwele pbldule 1Upzeses £, 1Jpbluds

p2R9ES p0 wuLoesT Iigble wg)uo Umsobss Iuveduuls igble luve IJplldus sluadizel B
99w wuds 1o § (ise-psc.log).

~ odlebs: IJobJe slispel |Js IJgoluo, wldgb 1dessoo. wp wddsd 5 Iduvedle Jig)loo
lJosose.

1. wop lehe wozse IJpuwegse IJs euslu URL J IAP oo oWzs p w99l ISE.

<tfroot>

2021-07-29 13:48:20,709 INFO [admin-http-poo146][] api.services.persistance.dao.DistributionDAO -::::
2021-07-29 13:48:20,712 INFO [admin-http-poo146][] cpm.admin.infra.spring.ISEAdminControllerUtils -::

forwardStr for: https://10.201.232.19/ adni n/Loagi nAction. do

2021-07-29 13:48:20,839 DEBUG [https-jsse-nio-10.201.232.19-8443-exec-7][] cpm.saml.framework.impl.SAM
2021-07-29 13:48:20,839 DEBUG [https-jsse-nio-10.201.232.19-8443-exec-7][] cpm.saml.framework.impl.SAM

IDP URL: https://login.mcrosoftonline.con 182900ec-e960-4340-bd20-e4522197ecf 8/ sand 2

2021-07-29 13:48:20,839 DEBUG [https-jsse-nio-10.201.232.19-8443-exec-7][] cpm.saml.framework.imp1.SAM
2021-07-29 13:48:20,839 DEBUG [https-jsse-nio-10.201.232.19-8443-exec-7][] cpm.saml.framework.impl.SAM
2021-07-29 13:48:20,839 DEBUG [https-jsse-nio-10.201.232.19-8443-exec-7][] cpm.saml.framework.imp1.SAM
2021-07-29 13:48:20,839 DEBUG [https-jsse-nio-10.201.232.19-8443-exec-7][] cpm.saml.framework.imp1.SAM

SAM. request - spUrl ToReturnTo: https://10.201. 232. 19: 8443/ port al / SSOLogi nResponse. acti on

2021-07-29 13:48:20,844 DEBUG [https-jsse-nio-10.201.232.19-8443-exec-7][] cpm.saml.framework.imp1.SAM
2021-07-29 13:48:20,851 DEBUG [https-jsse-nio-10.201.232.19-8443-exec-7][] cpm.saml.framework.imp1.SAM

2. op wdSs luveeles SAML pu IJpyuog oo

<#root>

2021-07-29 13:48:27,172 DEBUG [https-jsse-nio-10.201.232.19-8443-exec-10][] cpm.saml.framework.impl.SA
2021-07-29 13:48:27,172 DEBUG [https-jsse-nio-10.201.232.19-8443-exec-10][] cpm.saml.framework.impl.SA
2021-07-29 13:48:27,172 DEBUG [https-jsse-nio-10.201.232.19-8443-exec-10][] cpm.saml.framework.impl.SA


https://10.201.232.19/admin/LoginAction.do
https://login.microsoftonline.com/182900ec-e960-4340-bd20-e4522197ecf8/saml2
http://CiscoISE/0049a2fd-7047-4d1d-8907-5a05a94ff5fd
https://10.201.232.19:8443/portal/SSOLoginResponse.action

2021-07-29 13:48:27,172 DEBUG

[https-jsse-nio-10.201.232.19-8443-exec-10][] cpm.saml.framework.imp1.SA

-::::- Decoded SAML relay state of: _0049a2fd-7047-4d1d-8907-5a05a94ff5fd_DELIMITERportalId_EQUALS0049a

2021-07-29 13:48:27,177 DEBUG

-::::- Decoded SAML message

2021-07-29 13:48:27,182
2021-07-29 13:48:27,183
2021-07-29 13:48:27,183
2021-07-29 13:48:27,183

opensaml.common.binding.

2021-07-29 13:48:27,183
2021-07-29 13:48:27,183
2021-07-29 13:48:27,184

2021-07-29 13:48: 27,184

DEBUG
DEBUG
DEBUG
DEBUG

DEBUG
DEBUG
DEBUG

DEBUG

[https-jsse-nio-10.201.232.19-8443-exec-10][] opensaml.ws.message.decode

[https-jsse-nio-10.201.232.
[https-jsse-nio-10.201.232.
[https-jsse-nio-10.201.232.
[https-jsse-nio-10.201.232.
decoding.BaseSAMLMessageDecoder -:::
[https-jsse-nio-10.201.232.
[https-jsse-nio-10.201.232.
[https-jsse-nio-10.201.232.

[ https-jsse-nio-10.201. 232.

3. wp wie wpdsd IJuwpes (IJoldsy).

<tfroot>

2021-07-29
2021-07-29
2021-07-29
2021-07-29

2021-07-29

2021-07-29

2021-07-29

2021-07-29

2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29

[ parseAttri

2021-07-29

13:
13:
13:
13:

13:

13:

13:

13:

13:
13:
13:
13:
13:
13:
13:
13:

but es] Set on | dpResponse object

48:
48:
48:
48:

48:

48:

48:

48:

48:
48:
48:
48:
48:
48:
48:
48:

27,184
27,184
27,184
27,184

27,184

27,184

27,184

27,184

27,184
27,184
27,184
27,184
27,184
27,184
27,184
27,184

DEBUG
DEBUG
DEBUG
DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG

13:48:27,184 DEBUG

[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.

[ https-jsse-nio-10.

[ https-jsse-nio-10.

[ https-jsse-nio-10.

[ https-jsse-nio-10.

[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.

201.
201.
201.
201.

201.

201.

201.

201.

201.
201.
201.
201.
201.
201.
201.
201.

232.
232.
232.
232.

232.

232.

232.

232.

232.
232.
232.
232.
232.
232.
232.
232.

19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]

19-8443-exec-10][]
19-8443-exec-10][]

19- 8443-exec-10][]

19-8443-exec-10]1[]
19-8443-exec-10]1[]
19-8443-exec-10]1[]
19-8443-exec-10]1[]

19- 8443-exec-10][]

19- 8443-exec-10][]

19- 8443-exec-10][]

19- 8443-exec-10][]

19-8443-exec-10]1[]
19-8443-exec-10]1[]
19-8443-exec-10]1[]
19-8443-exec-10]1[]
19-8443-exec-10]1[]
19-8443-exec-10]1[]
19-8443-exec-10]1[]
19-8443-exec-10]1[]

opensaml.saml12.binding.dec
opensaml .ws.message.decode
opensaml .ws.message.decode

opensaml.common.binding.
:- Intended message destination endpoint:
19-8443-exec-10][] opensaml.common.binding.
cpm.saml.framework.impl.
opensaml.common.binding.

cpm san . framewor k. i npl .

cpm.saml. framework
cpm.saml. framework
cpm.saml. framework
cpm.saml. framework

cpm san . franewor k.

cpm san . franewor k.

cpm san . franework. i

cpm sanl . franewor k.

cpm.saml. framework
cpm.saml. framework
cpm.saml. framework
cpm.saml. framework
cpm.saml. framework
cpm.saml. framework
cpm.saml. framework
cpm.saml. framework

Limpl
Limpl
Limpl
Limpl

imp

imp

np

imp

Limpl
Limpl
Limpl
Limpl
Limpl
Limpl
Limpl
Limpl

de

h
de
SAl
de

SAl

.SA
.SA
.SA
.SA

. SAl

. SAl

. SAl

. SAl

.SA
.SA
.SA
.SA
.SA
.SA
.SA
.SA

- attribute<http://schenmas.xm soap. org/ ws/ 2005/ 05/i dentity/

[https-jsse-nio-10.201.232.19-8443-exec-10][] cpm.saml.framework.impT.SA

4. sup luwodlp uwped lJpeesed v 9speé 576c60ec-cOb6-4044-a8ec-d395b1475d6e. w9 9 s¢e


https://10.201.232.19:8443/portal/SSOLoginResponse.action
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