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= Cisco ISE ( Policy - Policy Elements )
Conditions Results
BiESsnaiss System Dictionaries
Q

3 User Name -~  Description
ACIDEX Profiler ACIDEX dictionary
ACTIVEDIRECTORY_PROBE Profiler ACTIVEDIRECTORY_PROBE dictionary
APIC Dictionary for APIC
CDpP Profiler COP dictionary
= Cisco ISE Policy - Policy Elements
Dictionaries Conditions Results

Dictionaries RADIUS Vendors

=

> L PassivelD
Name ~~  Vendor ID Description

> L Posture

Alrespace 14179 Dictionary for Vendor Airespace
> L PROFILER

Alcatel=Lucent 800 Dictionary for Vendor Alcatel-Lucent

Aruba 14823 Dictionary for Vendor Aruba
> LU IETF
Brocade 1588 Dictionary for Vendor Brocade
~ L RADIUS Vendors
& Cisco 9 Dictionary for Vendor Cisco
> | Airespace
Cisco-BBSM 5263 Dictionary for Vendor Cisco-BBSM

» LU Alcatel-Lucent

5 L Aruba Cisco=VPN3000 3076 Dictionary for Vendor Cisco-VPN3000




Policy - Policy Elements

-

Disctionary for BlueCoat Packet Shaper

= Cisco ISE
Dictionaries Conditions Results
RADIUS Vendors List > New RADIUS Vendor
Dictionaries
=Q [* Dictionary Name Packeteer ]
E @ Description
~ 3 Radius [‘ Vendor ID 2334 I
> L IETF

~ [J RADIUS Vendors
> L Airespace

> L Alcatel-Lucent

Vendor Attribute Type Field Length 1

Vendor Attribute Size Field Length 1

» L Aruba
> L Brocade
= Cisco ISE Policy - Policy Elements
Dictionaries Conditions Results
Dictionaries > ... > RADIUS Vendors > Packeteer
Dictionaries
a Dictionary ( Dictionary Attributes ]
|
= Dictionary Attributes

~ [ RADIUS Vendors
» L Airespace
> L Alcatel-Lucent
> L Aruba
> L Brocade
» L Cisco
» L Cisco-BBSM
> i Cisco-VPN3000
> W H3C
> L HP
>k Juniper
» L Microsoft
>l Motorola-Symbol

L Packeteer

> Ll Ruckus

(@) Name ~  MNumber Type

Direction

Description

Mo data available

Predefi...




= Cisco ISE Policy - Policy Elements

Dictionaries Conditions Results

—
dors | Packeteer

Dictionaries = e
Dictionary | Dictionary Attributes

RADIUS Vendors

id Alrespace

i Alcatel=Lucent Dwsesighic Used in order to specify Accass Leve

id Aruba ~ Enable MAC option
* Data Typ: STRING

id Brocade

i Cisco © Direciion ouT W

i Cisco-BBSM

i Cisco-VPN3I000

i H3C

=
e | m
g 4

pdlebbé: Jl sobdo zese 1p9ynso luols §leguw pzss. Bl Jlo wlgweblgs 1Jpeg)»
lovedsle gwele RADIUS 1Jeg )96 w9luulbos IETF. 1Je92926 eds ISE wlded Bspdu
welbs odo lUgbgé.

IJgo9s 2. logile pJS oy gols o Js
o3l ldedbog £s) ldslps. sumleo w9028V ol IJubewdo Vs W uod u9g zoly IJubods IUss wope
luolwo .9!qub|9 902 SVle wEasd pulunwd Jop. welel pod 99lpsuw wuow IU8b,): Wl ISE
w0 LELP pdole Uo'auok_sk_,o I.Jpa).)é puvedloldos spdu lgwesleol. Bl Jp I 0990l
vldued: spdu louble pd wg) s golj gaso.
o3l 09 IJlg)le Jlupl¥s w9 o8 LvwJs

1. 1ue@d IJs bbs > pslys IUgbeds > ooVl gols IJubeds > | oluds.

2. ép -__;!&bk: |uup 9¢>»> I'JPJVE. J RADIUS.

3. wezw @9lpsuw RADIUS. 255 181w 1U3s wp lugilise WS IUSuwpe Iduwled.

4. 15l op logile §9lpsuw pogsss Juduw u9e Idzoli Spdu weass JJ puol cee slpsuv
RADIUS.

5. lgvb IJogosu.



= Cisco ISE [ Administration - Network Resources ]

Network Devices Network Device Groups [ Network Device Profiles ] External RADIUS Servers RADIUS Server Sequences NAC Managers

Network Device Profiles

L Add ok, Import vl Cisco Communities Import
O Name ~  Description Vendor Source
O AlcatelWired Profile for Alcatel switches Alcatel Cisco Provided
[_J ArubaWiraless Profile for Aruba wireless network access devices Aruba Cisco Provided
D BrocadeWired Profile for Brocade switches Brocade Cisco Provided
O &k Cisco Generic profile for Cisco network access devices Cisco Cisco Provided
= Cisco ISE Administration - Network Resources
Network Devices Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences

=

Metwork Device Profile List » New Network Device Profile

Network Device Profiles ——
‘ Cancel
* Name Packeteer

Device Profile for Packeteer
Description

lcon | Change icon...

Vendor Other

Supported Protocols

( RADIUS ]
TACACS+ O
TrustSec O

[ RADIUS Dictionaries Packeteer ><]

IJgbogs 3. 1ol zol; I s gd.s ISE

9Szw luolws zolj Idvwdo 1U3s wwp bLyo IUzoly edsoe £Js ISE pg pdclz swp wgysdo gds
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03l 09 IJlg)le Jluolds zoly eds ISE:
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= Cisco ISE [ Administration - Network Resources]

Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences NAC Managers
——

Network Devices

Network Devices

Default Device

Device Security Settings

- Add oy Import &y Export @ Delete

Name -~ IP/Mask Profile Name Location Type Description
O SPRT 172.18.228... & Cisco (3) All Locations All Device Types
D posturelinux 10.106.36.9... &% Cisco G} All Locations All Device Types
= Cisco ISE Administration - Network Resources
Network Devices Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences NAC Man

Network Devices List » MNew Netwark Device
Network Devices

Default Device Network Devices

Device Security Settings
Name BlueCoat_PS

Description

{55 IP Address .. IP: 10100000 /32 @']

[ Device Profile Packeteer v G ]

Model Name s

Software Version ~

Network Device Group

Device Type All Device Types ~ Set To Defauit
IPSEC Is IPSEC Device ~ Set To Default
Lacation All Locations ~ Set To Default

v RADIUS Authentication Settings

RADIUS UDP Settings

Protocol RADIUS

[Shared Secret seraansanes Show]




= Cisco ISE
Network Devices

Network Devices
Default Device

Device Security Settings

Network Device Groups

Metwaork Devices List » New Network Device

Network Devices

Network Device Profiles

Administration - Network Resources

External RADIUS Servers RADIUS Server Sequences NAC Many

Mame CiscoSwitch1
Description
[ I IPAddress . IP: 10.20.2020 | 32 ﬂ’]
Device Profile % Cisco et
Model Name a
Software Version ~

Network Device Group

Location All Locations
IPSEC Is IPSEC Device
Device Type All Device Types

~ RADIUS Authentication Settings

RADIUS UDP Settings

Protocol RADIUS

~ Set To Default

s Set To Default

v Set To Default

( Shared Secret = sssssssssses
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= Cisco ISE [ Palicy - Policy Elementsj

Dictionaries Conditions Results ‘

Authentication ’ Standard Authorization Profiles
-

For Policy Export go to Administration > System > Backup & Restore > Policy Export Page
[Autharizatinn Prufiles)

Downloadable ACLs + Add

O Name Profile
Profiling ?

O Bidirectional_posture_profile #k Cisco (1)
Posture >

:] Blackhole_Wireless_Access a Cisco ()
Client Provisioning >

:] Cisco_IP_Phones ams Cisco O

j Cisco_Temporal_Onboard o Cisco O

lusle Iesuosdle IJos spdu luoldeol os $uwad 1suesd 9 8o 19 esd.
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= Cisco ISE

Dictionaries Conditions
Authentication >
Authorization »

Authorization Profiles

Downloadable ACLs

Profiling >
Posture >
Client Provisioning >

Results

Authorization Profiles » New Authorization Profile

Authorization Profile

[‘ Nome BIueCoat_PS_ReadWrite]
Description Read Write access for Packet Shaper
* Access Type

ACCESS_ACCEPT e

[Natwork Device Profile |[-| Packeteer v-:i:«J

~ Common Tasks
ACL @

O security Group

~ Advanced Attributes Settings

Policy - Policy Elements

# Packeteer:Packeteer-AVPair ~  access=touch

~ Attributes Details
Access Type = ACCESS_ACCEPT
Packeteer-AVPair = access=touch




= Cisco ISE Policy - Policy Elements

Dictionaries Conditions Results

Authorization Profiles > Mew Authorization Profile

Authentication ?
Authorization Profile
Authorization e
Authorization Profiles [ hame Cisco_Switches J
Downloadable ACLs

Description Acis 1o Clicn switihés
Profiling 2
Posture ? * Access Type

ACCESS_ACCEPT ~

Cliant Provisioning >

Metwork Device Profile 3% Cisco v

Service Template O

Track Movement 0O @

Agentless Posture 0O ¢

Passive Identity Tracking [ (.

> Common Tasks

~ Advanced Attributes Settings

[:: Cisco:cisco-av-pair e : shell:priv-lvl=15 R J

~ Attributes Details
Access Type = ACCESS_ACCEPT

disco-av-pair = shell:priv-=15
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Cisco ISE
Policy Sets
Status  Policy Set Name Description Caonditions Allowed Protocols | Server Segquence Hits Actions View
>
= Cisco ISE Paolicy - Policy Sets
Policy Sets
Status  Policy Set Name Dascription Conditions Allowed Protocols | Server Ssquence Hits Actlons View
»




= CiscoISE
] Packet Shaper
v Authentication Palicy (1)
(¥) Status  Rule Name

Conditions

Q

Policy - Policy Sets

2 DEWVICE Network Davice Profile EQUALS Packetoer

[ ] Any authertication condition & [BWICE Natwork Davice Profila EQUALS Packatiar ]

[-] Datautt

» Authorization Policy - Local Exceptions
» Authorization Policy - Global Exceptions

v Authorization Policy (1)

@ Status  Rule Name

Conditions

Q

[-] Autharization for Read Wiits

-] Detautt

Rosults

Profiles

A\ License Warning

Default Network Access

Use

=

»  QOptions

All_User_ID_Stores &

Options

Security Groups

BlueCoat_PS_ReadWri...

] t Selact from list

DenyAccess

Select from list

= Cisco ISE

Paolicy Sets

(¥) Status Policy Set Name Description

0

[ -] Ciage Switehas

Policy - Policy Sets

[ B DEVICE-Network Device Profile EQUALS Cise n]

Alcemwanng Q @ 58 @
Reset Policyset Hitcounts Save |

Allowed Protocols | Server Sequence Hits  Actions  View

Default Network Access| < 0 ﬁ} >




= Cisco ISE Policy - Paolicy Sets
=1 ICE-K
Authentication Palicy (2)
Status  Rule Name Conditions Use
]
O
All
o
Optio
Autharization Policy - Local Exceptions
Authorization Policy - Global Exceptions
Autharization Policy (1)
Results
Status  Rule Name Conditions Profiles Security Groups
Cisco_Switches Select from list
Default DenyAccess Select from list

Slispd 1Jizo;6

s 116 I suwlus b6 [shs pg RADIUS swebse Juo luose gds ise pg wgup wessd lJs all
the steps s34, Vs IU9)e [duwleod. soldaelds: szwss o3l Idpuvews gds Blises wldlzojs ldes
QE_pJ g_;|u.uot.>|ro |JP&J_9|0|9 lJ9l)>0 t_9§ 03l |JL9,Juro L§|§Sr05 |:_Juuro|o _9|Jg§t§r° |J,°é.)p6 n_9§ 03l
IJpuwews Jsuwe Ublpds 19 098996 95pdu o wogs) Bs ks 98w w90 wease Joil
IJeuwows. Izle pilzes polde IUssw 1JEluos wldesss 958 1Jes)s JJozdd pu IUuors.

pozole eple IUozpse (ASR)

Jlsdjp lousle Blesuw podLod 9 VSAs Josl Jiwo suwaése Lslz Cisco AV 1Je9z956 LIJdeJ
eJs ISE.

lJuwed (Iduwpele): j9z-AV ey Cisco
lJ9ses (IJSsp): shell:tasks="#<role-name>.<permission>:<process>"

Il gwedleidp vogssu sp <role-name>lJs luve 29) wp ogsdo pedsl eds IJpsze. spdu
S0 IJesyz Idoyes Jd>9) weuobdele Uvg)é: zese Role#rootis W leds IJuvz)é: 9
Role#leafadds I9le, |2l 956. SpIdu dpz 0380 1U39,80 9ezseopl 131 Jlu:shell:tasks=#root.#leaf.

sedo lsual lghs wpasy Igule eds luuluw gpdsé 88 wose $pdu pu IJpumese
leoshle 1d@les slddolus sldouss Jeedsle pesus. eds unosd Idpdld Jpuz puwcise
leoshle 1Jg,les sldJdolus Jgpdss BGP. §p vosssu s |Js:shell:tasks=#root.rw:bgp.
oSy duwele €8 popd IJuwszs o5 udwol pusle ©p CesSU IJ9Sed
toshell:tasks="#root.rw:bgp"ls toshell:tasks="rw:bgp #root".

p&lJ: 15l B8 I wpb [Js pdd Se s oiosd.



09g IUSlesuw wed RADIUS  9g 1Jywpd Bispd Idywpd
RADIUS-Cisco j9z-av pu Cisco |Judwdé shell:lJpol o="#root.#leaf.rwx:bgp.r:ospf

woulez Cisco Switches IOS® 9,ulpe Cisco IOS® XE

Jlsdse lodsle $lpsuw pudod 9pdBle VSA Josl IJlo, Jivo suwegse yupele RADIUS
IJe92956 LIJded e ISE.

lJuwed (Iduwpele)igg-AV pu Cisco
lJ9sp6 (IJospe):shell:priv-lvi=<level>

IJlwegsle:de vogsse Bse <level>|Js IUL8le 1Jos os Tuvluwl £33 IUleoslile IJos uesop
Luwldol. s 1dghbé. I3l wp hgwld 15 Blo 3JY sgos IJE)les slddolus. 31 ep Luwld 7 Blo 3JI
Seus IJd,les BBEb.

pold: 1ol 1 wesd [Js pdd wg)ssd wEssd.

W€ IJSlpouw wwed RADIUS  09g [Juwped Sspd IJuwpd
RADIUS-Cisco j9z-av pu Cisco IJgudwdé shell:priv-Ivi=15

pubed 12508 116 [Jpglod
lJuwed (Iduwpele):Packeteer-AVPair
IJSsed (IJSspe)ldoest=<level>

lgwegsler<level>oy puueas IU9uesd Ids Idpuzs. 109 ue9d wlddeow edlcds JJG,les
Slddelos: ool 1Js,09d 1Us [debo, pdlds JJ@)les B bl

logile Sleguw Jpl 09 p9oT B 03l ldpumwews wodo 1SS!

- |JIuwp: Packeteer
- pE 8 1 p9,: 2334

* el edd bod 1Jpy)or 1

* 2ep e woE 1Jp,ot
|)CJ oSluosd Iy pes:

- |[Juwpo:Packeteer-AVPair
9o suwedre Jurass pumvess 1suesd
eSS et 1Jp9,oi 1
- Idleeglo: ghe
© PO puwpST o bl
duwele wldopsss: s p22>
- 09 I Juwps: Idpuduwds
pold: [Lol8d IJwes 1Js pdo wgrs9 wissd (Jdsuesd JJdles W 3b).



u9g 1Jdlesuw wwed RADIUS  ¢9g IJuwps §spé Iduwpes
w9w9J9J RADIUS-Packeer Packeteer-AVPair |J_vJ_vJé access=look

polJ: 1uol96 1w es 1Us pdd wgrsyd wgssd (JJyuesd JJ@)les slddwlus).

u9g 1Jdlesuw wwed RADIUS  (9¢ IUuwpd $spd 1w pd
w9w9d9d RADIUS-Packeer Packeteer-AVPair IJvduwJs 1J9ue9d=Iddeum

¢bp 9Jsd BlueCoat (AV/SG)

IJuwes (Iduwele): oB89suo bods jdle
lJ9sed (IJosp): <level>

Il woslei<level>oy puuess 1J9uo9d Is [ewzs. 0 ceus 3o 19uo9d: 1 ceus I9uo9d
JJd&les Wib: wsupl ceus 2 1Uguosd JJ@oles 9ldIdolus. upes Idegasd weelbdd 1559 os
IJpm99J6 e0 puwe9s [Jsuosd.

louble Slpguw Jpl 09 9 oz S 03l ldpumweus woso IUdse:

- |JIuwp: BlueCoat

- pEyd 1Jpg)>: 14501

 2ee 2dd bad 1Jey)o: 1

*2ee 2dd wog 1dps)ot 1
bed wWluosd IJuwes:

I Jwpd: preses Iduwe,s 1U53le

P8ISS upd 1Jpe9)r 1

- dlogle: IJlopl

© PUED pwPIT wO! aJoI

ol wldopsss: ) p22>

 W9E IJuwped: €3> uoese 32 £y p9de (UINT32)
bed wBluosd IJuwes IJoluss:

1Juwpest o9 o6 y8le
9o suwedre Jurass pumvess 1suesd
8IS Uwpd 1pg): 2
MJlozlo: dJloel
C PUED puupde wo: thl
duwele wldopss): s p22>
- 09E IJuwpd: €3> Lozt 32 £y pode (UINT32)
polJ: 1Uol96 1Jwes |Js pd ogrsd wissd (Jese IUguesd).

u9g 1Jdle9uw wwpd RADIUS G9€ IJwpd Sspd [Juwed
Radius-lUl,d [Jpg o 50,6 ldwe,s Idpdle UINT32 0

pulJ: |uolwes lJuwped |Js pJu9 u&);Sk_g we9sd (Jdsuesd JJ@)les WVI9b).



u9g 1JSlesuw wved RADIUS 09g IJuwpd Bspd IJuwpd
Radius-lUl,d [Jpglowd 50,6 ldwe,s 1pdle UINT32 1

polJ: 1uol96 1w es 1Us pdd wgrsyd wgssd (JJyuesd JJ@)les slddwlus).

u9g 1JSlesuw wwved RADIUS 09g [Juwpd Gspd IUuwpd
Radius-IUl,0 [Jpg b 50,8 Idwe,s Iddle UINT32 2

pe9dle Brocade

Jlsdse lousle $lpsuw puduod 9pdSle VSA Josl 1Jis, Jive suveese yvele RADIUS
IJp92956 LIJded e ISE.

lJduwes (Iduwele): tunnel-private-group-id
lJ8seo (IJ9sp):U:<VLAN1>: T:<VLAN2>

lJlgwegsleiset<vian1>lds ©8spd lJpgbsle VLAN. oooo<vlian2>lJs 1J8se6 po lJuose VLAN.
s o3l ldpelde yvewds VLAN Jdwslule os yvwds VLAN ;e 10. 9 v Js VLAN IJ 09086 05
Juveds VLAN ) 9 21.

polJ: ool 1w es |Us pdud og sy wigssd.

u9e 1JSle9uw uwpd RADIUS W9 IJuwed  spd IJuwpd
RADIUS-IETF Tunnel-private-group-id juJuvJé ppes;jé U:10:T:21

loS9wdyd w
lJuwpes (Iduwpele): pedsple InfoBlox-Group
lJ9sped (IJSsp):<group-name>

lJIuwogslpi<group-name>o9 luwpe IJpee9esd Slo lUlposhle IJos sop pugel Jdpuwegsp. Sew
od9sy 030 1Jpzeses eds golj InfoBlox. Ws peld IJodesy o3l luwe 1Upze9e6 09 MyGroup.

logile Bleguw Jpl 09 p9 oz WS 03l IJpuwows wodo IU9se:

- [Jlyw p: Infoblox

. roe)d |.J'o_9_))2 7779

- zee 28d bad 1p9o: 1

- zee el8d wog 1Jpg)o: 1
bed obdluosd IJuwes:

- lJwpdipedyple InfoBlox-group
. p&)d UN PO |J|p9_).)i 009
- Idleeglo: ghe
© PUED pWPIT wO! aJoI
Juwelz oldopssst €5 pe2>
- 09 I Jywps: Idpuduwds
polJ: Lol 1w es |Us pdud og s wissd.



u9g 1JSlesuw wweé RADIUS 09g |Jywpd 956 IJwpd
RADIUS-Infoblox peJ9plw InfoBlox-Group lJovdunds pzpselos

o) bé FireSIGHT IJolewg Jubyds Cisco

Jlsdse lodsle $lpsuw puduod 9pdBle VSA Josl IJlo, Jivo suwegse yupele RADIUS
IJp92956 LIJdeJ e ISE.

lJuwed (Iduwpele)ige-AV pu Cisco

lJ8sed (IUSsp): IJSisé-[25]=<role>

Il wegsleidp woesso $sp <role>lJs luvple 1Jbsl) 1dpes8 peds! eds FMC. $p olugile
191, pwgssé pod admin gldpuwegse JJ9leéd W 9b gJs FMC gesuw IU8spe eds wwpele ISE
lJos uvswe luvedleol w9luuwbs FMC gds w9 ppelod.

pld: 1516 1w e 1Js pdod S8 GEasd.

W€ IJSlpouw wwed RADIUS  09g [Juwpd Sspd IJywpd
RADIUS-Cisco jg9z-av pu Cisco IJyvduwdo 1Jw8is6-[25]=NetAdmin

lJpeoJle Nexus

Jlsdse lodble $lpsuw pudod 9pdBle VSA Josl IJlo, Jivo suwegse yupele RADIUS
IJp92956 LIJded e ISE.

lJuwed (Iduwpele)igg-AV pu Cisco
lJ9speé (IJSse):shell:roles="<role1> <role2>"

IJlgwegsle: e CUESSU Jse <role1>g<role2>|Js I wple 1Jixsl, lJpz236 pedsl eds 1Upged. 0>
louble bsly pogssé. Bp v oo S puwl9s. ewdpl Swp wpS) >, poE6 U thp AAA
IJs pe9d Nexus. dlu lJowsegd os io lJpuwegsp Jdso el 1Usuesd IJs |JI_9|rDJ lJpg 90
woluwbos Lozl 1l IJedles zeseol.

Swp a8 1)) 1JpLopewé WY odasy lole | o a0 9 RBAC.

Pl 1136 I wps [Js pdd Se s oiasd.

09g IJSlesuw wped RADIUS  9g 1Uywupd Bispd Iywps
RADIUS-Cisco j9g-aVv pu Cisco |JuduwJo shell:Roles="network-admin vdc-admin vdc-operator"

9238 lJopdp B Liuds LAN Il uJdss (WLC)

Jlsdje logble Slesuw puduod 9pddle VSA Josl i) Jive suwegse vple RADIUS
1Jp92956 wlJded s ISE.

IJuwpes (Iduwelo)usg 1Ug>pé


/content/en/us/td/docs/switches/datacenter/sw/5_x/nx-os/security/configuration/guide/b_Cisco_Nexus_7000_NX-OS_Security_Configuration_Guide__Release_5-x/b_Cisco_Nexus_7000_NX-OS_Security_Configuration_Guide__Release_5-x_chapter_01010.html

U6 (IUGse) 1L (6) / old3s pblJus NAS (7)

lvegslerdeoz Ipuvedse 2d 1Usuesd JJdileslJdelos Is 9296 IJozde B Iy ds
lJpzdsé [JJlpuddss (WLC). szo 1o odsu 1J@3ses bhsé: JJsuesd JJ@les Wb szu lu
od9u IJ9sped NAS-Prompt.

Jm& U IJudluosJ‘ )|?F pol> 86 ?bp RADIUS Jp wegdes L6 gds pold odosy 9226

pold: [gols IJywes |Us pd wg)rssd wgasd (JJsuwesd JJ@les B §b).

09¢€ 1JSlp9uw Lwped RADIUS w9g 1Juwed Bspd Idywes
RADIUS-IETF y9g 1Ugspd  wesls pbldo6 NAS

polJ: 1uol96 1w es 1Us pdod wgrsyd wgssd (JJyuesd JJ@)les slddwlus).

09E 1JSlp9uw Uwpd RADIUS 9g IJuwpsd Bspd IUywes
RADIUS-IETF 0gg 1Jgp8  weals bl

Data Center Network Manager (DCNM)

Sew lebs ouvgsd DONM wgs céss luvdsw IJpuobds. sldle spduol wesso lposh pubgd
IJobeds wodl oo pwdsd IJuive Js.

Jlsdje logble Slesuw puduod 3pddle VSA Josl i) Jive suwegse vple RADIUS
1Jp92956 wlJded eJs ISE.

lJuwpes (Iduwpele)9e-AV pu Cisco

IJBs06 (U8 p):shell:Jixgl,=<role>

59, DCNM i9z RADIUS Cisco-AV-PAIR
PUVUEpJ shell: IJI>9I_, ="ouued IJuvJo"
o999 shell:1Ji>9l, = "network-admin"
229 Iduese

Iowes (IJuwele): puwsss ACL-Auth
IJSsp6 (IJSSp): puwcss puob @6 Slispd Idogde Vs Iouosd (ACL) = "<g>> Lopse™"

lJIgwogslei<integer>o9 pwo9s lJ9ue9d IJs lJpugd. 9spd ywps ACL-Auth-Level slo 1Ulwp
ACL-Auth-UserLevel 50 JJpvogsp: 9Sp6 uwped ACL-Auth-Level slo Il we ACL-Auth-
AdminLevel value100 JdrouuggJ 939506 ACL-Auth-Level pg | wpe ACL-Auth-SecurityAdminLevel
|J@§po 200 quuggJ |J|p|u 6pdu UE_JDtS |J|,Ju|p|s: 3§pdu |g_b|c &69 |Juup|u ,ou|,_)u_)o vJLQ.,s'po
Jigz AV Idpo@sp Jpdd og)rsud IJegsd.

logsle Sleguw Jpl 09 p9oT B 03l ldpumweus wodo IJSse:

Adlgwer 5e9) Idueye
. PE.)“'Q IJPSJ): 5003


https://www.cisco.com/c/ar_ae/support/docs/wireless-mobility/wlan-security/71989-manage-wlc-users-radius.html
https://www.cisco.com/c/ar_ae/support/docs/wireless-mobility/wlan-security/71989-manage-wlc-users-radius.html

- 2ee 2dd bod 1Jpey)s: 1
o cep 29d woe 1Upes,o: 1
bed clloosd Iduwes:

c [duwpd: puwe9s puol> 96 ACL
9o sumedse Jupass puwass IUsuesd
P& Ypd IJpg)o: 35
- IJlogle: e
L PUED puupde wo! thl
Cduwele wldopsss: s ez
- 09E IJuwpsd: €3> Lozse
pold: [Lol9s IJwes |Js o9 wg)rsSd wgasd (Jdpuwasp).

09¢g I8l wped RADIUS  u9g IJuwped Bspd IUywes
P9 weyw RADIUS puwe9s ACL-Auth 35 Loesz 50

Pl G188 IJuwes [Js o wersd wgssd (JJpuuisd).

u9e 1JSlesuw wed RADIUS  u9g IUuwpd Gspd IUywpd
0p9 9w RADIUS pwegs ACL-Auth g5 Lozsz 100

Pl 10188 1dwed 1 pJd wessd wiosd (Jpuwdsd 1Jlelw).

u9g 1JSlesuw wed RADIUS  u9g IUywpd Jispd IUywpsd
0p9) wesw RADIUS puwe9s ACL-Auth 55 Lozse 200



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



