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ISE.
oo Igbsle 1Jeldss Jole IJedsso eds JJ pu ISE 9 AD:

IJgdos 1. olds oo losople ISE [Js AD. B o3l 1Upeld. Jssd 1Jpzld aalab

“htle identity Services Engine Home: + Conbed Visibity b Operations  + Poby B EIEEEY RS + Whork Centers

* System = identity Managemen!  » Network Resowrces  # Device Portal Management  poGnd Services ¥ Feed Service  + Threat Cenfric MAC

Fldentiies  Groups  External idenbity Sowrces  ldenlity Source Sequendes ¢ Selngs
——

External Identity Sources Whitelisted Domains Passhvel D Groips Altributes Advanced Settings
* b=
LI | Cartificate Austhanbcation Frofle " Join Prcint Name l&ihﬂ l L
» B Active Direclory * Active Directory Domain  aaalab.com
= aBalab
L] LDwaF
poy ARE o Join oo Leave ) Test User .ﬁ.uuuno&'.n: Tood 1-:vi Refresh Table
» : RADIUS Token ] ISE Node a ISE Node Role Status Deprnain Contolies Site
] RSA SecuriD ] ISEZ4-1.aaalab com FRIMARY (2 Operational VAN-TPIBKNEELGE aaalabcom  Defaul-First-Site-Name

|th36=2. AR e wpdsy IJows ldejregs IUloele wsu JJ pu IUbdlisd IJouvlbs: Jel o9
e9oe bulo:

—

1Bdwe pzldle Active Directory 9lsls 1Jlolg 1] ol s6.

L3 IJeie Ulsumo 1udy win Idplauw IJlsps 996 1dpzld 158 ©oss 1uolds &6 Jo. &p
22> "tuolisue”.

ody 998 edlps lJowssy Trust.

o) W Idj) & 86 2a826.

08> Bog pelde IJe8s 1Uzas6: lud) B9d IJelds.

1Yo lgue DNS Jezld AD slod, W9 Idolds.

colBe,lup 1o peld AD Glod JJed g, DNS. Guouwld 1dusluus 1deldss go loglo 1Je@s.
22> wulss ldlezle slud) IJelds.

8. Jéu0|6u0 lJo 96 |.Juo|)J6. 22> JJ 1Jeslys IJos gusop puobdoel 9lud) W98 IJolds.

9. bed JJdpé o9, 1IJe@6 sles Joluwol slud, W9 IJelds.

10. bybde wg> 3Jd prosu.

N

~N o ok~ W

edlebs: oJasy AD ¢z wbl sgp Cisco. spdy luild >g e Microsoft B zlJs 229 Is
punldd.

weyd wdysy o3l spdu Jeold AD (aalab) I.JluualJ AD IJg>s> (zatar.jo) ISt i sbo, s
edlpé IJowssy "ldpzldle [dosole" Jpl 09 p9 02 |>u|o Bl dp swp §)u00 BELSS SIYIU
odysu e @s vloglosy gs) uoese :

Il |dentity Services Engine Home  » ContextVisibity  » Operations  » Policy  [ERREtET b Work Centers

» System | ~ldeniity Management  » Network Resources ¢ Device Portal Management  puGrid Services ¢ Feed Service  » Threat Centric NAC

¢ lgentities  Groups  External ldentity Sources  Identity Source Sequences v Settings
——————

External Identity Sotirces Connection PassivelD Grougs Aitributes Advanced Settings
=~ = [+ Use all Active Dnreﬂaq domains for authentication i

> ™ Certificate Authentication Profia Enabke Sesected [hsable Selected r Show Unusable Domains

* [ Activa Directory 0| Mame « Authenticate = Forest SID

) _-'i;:::'"b () asalabcom YES aaalab.com §-1-5-21-1266501036-25438103-262047587
et O] newtab.com YES newlab.com §-1-5-21.977B20924-69047 1943 4064067410

= () sub.aaalab.com YES aaalab.com §-1-5-21-1291856526-390840757-4 184745074
B! 0O zatarjo YES  zawrjo §-1-5-21-3031755119-2636354052- 3137036573

SAML id Providers

Sovial Lagin



IJgbo96 3. wlds pu wpdsu wed IJesh b IJ Buwp "ldpeldle IJwsuole". Jol 09 poog Ibulo.
wSuwee widoee Vs JJ Idpzldle slo 1duods el Ws 3JY Ideeldle 1Je9esd wol 3lo
IJloglosy. bl wp wpdsu Iduwes V@b B "lJpeldlo IJusuole” pu gl IJposlubé: usep
oz Wb s peldle "IJelog" Jdeeld 1dsssuws: { peld peld b J: sub.aaalab.com W
Jbs IJulyws lgdlo }.

sl identity Services Engine Home  » ContextVisibilty  » Operations ~ Administration

b System ~ ldentity Management P Network Resources » Device Portal Management  pxGrid Services } Feed Service » Threat Centric NAC

» Identiies  Groups  External Identity Sources  Identity Source Sequences  » Settings

External Identity Sources Connection Whitelisted Domains PassivelD Groups Attributes |
v -
v Advanced Authentication Settings
» | ] Certificate Authentication Profile Enable Password Change
* [ Active Directory Enable Machine Authentication
7 aaalab Enable Machine Access Restrictions To configure MAR Cache distribution groups: (;

v LDAP Aging Time |5 (hours) Adgministration > System > Deployment

ODBC [] Enable dial-in check i
» RADIUS Token [[] Enable callback check for dial-in clients

[[] Use Kerberos for Plain Text Authentications.
RSA SecurlD

SAML Id Providers

=
=
|
=
el

v Identity Resolution

Advanced control of user search and authentication

If identity does not include the AD domain

() Reject the request

(O Only search in the "Whitelisted Domains" from the joined forest
(®) Search in all the "Whitelisted Domains” section &

(L) social Login

IJTo: spdu o @9 ISE Llduze gu ldpuwaése B aaalab.com g zatar.com.

IJozdd pu lduogs

w288 0 loo sepd gon b leowb Ideuwese” [wetse Ideuwedp 1pozs> Sis peld
"zatar.jo" (Vs o3l ldpeld: Idpuwcise "demo” p9z9> WO Gb Vs peld "zatar.jo". 909 Jsuv I
"aaalab.com". vJ9y vuses IJlgool) bule ) :



Test User Authentication
* Usemame | demo
* Password N
Authentication Type | Lookup L

Authorization Data (] Retrieve Groups
Refrieve Aftributes

| Test |
Groups Attributes

Test Usarnams : dams

ISE WODE : ISEZ4-1.maalab.com
Scope i1 Default Scope
Instancs : aaalab
Aucthentication BEesult : SUCCESS

Auchentication Domain : zatar.jo
User Principal Hame demcfZatar.jo
User Distinquiszhed Hame : C¥=demn, CN=lUsers, DC=zatar, DC=30

LES

Croups : 2 found.
Attributes : 33 found.
Authentication time : 41 mm.

Groups fetching tims : 3 ms,
Attributea fetching time: 1 ms.

edel Ulu IJpuwegspsy B aaalab.com. sgpdou lsuol puvaés e kholoud s aaalab.com :



Test User Authentication
* Usemname |' kholoud
* Password

Authentication Type | Lookup v
Authorization Data Retrieve Groups
Retrieve Atfributes
Test
Authentication Result Groups Attributes

Tast Usarnams : Ehaleud
ISE HODE : ISEZ4-=]1.aaalab.ccm
Scope ' Eefault_ﬁcﬂpe
Instance : aaalahb
Authentication Besult : SUCCESS
Authentication Domain : aaalab.com
User Principal Name : kholoudfaaalab.com

[T —

User Distinguished Name : CM=kholoud,CH=Users,DC=aaalak,DC=com

Groups 2 found
Attributes 32 found
Authentication time 33 ms=.
Groups fetching time : © ms.
Attributes fetching time: 3 ms.

lwedunldd IJigble gl oJdlzol

ould lp)lely Hssuwslo Jlgwod ol i'a]olc pebpgolise ldledlvle/lde s 1Jpss9z6 [Jlozlo
sluedleoli zus pelbop puolble lJogso IJghzss :

1. czese wadle ISE (256 13ge) pe cpds oot igble. O ppdsle p26 B pzesesd
IU>gp 0300 spduul Ideey) eds zese oluosd ls pzlads puolb§é eds AD.

2. wepst peesele 1Uzip wsu ISE 9 AD.
IJ¢bgé 1. wzpse uvedle ISE:
i. Ip vupdsu wuoese I.Ji'a]olc JUESSU ULLEST IJi'aJoIc lJoldss eds "ovoog™

- ¢>p06 Active Directory (ad_agent.log)
- ldentity-store-AD (ad_agent.log)
- Runtime-AAA (prrt-server.log)



- nsf (ise-psc.log)
- nsf-session (ise-psc.log)
. lgho loole Ipuvdds: IUlouold wpuuegse luvdlds.

2 2PE PTPIES EpP.

pdlebo: wsoe lJeey) eds wBluosd peladle ldpuol> 96 Wb IJpJd ad_agent.log

pu pJud ad_agent.log :

lJozdd pu louold Ide@e oilel) seulss 1Jlogle:

2020-01-16 12:26: 21,210 VERBOSE, 140568698918656, LsaDnEngi nepDi scover Tr ust sFor Donai n:  Addi ng
trust info zatar.jo (& her Forest, Two way) in forest

zatar.j o, LsaDnEngi nepDi scover Tr ust sFor Donmai n(), | sass/ server/ aut h- provi der s/ ad- open-

provider/| sadnengi ne. c: 472

2020-01-16 12:26: 21,210 DEBUG , 140568698918656, New domai n zatar.jo will be added to the trusted
domain |ist.,LsaDmAddTrust edDorai n(), | sass/ server/ aut h- provi der s/ ad- open- provi der/| sadm c: 1997

IJore eu ldpuweise "ouwesd crrswss” Is ldpeld lsssurs aalab

2020-01-16 12:29: 08,579 DEBUG , 140568690480896, Adl denti t yResol ver::search: do

(&(| (obj ect Cat egor y=per son) (obj ect Cat egor y=conput er)) (SsAMAccount Name=denp)) search in forest
aaal ab. com searchldentity(), | sass/server/auth-providers/ad-open-

provider/ad_identity_resol ver_inpl.cpp: 738

(Jlzb 1o Ipuwegsp IJoppsws 929> s peld Zatar. 9pe 3J9 puséop ISE wdz o0 B peld
Aalab lgJli &p Vs pzldle 1B)s Vs gdlps IJowsse IUpzldle "wsuole" pod newlab.com.
Jorue IJEub Ss Idpeld Iyssuus: 9dSzue Zatarjo polyisé: see luwedsle Jlzgs UPN

w2 se oS ISE pdlu ldoze soldolds sew lu $89p IJpuwetsrp vouvesd 1U>gsd wodl
lJouuvsyd : demo.zatar.jo).

Swpe ldlu Idoee gu ldpuwedse "Iderue IJossoses” b zatar.jo.

2020-01-16 12:29: 08, 604 DEBUG , 140568690480896, Adl denti t yResol ver::search: do

(&(| (obj ect Cat egor y=per son) (obj ect Cat egor y=conput er)) (sAMAccount Name=denp)) search in forest
zatar.jo,searchldentity(),|sass/server/auth-providers/ad-open-
provider/ad_identity_resolver_inpl.cpp: 738

2020-01-16 12:29: 08, 604 DEBUG , 140568690480896, LsaDnpLdapOpen: gc=1,

domai n=zat ar. j o, LsaDnpLdapQpen(), | sass/ server/ aut h- provi der s/ ad- open- provi der/| sadm c: 4102
2020-01-16 12:29: 08, 604 DEBUG , 140568690480896, LsaDnpl sDomai nOf f 1 i ne: checki ng status of donain
zatar.j o, LsaDmpl sDomai nO fline(), | sass/ server/ aut h-provi ders/ ad- open-provi der/| sadm c: 3158

lJeuwogae "Oumes waaswsd" 092936 Vs peld Zatar :

18037: pszResol vedldentity = "denb@atar.jo"

Li ne 18039: pszResol vedDN = "CN=deno, CN=User s, DC=zat ar, DC5j 0"

Li ne 18044: pszResol vedSAM = "denp"

Li ne 18045: pszResol vedExplicitUPN = "deno@atar.j 0"

Li ne 18056: "1579177748579 24325 "denp" AD-Log-1d=1579177581/ 40,



Li ne 18095: pszBase = "CN=deno, CN=User s, DC=zat ar, DC=j 0"
IJ¢b9s 2. wzpse gpdslo IUIJoglb:

i. Swp wubds) Idgje IJpowhbds wsu ISE 9 AD!LDAP‘ cos Jdl odyu Wlods JJdgyles 3l gpul
wugpsE gpdsle IUIJod@lb 390 WY oyvds)ol I9dl.

ISE AD( ):

1. ISE :" -> Active Directory -> ->

2. ISE .

3. 'Name' : Troubleshooting.EncryptionOffPeriod.
4

>

7. ' Active Directory.

8. 10

w. we lJoglb gJs ISE.

2 - lovoouwlg 1Jpuulds.

3. 80 Bp wlsidlw IUIJodlb oy jsdo

> "




1 Jip.ackermm1ts 860 101
o, Time Source Deesstination Protoco Lengt Info
1588 2028-81-16 12:29:98._. 10.48.68.161 19.48.68. 241 KRBS 1488 TGS-REP

1591 2020-81-16 12:29:98... 10.48.69.241 18, 48.68. 181 TCP 66 46537 + 3268 [ACK] Seq=1l Ack=1 Win=29312 Len=8 TSval=785544300 TSecr=260534689

1592 2020-81-16 12:29:08._ 106.43.68.241 18.48.668.181 LDAP 1585 bindRequest(1) "<ROOT>" sasl
1593 2020-81-16 12:29:98... 10.43.60.101 18, 48. 68,241 LDAP 278 bindResponse(l) success
1594 2020-81-16 12:29:98._. 10.48.68.241 19.48.68.101 TP 66 46537 + 3268 [ACK] Seq=1448 Ack=213 Win=30336 Len=8 TSval=7R55443083 TSecr=26@534689
1595 2020-01-16 12:29:98... 10.43.60,241 18.48.60.181 LDAP 370 SASL GSS-API Integrity: searchRequest(2) "dc=asalab,dc=com”™ wholeSubtree
¢ 1596 2020-081-16 12:29:88... 10.48.68.181 18.48.68.241 LDWP 128 SASL GS5-APT Integrity: searchResDone(2) success [@ results]
1684 2020-01-16 12:29:98... 10.43.68, 241 18, 48.6@.181 ERES 1476 TGS-REQ
ALAA WEAA A AL AN A A A0 £ 241 A _AD _£A A SOE AACH TEE AEND

krb5_sgn_cksum: 68893f3116B882bcl276063af

¥ G55-APT payload (272 bytes)
~ LDAPMessage searchRequest(2) “de=asalab,dc=com™ wholeSubtree
messagelD: 2
~ protocolOp: searchRequest (3)

¥ searchRequest
baseObject: dc=asalab,dc=com
scope: wholeSubtree (2)
derefiliazes: neverDerefiliases (@)
sizelimit: @
timelimit: @
typesOnly: False
Filter: {&(|(objectCategory=person){objectiategory=computer)}{sAliccountlame=dema))
~ filter: and (@)

w and: (&(|(objectlategory=person)(objectCategory=computer)){sAMACcountName=deno) }
+ and: 2 items
= Filter: (|(ocbjectCatepory=person){objectlategory=cosputer))
« and item: or (1)
» or: (|{objectCategory=-person)(objectCategory=computer))
¥ Filter: (sAMAccountMome=dema)
~ and item: equalityMatch (3)
«~ equalityMatch

attributeDesc: sAMACcountName
assertionValue: demo

L

O:

IJoz9.9 o0l

oul weue IJipeJs eds 9l 8 1Ug pd 991808 g3 1Jg pd IJes 83 wlzool 9eds IJwedle IJos

ouuwgol.

1. IJpLo>88 I puwewss [Js peesele AD "zatar.jo"

Bl Jp sop lehs ogssu Idpreses pu edlpd IJowssy Idpresgs: Suvoeuad gds suwlds
|.J,Jua.J|Ca odo:

2020- 01- 22 10:41: 01,526 DEBUG , 140390418061056, Do not know about domain for object SID'S-1-5-
21-3031753119- 2636354052- 3137036573- 513" , LsaDnpMust Fi ndDomai nByObj ect Si d(), | sass/ server/ aut h-
provi der s/ ad- open- provi der/| sadm c: 1574

veolz Ids luve)shs 1dpzesele B zatar.jo pu gdlps IJowsse "pgpeselo".

IJo2dd e luwesdls pzeses AD pu edipd IJowssew AD:



Test User Authentication
*Username
*Password
ication Type

amman

sssssess

MS-RPC

Authorization Data

Retrieve Groups
Retrieve Atiributes

[ Test ]

Authentication Result Groups Attributes

Test Username
ISE NODE
Scope
Instance

Authentication Result
Authentication Domain
User Brincipal Hame
Groups

Attributes

Authentication time
Groups fetching time

Test User Authentication

Usex Distinguished Neme :

: amman

i isefire.wall.com
: Defanlt Scope

: amalab

: SUCCESS

: zatar.jo

: amman@zatar.jo

CN=grman, CH=Users, DC=zatar, DC=jo

: 2 found.
: 33 found.

: B3 ms.
: 5 ms.

Attributes fecching time: & ms.

*Username

amman

* Password

sesenses

Authentication Type | MS-RPC b

Autherization Data (] Retfrieve Groups
Retrieve Atfributes

Groups Attributes

Authentication Result

Name
Zatarjo/BuiltinlUsers
zatarjo/Users/iDomain Users

a | SID
zatarjors-1-5-32-545
5-1-5-21-3031753119-2636354052-3137036573-513

wnsoubes IJeed po lJuwedlc AD_AGENT log:

2020-01-22 10:41: 01,516 DEBUG , 140390418061056, AD_Get TokenGroups: SID sel ected: [zatar.jo/S-1-5-
32-545], AD_Get TokenGroups(), | sass/ server/ aut h- provi der s/ ad- open- provi der/ provi der - mai n. c: 9669
2020- 01-22 10:41:01,516 DEBUG , 140390418061056, AD_Get TokenGroups: SID sel ected: [S-1-5-21-



3031753119- 2636354052- 3137036573-513] , AD_Get TokenGr oups(), | sass/ server/ aut h- provi der s/ ad- open-
provi der/ provi der-main. c: 9669

pTokenG oupsLi st =

{

dwSt ri ngsCount = 2

ppszStrings =

{

“"zatar.jo/S-1-5-32-545"

"S- 1-5-21-3031753119- 2636354052- 3137036573- 513"
}

}

2. 5l o p IJepdd po IJesh Ipodsp Tdued Bdb B "ldpeldle Idusuole” po IJElus
IJpuineyda™

Connection Whitelisted Domains PassivelD Groups Attributes

¥ Advanced Authentication Settings

Enable Password Change
Enable Machine Authentication

Enable Machine Access Restrictions To configure MAR Cache distribution groups: (i

Aging Time {hours) i Administration = System = Deployment
[] Enable dial-in check
[C] Enable callback check for dial-in clients

[] Use Kerberos for Plain Text Authentications.

v Identity Resolution

Advanced control of user search and authentication.

Ifidentity does notinclude the AD domain i

(C) Rejectthe request

(%) Only search in the "Whitelisted Domains” from the joined forest
(O) Search in all the "Whitelisted Domains™ section ,j_\.

If some of the domains are unreachable
(®) Proceed with available domains
(") Drop the request

v Identity Rewrite

Changes the format of usernames before they are passed to active directory.
(%) Do not apply Rewrite Rules to modify username
() Apply the Rewrite Rules Below to modify username

¥ PassivelD Settings

s pl ol IUgsh "vee Wib Vs "ldpeldle IUosuole" pu IJglws Idpube,ds" $le ISE
w9urg £dlps gdsol s90 loyald:

2020- 01-22 13:53: 31, 000 DEBUG , 140629434660608, LsaDmpFi | ter O fli neCal | back: exami ne donmin

newl ab. com LsaDmpFi |l ter O flineCal | back(), | sass/server/aut h-provi ders/ ad- open-

provider/| sadm c: 3423

2020- 01-22 13:53: 31,001 DEBUG , 140629434660608, LsaDnmpFi |l ter O flineCal | back: donain newl ab.comis
usable and is marked offline (DC or GC)., LsabnpFilterOflineCallback(),|sass/server/auth-

provi der s/ ad- open- provi der/| sadm c: 3498

2020- 01-22 13:53: 31,001 DEBUG , 140629434660608, LsaDmpFi | ter O fl i neCal | back: examni ne donmin
zatar.jo,LsaDmpFilterOfflineCall back(), | sass/server/auth-provi ders/ad-open-provider/|sadm c: 3423
2020- 01-22 13:53: 31,001 DEBUG , 140629434660608, LsaDnpFilter O fl i neCal | back: domain zatar.jo is
not marked offline (DC or GC).,LsaDnpFilterOflineCallback(),!|sass/server/auth-providers/ad-
open-provi der/| sadm c: 3454



IJpuwcésp "Petra” 09z9> B p9 e Zatar.jo s us Iyl B 1puol 86 Jpl 09 p9 oz bule:

Test User Authentication
*Usemame | petra

* Password | ssssssss
Authentication Type | MS-RPC x

Authorization Data [] Refrieve Groups
Retrieve Attributes

Test |

Authentication Result Groups Attributes

Test Username ! petra

ISE NODE : isefire.wall.com
Scope : Default_Scope
Instance : aaalab

Authentication Result : FAILED

Error : Ho such user, please refer to Test user option to get further information

Processing Steps:

11:52:53:727: Resolving identity - petra

11:52:53:727: Search for matching accounts at join point - asalab.com
11:52:53:735: No macching account found in forest - aaalab.com
11:52:53:735:2 Identity resplution detected no matching account
11:52:53:735:  Identity resolution failed - ERRCR NO SUCH USER

WO Iduwedle:

Jo $0pd0 ISE pu 1J3009d U el e)s: wuven 1gsh IJpcdse Tduze Bk B
deeldle ldosuole” po IUglos 1dpsouls™

2020-01-22 13:52:53, 735 DEBUG , 140629511296768, Adl denti t yResol ver::search: already did

(&(| (obj ect Cat egor y=per son) (obj ect Cat egor y=conput er)) (sAMAccount Nanme=petra)) search in forest
aaal ab. com searchldentity(), | sass/server/auth-provi ders/ad- open-

provider/ad_identity_resol ver_inpl.cpp: 735

2020-01-22 13:52:53, 735 VERBOSE, 140629511296768, Adl denti t yResol ver : : exam neDonai ns:

new ab. com examni neDomai ns(), | sass/ server/ aut h- provi der s/ ad- open-

provider/ad_identity_resol ver_inpl.cpp: 601

2020-01- 22 13:52:53, 735 VERBOSE, 140629511296768, Adl denti t yResol ver : : exam neDonai ns:

zatar.j o, exam neDomai ns(), | sass/ server/ aut h- provi der s/ ad- open-

provider/ad_identity_resol ver_inpl.cpp: 601

2020-01-22 13:52: 53,735 VERBOSE, 140629511296768, Adl denti t yResol ver::finalizeResult: result:
40008 (synbol: LW ERROR _NO SUCH USER), finalizeResult(),|sass/server/auth-providers/ad-open-
provider/ad_identity_resol ver_inpl.cpp: 491

2020-01-22 13:52:53, 735 VERBOSE, 140629511296768, AD_Resol veldentity: identity=[petra], flags=0,
dwEr r or =40008, AD_Resol vel dentity(), | sass/ server/aut h-provi ders/ ad- open-
provider/ad_identity_resol ver.cpp: 131

2020-01- 22 13:52:53, 735 VERBCSE, 140629511296768, LsaSrvResol vel dentity: identity=[petra],

fl ags=0, dwError=40008, LsaSrvResol veldentity(),|sass/server/api/api?2.c: 2877

2020- 01- 22 13:52:53, 735 VERBCSE, 140629511296768, Error code: 40008 (synbol :

LW ERROR _NO SUCH USER), LsaSrvResol vel dentity(), | sass/server/api/api2.c:2890

2020-01- 22 13:52:53, 735 VERBCSE, 140629511296768, LsaSrvResol vel dentity: identity=[petra],

fl ags=0, dwError=40008, resolved identity list returned =

NO, LsaSrvl pcResol vel dentity(),| sass/server/api/ipc_dispatch.c: 2738
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