od9su pwi9dg uble pdule IJubeJs gds
ISE

lJpzosslo
| Jp, 9506

IJpobJole Il wsé

lJodoule | OEdp0
lJodosy

| Jzlb9s 1. |esl> NFS £ Js Ubuntu
| J2bgo 2. o¥ossy, ISE

lJoz 8.8 o0 6

| ol Y

|, wod wled 1Jisble ol oJl>ol

NFX YY)

902t 03l Idpuwows Jsdss wdssu puwesse wble pdle IUuvods (NFS) eds prud el
lJogsé (ISE).

lJecbdolo IUlgwlgusé
IJeobJulo
9,0 Cisco Ll odyy Jrsd p&)906 Lldpsluose IJoldss:

. peshy ISE 2.x.
- 1910, shell IJiwlwsd

lJpedyulo IJpuuwosped

- pod Bdplo Jud [Jogso (ISE)
- U95SE duslu (luvwesle Ubuntu oyul)

lJodssy
IJgl9s 1. |esl> NFS gJs Ubuntu
ool bl s oouse 25pd ghe kemel oo NFS gJs zol; Ubuntu:

bara@bunt u: ~$ sudo apt-get update



bara@bunt u: ~$ sudo apt-get install nfs-kernel-server

Nogile sdsd puiveyd suwpes NFS:

bara@bunt u: ~$ sudo nkdir /var/nfs/general -p
cotss) eddss Joblug Jl izs:nogroup

bar a@bunt u: ~$ sudo chown nobody: nogroup /var/ nfs/general

* §p vodysu ISE Jepsd eds NFS. pg o) Id>dsd:

bara@buntu: ~$ nore /etc/exports

# directory_to_share client(share_optionl,...,share_optionN)

# /etc/exports: the access control list for filesystens which nmay be exported
# to NFS clients. See exports(5).

#

# Exanple for NFSv2 and NFSv3:

# | srv/ homes host nanel(rw, sync, no_subtree_check) hostnane2(ro, sync, no_subtree_check)

# Exanpl e for NFSv4:

H*

/srv/nfs4 gss/ krb5i (rw, sync, fsi d=0, crossmt, no_subt r ee_check)

# [ srv/ nfs4/hones gss/krb5i (rw, sync, no_subtree_check)

- Vog lete/ldouoss) wlgwodsle IJolus:

bara@bunt u: ~$ sudo nano /etc/exports

- Gp wluolws I gwbysu Idoldssy Ws 1Juolss (Bp wogss) IP 1Js ISE IP)

/var/nfs/general 10.48.85.249(rw, sync, no_subtree_check)
/hone 10.48.85.249(rw, sync, no_r oot _squash, no_subt ree_check)

ceWb glg JI8 (Ctr+X. g0 1dpbldus weldb logb eJs Y sENter) &p lelss wuvgsd ébp
NFS Cluwegsle 1die) IJelds:

bara@bunt u: ~$ sudo systenttl restart nfs-kernel-server

IJsbogs 2. od9se ISE

- luolws puwe9se NFS |Js ISE pse wped Thome/bara o §bs oydse NFS
o0 9lzod Lwb, 1Jigle):

| SE23S/ admi n(confi g)# repository NFS
| SE23S/ admi n(confi g- Repository)# url nfs://10.48.60.193:/ hore/ bara



pdlzbs: Jl sedu luvotsle Ideuwosgle IJos cp odssuol pu slzes yulo, 1Jisle, (CLI)
pU 9lgod puwegde 95w ISE 9dl swp uuwgol uuwel popledl s £9> ISE 1UIG)s.

o0 91208 lJpwegsp lUyuu9pess: loedd Ids IbLé ->ldyoslus ->ldpuucgse:

Repository List = Add Repository
Repository Configuration

* Repository Mame | NFS

* Protocaol | NFS r

Location

* Server Name | 10.48.60,193

*Path | /home/barz

Credentials

* User Name | anyuser

*Password | sessssss|

Csimt JEETT

pllebs: Jl cpcle NFS |Js luwe puvesp 99Jp6 pa9) B 030 1JzlJs. sJdu wlo)l Jivol
plbdycd Vs 1Jupsde IUss sew luolowo: spdu I52ld Ls luwe puvcise 996 0)9).

IJo2dd pu IJuors

s o JIds IpdBle Bes puwegse NFS.

| SE23S/ admi n# show repository NFS

i se- support - bundl e- przai se001-a- hv11674- 11- 04- 2019- 08- 25. t ar. gpg
j camer on- key. asc

test.txt

- £Js NFS spdud 59686 IJpddlo:

bara@bunt u: ~$ pwd

/ home/ bar a

bara@buntu: ~$ |I's

i se-support - bundl e- przai se001-a- hv11674- 11- 04- 2019-08-25.tar. gpg jcaneron-key.asc test.txt



IJesow lJpe 996

CSCvd73085: ¢lol Bbs o, Jsw p98e NFS g s ISE

CSCvk61086: ISE 2.4 2.3 2.2.1 2.0: Jl sop luweisle wslole lecels puucsse NFS

2ol CSCvk36814: ISE 2.4 b5 o dse puvesse NFS

CSCvm41485: ISE 2.3: wgi; 1dsueed IJs puww9se NFS gldodls) 1Jperedé IJos Jl ogped
wluwegsle puwegse NFS

lwedunldd IJigble gl oJlzol
- Jowsese leble IJpuwogse eJs ISE Igwegspe wuoese IJigble IJolds:

#debug copy 7
#debug transfer 7

- 131 Ul #show rep NFS pe bl 9p wldoylb IUuo9, souoese I.Ji'ablc. Ispel sds Jobo
luné Juwsobisy sepd:

98 4.404133 19.48.85.249 19.48.60.193 NFS 258 V4 Call (Reply In 91) SETCLIENTID

91 4.486119 18.48.68.193 18.48,85.249 HES 138 v4 Reply (Call In 98) SETCLIENTID

92 4.486172 18.48.85.249 18.48.58.193 HFS. 178 V4 Call (Reply In 93) SETCLIENTID _COMFIRM

93 4.4080608 18.48.60.193 19.48.85.249 NFS 114 V4 Reply (Call In 92) SETCLIENTID_COMFIRM

94 4.488144 19.48.85.249 19.48.68.193 NFS 182 V4 Call (Reply In 96) PUTROOTFH | GETATTR

96 4.488813 18.48.68.193 18.48.85.249 NFS 286 V4 Reply (Call In 94) PUTROOTFH | GETATTR

97 4.408853 18.48.85.249 10.48.60.193 NFS 186 V4 Call (Reply In 98) GETATTR FH: @x62d4Bc52
98 4.411316 19.48.60.193 19.48.85.249 NF5 162 V4 Reply (Call In 97) GETATTR

99 4.411371 18.48.85.249 18.48.68.193 NFS 198 V4 Call (Reply In 188) GETATTR FH: @x62d48c52
100 4.412407 18.48.568.193 18.48.85.249 NFS. 178 V4 Reply (Call In 99) GETATTR

101 4.412441 19.48,85.249 19.48.60.193 NFS 186 V4 Call (Reply In 182) GETATTR FH: @xb62d48c52
182 4414594 10.48.60.193 18.48.85. 249 NFS 162 V4 Reply (Call In 181) GETATTR

183 4.414635 18.48.85.249 10.48.60.193 NFS 190 V4 Call (Reply In 184) GETATTR FH: @wb2da8c52
124 4.414923 19.48.608.193 19.48.85.249 NFS 178 V4 Reply (Call In 103) GETATTR

TAR A ATAGEA 18 AR RE FAG 18 AR A 103 MES 196 UA Fa11 (Banlu T 1ARY GETATTE CH: AvETAAR-SD

Frame 91: 132 bytes on wire (1848 bits), 138 bytes captured (1848 bits)
Ethernet 1I, Src: Cisco _2a:cd:a3 (P0:06:f6:2a:c4:a3), Dst: Vmware 8d:9a:B6 (B0:50:56:8d:9a:86)
Internet Protocol Version 4, Src: 10.4B.60.193, Dst: 10,48.85,249
Transalssion Control Protocol, Src Port: 2849, Dst Port: 952, Seq: 29, Ack: 229, Len: b4
% Remote Procedure Call, Type:Reply XID:@xfal36502
Fragment header: Last fragment, 6@ bytes
XID: BxFall65e? (41955750427)
Message Type: Reply (1)
[Program: NFS (100e93)]
[Program Version: 4]
[Procedure: COMPOUNMD (1)]
Reply State: accepted (@)
[This is a reply to a reguest in frome 98]
[Time from request: ©.081986000 seconds]
w Verifier
Flavor: AUTH_NULL (@)
Length: &
Accept State: RPC executed successfully (@)
Hetwork File System, Ops(1): SETCLIENTID

IJepd

- VOl sds uwsubsy £y Veld: 8> sy g3 Io)lz ISE W /etc/exports


https://cdetsng.cisco.com/webui/#view=CSCvd73085
https://cdetsng.cisco.com/webui/#view=CSCvk61086
https://cdetsng.cisco.com/webui/#view=CSCvk36814
https://cdetsng.cisco.com/webui/#view=CSCvm41485

455 4.273621 19.235.139.48
45614.275895 10.240.239.68
463 4279409 18.235.139,48
455 4.2812231  10.235.139.48 18,240,239, 68
473 4.284947 10.248.239.68 10.235.139.48
475 4.2B6759 10.235.139.48 18, 240,239, 68
477 4,286834  18.240.235.68 18.235.139.48
478 4.288635 10.235.139.48 10.240.239.68
485 4.292429 10.240.739.68 10.235.139.48

48T 4 30ATAR

RS LIS AR,

Jf 048 210 rg.

NFS
NFS
NFS
NFS
NF5

NFS

262 va Call (Reply In 456) SETCLIENTID
(€all In 455)

262 V4 call (Reply In 465) SETCLIENTID

90 v4 Reply (Call In 463)

262 va Call (Reply In 475) SETCLIEWTID

90 Va Reply (Call In 473)

262 V4 Call (Reply In 478) SETCLIENTID

90 va Reply (call In 477)

262 V4 Call (Reply In 487) SETCLIENTID

_oana panh foall 1o dgsd

Frame 456: 08 bytes on wire (728 bits), 90 bytes captured (720 bits)

Ethernet 1I, Sre: Cisco c7:04:40 (00:c1:64:c7:04:40), Dst: Cisco e7:76:84 (70:0f:6a:e7:76:84)

Internet Protocol Wersion 4, Srci 10.235.139.48, Dst: 19.240.239.68

Transmission Control Protocol, Src Port: 2849, Dst Port: 766, Seq: 29, Ack: 241, Len: 24

Remote Procedure Call, Type:Reply Xip:exida7bois
» Fragment header: Last fragment, 20 bytes
X10: exida7bois (49‘?5311'32}
Message Type: Reply (1)
[Program: WFS (100003)]
[Program version: 4]
[Procedure: COMPOUND (1)]
Reply state: denied (1)
[ 0] .
[Time from request: O.001874000 seconds]
Reject State: AUTH_ERROR (1)
Auth State: bad credential (seal broken) (1)
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