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900 Cisco Llu oday Jrsd pe,uds Lldpsluose IJoldss:

- ple LoV w2y Edple 1Jogss ey Cisco.
- owled uws.
- (IResbs) odso 9226 IJopdpe Os IUyvwds IJpedss (LAN) IJJIguddss (WLC).

lJedyule IJpuucsped
ouwow Idpedyele 1Jglyo WO o3l ldpuwews 1Js luesble Ido)lez 9ldedsule 1Jebss IJeldss:

- lIdentity Services Engine 2.3.0.298

- obousd OKTA SAML SSO

- Cisco 5500 Wireless Controller. IJl_o>l, 8.3.141.0

- ublp IJobgsd Windows 7 po Lenovo
op louile |Jﬁ&d§p|o Ingl_pc'S Bs o3l IJp e pu Uiao_jé 1J 92956 WOS wSis6 pgpdso ¢luos.
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Sedu Jpuwese sled IJpduwws 1Jpuol> 86 056 9less: &p Spduo IUguoad IUs p9lhs pogsss.
9o wpsS 030 1J09sé IJpwedped sy ldpubple oldogss [Jeeess.

p909, IJlwels:

el IJpuwegse Iduoliss (IJpuwesp 1038 sy £208): pouodz IUssw: s o030
lJelJé: 09 u9bo IJuolss.
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OKTA SAML

WLC ISE
Employee sso
*" o ° P
v/ b= p—
| B
1
assaciation with SSID RADIUS/SERVICE-

TYP=CALL-CHECK

uil-redricet-acl+ur-redirect

“
url-redirect=https:// 2
sespan.bikawi.lab:8443/portal’
gateway?
sessionld=0a3e249b000003dc5
b91573c&portal=794a93a2
ad11-11e8-9ed1-0242504dcBb6

3 &action=cwaé&loken=fdb8f8566a
caf99b4b22a7fe219d4d4e

L hitps:/fwww.facebook.com
LR
WLC intercept and redirect to URL provided by
4 ISE
Employss access
redirect to OKTA
. . hitps:licisco-yalbikaw.okta.com

o 5
P
user put his credinitials

sucessigo to hitps:fisespan. bikawi lab:8443/portalf
I - $50IoginResponse action 6

hitps:\isespan. bikawi lab: 844 Aportal’
S50InginResponse, action

\

continue to AUP

1. souod lJpuwese o SSID. 9ldp o> 96 o5 w056 MAC (MAB).

2. syworsy ISE wpsié §ud 1Jyuesd IJos cruss eds uwele guslo URL Jlghs IJogszsoe
93lises IJozde S IUsuesd (ACL)

3. selad IJpuwegsp 1Usuesd |Js www.facebook.com.

- ogenue WLC IdbJo sogss warsoe Ideuwedse lds pogd osd ISE 9508, Idpumaioe
eJs 9,09d 1Upsbod Jowesd IJzoly wluwedsle wslule lewels SSO.

. S89p ISE Llgbo wyzso IUpuwegse s cbousd OKTA Jdeuol>$6.

coes Ipuols§6 1Julzes: syuwd OKTA |quozlus oldss SAML |Us IJpuues , .

L8389 IUpuwogrun wLile IJeldss 1Us ISE.

- 802d0 ISE pu luwerles IJeldss sl wpo puol> 86 Idpuvetse wuvdd woese: Bluo
Suodd [Js AUP o vouwesd IJzols.

Jleg Idboollb bole JJzuesd eds pis> eu ldeedsple 29d SAML

I

o N O O

https://developer.okta.com/standards/SAML/

lJodsu
lJgb9s 1. &Josy p9d) 0956 SAML 9p5¢J IJ o5 gds ISE.

1. lesh puo>) 1Jogsd 1Jghzss.


http://www.facebook.com
https://developer.okta.com/standards/SAML/

1z 096 1. 1oedd 1Js IJBLs > puols) 1Jesss IJghzss > p9udss SAML ID.

sl Tdentity Sou lgantity Provider Lisl > OKTA
TI=™ Lo SAML Identity Provider
3] Certficato Authontication Profile
= i m Identity Provider Config, Servioe Provider Infa, Groups Attributes Advanced Settings
B D Activn Dirgcinny
£ woae = |
& cosc Id Providar Name | OKTA ]
(5 RADIUS Token Descrigtion | |
£ RSA SocwD

= ] SAML | Providon
“4 o
=5 OMTA

121096 2. $p woesso luwe Jesd, 1dee,d shuwd IJodsso.

2. [ogble p3gd Elue widpdon.

IJeb9s 1. Gp logile 1Jesed IUss op cessoe ls OKTA Jpeos, 09sé. ks wdoso 1) J
BYOD. wuvesd IJlzojé. Guest ... [Jg: 09 uduwo wplel Jpl 09 1deld wlduuwwsd JJpsgd 1Uglss.

IS o3l ldpwows sop wessu lJpsgd IJs prgd IUgosd Jossd Jouwesd 1Uxged JJpsbs.

IJg 96 2. loodd Ids pald Idged > 9u29d IJsossd > Lslulo 9pdsule 95 Clouile IJoslus.

 Create Guest Portal - Choose Portal Type x

Choose the type of portal you want to create.

Sponsored-Guest Portal

Sponsors create guests’ accounts. Guests cannot create their own accounts.

o Self-Registered Guest Portal

Guests provide information to automatically create an account, with sponsor approval as an optional requirement.,

Hotspot Guest Portal

Guests can access the network without credentials, but you can add a welcome message and AUPR.

coneve.. JTZR

Owverview  » ldentities  ldentity Groups  Ext |d Sources  » Administration  Metwork Devices = Porals & Components  Manage Accounts  » Policy Elements  Paolicy Sels
o Portals Settings and Customization

Guest Ponals Portal Mame: * Description:

Guest Typas OKTA_S50 || | Portal test uRL

IJg 96 3. ge, Iuudaw Idpuol8é JJIuuhs [Js 98, 1Jooss IUss wp wdasuo puvwdl.

Authentication method: * [ OKTA ¢] i

Configure authentication methods at:
Work Centers = Guest Access = |dentities = Identity Source Sequences
Work Centers = Guest Access = Ext Id Sources = SAML Identity Providers

IJglogé 4. 10 puos) 0956 OKTA Jlb, 586 pLol>§6.



(lgeshs) e, leshble BYOD.

* BYOD Settings

B Aliow ernployess 1o 18 parsanal dindcss on il natwork
Endpaoint identity group: | RegisteredDevices 4

wmﬂwm#

Adminigiration > idantity Managemant » Groups > Endpoint ldansey Groupe
Thar eraciocinis i thin Qoo will byd porcey acconging 0 D policies dhafiresd o
Adrinisiration > ldentty Managamant » Samings > Endpoinl pungs

| ABow employees i Choose 10 guest SCoess only

[ Display Dewvice 1D fleid during regisiration

Configure employves registerad devices o
Work Canlars > BYOD > Safings > Empioyes Regisioned Davices

After successful device configuration tak employes o
) Originating URL (i
© Success page
TIURL: |

IJgb9o 5. p0b wJdysy IJpsrgd: wluwwgsle BYOD a9 IJesd§ Jel sds:



- Max Devices Reached : . BYOD Welcome

Post Access Banner BYOD Registration

Success ~ BYOD Install

3. odasu wuwesd ¢9d wasd.
pdlelbé: spdud wilbs o3l ldgie 3l Jp ©do ouwedsp ouwesd 1Usgsd IJessd.

loedd IJs "wsles Josd IJouwzsd IUsles" 19 Is pagd 1) ptuoue Jsuesd s 1dupsssd.



WO lesble LoWes wuwesd 1Usgad: Bp wluols wolws wuwzsd IJ>gsd IUwssds: OKTA_SSO.
¥ Login Page Settings

Require an access code:

Maximum failed login attempts before
rate limiting: E (1 - 999)

Time between login attempts when
rate limiting: E minutes (1 - 3000)

Include an AUP _on page )
Require acceptance
Require scrolling 1o end of AUP
Allow guests o create their own accounts
Allow social login
Allow guests 1o change password after login i
Allow the following identity-provider guest portal to be used for login (i
| OKTA_SSO 4

03 09 38§ [Juslus 1T



P
— LOGIN —p-  Alternate Login Portal
See the selected identity-provider portal
for the guest flow details.

Self Registration 4 ALP

|

Max Devices Reached

|

Post Login Banner

URL

IJglo9o 2. od9su lesble olbwsd OKTA 9099, 0956 SAML.
1. logble olbwss OKTA.

IJgless 1. cumesd Idoesd [Us p9de OKTA gds Idssw wluvedsle zuvle puwdsd.



+— Back to Applicatl

=3} Add Application
i} Bearch for an application m-ﬂ-BCUEFGHIJKLMNDPGRSTUUWKYZ

Teladoc

Can't find an app?
O revapoc Okta Verified hae
Apps you created (0) —
&frankly ~ &fanky Add

Okta Verlfied ~ SAML
INTEGRATION PROPERTIES

1W0000on
Add

Supports SAML

Supports Provisioning . :
| ]| i Mdomains.com Add

Okta Verified
1Jgb9o 2. 169, B899 luols wbusy.
Oktq Applications My Applications @

255 Applications @ Help

B Add Application B3 Asuign Applications

), Search

STATUS

ACTIVE 1]
INACTIVE 3

&

Mo active apps found

lJglbgs 3. luumle wbousyd zoss: lgeyo Jsdgu SAML2.0



Create a New Application Integration

Platform Web -

Sign on method () Secure Web Authentication (SWA)

Uses credentials to sign In. This integratlon works with most apps.

(®) SAML 2.0

Uses the SAML protocol to log users into the app. This Is a better optlon
than SWA, If the app supports It

() OpeniD Connect

Uses the OpenlD Connect protocel to log users Into an app you've bullt.

Create Cancel

lJlgsble 1Jgled

=23 Create SAML Integration

° General Settings a Configure SAML 0 Feedback

o General Settings

App name ISE-OKTA

App logo (optional) g @

Browse..

Upload Logo

App visibility [_] Do not display application Icon to users

[_] Do not display application Icon In the Okta Mablle app



25 Create SAML Integration

Ganersl Sattings e Configure SAML Feodback

o SAML Settings

What does this form da?

GEMERAL

Single sign on URL @
+f| Uge thig for Reciphen URL ard Destination URL

Allow this app 10 request other S50 URLS

Audience URI (SP Entity D) 1D

¥

Default RelayState i Cikin Certificate
— oot  COKEB CEFUMENNE 10 YOUF HIantaty
Prossider M roquingd,
Maeme ID format i Unspecified v 4 Download Okta Cortificate
Application usemame Qe usemamea v

Show Acvanced Seitings

ATTRIBUTE STATEMEMNTS [OFTIOMNAL) LEARM MORE

Mamse Mame fonmat (cpiiona Walue
lJglogs 4. §p wouisd Iduvolss goowswol Vs Suoble ISE 1Je9e996.
liale ysentity Services Engine Home  » ContextVisibilty »OperaSons o Poley RN eoe . vios Conters

- System | & |dentity Management  » Network Resources  » Device Ponal Management  pxGrid Sendces  » Food Sendoe  » Thesat Centric NAC
Deployment  Licensing = Certficales  » Logging  + Mainlgnance  Upgrace ¢ Backup & Resione  » Admin Access  + Seltings

]
= Certificate Managemant Import a new Certificate into the Certificate Store
* Certificate File | Choose file | okta (3)cert
e (choose fie ]
Frierdly Mame i
Trusted Cerificates
CLSP Cliant Profile Trusted Far: |
ERECRERN g R (] Truse for authentication within [SE
Centificate Paviodic Check Seti..

[ Trust for client sutnentication and Sysieg

Cenificate Authority
hE—— (7] Trust for authentication of Cisco Services

[ Validate Cestificate Extensions

Deserigtion

[ submt JECTENY

2. oS pEJIPlE SP pu p99) 09,56 SAML.

loodd [Js p99) 10gss IUss wp wdysue puwedl. 108y 998 pedsplo pi9> IJErp6 9003850l
Jpl 09 p90z O 1098



Identity Provider List > OKTA

SAML Identity Provider

General Identity Provider Config. Service Provider Info. Groups Altributes Advanced Settings

Service Provider Information

[ Load balancer A

Export Service Provider Info. | BExport i
Includes the following portals:
OKTA_SSO

Sews ped> Zip IJpuos) gds pJd XML greadme.txt

LiZ,iname id-formati transient

Juguo 099,65 1Jogso spdud [was)b XML pol e JIo O oo IJzlJs: seelz lJs
lJlwosold $9sl.

- £u9lu URL Jouwesd 1Usged IJlzhs (wldss SAML)
Locati on="https://10.48. 35. 19: 8443/ port al / SSOLogi nResponse. acti on"
Locati on="https://10.48.17.71: 8443/ port al / SSOLogi nResponse. acti on"

Locati on="https://isepan. bi kawi . | ab: 8443/ port al / SSOLogi nResponse. acti on”
Location="https://isespan. bi kaw .| ab: 8443/ portal / SSOLogi nResponse. acti on"

- pe)S Jsly SP

entityl D="http://C scol SE/ 9c969a72- b9cd- 11e8- a542- d2e41bbdc546"
eu9ly URL J SSO pu9u9, Vs gusly IP sougus g FQDN.

RIS SEUp> w2d$d IJouuwsd eds lesble lehs IJoszse eds pdod wgrsd IJogasd:
Bl oo wguegsp ip wldy luwolosdsc Vsee edsd luweeslp suslo IP Jeusly URL
1Jgloo L puuss.

3. Jesble OKTA SAML.



IJglo96 1. 1uowd gulasw URL 030 gJis lgsble SAML.

e SAML Settings

GENERAL
Single sign on URL B https:/fisespan.bikawl.lab:8443/portal/SS0LoginResponse.action
Use this for Reciplent URL and Destination URL
Allow this app 1o request other 550 URLs
Requestable S50 URLs URL Index
https:/fisepan.bikawi.lab:8443/portal/S50LoginRespo Q >
<+ Add Another
Audience URI (SP Entity ID) € http:/iCiscolSE/Sc969a72-b9cd-11eB-abd42-d2ed1bbdch 46

Default RelayState €)

If no value Is set, a blank RelayState Is sent

Name ID format € x¥5095ubjectName v
Application username € Olkcta username 4

Show Advanced Settings
ATTRIBUTE STATEMENTS {OPTIOMNAL) LEARM MORE

lJgb9o 2. spdud [Lols ido_) o0 £u9lu URL 9l2> o0 pJd XML lgwoubl [Js £33 gulsse PSN
IJos ouwoosd 030 1Jgps. SEops cuuwsd perd Iluwe Sluwe puvetse lJobosd eds
IJouepse IJElue wd.

e Preview the SAML assertion generated from the information above

< » Preview the SAML Assertion

This shows you the XML that will be used In the assertion - use It to verify the info you entered above



<?xm version="1.0" encodi ng="UTF- 8" ?>
<saml 2: Assertion
xm ns: sam 2="urn: oasi s: nanmes: tc: SAM.: 2. 0: assertion" |D="id127185945833795871212409124"
| ssuel nstant =" 2018- 09- 21T15: 47: 03. 790Z" Versi on="2.0">
<sam 2: | ssuer Format="urn: oasi s: nanes:tc: SAM.: 2. 0: nan®ei d-
format:entity">http://ww. okta.conl|ssuer</sam 2:|ssuer>
<sanl 2: Subj ect >
<sam 2: Nanmel D For mat =" ur n: oasi s: nanes: tc: SAM.: 1. 1: nan®ei d-
f or mat : x509Subj ect Nane" >user Nane</ sani 2: Nanel D>
<saml 2: Subj ect Confirmati on Met hod="urn: oasi s: names:tc: SAM.: 2. 0: cm bearer" >
<saml 2: Subj ect Confirnmati onDat a Not OnOr Af t er =" 2018- 09- 21T15: 52: 03. 8232"
Reci pi ent="https://isespan. bi kawi . | ab: 8443/ port al / SSOLogi nResponse. acti on"/>
</ sam 2: Subj ect Confi rmati on>
</ sanl 2: Subj ect >
<sam 2: Condi ti ons Not Bef or e="2018- 09- 21T15: 42: 03. 823Z" Not OnOr Af t er =" 2018- 09-
21T15:52: 03. 8232">
<sam 2: Audi enceRestriction>
<saml 2: Audi ence>htt p: // G scol SE/ 9c969a72- b9cd- 11e8- a542-
d2e41bbdc546</ sam 2: Audi ence>
</ san 2: Audi enceRestriction>
</ sanl 2: Condi ti ons>
<sam 2: Aut hnSt at enent Aut hnl nst ant =" 2018- 09- 21T15: 47: 03. 790Z" >
<sam 2: Aut hnCont ext >

<sam 2: Aut hnCont ext Cl assRef >ur n: oasi s: nanmes: tc: SAM.: 2. 0: ac: cl asses: Passwor dPr ot ect edTr ansport</s
am 2: Aut hnCont ext C assRef >
</ sam 2: Aut hnCont ext >
</ sam 2: Aut hnSt at enent >
</ sam 2: Assertion>

lJglogs 3. lu 9y Idolds glgw,) 1Jgsh IJelus.
9 Help Okta Support understand how you configured this application
Why are you asking me this?
Are you a customer or partner? () 'm an Okta customer adding an internal app

I'm a software vendos, I'd like 1o integrate my app with Okta

Is your app integration complete? Yes, my app Integration |s ready for public use in the Okta
Application Network

4. o038 welule IJog sV pu lJobusd.



ISE-OKTA
© :

Acthv - View Logs
Sign On
About
Settings Edit
Application Username
Default Relay State
SAML 2.0 is not configured until you complete the sefup insiructions:
Vigw SeTup INStructlions
dentity Provider metadata is available if this application supports dynamic configuration
—— —,

IJoslole 1Jisdss:

<md: EntityDescriptor xm ns:nd="urn:oasi s: nhames:tc: SAM.: 2. 0: net adat a"

entityl D="http://ww. okta.conl exklrg8loEnedZSf 4356" >

<md: | DPSSODescri pt or Want Aut hnRequest sSi gned="f al se"

pr ot ocol Support Enuner ati on="ur n: oasi s: names: t c: SAM.: 2. 0: pr ot ocol ">

<md: KeyDescri ptor use="si gni ng">

<ds: Keylnfo xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#" >

<ds: X509Dat a>

<ds: X509Certi fi cate>

M | Dr DCCApSgAW BAgl GAWAPI Tas MAOGCSqGSI b3 DQEBOWUAM GAMEs WwCQYDVQQGEWJI VUz ETVMBEG
ALUECAWKQR FsaWzv cnbp YTEWVBQGALUEBWMNUZ Ful EZy YWbj aXN bz ENMAsS GATUECgWET2t OYTEU
MBI GALUEOMM-ULNPUHIvdm kZXI x Fz AVBgNVBAMVDITNpc 2Nv LXI hbGIpa2 F3MRwVGgYIKoZI hveN
AQkBFglpbnizv QEr dGEUY29t MB4XDTE4NMDgz MTEWNDMAMVo XDTI 4 MDg z M EWNDQM\Vowg ZYx Cz AJ
BgNVBAYTAI VTMRMAVEQYDVQQ DApDYWpZBybm hMRYWFAYDVQCOHDALTYWIgRNJ hbimNpc 2Nv MQOw
CwYDVQRKDARPa 3 RnMRQWEQ YDVQQL DAt TUO9QcmB2aWRl ¢j EXMBUGATUEAWWOY2| z2Y28t eWFs Y r

YXcxHDAaBgkghki GCOWOBCQEVWDW uZnBAb2t 0YS5j b20wggEi MAOGCSqGSI b3 DQEBAQUAA4 | BDWAW
ggEKAol BAQCI P7DvzVng7wSQWCQz gShwn+Yq2U4f 3kbVgXWauMda7Bk 61 AUBog485EQI 1+heB/ 6x
I M 8ulZ8HUsCspBECLYcl 75gH4r pc2FMdkz Zi DoNLb95AWSdI Uzt C66x42uhRYgduD5+w3/ yvdwx
1 99upWH6SARt nwK8cx7Ay 1 JAAE9KK22cV3ek2r FTr MECSTTSi EDsnVzC9Bs9alSRI j i advhCSPdy
+gmvk9eFt ZwzNl / g/ vhS5F/ CoC6Ef CsFPr 6aj / 1PBeZuWiW BFHWBZy 7hPEt Hgj YQO 7GRK2Rzg

bSZgeAp5Yyyt j ASNCnIX6FMYS5Rppc3H t GAcj QS/ Mvadpn/ AgMBAAEWDQYJKoZI hvc NAQELBQAD
ggEBAJUK5z GPZwx ECv5dN6 YERUV5Coe HUXq3KGuUl 2y f i H7x8Ear t Z4/ waP/ HYUCNCNW3HTh+6T3
oLSAevnbU3C NELRv&KkG39b/ 9+Er PG UKk SQSwWFek P+bCgd83Jt OkxshYMYHi 5FNB5FCTeVbf gRI

TJ2Tq2uuYpSvel MkQry7r 5qFzi WOTVDF2Xp0Agle91H6nbdt Sz3e5MVBKYG 9Hai gGgqHAy XHk As
77i f QOnRz7au0Uo9s| nH6r WGteCesyysec PUWQ EqNgt +MyZnl Cur J0e+J TvKYHLdSWApMLdzgoX
QzyF7yi | dOKPP61 4Ndc+BXeldA8i meYy5MHH7/ nE/ g=

</ ds: X509Certificate>

</ ds: X509Dat a>

</ ds: Keyl nf 0>

</ nd: KeyDescri pt or >

<md: Nanel DFor mat >

urn:oasi s: nanmes: tc: SAM.: 1. 1: nanei d-f or mat : unspeci fi ed

</ nd: Nanel DFor mat >

<md: Nanel DFor mat >



urn:oasi s:nanes:tc: SAM.: 1. 1: nanei d-f or mat : emai | Addr ess

</ nd: Nanel DFor mat >

<md: Si ngl eSi gnOnSer vi ce Bi ndi ng="urn: oasi s: nanes: tc: SAM.: 2. 0: bi ndi ngs: HTTP- POST"
Location="https://cisco-

yal bi kaw. okt a. conf app/ ci scoor g808433_i seokt a_2/ exklr g81loEnedzSf 4356/ sso/ sam "/ >

<md: Si ngl eSi gnOnSer vi ce Bi ndi ng="urn: oasi s: nanes: tc: SAM.: 2. 0: bi ndi ngs: HTTP- Redi rect "
Location="https://cisco-

yal bi kaw. okt a. conf app/ ci scoor g808433_i seokt a_2/ exklr g81loEnedzSf 4356/ sso/ sam "/ >

</ md: | DPSSODescr i pt or >

</ md: EntityDescri ptor>

le b IJpJBd wouuusd XML.
3. LESSU PN psU JJubusy.

SESSU puvwgdpsu Jodl Idobosd: ould bysgs Jodlpd AD. 909 p9oz VB! wuvgsd OKTA

6 - luwosb wslole 9008$6 pu IUpuidsu IRl IUs IUpgos IJpuwedd JJlzuolele.

lJgbb9esé 1. oz SAML Identity Provider. z>> Identity Provider Config. 9l w9,y IJoslule IJBJ@S.

SAML Identity Provider

—_—
Genaral Serdioe Prowider Inflp, Groups Antributes Advanond Settings

Tdentity Provider Configuration
Impart Identity Provicer Config Fle  Choose file

Provider Id  Bitip:iwiaw.okta comeak 1 g1 sEmedZ 504356
Single Sign On URL  hiipaucisco-yaltikaw oita comiappiciacoorgAB433_jsackta_2ieckingh1oEmedZ S 358 saisam]
Single Sign Out URL (Post)  Not supporid by Identity Provider

Signing Certificates

Subject - | Issuar Viaild From Valid To (Experation) Sarial Mumbes
EMAILADDRESS=infofokta com, CH=clstoymibd EMALADDRESS=inf, . Fridug 31 1004308 Thy Aug 31 1074408 ., 01 85 8F 95 36 AC

190 2. §p wodb IJodssu.
¢byo 3.cwa o yvdsd.
S 03l e 96 IJogvdsd J ISE 9 WLC.

https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/115732-central-web-
auth-00.html

luols gulasy URL Ws $lises [Jozde wldguesd (ACL) Jlgho IJw9zso.

https://cisco-yalbikaw.okta.com /|_olw6 gu9ly URL 1Ugle wldobosd 1Jglue wd

https://login.okta.com



https://help.okta.com/en/prod/Content/Topics/Directory/okta-active-directory-agent.htm?cshid=ad-agent
https://help.okta.com/en/prod/Content/Topics/Directory/okta-active-directory-agent.htm?cshid=ad-agent
/content/en/us/support/docs/security/identity-services-engine/115732-central-web-auth-00.html
/content/en/us/support/docs/security/identity-services-engine/115732-central-web-auth-00.html
https://cisco-yalbikaw.okta.com
https://login.okta.com

REDIRECT-ACL [Pw4 =

|_Harrm'u
Clear Counters
Foot Notes
Add-Remowve
1. Counter canfiguration is global for acl, urlac! and laver2acl. URL

lJoz2dd pu lJuors
Bp wlzoolh IJuslus sldezdd eel 151 Yoo @yl ds 1Jsosd [Js clbouss OKTA

Portal Name: * Description:
| OKTA_SS0 | | Portal test URL

/™, Portal Behavior and Flow Settings Portal Page Customization
r!b_ ) Use these seitings to specify the guest experience for this
portal.

Customize portal pages by applying a theme and specifying
fleld names and messages displayed to users.

IJgb9s 1. 168) W98 lgowh IJwslus: &p szo lehs wogsed |Us wbousd SSO.



Connecting to &

Sign-in with your cisco-org-808433 account to access ISE-OKTA

okta

Sign In

|| Remember me

MNeed help signing in?

Jekss 2. 283 eu lovald 1 pedsple o <luup IJbusS>

IJ2l9s 3. I3l Ypo weld wslule Idlgwels §s wos bde &) wozse: Wodl Jl sgus wldun)g,é
lo IJodssy glbis Vs o030 IJudbs.

ez po Idpuveddp [Juoliss
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Reports

My Applications )

& Reports
QOkta Usage

“ ukErs hawd nirair Signied In

& Odaa Password Health

Application Usage

“ SppE with unused adsignments

App Password Health SAML Capabie

Auth Troubleshooting
Ofkia Logins (Todal, Fabed)
550 Attempts

Application Access Audit

Curent Assignmems

Multifactor Authentication

MFA Usage Yublkey Rapon

IJglo96 2. ls ol pu IJobusd e0o IJuvedle sle 1JuaJs.

+ Back to Applications

s

General Sign On

n wiers have signed In

unuSed App ASSIgRMEnts

Apps

Auths Via AD Agend (Total, Falled)

ISE-OKTA

Active - View Logs

Import

LAST 20 DAYS

Assignments

i Help

System Log

Agent Activity

Application Access

Application Membership Change
Authentication Activity

Palicy Activity

Prersloning Activity

System Impon Activity

Lkser Account Activity

User Lifecycle Activity

& System Log
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Iowedubld igble ISE 9] odlizol
ould pJudly Jduwed Jdz ool

- ise-psc.log
- guest.log

loodd 1Js bLd > uble > cuvesd > odsso wed ouoese igbls. §p wopdso Ideuvess
Ids vuoese lJlgble.

wled _ise-psc.log
lJs o9 IJs IJuos9W8 guest.log
w9loé guest.log

seue IWex9d IJpdss IJs cuoese Wigble 9o 1duwed IJpblod Jo.
IJSuols! sldedsd IJpuive,dé
IJuvsobsy 1. bdo SAML g5, Lozt

okta

BAD REQUEST

Your request resulted in an error.

Description: Bad SAML request

05l 'aJoi gloc V20w IJ log in order to > 39w IJw>9 @ 9esue IJluesl. eds ISE Guest.log:

ISE# &,00 Lo s wbusd Jogwesdlog |18 ¢euwsy uwowd

2018-09-30 01:32: 35,624 DEBUG [https-jsse-nio-10.48.17.71-8443-exec-2][]

ci sco.ise. portal webacti on. confi gmanager. SSOLogi nConfi gHandl er -::- SSCLogi nTransitionResult:
SSOLogi nTransi ti onResul t:

Portal Name: OKTA_SSO

Portal 1D 9c969a72- b9cd- 11e8- a542- d2e41bbdc546

Portal URL: https://isespan. bi kaw .| ab: 8443/ portal / SSOLogi nResponse. acti on

ldentity Provider: comcisco.cpmacs.imidentitystore.sanl.|dentityProvider @6c50ab6



2018-09-30 01:32: 35,624 DEBUG [https-jsse-nio-10.48.17.71-8443-exec-2][]

ci sco.ise. portal webacti on. confi gmanager. SSOLogi nConfi gHandl er -::- portal Sessionlnfo

portal 1 d=9¢c969a72- b9cd- 11e8- a542- d2e41bbdc546; port al Sessi onl d=6770f 0a4- bc86- 4565- 940a-

bOf 83cbe9372; r adi usSess

onl d=0a3e949b000002¢c55bb023b3

2018-09-30 01:32: 35,624 DEBUG [https-jsse-nio-10.48.17.71-8443-exec-2][]

ci sco.ise.portal webacti on. confi gmanager. SSOLogi nConfi gHandl er -::- no Load bal ancer is
configured; no redirect should be made

2018-09-30 01:32: 35,624 DEBUG [https-jsse-nio-10.48.17.71-8443-exec-2][]

ci sco. i se. portal webacti on. confi gmanager. SSOLogi nConfigHandl er -::- No redirect manipulation is
required - start the SAML flow with ' CGET ..

2018-09-30 01:32: 35,626 DEBUG [https-jsse-nio-10.48.17.71-8443-exec-2][]

ci sco.ise. portal webacti on. confi gmanager. SSOLogi nConfigHandl er -::- Redirect to | DP:
https://cisco-

yal bi kaw. okt a. conf app/ ci scoor g808433_i seokt a_2/ exklr g81loEnedzSf 4356/ sso/ sam ?SAM_Request =nZRdb9o
wkF

| bY2FSuT7EIMPI BahYpRgkWBI JOxi N5Xt HFpr we5s Q2Bn?2FnONKi ¥2FZRoeUy Pu95j 9%2FzJ 00b4672DqCNUDJI DY2 FR5GH
ki uKi Ef M7 Qo792 FwRupniVDd3VDZnu7ZNcw889G0s 5nTTkdJ ChvZZEUSMVK XQHhI hG ul yQcl eJo1W/nFVI 29gDG r j GZKnvO0
QdAH6I Dhs10sMPVnb GBI EwoBpgOwx 8 YM/2BiI 15NGRnFcRQOSI t aBOVxv1CPwWo1lhG cFepS3HZF3pzS

HO04Qz2t LaAPLYy 2wOpDwdpHQYY2Bi zI | d%2FvwBi nSRz 6VChxn7GKJI¥2FHg4Xa%@2By Jd50v93Lnn1MPY2B6NnS6Kg8TFf JI 3u
gJMh2BObf DAc4i 2nsc%@2F4a0DHy SDx0xhTn9%2BH KO MdngYnuSaVmlvf pdj GkEapwy3T8i ThDECRi we6Sd5n%2Fj Mkd3Wzo
q7ZAd7DMGYPUTSWSpuhEPdHPk 79CJe4T6KQRE! vEChf kbd6Xdcnl Tsl Pt ot 640M2BVyWK391X5TI %

2B3aGy RWgMzond309NPSMCpq0YDguZsJIw Rf z4Jqdj | NL2261 sCFf nE9Q9%2BulK14C8Xs4TXE1zX6nmmygdqg3Y!l G87q9f Bl nC
h3j Fo72v2xmat dQLUybl hwd4a85ksvCGs9qgFt | bt hcPVnX5Yxgl vW v XLUPPS| ct EBDdz UpNpW Z7wWL%2B6zy T7uxf guzQu7n
8nDOx Y2 BAQYBD¥BD&Rel ay St at e=_9c969a72- b9cd- 11e8- a542- d2e41bbdc546_DELI M TERpor t

al | d_EQUALS9c969a72- b9cd- 11e8- a542- d2e41bbdc546_SEM port al Sessi onl d_EQUALS6770f 0a4- bc86- 4565-
940a-

bOf 83cbe9372_SEM r adi usSessi onl d_EQUALS0a3e949b000002¢c55bb023b3_SEM _DELI M TERi sespan. bi kawi . | ab
2018-09-30 01:32: 35,626 DEBUG [https-jsse-nio-10.48.17.71-8443-exec-2][]

ci sco.ise.portal webaction.utils.Conbiner -::- conbined map: {redirect_required=TRUE

sso_l ogi n_action_url =https://cisco-

yal bi kaw. okt a. conf app/ ci scoor g808433_i seokt a_2/ exklr g81loEmedZzSf 4356/ sso/ sam

?SAMLRequest =nZRdb9owF| b%2FSuT7EJMPI BahYpRgkWBI JOxi N5 Xt HFpr we5s Q2Bn?2FnONKi %2 FZRoe Uy Pu95j 9%2FzJ
O0h4672DgCNUDI DY2FR5GHK i uKi Ef M7 Qo792 FwRupnivDd3VDZnu7ZNcw889G0s 5nTTkdJ ChvZZEUSMVK XQHNhI hG ul yQel ed
01W/nFVI 299DG r j GZKmv0QdAHEI Dhs1o0s MPVnbGBI EwoBpgOnx8YM/2BiI 15NGRnFcRQOSI t aBOVxv

1CPwWo1hG cFepS3HZF3pz SHO4QZ2t LaAPLY 2wwOpDwdpHQYY2Bi zI | d¥2FvwBi nSRz 6VGhxn7GKJI¥2FHg4 Xa%2By Jd50v93L
nn1MVPY2B6MS6Kg8THf J1 3ugJMh2BObf DAc4i 2msc%2F4a0DHy SDxOxhTn%2BHt KO MOngYnuSaVmivf pdj GkEapwy3T8i Th
DEcRi w6Sd5n%2Fj Mkd3W0q7ZAd7DMGYPUTSWSpuhEPdHPk 79CIe4T6KQREl vECDf kbd6Xdcnl Tsl P

t ot 640M/2BVYyWK391X5TI %2B3aGy RWgMzond309NPSMCpg0YDguZsJIw Rf z4Jqdj | NL2261 sCFf nE9%2BulK14C8Xs4TXElz
X6nmgdg3Yl O37q9f Bl nCh3j Fo72v2xmat dQLUybl hwd4a85ksv0s9qgFt | bt hcPVmX5Yxgl vIW v XLUPPSI ct E8Ddz UpNpW
Z7WL92B62zy T7uxf guzQu7n8nDx Y2 BAQ/BD¥8D&Rel ay St at e=_9c969a72- b9cd- 11e8- a542- d2e4

1bbdc546_DELI M TERport al | d_EQUALS9c969a72- b9cd- 11e8- a542-

d2e41bbdc546_SEM port al Sessi onl d_EQUALS6770f 0a4- bc86- 4565- 940a-

bOf 83cbe9372_SEM r adi usSessi onl d_EQUALS0a3e949b000002¢c55bb023b3_SEM _DELI M TERi sespan. bi kawi . | ab

}
2018-09-30 01:32: 35,626 DEBUG [https-jsse-nio-10.48.17.71-8443-exec-2][]
ci sco.ise.portal webaction.controller.Portal StepController -::- targetUrl:

pages/ ssoLogi nRequest . j sp

2018-09-30 01:32: 35,626 DEBUG [https-jsse-nio-10.48.17.71-8443-exec-2][]

ci sco.ise.portal webaction.controller.Portal StepController -::- portalld: 9c969a72-b9cd-11e8-
ab42- d2e41bbdc546

2018-09-30 01:32: 35,626 DEBUG [https-jsse-nio-10.48.17.71-8443-exec-2][]

ci sco.ise.portal webaction.controller.Portal StepController -::- webappPath: /porta
2018-09-30 01:32: 35,626 DEBUG [https-jsse-nio-10.48.17.71-8443-exec-2][]
ci sco.ise.portalwebaction.controller.Portal StepController -::- portal Path:

/ portal/portal s/9c969a72- b9cd- 11e8- a542- d2e41bbdc546

2018-09-30 01:32: 35,626 DEBUG [https-jsse-nio-10.48.17.71-8443-exec-2][]

ci sco.ise.portal webaction.controller.Portal PreResultListener -::- No page transition config.
Bypassing transition.

2018-09-30 01:32: 35,627 DEBUG [https-jsse-nio-10.48.17.71-8443-exec-2][]

ci sco.ise.portal webaction.controller.Portal Flom nterceptor -::- result: success

vee ISE s lgho wozso Idpuwwgspe IJs IDP. 9pg 3JY. JI w9gs luwegles J ISE 9sbo, bdo



SAML ¢, Loese: 223 lo OKTA Jl swd bdo SAML IJglue wol bsole o9 1dbJo.

https://cisco-

yal bi kaw. okt a. contf app/ ci scoor g808433_i seokt a_2/ exklr g81loEnedZSf 4356/ sso/ sam ?SAM_Request =nZRdb90o
wk

| b9%2FSUT7EIMPI BahYpRakVBI JOxi N5Xt HFpr we5s Q2 B2 FnONKi %2 FZRoe Uy Pu95j 992 FzJ 00b4672DgCNUDI DY FR5 GH
ki uKi Ef M7 Qo 7% FwRupniVDd3VDZnu7ZNew889G0s 5nTTkdJ ChvZZEUSMVK XQHhI hOi ul yQel eJo1WnFVI 29gDG r j GZKmv0
QdAH6I Dhs10sMPVnb GBI EwoBpgOwx8YMZBI 15NGRnFcRQOSI t aBOVxv1CPwWo1lhG cFepS3HZF3pzS

HO4QZ2t LaAPLYy 2wmOpDwdpHQYYRBi zI | d9%2Fvw8i nSRz6VChxn7GKJI %2 FHg4Xa%2By Jd50v93Lnn1MPY2 B6S6Kq8TFf JI 3u
gJM@2BCbf DAc4i 2nsc¥%2F4a0DHy SDx0xhTn%@2BHt KO MdngYnuSaVmlvf pdj GkEapwy3T8i ThDECRi w6Sd5n%2Fj Mkxd3W o
q7ZAd7 DMGYPUTSWSpUhEPdHPk 79CJe4T6KQREl vEChf kbd6Xdcnl Tsl Pt ot 640M2BVYyWK391X5TI %
2B3aGyRWIMzond309NPSMCpq0YDguZsJIw Rf z4Jqdj | NL2261 sCFf nEQ%2BulK14C8Xs4TXE1zX6nmydqg3YlI GB7q9f Bl nC
h3j Fo72v2xmat dQLUybl hwd4a85ksvOs9qFt | bt hc PVMX5Yxgl vWv XLUPPSI ct EBDdz UpNpW Z7WL%2B6zy T7uxf guzQu7n
8mOx 92 BAQYBDYBD&Rel ay St at e=_9¢969a72- b9cd- 11e8- a542- d2e41lbbdc546_DELI M TERpor t

al | d_EQUALS9c969a72- b9cd- 11e8- a542- d2e41bbdc546_SEM port al Sessi onl d_EQUALS6770f 0a4- bc86- 4565-
940a-

bOf 83cbe9372_SEM r adi usSessi onl d_EQUALS0a3e949bh000002c55bbh023b3_SEM _DELI M TERi sespan. bi kawi . | ab

22dd I 0,8 1858 po Iobosd swel e lple céss)le gdso.
GEMNERAL

Single sign on URL htips/N10.48.17.71.:8443/portal/SS0OLoginResponse.action
Use this for Recipient URL and Destination URL

+/| Allow this app 1o request other SSO URLs

Suwwdse euslu URL IUEluo wldesze 1Js SSO guslo 1P 9pe 3JIi $890 1o s whw!d
FQDN Jpl spduul Ib wys Ss Idbde 1desess leds Iduwb, IJIgs) seess eds
HALF_DELIMITER<FQDN> J|_oJlz 030 lJp s dJé. $p wogss) eusle IP |Js FQDN gds
leshble OKTA.

IJovsolsy 2. 2280 puvdds B 1Usuosd IUs 1desde. Sozs IJlouold wedoo [Jpguless
Jdewesd eds Idpuwless.

(D) & httpsyfisespan bikawilab:B44 3 /portal/SSOLoginResponse.action v @ ﬁ Q, Search

& before you can access the ntemet,

Error

There was a problem accessing the site. Please contact help
desk for assistance

Guest.log

2018-09-30 02:25: 00,595 ERROR [https-jsse-nio-10.48.17.71-8443-exec-1][]

guest access. f | owmanager . st ep. guest . SSOLogi nSt epExecutor -::- SSO Authentication failed or
unknown user, authentication result=FAILED, isFail edLogi n=true, reason=24823 Assertion does not
contain na



tching service provider identifier in the audience restriction conditions
2018-09-30 02: 25: 00,609 ERROR [https-jsse-nio-10.48.17.71-8443-exec-1][]
guest access. f | owmanager . st ep. guest. SSCLogi nSt epExecutor -::- Login error with idp

po lduwedlo: sodg ISE Clu IJeldss £s) woese: ©2dd po URI Jzpos) OKTA clds pu
pblo9woe J SP Jzdo.

IJuvsuliss 3. wpw lebs Ideszso [Js Iduodes IJBLgs. o Jl sbo, gsly ouwesd 1U>gsd.
SEop> £Js IJosiss 909as Iduslus. B o3l 1Juse pu ldpuivdds ceolz v seedd pu

Slows§ OKTA 95l 09 URL 1Jsss sobdwo JJpuobds. ludy 893 leool et S $e wbeuo
IJeuuoy JJezdd pel sew 1J9uo9d [Jso pu 09188 9s0-

=|—[if TE 8]> =div id="iogin-by-image-ick™ clesss"login-bg-imag™ date-
d =" Log in=by= INage” S1a-5e="Login-tg= image
sting frostAl for X589 swth —>
Oktu g mothos 5" d="x989_legin” nanes="x%99_legin
- Uiy Anabirve Tt PR
3 o BT £3 fEryle
R LT e T T
fdliv
L4 fdlv
L] flavascrip scrip
Sign | saECrip scrip!

BCCOUNT-CROOSET™ Sree”NULOsLA LOqLn, Cht , £08 LS 00ue i
yle="didplay: none™ s—=/ i fame

Ml DOy B CRE-CONMRNG VSO CRIEEDNIN-CONMRN

Syt EvertLaears  DOM Braskpoints  Properies  Accossibity

WO o3l Uuu@g,l_)%sg‘ Sew duwele veulssu URL v gb: IJobosd 9 login.okta.com - eJs
cuuoy Idoedpe Vs Iduveds Idpedss IJJluuddss (WLC).

pedsple slo LoJé

- https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-21/200551-
Configure-ISE-2-1-Guest-Portal-with-Pin.html

- https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-23/213352-
configure-ise-2-3-sponsor-portal-with-ms.html

- https://www.safaribooksonline.com/library/view/ccna-cyber-ops/9780134609003/ch05.html

- https://www.safaribooksonline.com/library/view/spring-security-
essentials/9781785282621/ch02.html

- https://developer.okta.com



/content/en/us/support/docs/security/identity-services-engine-21/200551-Configure-ISE-2-1-Guest-Portal-with-Pin.html#anc12
/content/en/us/support/docs/security/identity-services-engine-21/200551-Configure-ISE-2-1-Guest-Portal-with-Pin.html#anc12
/content/en/us/support/docs/security/identity-services-engine-23/213352-configure-ise-2-3-sponsor-portal-with-ms.html
/content/en/us/support/docs/security/identity-services-engine-23/213352-configure-ise-2-3-sponsor-portal-with-ms.html
https://www.safaribooksonline.com/library/view/ccna-cyber-ops/9780134609003/ch05.html
https://www.safaribooksonline.com/library/view/spring-security-essentials/9781785282621/ch02.html
https://www.safaribooksonline.com/library/view/spring-security-essentials/9781785282621/ch02.html
https://developer.okta.com
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