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24432 Looking up user in Active Directory - CISCO_LAB

24371 The ISE machine account does not have the required privileges to fetch groups. -
ERROR_TOKEN_GROUPS_INSUFFICIENT_PERMISSIONS

24371 The ISE machine account does not have the required privileges to fetch groups. -
CISCO_LAB 15048 Queried PIP - CISCO_LAB.ExternalGroups
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Open a command prompt on your AD with administrator privilege.

The dsquery command can be used to find the Fully Qualified Domain Name (FQDN) of the ISE.
C:\Users\admin> dsquery computer -name lab-isel //here lab-isel is the hostname of the ISE
"CN=lab-isel,CN=Computers,DC=ciscolab,DC=local"

The dsacls command can now be used to find the privileges assigned to the machine account
C:\Windows\system32> dsacls "CN=lab-isel,CN=Computers,DC=ciscolab,DC=local" >>
C:\dsacl_output.txt
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Inherited to user

Allow NT AUTHORITY\ENTERPRISE DOMAIN CONTROLLERS
SPECIAL ACCESS for tokenGroups <Inherited from parent>
READ PROPERTY Inherited to group

Allow NT AUTHORITY\ENTERPRISE DOMAIN CONTROLLERS
SPECIAL ACCESS for tokenGroups <Inherited from parent>
READ PROPERTY
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C:\Windows\system32>dsacls "CN=Computers,DC=ciscolab,DC=local" /I:T /G "lab-
isel$" :rp; tokenGroups
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C:\Windows\system32>dsacls "DC=ciscolab,DC=local" /I:T /G "lab-isel$":rp;tokenGroups
C:\Windows\system32>dsacls "OU=ExampleOU,DC=ciscolab,DC=local" /I:T /G "lab-
isel$" :rp; tokenGroups
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