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RP/ 0/ RSP0/ CPUO: ASROk#sh aaa usergroup ?

| Qut put Modifiers

root-1lr Name of the usergroup
net adm n Name of the usergroup
oper at or Name of the usergroup

sysadmi n Name of the usergroup



retrieval Name
mai nt enance Name
root - system Nane

provi si oni ng Narre
read-only-tg Narre

servi ceadni n Narre
ci sco-support Name
VORD Nane
<Cr>

of
of
of
of
of
of
of
of

t he
t he
t he
t he
t he
t he
t he
t he

user gr oup
user gr oup
user gr oup
user gr oup
user gr oup
user gr oup
user gr oup
user gr oup

pepItle polp p2336 puvedl

w99 peeaele Idpolp 1Upeess6 puwedl 030 Jdpuwgsdsy Jiguegsleol ghhoe JJodssy |Ji3J§:

c JEp Cisco: r°°|r° roj]bgégs I'J)E,r" U Cisco
- Netadmin: pole pu99d U IJs

Wi J: pole ey IJsspss (JIls e oo IJos oszs)
. root-Ir: r°°|r° rouu_§_9J e9¢co |J|oa|.J |.JT|0Q

Woble 1zt pol Ipussd eds powess IJobl

. |JQJ'0||0: po|p Iouu_§_9J LJQJbLo
- ServiceAdmin: polpe |51)6 1Jg>p00

Ivegse 030 IUlsley JJoedd eu pzesel IJpole 1Jpz38 puwwdl:

RP/ 0/ RSP1/ CPUO: ASROk#show aaa taskgroup ?

| Qut put Modifiers

root-Ir Nane
net adm n Nane
oper at or Nane
sysadm n Nane

r oot - system Narre

servi ceadm n Nane
ci sco-support Nane
WORD Nane
<Cr>

of
of
of
of
of
of
of
of

t he
t he
t he
t he
t he
t he
t he
t he

t askgroup
t askgroup
t askgroup
t askgroup
t askgroup
t askgroup
t askgroup
t askgroup

T 2a o3 ey ez B3 a0 1pela 1ag 508

RP/ 0/ RSP1/ CPUO: ASROk#show aaa task supported

Ssel gdes Bl il Idag i

AAA ACL
2iPo 2ieo
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lJouwdsd lodo ATM
lJlouold
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wldeusd
8.*5_) VJIPE; _ DWDM
puwede IJouvésd
S bl .
IL:J,oiélo 2ol IJzpelss FR
IJluosl
lleg po
w)9w9ds] IPV6 sle i
IJloe,oe
(IP)

|J§_)ro|-;';
CGN

Isp

HDLC

L2VPN

MPLS-LDP MPLS-¢loe MPLS-TE lJoo

BCDL BFD BGP

>gp Cisco config-mgmt config-se
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wSwed) Juble  1Jodd  suesdtty w8 ssusSuwld Vian

N HIICE:
b uws e s wode

sonet-sdh  _wldy
VPDN VRRP
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byJe ol OIS CESSU Suwer Ddb wepdss §)les.

Jolos LIS RIS Suwet wERJSE LESS) ISureT LPrus! wEpdss §)lss.

SUDS) RIS WIS Swwet wEPJSE 9Ll eds wwosd Idpald: ool Idlouald 9o uler
Telnet. )

LUOTST LTS GuwpSs Luwpe wEpdss wuszst leble.

IJig ble

peesele polp pgr 96 o0 Jud lJpuwese

Sedu Jdpuwdsdsu wdasy presele pole ptuou0d Jodwsd leeslele gluos. Vel sds peld

eds lJodssu:

RP/ 0/ RSP1/ CPUO: ASROk( conf i g) #t askgr oup TAC- Def i ned- TASK

RP/ 0/ RSP1/ CPUO: ASROk( confi g-t g) #t ask
debug Speci fy a debug-type task

?
I D

execute Specify a execute-type task ID
read Specify a read-type task ID

wite Specify a read-wite-type

RP/ 0/ RSP1/ CPUO: ASROk( confi g-t g) #t ask
RP/ 0/ RSP1/ CPUO: ASROk( confi g-t g) #t ask
RP/ 0/ RSP1/ CPUO: ASROk( confi g-t g) #t ask
RP/ 0/ RSP1/ CPUO: ASROk( confi g-t g) #t ask
RP/ 0/ RSP1/ CPUO: ASROk( confi g-t g) #t ask
RP/ 0/ RSP1/ CPUO: ASROk( confi g-t g) #t ask
RP/ 0/ RSP1/ CPUO: ASROk( confi g-t g) #t ask

task ID

read aaa
wite aaa
execut e aaa
debug aaa
read acl
wite acl
execute ac

RP/ 0/ RSP1/ CPUO: ASROk( confi g-tg) #commi t

RP/ 0/ RSP1/ CPUO: ASROk#show aaa t askgroup TAC- Defi ned- TASK

Task group ' TAC Defi ned- TASK'

Task 1 Ds included directly by this group:

Task: aaa . READ
Task: acl . READ

VWRI TE EXECUTE DEBUG
VWRI TE EXECUTE

Task group ' TAC Defined- TASK' has the follow ng conbi ned set
of task IDs (including all inherited groups):

Task: aaa . READ
Task: acl . READ

VWRI TE EXECUTE DEBUG
VWRI TE EXECUTE

3052 Ule) spdu luwepsleo JJges, eds preses [Jpole 9lUisu IJpbdse Jin) pesu.

peld 1.



RP/ 0/ RSP1/ CPUO: ASROk#descri be show aaa usergroup
Package:

User needs ALL of the follow ng taskids:

aaa (READ)
RP/ 0/ RSP1/ CPU0O: ASR9k#

Jduwele Jdpuwegse wouivgsd IJie) show aaa userGroup. oze9e6 lJpole: Sevw wesso IUis)
read aaa |Js pgpe9ed lJpuwogdrpsu.

Pl 2.

RP/ 0/ RSP1/ CPUO: ASROk( confi g) #descri be aaa authentication login default group tacacs+
Package:

User needs ALL of the follow ng taskids:

aaa (READ WRI TE)
RP/ 0/ RSP1/ CPUO: ASRIOKk( confi g) #

Jduwele Jdpuwesp woubésd 1Jezeses IJIBGwluoss Jouwzsd 1389d 1ds ool §6 Iie)
tacacs+ pu 928 IJodasu: pzp9ed lJpole: IJpopd read write aaa szo wessuwol IUs pepesd
lIJepwogrpsu.

SedU Jpuwdsdsu s> presed Idpuwotsesu Idos spduol 9,1u6 1Jesss pu pzesele
lJpolp. oul pold IJodgsy:

RP/ 0/ RSP1/ CPUO: ASR9k#show aaa user group TAC Defi ned
Tue Feb 16 00:50: 56. 799 UTC
User group ' TAC- Defi ned'

Inherits fromtask group 'operator’

User group ' TAC- Defined'" has the follow ng conbined set
of task IDs (including all inherited groups):

Task: basi c-services : READ WRI TE EXECUTE DEBUG
Task: cdp : READ

Task: diag : READ

Task: ext-access : READ EXECUTE

Task: | ogging : READ

RP/ 0/ RSP1/ CPU0: ASROk#conf t

RP/ 0/ RSP1/ CPUO: ASROk( confi g) #user group TAC- Defi ned

RP/ 0/ RSP1/ CPUO: ASROk( conf i g- ug) #t askgr oup TAC- Def i ned- TASK
RP/ 0/ RSP1/ CPUO: ASROk( confi g- ug) #commi t

RP/ 0/ RSP1/ CPUO: ASR9k#show aaa user group TAC Defi ned
Tue Feb 16 00:51: 31.494 UTC
User group ' TAC- Defi ned'

Inherits fromtask group 'operator’

Inherits fromtask group ' TAC- Defi ned- TASK

User group ' TAC Defined' has the follow ng conbined set

of task IDs (including all inherited groups):
Task: aaa : READ VWRI TE EXECUTE DEBUG
Task: acl : READ VWRI TE EXECUTE



Task: basi c-services : READ WRI TE EXECUTE DEBUG

Task: cdp : READ

Task: diag : READ

Task: ext-access : READ EXECUTE
Task: |l ogging : READ

odosu AAA gJs |.J‘o_9to

Sp wod9su gbp TACACS gdss pozoe ASR lywepole guslu IP slduw, IJeubend IUss pusop
luwweslpo.

RP/ 0/ RSP1/ CPUO: ASROk( confi g) #t acacs- server host 10.106.73. 233 port 49
RP/ 0/ RSP1/ CPUO: ASROk( confi g-tacacs- host) #key 0 cisco
RP/ 0/ RSP1/ CPUO: ASROk( confi g-tacacs- host) #conmi t

!
tacacs-server host 10.127.196. 160 port 49

key 7 14141B180F0B
!

I wodssu IUpuol> 96 9ldowwss o Jluwwgsle e TACACS 1Uss wpe wdssuo.

#aaa aut hentication | ogin default group tacacs+ |ocal
#aaa aut hori zation exec default group tacacs+ | ocal

Bp wodssy wdss o IJisles Jluweesle ¢lse TACACS 1Uss wp wdssuo (I2eshs):

ol LSk (5ol coni) st aed s oobso st Bl Jp oo oo
cubdd Lozse: B> Jl soedu Idpuwetsesv pu beld Ls Isle) eds IJzol.

#aaa aut horizati on commands default group tacacs+
e wodasu gedss eeluvws Ilsle) Jlwagsle ¢he TACACS IUss e wdssuo (I2oshs)-

#aaa accounting commands default start-stop group tacacs+
#aaa accounting update new nfo

oJdysu gbpe ISE

lJglbgs 1. Jugass g_uglu IP JJeszo WOs Ylisped g_lec AAA gJs be ISE: luewd IJs IJbLe >
NpglJ> IJJbe o > IaoJo lJubode Jol 09 p9 oz Os U,__,og_)o Sew v sJdyu lduw) Idpuve,d 09
uSwo IS wp wdssue gds p9ze ASR Jpl 09 p9 oz B 1Juogsb.



- |dentity Services Engine Home » Cont 0 » Policy ~ Administration » Work Centers

» System  » Identity Management = = Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC
~Network Devices  Metwork Device Groups  Metwork Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM » Location Senices
(]

Network Devices Metwork Devices List > New Network Device

Network Devices
Default Device
* Name
Device Security Satiings
Description LAB_ASR device
[P Address | *IP: [ 10.106.37.160 [N e

* Device Profile &% Clsco | » &

el —

* Network Device Group

Location [Lap © | [.Set To Defauk

IPSEC s pSEC Device @ | [ Set To Defaukt

Device Type [asg © ] [ Set To Defauk |

[m RADIUS Authentication Settings

» TACACS Authentication Settings

Shared Secrel | qanes | Show |

Enable Single Connect Mode []

& Legacy Cisco Device
TACACS Draft Compliance Single Connect Support

O ' smP setings

[m] » Advanced TrustSec Seltings

(e

odysu zob Idybeds

+ Identity Services Engine Home » Conte Operations T~ Administration » Work Centers

» System  » Identity Management = «Metwork Resources | » Device Portal Management  pxGrid Services b Feed Senvice  » Threat Cenfric NAC
+Metwork Devices ~ Netwaork Device Groups Metwork Device Profiles  External RADIUS Servers  RADIUS Server Sequences  MAC Managers  External MDM » Location Senices
(]
Network Devices Network Devices

Default Device
JEdt ofpadd [fyDuplicate | @aimport @hExport v | @Generate PAC  JEDelete

Name «  IPfMask Profile Name Location Type Description
[0 LaB_ASR 10.106.37.16... % Csco & LAB ASR LAB_ASR device

Device Security Settings

wdosu goly [duvedé

k_9..5 odo |Ju0_9_)0n k_9|qu uuuua)ro I_)u& Ptpﬁ&lu gSPvJud u&)dd IJPEP_S&'U uau l)IJO > l)bo
lJo9s6 > pzegele > presgle 0986 IJpuwcdp. IUpzesele Idos e loguliel Bs o3l ldpeld os:

1. pubgJ ASR

2. ASR-operator-AAA

3. ASR-RootSystem

4. zpes6 ASR-Sysadmin



+ ldentity Services Engine Home » Conte! bility » Operations » Policy * Administration » Work Centers

» System  |dentity Management » Network Resources » Device Poral Management  pxGrid Services » Feed Semvice » Threat Centric NAC

» Identiies  Groups  External ldentity Sources  |dentity Source Sequences b Settings
—

Identity Groups User Identity Groups
& p)
vl - i JEdit dbAdd | YDelete v | @almport ghExport v
» [ Endpoint identity Groups Mame & | Description
v [ User ldentity Groups [0 8t ALL_ACCOUNTS (default) Default ALL_ACCOUNTS (default) User Group
S ALL_ACCOUNTS (default) [0 =2 ASR-Operator
H ASR-Operator O g5t asrR-Operator-aas
5L AsR- _AAA
i ASR-Operator O st ASR-RootSystem
51 ASR-Rootsystem :
= [J 22 ASR-Sysadmin
5L ASR-Sysadmin
fi O 22 Employee Default Employee User Group
45t Employee
&t A S ) E. 4 fdefaulel
:;.} GROUP_ACCOUNTS (defaut) (] £ GROUP_ACCOUNTS (default) Default GROUP_ACCOUNTS (default) User Group
%} GuestType_Contractor (default) O 22 GuestType_Contractor (default) Identity group mirroring the guest type
5 GuestType_Daiy (defautt) O &2 GuestType_Daily (default) Identity group mirroring the guest type
5% GuestType_Social_ogin (defautt) [0 22 GuestType_SocialLogin (default) Identity group mirroring the guest type
S GuestType_Weekly (defaut) O 52 GuestType_Weekly (default) Identity group mirroring the guest type
;;g OWN_ACCOUNTS (default) O S OWN_ACCOUNTS (default) Default OWN_ACCOUNTS (default) User Group

pee9gle 1Jogsslgbss 3. Jel 09 p9 o S 1Juo9,s: Sp wluuble IJpuwegspsy sutbsboe
IJs preoes IJeuwogrpso Ipdlods ldes wp lugblyoel pu God.

'tk Identity Services Engine Home » Context Visibility » Operations » Policy ~ Administration » Work Centers

» System | wldentity Management  » Network Resources  » Device Portal Management  pxGrid Sendces  » Feed Senice  » Threat Centric NAC

w|dentiies  Groups  External Identity Sources  |dentity Source Sequences  » Seffings
—

- Network Access Users

Latest Manual Network Scan Res...

Jedt Jbadd | [Echange Status v @eImport GoExport v | I Delete v [y0un

Status HName 4  Description First Name Last Name Emai Address User Identity Groups Admin
[0 E@Enabled ¢ ASRaaa ASR-Operator-AAA
O Bl Enabled  § ASRRead ASR-Operator
[J mEnsbled ¢ ASRRoot ASR-RootSystem
[0 @Enabled ¢ ASRwrite ASR-Sysadmin

lJogslo/ldpumwegspsy

pdlebd: O o3l ldpeldi swp luvwgsle puweeps ISE IblRJsso JJpuol>§é
ldovsse. gpdsle lpuob 96 sldevgse wpuos) [degse IJghzse ehz ublg ol
lJouwooo.

IUgo9s 4. §p wogrs pdS we s Shell ldp)b sdgo JJpworpsu IUpgusso. JUdsle
w3Jddduodd [ds pld; Idged > bLé IUlzesd > golues Iduwsluwsd > IJuclsg > pdodlo ogrss
TACACS. spJo Jdpss wdssu pdd wg)sd b §s 235> Jel 09 p9 oz B IUuog) 993JY
JJluosble 1Juulods oo ISE. aJBle of s shell IJpg 86 Bes 03l IUpold os:

1. ASR_Operator

2. ASR_RootSystem

3 - ASR_Sysadmin

4. Operator_with_AAA



Identity Services Engine Home » Context lity » Operatio y ! ati - \Work Centers

» Metwork Access  » GuestAccess  » TrustSec  » BYOD  » Profiler  » Posture |« Device Administration » PassivelD

b Overview  » Identities  User ldentity Groups  Extld Sources b Metwork Resources  «Policy Elements  Device Admin Policy Sets  Reports  Settings

(<]
TACACS Profiles
+ Conditions
0 Selected
» Network Conditions
= Refresh + Add Duplicate M Trash= Edit
~ Results 1 .
L' nName Type Description
RLOIEL LIS [ ASR_Operator Shell
TACACS Command Sets
|: ASR_RootSystem Shell
TACACS Profiles
[0 ASR_Sysadmin Shell
[]  Default Shell Profile Shell Default Shell Profile
[ Deny All Shell Profile Shell Deny All Shell Profile
O Operator_with_AAA Shell
E WLC ALL WLC WLC ALL
[0 WLCMONITOR WLC WLC MONITOR

pJOle og s Shell J TACACS

Spdud 1Jod) eds i luolds JIeld vee 1Jz89d sldluwe 913 es Jpl 09 p9oz S IJuoy,
wzo Suve wwplo péuo 0.

J>9, ldpubed:

¥ Policy v Administration = Wark Centers

» Network Access  » GuestAccess  » TrustSec  » BYOD  » Profiler  » Posture  ~Device Administration = » PassivelD
b Overview » Identities User Identity Groups Extld Sources » MNetwork Resources = Palicy Elements Device Admin Palicy Sets Reports Settings
———
o
N TACACS Profiles = ASR_Operator
» Conditions
TACACS Profile

» Network Conditions
Mame ASR_Operator

~ Results
Description
Allowed Protocols
TACACS Command Sets
" Profil —————

TRCACS Profiles Task Attribute View Raw View
Common Tasks
Common Task Type | Shel .

[ Default Privilege | o | (Select 010 15)
[T Maximum Privilege ’ S | (Select 0to 15)
7] Access Control List | o]
[ Auto Command | (] |
[ Mo Escape | o | (Select true or false)
[ Timeout ’ ) | Minutes (0-9999)
[ Idle Time | © | Minutes (0-9999)
Custom Attributes
+ Add @ Trashv (@ Edit - 24
LI Type Name Valug
[T MANDATORY tagk nwic #operator i
< >

2JU B8 buds leuvgd ASRUs9, Iduble 1Jz3).s:



~Work Centers

» Metwork Access  » GuestAccess  » TrustSec  » BYOD  » Profiler  » Posture | wDevice Administration  » PassivelD
» Overview  » Identities  Userldenfity Groups  Extld Sources  » Network Resources = Policy Elements  Device Admin Policy Sets ~ Reports
——
(]
TACALCS Profiles » ASR_RootSystem
+ Conditions.
TACACS Profile
» Network Conditions
Mame ASR_RootSystem
~ Results
Description
Allowed Protocols
TACACS Command Sets
TACACS Profil ——— )
rones Task Attribute View  Raw View

Commeon Tasks

Common Task Type = Shel 2

[ Default Privilege | o |
[ Maximum Privilege I o |
[ Access Control List. | o |
[ Auto Command | o |
[T NoEscape | o |
[ Timeout | O |
[ idie Time [ o |

Custom Attributes

4 add @ Trash> (& Edit
L Type Name Value
[ MANDATORY task e #root-system

<

pJV g5V bugo uble ASR IJz3,J>9, sysadmin:

Setlings

(Select0to 15)

(Select 0 to 15)

(Select true or false)
Minutes (0-9999)

Minutes (0-9999)

G

»



~Work Centers

» Network Access  » GuestAccess  » TrustS8ec  » BYOD  » Profiler  » Posture | = Device Administration = » PassivelD

v Ovenview  » Identiies  User Identity Groups  ExtId Sources  » Metwork Resources - Policy Elements  Device Admin Policy Sets  Reports  Seftings

TACACS Profiles = ASR_Sysadmin
» Conditions

TACACS Profile

» Network Conditions
Mame ASR_Sysadmin|

~ Results

Description
Allowed Protocols

TACACS Command Sets

TACACS Profiles Task Aftribute View Raw View

Common Tasks

Common Task Type = Shel R

[] Default Privilege o | (Select 0to 15)

[ Maximum Privilege © | tserectotors)

[ Access Control List | o |
[ Auto Command | Q |
[77 NoEscape | (] I (Select true or faise)
[ Timeout [ © | Minutes (0-9999)
[ Idle Time | © | Minutes (0-9999)
Custom Attributes

4+ Add @ Trash~ (& Edit

L Type Name Value

[T MANDATORY task i #sysadmin CH

<

2JB g5 bugs ASR Sysadminldo wos JJeuved 939, IJpuolbds SlJewsss o
9ldpzlmes (AAA):

-2



wluil Identity Services Engine Home » Context Visibility » Operations » Policy + Administration ~Work Centers

» MNetwork Access  » GuestAccess  » TrustSec » BYOD  » Profiler » Posture  ~Device Administration | » PassivelD
v Ovendew  » ldentities  Userldentity Groups  Esid Sources  » Network Resources - Policy Elements  Device Admin Policy Sets  Reports  Seftings
—
o

TACACS Profiles = Operator_with_AAA
» Conditions
TACACS Profile

+ Network Conditions
Mame Operator_with_AAA

~ Results
Description

Allowed Protocols

TACACS Command Sels

TACACS Profil ———

. kit Task Attribute View Raw View

Common Tasks
Common Task Type | Shel v

(Select Oto 15)

(<)

[ Default Privilege |

(Select O to 15)

(<

[ Maximum Priilege I

<

[~ Access Gontrol List ’

[T Auto Command

(Select true or false)

(<]

¢

[ Timeout Minutes (0-9998)

Q

l
[T Mo Escape |
|
| Minutes (0-9993)

[ Idie Time

[ <

Custom Attributes

+ Acd B Trash~ & Edit o

L Type Name Value
[] MANDATORY task rwx:aaa #operator 21

< >

D ED
eled IJouivésd pg pdO 0859 bu$d AAAIJELYS 5. $p wodssu cuvduwd puos) 1Jessé
Jweple IJeuwotseso IslkJsso Ss IJbL6 > |16 1Jesss > oywduvdle puod)
lJogsé. spdu Jdpese lpl Iuolds wuwdund puos) 0986 2250 19 wusy Idpolz.



cisce  ldentity Services Engine Home + Context Visibility » Operations ¥ Policy + Administration » Work Centers

» System | wldentity Management  » Network Resources  » Device Portal Management  puGrid Senvices  » Feed Senvice  » PassivelD  » Threat Cenftric NAC

+ ldentities  Groups External Identity Sources |dentity Source Sequences + Settings

Identity Source Sequences List > All_User_ID_Stores
Identity Source Sequence
v Identity Source Sequence

* Name | All_User_ID_Stores

Description | A buiit-in Identity Sequence to include all User Identity Stores

v Certificate Based Authentication

[ select Certificate Authentication Profile  Preloaded_Certficate_t ~

* Authentication Search List

A set ofidenfity sources that will be accessed in sequence until first authentication succeeds

Available Selected
Internal Endpoints Internal Users
All_AD_Join_Points
GuestUsers
=
<«

* Advanced Search List Settings
If a selected identity store cannot be accessed for authentication

() Do not access other stores in the sequence and set the "AuthenticationStatus™ attribute to "ProcessError

(®) Treatas ifthe userwas not found and proceed to the next store in the sequence

(CReset)
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+  Status  Rule Name Conddions. Use Hits  Actions
AlI_Us#0_ID_Stores
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¥ Authorization Policy - Local Exceptions
» Authorization Policy - Global Exceptions

W authorization Polcy (5)

Results
+
Stalys  Rule Name Conditions Command Sets Shell Profiles His  Actions
M IntemalUses identhGroup EQUALS User Ioentty Greups ASR-RactSystam
ASR_Root System_Rule AND © DEVICELocabion EQUALS Al LocaliinstLas ParmiléliCommands + SR_RoctSystem v+ o
3 DEVICE Device Trpe EQUALS ANl Divice TypesmASR
& IntemalUseridenttyGroup EQUALS User Igentily Groups-ASR-Sysadmin
@ ASR Sysadmin-Rule AND @ DEVICE Localion EQUALS All LocalisnseLAB ParmitdliCommands + ASR_Sysadmin w -~ B8 0 o
& DEVICE Device Type EQUALS AN Devios TrpesASR
M InbemalUser ldentityGroup EQUALS Ussr Ideniity Groups ASR-OperatorARA
ASR_Operaior_AsA_Rule AND © DEVICELocsion EQUALS Al LocationseLas ParmilAliCommands + Iperaton_with_AAk R 3
Cl  DEVICE Device Type EQUALS Al Dovice TypesmASR
& IntemalUser ientihGroup EQUALS User Igentity Groups:ASR-Operatr
ASR_Operalor_Rule AND © DEVICE-Locaon EQUALS All Locations®LAS PermilAliCommanas +* ASR_Operator « v S -]
& DEVICE Device Type EQUALS Al Devics TypessASR
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user nane: ASRread
passwor d:

RP/ 0/ RSP1/ CPUO: ASROk#show user
ASRr ead

RP/ 0/ RSP1/ CPUO: ASROk#show user group
oper at or

RP/ 0/ RSP1/ CPUO: ASROk#show user tasks

Task: basi c-services : READ VRI TE EXECUTE DEBUG
Task: cdp : READ

Task: diag : READ

Task: ext-access : READ EXECUTE

Task: l ogging : READ

IJpubéd wluwosle Ideuoh$6 9ldodss o sldpeluvwd (AAA)
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usernane: asraaa



passwor d:

RP/ 0/ RSP1/ CPUO: ASROk#sh user
asr aaa

RP/ 0/ RSP1/ CPUO: ASROk#sh user group
oper at or

RP/ 0/ RSP1/ CPUO: ASROk#sh user tasks

Task: aaa : READ WRI TE EXECUTE

Task: basi c-services : READ WRI TE EXECUTE DEBUG
Task: cdp : READ

Task: diag : READ

Task: ext-access : READ EXECUTE

Task: |l ogging : READ

wSwwbsu
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usernane: asrwrite
passwor d:

RP/ 0/ RSP1/ CPUO: ASROk#sh user
asrwite

RP/ 0/ RSP1/ CPUO: ASROk#sh user group
sysadm n

RP/ 0/ RSP1/ CPUO: ASROk#sh user tasks

Task: aaa : READ

Task: acl . READ WRI TE EXECUTE DEBUG
Task: admn : READ

Task: ancp : READ

Task: atm : READ

Task: basi c-services : READ VRI TE EXECUTE DEBUG
Task: bcdl : READ

Task: bfd : READ

Task: bgp : READ

Task: boot : READ WRI TE EXECUTE DEBUG
Task: bundle : READ

Task: call-honme : READ

Task: cdp : READ WRI TE EXECUTE DEBUG
Task: cef . READ

Task: cgn : READ

Task: config-mgnt : READ VRI TE EXECUTE DEBUG
Task: config-services : READ VRI TE EXECUTE DEBUG
Task: crypto : READ WRI TE EXECUTE DEBUG
Task: diag : READ WRI TE EXECUTE DEBUG
Task: drivers : READ

Task: dwdm : READ

Task: eem : READ WRI TE EXECUTE DEBUG
Task: eigrp : READ

Task: et hernet-services : READ

- - More- -

(output omtted )
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user nane: asrroot
passwor d:

RP/ 0/ RSP1/ CPUO: ASROk#show user
asrroot

RP/ 0/ RSP1/ CPUO: ASROk#show user group
root - system

RP/ 0/ RSP1/ CPUWO: i os#show user tasks

Task: aaa : READ VWRI TE EXECUTE DEBUG
Task: acl : READ VWRI TE EXECUTE DEBUG
Task: admin : READ VWRI TE EXECUTE DEBUG
Task: ancp : READ WRI TE EXECUTE DEBUG
Task: atm : READ VWRI TE EXECUTE DEBUG
Task: basi c-services : READ VWRI TE EXECUTE DEBUG
Task: bcdl : READ VWRI TE EXECUTE DEBUG
Task: bfd : READ VWRI TE EXECUTE DEBUG
Task: bgp : READ VWRI TE EXECUTE DEBUG
Task: boot : READ VWRI TE EXECUTE DEBUG
Task: bundle : READ VWRI TE EXECUTE DEBUG
Task: cal |l -home : READ VWRI TE EXECUTE DEBUG
Task: cdp : READ VWRI TE EXECUTE DEBUG
Task: cef : READ VWRI TE EXECUTE DEBUG
Task: cgn : READ VWRI TE EXECUTE DEBUG
Task: config-mgnt : READ VWRI TE EXECUTE DEBUG
Task: config-services : READ VWRI TE EXECUTE DEBUG
Task: crypto : READ WRI TE EXECUTE DEBUG
Task: diag : READ VWRI TE EXECUTE DEBUG
Task: drivers : READ VWRI TE EXECUTE DEBUG
Task: dwdm : READ VWRI TE EXECUTE DEBUG
Task: eem : READ VWRI TE EXECUTE DEBUG
Task: eigrp : READ VWRI TE EXECUTE DEBUG
--More--

(output omtted )
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