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e 96 9ldes o Jdpuweedpsu wluweesle Blesxé ldoslole IUeedss

S edlebs: Jpob9é lUpuwetspso eds Bled ldoslule Ideedss eds IUpszo: sdje
luwegsle EAP. 9og 3JJ. Jlguogsle EAP. szu 1u sJ9u Iuwdau 1ol 86 1pee s RSA-
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IJg96 1. wpdsu 1dpuol> 96 Sldowssus sldezluwed (AAA) s dssy $9lise Idpuol> 96
IlJod9s o 9ldpeluwed 9luolds luue puuese lds Bless IJoslule ldpedss:

aaa new-model
1

aaa authentication login a-eap-authen-Tocal local

aaa authorization network a-eap-author-grp local
!

username test password ciscol23

lJglo9s 2. o dsy uldlbs w§6 pg o006 JJleeulb wubobd IJeszo. supe luvedsle luvos)h
pJo PKCS:IZ WO o3l ldpeld. Jdzuesd eds esble 136 syzs plzes >dsd wdssy PKI
(IJouss IJluwlguss Jdedole 1Jglp):

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec _conn pki/configuration/xe-3s/sec-pKi-xe-
3s-book/sec-cert-enroll-pki.html

Router(config)# crypto pki import IKEv2-TP pkcsl2 bootflash:IKEv2-TP.pl2 password ciscol23

lJglo9é 3. 235> wepe IP IJpzds Jogssu ldegulaso IJs gpdle AnyConnect VPN:

ip local pool ACPOOL 192.168.10.5 192.168.10.10

lJglbgs 4. |ouble vog wigasd peds IKEV2:

crypto ikev2 authorization policy ikev2-auth-policy
pool ACPOOL
dns 10.0.1.1


/content/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/xe-3s/sec-pki-xe-3s-book/sec-cert-enroll-pki.html
/content/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/xe-3s/sec-pki-xe-3s-book/sec-cert-enroll-pki.html

1J21096 5 (Igesbiss). $e vlouble pderz 9uwsluws IKEVZ IJpbdosu. B 2lds g0 d9sy ol
lJesh sop luvegsle IVl oslo [J3dse:

crypto ikev2 proposal IKEv2-propl
encryption aes-cbc-256
integrity sha256

group 14
1

crypto ikev2 policy IKEv2-pol
proposal IKEv2-propl
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File Help

i VPN ! Server List

{‘3} Preferences (Part 1) . .
i Preferences (Part 2) Profile: Untitled

|54 Backup Servers
) Certificate Pinning
= Certificate Matching

== Certificate Enrollment
Mabile Policy

Hostname Host Address User Group Backup Server List  SCEP Maobile Settings Certificate Pins

Mate: itis highly recommended that at least one server be defined in a profile. Add... Delete

Edit... Details

ﬁ Help
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Server List Entry >

Server | pad Balancing Servers SCEP Mobile  Certificate Pinning

Primary Server Connection Information
Display Mame {required) VPN IOS-KE Primary Protocol IPsec v
FQDM or IP Address User Group
vpn.example. com / Auth Method During IKE Megotiation EAP-AnyConnect -
Group URL IKE Identity (I0S gateway only)

vpn.example.com

Backup Servers

Host Address Add

oK Cancel

2Vb pJd IJoguosue: Flle -> 200 Clywpe. p)l>d XML Jpdod IJog)su:

<?xml version="1.0" encoding="UTF-8"7>
<AnyConnectProfile xmIns="http://schemas.xmlsoap/encoding/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema
<ClientInitialization>
<UseStartBeforeLogon UserControllable="true">false</UseStartBeforelLogon>
<AutomaticCertSelection UserControllable="true">false</AutomaticCertSelection>
<ShowPreConnectMessage>false</ShowPreConnectMessage>
<CertificateStore>All</CertificateStore>
<CertificateStoreMac>All</CertificateStoreMac>
<CertificateStoreOverride>false</CertificateStoreOverride>
<ProxySettings>Native</ProxySettings>
<AlTowLocalProxyConnections>true</AlTowLocalProxyConnections>
<AuthenticationTimeout>12</AuthenticationTimeout>
<AutoConnectOnStart UserControllable="true">false</AutoConnectOnStart>
<MinimizeOnConnect UserControllable="true">true</MinimizeOnConnect>
<LocallLanAccess UserControllable="true">false</LocalLanAccess>
<DisableCaptivePortalDetection UserControllable="true">false</DisableCaptivePortalDetection>
<ClearSmartcardPin UserControllable="true">true</ClearSmartcardPin>
<IPProtocolSupport>IPv4,IPv6</IPProtocolSupport>
<AutoReconnect UserControllable="false">true
<AutoReconnectBehavior UserControllable="false">ReconnectAfterResume</AutoReconnectBehavior
</AutoReconnect>



<AutoUpdate UserControllable="false">true</AutoUpdate>
<RSASecurIDIntegration UserControllable="false">Automatic</RSASecurIDIntegration>
<WindowsLogonEnforcement>SingleLocallLogon</WindowsLogonEnforcement>
<WindowsVPNEstabTishment>LocalUsersOnly</WindowsVPNEstabl1ishment>
<AutomaticVPNPol1icy>false</AutomaticVPNPolicy>
<PPPExclusion UserControllable="false">Disable
<PPPExclusionServerIP UserControllable="false"></PPPExclusionServerIP>
</PPPExclusion>
<EnableScripting UserControllable="false">false</EnableScripting>
<EnableAutomaticServerSelection UserControllable="false">false
<AutoServerSelectionImprovement>20</AutoServerSelectionImprovement>
<AutoServerSelectionSuspendTime>4</AutoServerSelectionSuspendTime>
</EnableAutomaticServerSelection>
<RetainVpnOnLogoff>false
</RetainVpnOnLogoff>
<AlTowManualHostInput>true</AlTowManualHostInput>
</ClientInitialization>
<ServerList>
<HostEntry>
<HostName>VPN I0S-XE</HostName>
<HostAddress>vpn.example.com</HostAddress>
<PrimaryProtocol>IPsec
<StandardAuthenticationOnly>true
<AuthMethodDuringIKENegotiation>EAP-AnyConnect</AuthMethodDuringIKENegotiation>
</StandardAuthenticationOnly>
</PrimaryProtocol>
</HostEntry>
</ServerList>
</AnyConnectProfile>

~ pdlebbs: suwwgs e AnyConnect *$AnyConnectClient$™ Jogso IKE IJIe)liosse JJuse
key-id. 908 3JYJ: SpJdu wESS) 030 1J09s6 $398] WS pJd wg s AnyConnect Jpoblo 96
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wujsd AnyConnect” JJzuosd eds pis> pu ldpedsele.

Ip wogpesd pdV og)sd XML IJss wp logblge [Js 31Y,6 Flash (131956 1Jes8w6) JJedzo 925>
pJV l1Jog)sue:

crypto vpn anyconnect profile acvpn bootflash:/acvpn.xml

~ pdlebo: lywe 1Upd 1U3s suwwgsp Jpdd wg)sd AnyConnect XML o9 acvpn.xml.

IJglo9é 7. louble w9u0858 IKEV2 Jiuwdsw AnyConnect-EAP Je ol3 86 1Jg psJ.



crypto ikev2 profile AnyConnect-EAP

match identity remote key-id *$AnyConnectClient$*

authentication local rsa-sig

authentication remote anyconnect-eap aggregate

pki trustpoint IKEv2-TP

aaa authentication anyconnect-eap a-eap-authen-Tlocal

aaa authorization group anyconnect-eap list a-eap-author-grp ikev2-auth-policy
aaa authorization user anyconnect-eap cached

virtual-template 100

anyconnect profile acvpn

S pdlebé: s9od CLI cdysy b)sds IUpuolb 96 e we> Jod brsds [Jpuob$6 IUpedss.
9JJduo Jls9e, eds Ilposble Idos Jl vzogs eds Idluadlz 1UElue wbde Iozuvsy
08,8 wuoese IJigble oo Cisco CSCVb29701. |31 Il Iuwdaw [Jp ol 88 g0 wes EAP.
wlJuuwes Jodo IJluosblor gus wdysy EAP Jb,s.96 puol> 96 g0 wed: olds PU OISy
1,586 1Jpuol> 88 IJppdss Jb,s@é rsa-sig lsJl. Jl wbo, o030 Idpuvd s pg ls wvdJ Tg)
PU )9 1dpuolb 96 gu wed.
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IJg 96 8. cebsd lozd g0 lduwolss [ wewss IUs HTTP-URL 9glse HTTP gJs 1Je9z0:

no crypto ikev2 http-url cert
no ip http server
no ip http secure-server

) odlzbé: Lee s o3l e wens Joldss el I3l oo 12036 1dpsze Jssd wagp g9lesle
oubds) NGE (Idpeld Iduwled STULPU &9lypsle NGE). 9lJ! Wly wewswe IPSec SA
eds IJzoly suvd Vs 1dprzds IUIRs)6 pu IJolso.

g6 9. g IJovds) 989bjpsle lJogise IJpuwegses Jeelss [Joslule

crypto ipsec transform-set TS esp-aes 256 esp-sha256-hmac
mode tunnel

lJglogs 10. [ugvle pdd wg s IPSec:

crypto ipsec profile AnyConnect-EAP


https://tools.cisco.com/bugsearch/bug/CSCvb29701
https://tools.cisco.com/bugsearch/bug/CSCvb24236
https://www.cisco.com/c/ar_ae/support/docs/security-vpn/ipsec-negotiation-ike-protocols/116055-technote-ios-crypto.html

set transform-set TS
set ikev2-profile AnyConnect-EAP

IUg9s 11. $p wodysu sleod luwazle wluwodsle elu IP s0ps. wuwoes) slzele 1Usuo9d
lJblo,s gusly IP puol.

interface loopbackl00
ip address 10.0.0.1 255.255.255.255

Uz bbss 12. odose Bldo bloys (1éulo 1JBlJe B pdd og s IKEV2)

interface Virtual-TemplatelOO type tunnel

ip unnumbered Loopbackl00

ip mtu 1400

tunnel mode ipsec ipv4d

tunnel protection ipsec profile AnyConnect-EAP

STEAP 13 (IRoshs). wubdd 18e,los: sope buwld zese wdle p9) Idoslule e Igpsd
e 1Judy. spdud wdasu udG ludumrle: 9lUss suwer Jerds 1dess) [Upes36 S8b
AJoodld gu) 1Jods.

ip access-Tist standard split_tunnel
permit 10.0.0.0 0.255.255.255
!
crypto ikev2 authorization policy ikev2-auth-policy
route set access-list split_tunnel

IJg1o96 14 (I2oshss). lo sebde IJ 2,98 p9) 1o Ssow po eI 1Jobé: svdJe NAT in order
to yupze lue,ue e9u09dss Jjwsu weso.

ip access-1ist extended NAT
permit ip 192.168.10.0 0.0.0.255 any
I

ip nat inside source 1list NAT interface GigabitEthernetl overload
|

interface GigabitEthernetl

ip nat outside

!

interface Virtual-Template 100

ip nat inside



websd lpdluss wujsd AnyConnect (Jgwshs).

o9y 030 1Jglb9é Lo,9,88 BB W 2lJs luvogsle luosl) wulez Cisco I0S® XE Ul o0
16.9.1. §od Cisco IOS® XE 16.9.1 Jp wJy lpdluss weesd pdd wgrsd XML JJs 1pszoe
99,6 selad gpsd AnyConnect [g)le wujsd pdWd wgyrsd XML wes ogwesd [Jsged 1Julze
wuwdd 10o)lgos. bl de sJu IJosuosss polzl souud IJosuosd. Jed wasd: pu ldpedu
websd §3)6 wujsd pdW g s AnyConnect gJs IJgpsd vdwo. JJBsle w3dd: spdu
oedsd o3l IJpdus:

For Windows:
C:\ProgramData\Cisco\Cisco AnyConnect Secure Mobility Client\AnyConnectLocalPolicy.xml

For MAC OS:
/opt/cisco/anyconnect/AnyConnectLocalPolicy.xml

Sup wessu lJgsl) "BypassDownloader” g Js "true”. eds gwosd 1Jpdld:

<?xml1 version="1.0" encoding="UTF-8"7>

<AnyConnectLocalPolicy xmIns="http://schemas.xmlsoap/encoding/" xmlns:xsi="http://www.w3.0rg/2001/XMLSc
<BypassDownloader>true</BypassDownloader>

<EnableCRLCheck>false</EnableCRLCheck>
<ExcludeFirefoxNSSCertStore>false</ExcludeFirefoxNSSCertStore>
<ExcTudeMacNativeCertStore>false</ExcludeMacNativeCertStore>
<ExcTudePemFileCertStore>false</ExcludePemFileCertStore>
<ExcTudeWinNativeCertStore>false</ExcludeWinNativeCertStore>

<FipsMode>false</FipsMode>

<RestrictPreferenceCaching>false</RestrictPreferenceCaching>
<RestrictTunnelProtocols>false</RestrictTunnelProtocols>
<RestrictWebLaunch>false</RestrictWebLaunch>
<StrictCertificateTrust>false</StrictCertificateTrust>

<UpdatePolicy>
<Al11owComplianceModuleUpdatesFromAnyServer>true</AllowComplianceModuleUpdatesFromAnyServer>
<A11owISEProfileUpdatesFromAnyServer>true</AlTowISEProfileUpdatesFromAnyServer>
<AlTowServiceProfileUpdatesFromAnyServer>true</AlTowServiceProfileUpdatesFromAnyServers>
<AllowSoftwareUpdatesFromAnyServer>true</AllowSoftwareUpdatesFromAnyServers>
<A11owVPNProfileUpdatesFromAnyServer>true</AlTowVPNProfileUpdatesFromAnyServer></UpdatePolicy>
</AnyConnectLocalPoTicy>

e IJogssd sdje lelhs ouvesd gpsd AnyConnect.
oundse pJV og s AnyConnect XML

eg lJovose IUgyss J AnyConnect (wsgu pdile wg)sd XML pol96) spdu Jdpuwegse
I>¢ld FQDN Jewlys VPN 98l W Uiysb gulsso gpsd AnyConnect. suwz gu 3JdY loold
SSL wldesles. Jlsgled gpsd AnyConnect |ogile 9§ VPN Cluwegsle wy9esddlie
IKEv2/IPsec v v dd lWe,)luos. 03l 09 Idwew VS wowse pdud og)sd XML gds g psd
Jslps Jlogile o9 IKEV2/IPsec luwegsle w9l VPN Cisco IOS® XE.



Suwwde 1Juguosyd geus weasse pu lddlspes IJpouuwsds wuiysb gulasy AnyConnect.

lwe 1J3s $0) 08 0duw Iluwp IJezas B "luwpe IJer02" B pen pdd cersed
AnyConnect.

—

% Cisco AnyConnect Secure Mobility Client — 4

Ready to connect.

VPN IO5-XE Connect

Spdu 9,0 pdV w5 XML 398! Vs 03l IUsJsJ:

For Windows:
C:\ProgramData\Cisco\Cisco AnyConnect Secure Mobility Client\Profile

For MAC OS:
/opt/cisco/anyconnect/profile

S leld wuvgsd gpsd AnyConnect pos suowe pJV 1Jog)sW pyssl BOs 9lzos [Jpuuegse
lJyum9peso (GEJI). JlsJdus lgdl@ ulwsse AnyConnect. spdy lghe wuvgsd IJgpdss wldud)
v Idplauw IUlspew £ds Hpj AnyConnect W >,z Windows 9eezass [Jgsh "lwole™
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Rout er# show crypto i kev2 sa detail ed

IPv4 Crypto IKEv2 SA

Tunnel-id Local Remote fvrf/ivrf Status
1 192.0.2.1/4500

192. 0. 2. 100/ 50899

none/none READY
Encr: AES-CBC, keysize: 256, PRF: SHA256, Hash: SHA256, DH Grp:14, Auth sign: RSA, Auth verify: A
Life/Active Time: 86400/758 sec
CE 1id: 1004, Session-id: 4
Status Description: Negotiation done
Local spi: 413112E83D493428 Remote spi: 696FA78292A21EAS
Local 1id: 192.0.2.1
Remote id: *$AnyConnectClient$*

Renote EAP id: test

<------ user nane
Local req msg id: O Remote req msg id: 31
Local next msg id: O Remote next msg id: 31
Local req queued: 0 Remote req queued: 31
Local window: 5 Remote window: 1

DPD configured for 0 seconds, retry 0
Fragmentation not configured.

Dynamic Route Update: disabled
Extended Authentication not configured.
NAT-T is detected outside

Cisco Trust Security SGT is disabled

Assi gned host addr: 192.168.10.8. <---- Assigned IP

Initiator of SA : No

I Check the crypto session information

Rout er# show crypto session det ai

Crypto session current status

Code: C - IKE Configuration mode, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsulation
X - IKE Extended Authentication, F - IKE Fragmentation

R - IKE Auto Reconnect, U - IKE Dynamic Route Update

S - SIP VPN

Interface: Virtual - Accessl. <----- Virtual interface associated with the client



Profile: AnyConnect-EAP
Uptime: 00:14:54
Session status: UP-ACTIVE

Peer: 192.0.2.100

port 50899 fvrf: (none) ivrf: (none).

<----- Public IP of the renote client

Phasel_id: *$AnyConnectClient$*
Desc: (none)
Session ID: 8
IKEv2 SA: local 192.0.2.1/4500 remote 192.0.2.100/50899 Active
Capabilities:N connid:1 Tifetime:23:45:06
IPSEC FLOW: permit ip 0.0.0.0/0.0.0.0 host 192.168.10.8
Active SAs: 2, origin: crypto map

I nbound: #pkts dec'ed 89

drop 0 1ife (KB/Sec) 4607990/2705.

<------ Packets received fromthe client

Qut bound: #pkts enc'ed 2

drop 0 1ife (KB/Sec) 4607999/2705.

<------ Packets sent to the client

I Check the actual configuration applied for the Virtual -Acces interface associated with client

Rout er# show derived-config interface virtual -access 1.

Building configuration...

Derived configuration : 258 bytes
|
interface Virtual-Accessl
ip unnumbered Loopbackl00
ip mtu 1400
ip nat inside
tunnel source 192.0.2.1
tunnel mode 1ipsec 1ipv4d
tunnel destination 192.0.2.100
tunnel protection ipsec profile AnyConnect-EAP
no tunnel protection ipsec initiate
end

lweduvld IJlgble gl oJlzol



S99, 03 ldBuwp pedsele spdud luuegsleol Jluvaduld igble IUodsse sluadlzol.

1. wuopse lgble IKEV2 JJozese oo 9236 Idluwedold sldoe:

debug crypto ikev2
debug crypto ikev2 packet
debug crypto ikev2 error

2. OLoTST ié:blc lJpuob 86 9ldewys o 9ldpeluves (AAA) JJibdle eds wessu lduwelo
IJpzdss 9/l IJogss:

debug aaa authorization
debug aaa authentication

3. DART pu gpsd AnyConnect.
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