IKEv2 o, Android StrongSwan |Js Cisco 10S
o& p o> 96 EAP 9 RSA

Slhgizall

doisoll

duw LV o Wdlnioll
il

do 2wl o LgSoll
aSuill | Jaulasill puw )l

0> leuil

Cisco 10 10S 20l

2,9,

EAP a9>Lao

EAP a95Las) Cisco I0S zol p 'peSs
EAP a9>Lao) Android -SG5

EAP a9>Lao Lis|

RSA as5las

RSA &9>bas) Cisco 10S zobl eSS
RSA a95Las) Android oS5

RSA d95Las 3|

Cisco 10S zobl y uaxig StrongWAN aSuiv - NAT wals VPN o6,le
axoll o daxill

Le>MNolg clazVl BLlisSiwl

StrongSwan CA J »a=isll CERT REQ
DVTI _Jc gl ;aa0

il ollbg Cisco 10S aob , cliasi
o old ologles

doasall

Cisco awobu VPN dls; I Jsosll StrongSwan e Jsaxell wslgll Hlaol eSs @S sl 13id o,
(IKEV2) 2 )laoYl ci,o¥l plise Jols JsSg59, JNS o0 BIOS

s e aliol &YW JUdg

uwgiall 495Lanll JgSgi9 » go Cisco I0S golw VPN 4oy Juais sl StrongWAN go Android il -
.(Digest 5 (EAP-MD5 alw JI a9>Low -

(RSA) 65lgidl a95Lao go Cisco I0S aolu VPN dlgn Juais sl StrongSwan go Android sl -

do> 5 wlgic aSu wal> 30 VPN dxo  cisco ios Jl o Juais s3I StrongSwan go Android sl -



VPN 6,Le 8slgis (8 S puwl Ulegings X509 plaxls eya) 0oy ul wlaio JUid .(NAT)
.StrongSwan 59,99 Cisco |0S g0l s cuoiai pi LS

dawlwVl olllazall

olllaiall
:a Wl guolgall, @8 520 L) 0eSs wl Cisco _uogs
OpenSSL 95k duwlwl 48,20 -

Cisco 10S Software zol (CLI) ;oloVl Jlow dg=>19 (9Si dpwlul 48,20 -
IKEV2 o duwlwl 49,20 -

a2l &LigSall

;& alall olgSally zolul olylausl Il aiwall 138 8 65,)lg)l & logleall situs
StrongSwan go &a>l ol g1 Android 4.0 -
&>l luol 9l Cisco o 15.3T ,laodl 10S zoly, -

&Vl olylaoylg 1.1.4 5lauoYl (Cisco (o dygell Cloas Jyxo zol -

65e>V o> ol ol dlass dy 9 639290l 6362V o diwoll 13D 9 65,l9)l ologleall clis| o
Y Jaizall Ll ogd o a5T8 16 uilo cliSuis cilS 131 .(Liol,i8]) pouas (oS ditwmall 1i® (8 dorsiuaoll
ol

ua.gﬁn.“
ollb>\e

2,9 "2l3Yl a2 0 851" pactiwl Show olol ne, (1nsd uluualleNasll) Z13Vl p> sio 51 pcu;
Show oVl 2,50l Jus

.debug slol pazius ol 18 clasVl xauuas 1olol ¢ dago wlogles JI g2

Sl oozl ouw )l


//tools.cisco.com/RPF/register/register.do
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
/content/en/us/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html

GO0/0: 10.48.64.15
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Strongswan

JSiy dl= il o il JI Jswogll Cisco 10S aoli dilgs go IKEVZ (345 clil; Android StrongSwan pgé,
ool

&3lgidl Sy
RSA _JI 6aiisall @830aally EAP I 6xisll @830aall oo JS) Cawlwl b i (3 olslgill

2ol Jsosll Juai, (VPN) dp,@liall ol aSuid] dls e hss 3lei 3929 ol [EAP @sLas o)l 3

W o5 JAndroid _le a4 9gig0 (CA) Yuan g2,0 Ji9 0 d9g0 05l poliul pasy boaic laas Cisco 10S
.Cisco I0S software ol _Je a9s5Lasll Jio=ll EAP dwl>

usuo 6olg dlell ilnss MSU e85 ol wx (RSA I 6aiimall 49500l duuill,

i oo Android StrongSwan gaxi .65lgil) adlo] olllaio JUD Luns 8205 IP lgic plaiuw| xic

il pllns pgisy 23S oYl oSy o) 319 X509 slxio¥l ggingal sl auw¥l (3 VPN dloy ol3l IP loic
RFC 6125 o ol dposs | Loyl 61> du,las 0gd (JlasVl blawl, Android

Glo plaziwl oblgi elis] aiSey VY iyaxs 4 Cisco 10S golip oY Guas g2 ,08 OpenSSL plaziw| i
.Cisco 10S a0l 19 Android _JI ®s],uw! pi9 OpenSSL dawlg, whlgidl o> clinl pi .IP ulgic ouni

S0Vl SJg P Glgie oiniy  §3lo clivy subject-name oYl plaiw| Say (Cisco IOS software goli;
u.im Cisco CSCui44783. "IOS PKI (0 cllasVI a0 axy Wld dedg0ll wllgidl go lnad Josy

elosl guoz) §=2loll clisl Cisco 10S @l plawd) Guwss wlb ("subject-alt-name >lxiol go CSR elis]
] ollac

:CA L3y ol oVl o Jlio 13
gener ate key#

openssl genrsa -des3 -out ca.key 2048

gener at e CSR#
openssl req -new -key ca. key -out ca.csr

renmove protection#


https://tools.cisco.com/bugsearch/bug/CSCui44783

cp ca. key ca. key.org
openssl rsa -in ca.key.org -out ca.key

self sign certificate#
openssl x509 -req -days 365 -in ca.csr -signkey ca.key -out ca.crt
extensions v3_req -extfile conf_global.crt-

‘TRUE _le Yxaonll g250ll §x2bo usi v (0955 walo 9 conf_global.crt

[ req ]

default_bits = 1024 # Size of keys

defaul t _nd = md5 # message di gest al gorithm
string_mask = nonbstr # permtted characters

string_mask = pki x # permtted characters#

di stingui shed_nane = req_di sti ngui shed_nane

req_ext ensi ons = v3_req

[ v3_req ]

basi cConstraints = CA:TRUE

subj ect Keyl denti fi er = hash

&>,0 39>9 Jkall 13® o yia, .Android 9 Cisco 10S zobd la> dglico 65lgi clisl pgss il oloVl
:J=all oslgin] @991 paiwe §auan

gener ate key#
openssl genrsa -des3 -out server.key 2048

gener at e CSR#
openssl req -new -key server.key -out server.csr

renmove protection#
cp server. key server.key.org
openssl rsa -in server.key.org -out server.Kkey

sign the cert and add Alternate Subject Name extension from#

conf_global _cert.crt file with configuration

openssl x509 -req -in server.csr -CA ca.crt -CAkey ca. key -CAcreateseria
out server.crt -days 365 -extensions v3_req -extfile conf_global_cert.crt-

create pfx file containig CA cert and server cert#
openssl pkcsl1l2 -export -out server.pfx -inkey server.key -in server.crt
certfile ca.crt-

omsi iy (Jlall 130 (9 .2lias slac] Ll g90g0)l punl §=2lo a2, .65 walo ¢® conf_global_cert.crt
‘FALSE _lc CA =l

[ req ]

default_bits = 1024 # Size of keys

def aul t _nd = md5 # message di gest al gorithm
string_mask = nonbstr # pernmitted characters
string_mask = pki x # permtted characters#

di stingui shed_nane = req_di sti ngui shed_nane

req_ext ensi ons = v3_ req

[ v3_req ]

basi cConstraints = CA:FALSE

subj ect Keyl denti fi er = hash

subjectAltName = @l t_nanes

[alt _nanes]
IP. 1 = 10.48.64.15



Android g Cisco 10S a0l oo JSJ 65lgi clin] vy

omss o S (Cisco 10S gol ) 85lgis elis] xic .Cisco 10S zoliy algs JI IP 10.48.64.15 ylgic ais
Jolxg Cisco I0S ol s opo lgali a5 (Wl 65lgidl 0 Android gexi, .10.48.64.15 _lc subjectAltName
.subjectAltName _9 a; Lol IP ylgic e jgiell

Cisco 0 10S ol

) 6iiuall @85Laally RSA I siimall 885kasll (o JS) dxmus 63lgis cuis JI Cisco 10S aoli . zlixy
EAP

:Cisco 10S aolid (PKCS12 d9l> 9 silly) PFX ale s|psiwl oSay

BSAN- 2900- 1(confi g)# crypto pki import TP pkcsl2
http://10.10.10.1/server.pfx password 123456
...lnporting pkcsl2 %

?[ Source filenane [server. pfx

. CRYPTO PKI: Inported PKCS12 file successfully

Sl 2l o éxill show crypto pki certificates verbose oV ,omui

BSAN- 2900- 1# show crypto pki certificates verbose
Certificate
Status: Avail abl e
Version: 3
Certificate Serial Number (hex): 00A003CS5DCDEFA146C
Certificate Usage: General Purpose
.l ssuer
cn=Ci sco
ou=Ci sco TAC
0=Ci sco
| =Kr akow
st =Mal opol ski e
c=PL
:Subject
Name: IOS
IP Address: 10.48.64.15
cn=I0S
ou=TAC
o=Cisco
l=Krakow
st=Malopolska
c=PL
:Validity Date
start date: 18:04:09 UTC Aug 1 2013
end date: 18:04:09 UTC Aug 1 2014
: Subj ect Key Info
Public Key Al gorithm rsaEncryption
(RSA Public Key: (2048 bit
Signature Algorithm SHAL with RSA Encryption
Fi ngerprint MD5: 2CA5BF10 OBACB98D 444F5804 1DC27ECF
Fi ngerprint SHAl: 26B66A66 DF5E7D6F 498DD653 A2Cl64D7 4C7A7TF8F
: X509v3 ext ensi ons
X509v3 Subject Key |ID: AD598A9B 8AB6893B AB3CB8B9 28B2039C 78441E72
: X609v3 Basic Constraints
CA: FALSE
:X509v3 Subject Alternative Name



10.48.64.15
Authority Info Access
Associ ated Trustpoints: TP
St orage: nvram Ci sco#146C. cer
Key Label: TP
Key storage device: private config

CA Certificate
Status: Avail able
Version: 3
Certificate Serial Number (hex): OODCS8EAD98723DF56A
Certificate Usage: General Purpose
: 1 ssuer
cn=C sco
ou=Ci sco TAC
0=Ci sco
| =Kr akow
st =Mal opol ski e
c=PL
: Subj ect
cn=C sco
ou=Ci sco TAC
0=Ci sco
| =Kr akow
st =Mal opol ski e
c=PL
:Validity Date
start date: 16:39:55 UTC Jul 23 2013
end date: 16:39:55 UTC Jul 23 2014
: Subj ect Key Info
Public Key Al gorithm rsaEncryption
(RSA Public Key: (2048 bit
Signature Algorithm SHAL with RSA Encryption
Fi ngerprint MD5: 0A2432DC 33FODC4A6 AAB23E26 ED474B7E
Fi ngerprint SHAl: AS50E3892 ED5C4A542 FA7FF584 DEO7B6EO 654A62D0
: X509v3 ext ensi ons
X509v3 Subj ect Key ID: 786F263C OF5A1963 D6AD18F8 86DCE7C9 0185911E
: X509v3 Basic Constraints
CA: TRUE
Authority Info Access
Associ ated Trustpoints: TP
St orage: nvram C sco#F56ACA. cer

BSAN- 2900- 1#show ip int brief

I nterface | P- Addr ess OK? Met hod St atus Pr ot ocol
GigabitEthernet0/0 10.48.64.15 YES NVRAM up up
29l

2l azg e duall CA 6slgis cuii o (EAP I daiiual] a95Laal) duuilly
clow 2> e duio lgidleing CA 63lgis 19S5 ol o3l (RSA I éiimall @85La0l) dpuill,
ol NS cuwis diasS eVl D riog,

a1y «_9SIVI 2l PFX alo Juw)|

P calo elinl sic Lgolazim] oo Il 49,0l dalS 95 ad



Extract certificate

Enter the password to extract the certificates

63 5imall 83lgidl punl udgi; o



Name the certific

Certificate name:

Credential use:
VPN and apps

The package contains

Cancel

-dle

spakiwal| O jRo (9 6al



Trusted credentials

&o PKCS12 49> 98 PFX walo . §auan &> 50 05lgis JI a9LoYl paiuwe 65lgi i piy (dlasill 0i® aic
.CA 65lgis9 paiumall 65lgis 0 JS

2biz CA 8lgit 3Dpsiaw] U2l 0o Jliadl Jusaw Lo -cblgidl 51 piw] 2ie 48,85 lllaio e Android Jawis
Baan g0 clisly pois loxic i) . TRUE _JI X509v3 slaioY L oawlwl 2y Lol CA ou=s Android b,

aall gxloll d Ol o gazill pgall 08 &l Lol aaall @2 50l placiuwl ol

pl uton customca # openssl x509 -in ca.crt -text
:Certificate
; Dat a&col on
(Version: 3 (0x2
:Serial Nunber
dc: 8e: ad: 98: 72: 3d: f5: 6a
Signature Al gorithm shalWthRSAEncryption
| ssuer: C=PL, ST=Mal opol skie, L=Krakow, O=Ci sco, OU=C sco TAC, CN=C sco
<output omtted..... >

:X509v3 Basic Constraints
CA:TRUE



<output omtted..... >

EAP a35Lao

EAP a9>Laal Cisco 10S goli s 2955

i)l aoll dSeidl dls; pass . paimall @slas cl,2Y EAP JgSsi9 5 uaSe plasiwl; IKEV2 o

ladl o EAP Ulb d0¢) Jsoodl cusioy ool b 5 Jsasll gt ol 5,209 .65lgid] go lgds (VPN)
Lausdilly adslanll esl3 JI RADIUS Ll dlu, Juw 9 d9¢)l elli Cisco IOS software zol . pasiu
9 pSaill p3l3) ddslasll p3l39 (Android) JUall ¢ EAP-MD5 Jac duwl> clis] piy9 (AAA) duulxollg
(ISE ol [ACS] Jgo9ll

Cisco 10S zoli pasiuy RADIUS Josd dllu, dlouwls; pioge od laS ax>ll EAP-MD5 @éslas s
ULl 49,0 8,5 3320 Lo9les dsyliog Jsas)l I IP Glsic @8 (ueSill ging software

Cisco ol Lle ail pi s3I IKEID 130 §,las, (4S5 a5 LaS) IKEID=Cisco Juw,i 18 Android oi la>Y
NIKEV2 a2 cala) PROF go 10S

aaa new nodel
aaa authentication | ogin eap-list-radius group radius
aaa aut horization network | KE2 AUTHOR LOCAL | oca

crypto pki trustpoint TP
revocati on-check none

crypto i kev2 authorization policy |KE2_AUTHOR POLI CY
pool POOL
!
crypto i kev2 proposal ikev2-proposal
encryption aes-cbc-128
integrity shal
group 14
!
crypto i kev2 policy ikev2-policy
proposal ikev2-proposal
!
!
crypto ikev2 profile PROF
match identity remote key-id cisco
aut henticati on remote eap query-identity
aut henti cati on local rsa-sig
pki trustpoint TP
aaa authentication eap eap-list-radius
aaa aut horization group eap list | KE2_AUTHOR LOCAL | KE2_AUTHOR_POLI CY
aaa aut horization user eap cached
virtual -tenplate 1

crypto i psec transform set 3DES-MD5 esp-aes esp-sha- hmac
node tunnel

!

crypto ipsec profile PROF

set transform set 3DES- MD5

set ikev2-profile PROF



interface G gabitEthernet0/0
i p address 10.48.64.15 255. 255. 255. 128

interface Virtual - Tenpl atel type tunnel
i p unnunbered G gabitEthernet0/0
tunnel node ipsec ipv4

tunnel protection ipsec profile PROF

ip local pool POOL 192.168.0.1 192.168.0.10

radi us-server host 10.48.66.185 key cisco
EAP a8>Laa) Android ;95
:usSe EAP e Android StrongSwan sgix ol >y
X &l a0l (8 CERT_REQS (0 LiST 9l 100 Jlu,) iy V9« slald] 65lgid] ayaxs Julasiy 08

s 9,0l dolS9 paciuwal] puwl GoSy Ol g cassLull solazdl (8 @s] i a5 (CA) dismo d5lgis i
AAA o315 e J] o8 oS e il



F=

\ ﬁ iosvpn SAVE  CANCEL

losvpn

10.48.64.15

Type

IKEv2 EAP (Username/Password)

Usamame

CISCO

Password

CA certificate

Select automatically

Cisco

LASCO

EAP &slao ,Lis]

o>yl plago B3> o5 .EAP adslao) clasVl guxas pdl (D 038 oS5 (Cisco 108 software gol . 9
2909l

debug crypto ikev2 error
debug crypto i kev2 internal
debug radi us authentication
debug radi us verbose

| KEv2: New i kev2 sa request adnitted

| KEv2: (SA I D = 1): Searching policy based on peer's identity 'cisco' of type
'FQDN'

| KEv2: (1) : Choosing IKE profile PROF

| KEv2: Sendi ng certificates as X509 certificates

RADI US( 00000025): Send Access-Request to 10.48.66.185:1645 id 1645/4,1en 110
RADI US: Received fromid 1645/4 10.48. 66. 185: 1645, Access-Chall enge, len 79



RADI US(00000025): Send Access-Request to 10.48.66.185: 1645 id 1645/5,1en 141
RADI US: Received fromid 1645/5 10.48. 66. 185: 1645, Access-Chal l enge, | en 100
RADI US(00000025): Send Access-Request to 10.48.66.185: 1645 id 1645/6,1 en 155

RADI US: Received fromid 1645/6 10.48. 66.185: 1645, Access-Accept, len 76

| KEv2: (SA ID = 1): SM Trace-> SA: | _SPI =AABAB198FACAAEDE R_SPI =D61F37C4DC875001
R) Msgl D = 00000004 CurState: R PROC_EAP_RESP Event: EV_RECV_EAP_SUCCESS)

"I KEv2: | KEv2 | ocal AAA author request for 'I|KE2_AUTHOR POLI CY
| KEv2: Recei ved group author attributes: ipv4-pool: POCOL, route-accept any tag:1
di stance: 1
| KEv2: Al | ocat ed addr 192.168.0.2 from |l ocal pool POOL
| KEv2: (SA ID = 1): SM Trace-> SA: | _SPI =AABAB198FACAAEDE R_SPI =D61F37C4DC875001
:R) Msgl D = 00000005 Cur State: R _VERI FY_AUTH Event)
EV_OK_RECD_VERIFY_ IPSEC_POLICY
LI NEPROTO 5- UPDOWN:  Li ne protocol on Interface Virtual-Accessl, changed state%
to up

' Android oMouw s

,DM\] Starting | KE charon daenon (strongSwan 5. 1. 0dr 2] 00

(Linux 3.4.0-perf-gf43c3d9, armv7l

KNL] kernel -netlink plugin mght require CAP_NET_ADM N capability] 00

LI B] | oaded plugi ns: androi dbri dge charon androi d-|og openssl fips-prf]00
random nonce pubkey pkcsl pkcs8 pem xcbc hmac socket-default kernel-netlink
(LI B] unable to |oad 9 plugin features (9 due to unmet dependenci es] 00
JOB] spawni ng 16 wor ker threads] 00

| KE] initiating IKE_SA android[l1l] to 10.48.64.15] 13

[ (ENC] generating IKE_SA INIT request O [ SA KE No N(NATD_S I P) N(NATD D I P] 13
[ NET] sending packet: from 10.147.24.153[45581] to 10. 48. 64. 15[ 500] 13
(bytes 648)

[ NET] received packet: from 10.48. 64.15[500] to 10.147.24.153[45581] 11
(bytes 497)

(ENC] parsed IKE_SA INIT response O [ SA KE No V V N(NATD_S I P) N(NATD_D I P] 11
[ (CERTREQ N(HTTP_CERT_LOXK

:ENC] received unknown vendor |D] 11

43: 49:53: 43: 4f : 2d: 44: 45: 4c: 45: 54: 45: 2d: 52: 45: 41: 53: 4f : 4e

:ENC] received unknown vendor |D] 11

46: 4c: 45: 58: 56: 50: 4e: 2d: 53: 55: 50: 50: 4f : 52: 54: 45: 44

| KE] faking NAT situation to enforce UDP encapsul ation] 11

| KE] cert payl oad ANY not supported - ignored]11

,| KE] sending cert request for "C=PL, ST=Malopolskie, L=Krakow, O=Cisco] 1l
"OU=Cisco TAC, CN=Cisco

| KE] establishing CH LD _SA android] 11

ENC] generating IKE AUTH request 1 [ I D N(IN T_CONTACT) CERTREQ 11

(CP( ADDR ADDR6 DNS DNS6) N(ESP_TFC_PAD N) SA TSi TSr N MOBI KE_SUP

[ NET] sending packet: from 10.147.24.153[35564] to 10.48. 64. 15[ 4500] 11
(bytes 508)

[ NET] received packet: from 10.48. 64. 15[ 4500] to 10.147.24.153[ 35564] 10
(bytes 1292)

[ ENC] parsed I KE_AUTH response 1 [ V IDr CERT AUTH EAP/ REQ | D] 10

,| KE] received end entity cert "C=PL, ST=Malopolska, L=Krakow, O=Cisco] 10
"OU=TAC, CN=IOS

,CFG wusing certificate "C=PL, ST=Mal opol ska, L=Krakow, O=Ci sco, OU=TAC] 10
"CN=1 S

,CFG wusing trusted ca certificate "C=PL, ST=Mal opol skie, L=Krakow, O=Ci sco] 10
"OU=Ci sco TAC, CN=Ci sco

CFG reached self-signed root ca with a path length of 0] 10

| KE] authentication of '10.48.64.15' with RSA signature successful] 10

'| KE] server requested EAP_IDENTITY (id Ox3B), sending 'cisco] 10

[ ENC] generating | KE_AUTH request 2 [ EAP/RES/ I D] 10

[ NET] sending packet: from 10.147.24.153[35564] to 10.48. 64. 15[ 4500] 10
(bytes 76)



[ NET] received packet: from 10.48.64.15[4500] to 10.147.24.153[ 35564] 09
(bytes 76)

[ ENC] parsed | KE_AUTH response 2 [ EAP/ REQ TLS] 09

(I KE] server requested EAP_TLS authentication (i d 0x59] 09

| KE] EAP method not supported, sending EAP_NAK] 09

[ ENC] generating | KE_AUTH request 3 [ EAP/ RES/ NAK] 09

[ NET] sending packet: from 10.147.24.153[35564] to 10.48. 64. 15[ 4500] 09
(bytes 76)

[ NET] received packet: from 10.48. 64. 15[ 4500] to 10.147.24. 153[ 35564] 08
(bytes 92)

[ ENC] parsed | KE_AUTH response 3 [ EAP/ REQ MD5] 08

(I KE] server requested EAP_MD5 authentication (i d Ox5A] 08

[ ENC] generating | KE_AUTH request 4 [ EAP/ RES/ MD5] 08

[ NET] sending packet: from 10.147.24.153[35564] to 10.48. 64. 15[ 4500] 08
(bytes 92)

[ NET] received packet: from 10.48. 64. 15[ 4500] to 10.147.24.153[ 35564] 07
(bytes 76)

[ ENC] parsed | KE_AUTH response 4 [ EAP/ SUCC] 07

| KE] EAP method EAP_MD5 succeeded, no MSK establ i shed] 07

| KE] authentication of 'cisco'" (nyself) wth EAP] 07

[ ENC] generating | KE_AUTH request 5 [ AUTH 07

[ NET] sending packet: from 10.147.24.153[35564] to 10.48. 64. 15[ 4500] 07
(bytes 92)

[ NET] received packet: from 10.48. 64. 15[ 4500] to 10.147.24. 153[ 35564] 06
(bytes 236)

(ENC] parsed | KE_AUTH response 5 [ AUTH CP(ADDR) SA TSi TSr N(SET_W NSI ZE] 06
[ (N(ESP_TFC_PAD_N) N(NON_FI RST_FRAG

| KE] authentication of '10.48.64.15' with EAP successful] 06

| KE] IKE_SA android[l] established between] 06
[cisco]...10.48.64.15[10.48.64.15]110.147.24.153

| KE] scheduling rekeying in 35421s] 06

| KE] maxi mum | KE_SA |ifetinme 36021s] 06

| KE] installing new virtual IP 192.168.0.1] 06

| KE] received ESP_TFC_PADDI NG NOT_SUPPCRTED, not using ESPv3 TFC paddi ng] 06
| KE] CHI LD_SA androi d{1} established with SPIs c776cb4f_i ea27f072_o and] 06
TS 192.168.0.1/32 === 0.0.0.0/0

{DMN] setting up TUN device for CH LD _SA androi d{1] 06

DWN] successfully created TUN device] 06

:Cisco I0S software ol e I o gaxidl 4as Jloll 130 ziog,

BSAN- 2900- 1#show crypto session detail
Crypto session current status

Code: C - IKE Configuration node, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsul ation
X - | KE Extended Authentication, F - IKE Fragnentation

Interface: Virtual -Accessl
Upti nme: 00:02:12
Sessi on status: UP-ACTI VE
(Peer: 10.147.24.153 port 60511 fvrf: (none) ivrf: (none
Phasel_id: cisco
(Desc: (none
| KEv2 SA: local 10.48.64.15/4500 renote 10.147.24.153/ 60511 Active
Capabilities:NX connid:1 lifetine:23:57:48
| PSEC FLOW permit ip 0.0.0.0/0.0.0.0 host 192.168.0.2
Active SAs: 2, origin: crypto map
I nbound:  #pkts dec'ed 40 drop O Iife (KB/Sec) 4351537/ 3468
Qut bound: #pkts enc'ed 5 drop O life (KB/ Sec) 4351542/ 3468

BSAN- 2900- 1#show crypto ikev2 sa detailed
| Pv4 Crypto | KEv2 SA



Tunnel -id Local Renot e fvrflivrf St at us

none/ none READY  10. 147.24. 153/ 60511 10. 48. 64. 15/ 4500
,Encr: AES-CBC, keysize: 128, Hash: SHA96, DH Grp: 14, Auth sign: RSA
Auth verify:
Life/ Active Tine: 86400/ 137 sec
CE id: 1002, Session-id: 2
Status Description: Negotiation done
Local spi: D61F37C4DC875001 Renot e spi: AABAB198FACAAEDE
Local id: 10.48.64.15
Renote id: cisco
Rermote EAP id: cisco
Renmote req nmsg id: 6
Renmote next nmsg id: 6
Renote req queued: 6
Renot e wi ndow: 1
DPD configured for O seconds, retry O
. Fragnment ati on not confi gured
. Extended Aut hentication configured
NAT-T is detected outside
Cisco Trust Security SGT is disabled
Assigned host addr: 192.168.0.2
Initiator of SA: No

Local req nsg id:
Local next msg id:
Local req queued:
Local wi ndow.

00 O O O

1

EAP

:Android _lc allxl oo il disS o8,V 0id auogs



[aal Saving screenshot..

ﬁ ADD VPN PROFILE

Status: Connected
Profile: iosvpn

Disconnect




iosvpn
00:02:48

16442 bytes / 73 packets
500 bytes / 5 packets

Disconnect Configure

RSA aslao

RSA a93Laal) Cisco 10S a0l 2955

Cisco I0S ol s e a95Laall 65lgidl Android Juw, (Rivest-Shamir-Adleman (RSA a9slao 9

@830 dglls (o IKEV2 Gy, diloy 49,0l 68,5 oy Ll 63lgidl dlay,s oeSs cundl ligly .Software
sllnn e prZimoll EAP

2l juaill RSA a9slas s daas e Jlo 13

crypto pki certificate map CERT_MAP 10
subj ect-nane co android

crypto i kev2 profile PROF
mat ch certificate CERT_MAP



aut henticati on remote rsa-sig

aut henticati on local rsa-sig

pki trustpoint TP

aaa aut horization group cert list | KE2_AUTHOR LOCAL | KE2_AUTHOR PCLI CY
virtual -tenplate 1

RSA a9>3Las) Android ;955

tpiamal | 65 lguiny pasuuall sleicl OUly Jlaw! oo

{ ﬁ losvpn SAVE  CANCEL

losvpn
A

' Py o e
aleway

10.48.64.15

Type

IKEvZ Certificate

User certificate

DU=TAC, O=Cisco, L=Krakow,

i
i

CA certificate:

Select automatically

Cisco

LISCO

RSA asslas L]

ol 3oll plaso Wi> e .RSA @dslaa) eVl zouas pdl 018 asi (Cisco 10S software zol . 9

‘zoosl

debug crypto ikev2 error



debug crypto i kev2 internal
debug crypto pki transactions
debug crypto pki validation
debug crypto pki messages

| KEv2: New i kev2 sa request adnitted

I KEV2: (SA 1D = 1): Searching policy based on peer's identity 'cn=android,ou=TAC
'o=Cisco, 1=Krakow, st=Malopolska,c=PL' of type 'DER ASN1l DN

| KEv2: (1) : Choosing IKE profile PROF

| KEv2: Sendi ng certificates as X509 certificates

"I KEv2: (SA ID = 1):Peer's authentication method is ' RSA

| KEv2: Peer has sent X509 certificates

CRYPTO _PKI: Found a issuer match

CRYPTO PKI: (9000B) Certificate is verified

CRYPTO_PKI: (9000B) Certificate validation succeeded

IKEv2: (SA ID = 1):[Crypto Engine -> I KEv2] Verification of signed
aut henti cati on data PASSED

"I KEv2: | KEv2 | ocal AAA author request for 'I|KE2_AUTHOR POLI CY

| KEv2: Recei ved group author attributes: ipv4-pool: POCOL, route-accept any tag:1
di stance: 1

| KEv2: Al | ocat ed addr 192.168.0.3 fromlocal pool POOL

| KEv2: (SA ID = 1): SM Trace-> SA: | _SPI =E53A57E359A8437C R_SPI =A03D273FC75EEBD9
:R) Msgl D = 00000001 CurState: R _VERI FY_AUTH Event)

EV_OK_RECD_VERIFY IPSEC_POLICY

LI NEPROTO 5- UPDOWN:  Li ne protocol on Interface Virtual-Accessl, changed state%
to up

' Android oMo s

,DM\] Starting | KE charon daenon (strongSwan 5. 1. 0dr 2] 00

(Linux 3.4.0-perf-gf43c3d9, armv7l

KNL] kernel -netlink plugin mght require CAP_NET_ADM N capability] 00

LI B] | oaded plugi ns: androi dbri dge charon androi d-1og openssl fips-prf]00
random nonce pubkey pkcsl pkcs8 pem xcbc hmac socket - def aul t

(LI B] unable to |load 9 plugin features (9 due to unmet dependenci es] 00
JOB] spawni ng 16 wor ker threads] 00

, CFG | oaded user certificate 'C=PL, ST=Mal opol ska, L=Krakow, O=Ci sco] 05
QU=TAC, CN=android' and private key

,CFG |l oaded CA certificate ' C=PL, ST=Mal opol skie, L=Krakow, O=Ci sco]05
'OU=Ci sco TAC, CN=Ci sco

| KE] initiating IKE_SA android[4] to 10.48.64.15]05

[ (ENC] generating IKE_SA INIT request O [ SA KE No N(NATD_S I P) N(NATD D I P] 05

[ NET] sending packet: from 10.147.24.153[34697] to 10. 48. 64. 15[ 500] 05
(bytes 648)

[ NET] received packet: from 10.48. 64.15[500] to 10.147. 24. 153[ 34697] 10
(bytes 497)

(ENC] parsed IKE_SA INIT response O [ SA KE No V V N(NATD_S | P) N(NATD_D_ I P] 10

[ (CERTREQ N(HTTP_CERT_LOXK

:ENC] received unknown vendor |D] 10

43: 49: 53: 43: 4f : 2d: 44: 45: 4c: 45: 54: 45: 2d: 52: 45: 41: 53: 4f : 4e

:ENC] received unknown vendor |D] 10

46: 4c: 45: 58: 56: 50: 4e: 2d: 53: 55: 50: 50: 4f : 52: 54: 45: 44

| KE] faking NAT situation to enforce UDP encapsul ation] 10

| KE] cert payl oad ANY not supported - ignored]10

/| KE] sending cert request for "C=PL, ST=Malopolskie, L=Krakow, O=Cisco] 10

"OU=Cisco TAC, CN=Cisco

, | KE] authentication of 'C=PL, ST=Mal opol ska, L=Krakow, O=Ci sco, OU=TAC] 10
CN=android" (nyself) with RSA signature successful

, | KE] sending end entity cert "C=PL, ST=Mal opol ska, L=Krakow, O=Ci sco] 10

"OU=TAC, CN=android

| KE] establishing CH LD _SA android] 10



ENC] generating | KE_AUTH request 1 [ I Di CERT N(IN T_CONTACT) CERTREQ 10
AUTH CP( ADDR ADDR6 DNS DNS6) N(ESP_TFC_PAD N) SA

[ NET] sending packet: from 10.147.24.153[44527] to 10.48. 64. 15[ 4500] 10
(bytes 1788)

[ NET] received packet: from 10.48. 64. 15[ 4500] to 10.147.24.153[ 44527] 12
(bytes 1420)

ENC] parsed | KE_AUTH response 1 [ V IDr CERT AUTH CP(ADDR) SA TSi TSr]12
(N(SET_W NSI ZE) N(ESP_TFC_PAD_N) N(NON_FI RST_FRAG

,| KE] received end entity cert "C=PL, ST=Malopolska, L=Krakow, O=Cisco] 12
"OU=TAC, CN=IOS

,CFG wusing certificate "C=PL, ST=Mal opol ska, L=Krakow, O=Ci sco, OU=TAC] 12
" CN=I OS

,CFG wusing trusted ca certificate "C=PL, ST=Mal opol skie, L=Krakow, O=Ci sco] 12
"QOU=Ci sco TAC, CN=Ci sco

CFG reached self-signed root ca with a path length of 0] 12

| KE] authentication of '10.48.64.15' with RSA signature successful] 12

,I KE] IKE_SA android[4] established between 10.147.24.153[C=PL] 12
,ST=Malopolska, L=Krakow, O=Cisco, OU=TAC
[CN=android]...10.48.64.15[10.48.64.15

| KE] scheduling rekeying in 35413s]12

| KE] maxi mum | KE_SA lifetinme 36013s] 12

| KE] installing new virtual IP 192.168.0.3] 12

| KE] received ESP_TFC_PADDI NG NOT_SUPPCRTED, not using ESPv3 TFC paddi ng] 12
| KE] CHI LD_SA androi d{4} established with SPIs ecb3af87_i b2279175 o and] 12
TS 192.168.0.3/32 === 0.0.0.0/0

{DM\] setting up TUN device for CH LD _SA androi d{4] 12

DWN] successfully created TUN device] 12

plaziw] @i« aludl gy lin] 8 ¢ Baxilly gdsill (o JSI RSA plasiuwl i (Cisco 10S software aoli,, 9
: izl EAP

BSAN- 2900- 1#show crypto ikev2 sa detailed
| Pv4 Crypto | KEv2 SA

Tunnel -id Local Renot e fvrflivrf St at us
none/ none READY 10. 147. 24. 153/ 44527 10. 48. 64. 15/ 4500 1
,Encr: AES-CBC, keysize: 128, Hash: SHA96, DH Grp: 14, Auth sign: RSA

Auth verify: RSA
Li fe/ Active Tinme: 86400/ 16 sec
CE id: 1010, Session-id: 3
Status Description: Negotiation done
Local spi: A03D273FC75EEBD9 Renot e spi: E53A57E359A8437C
Local id: 10.48.64.15
Remot e id: cn=androi d, ou=TAC, 0=Ci sco, | =Kr akow, st =Mal opol ska, c=PL

Local req nmsg id: O Renmote req nmsg id: 2
Local next msg id: O Renmote next msg id: 2
Local req queued: O Renot e req queued: 2
Local wi ndow. 5 Renmot e wi ndow: 1

DPD configured for 0 seconds, retry O

. Fragment ati on not configured

. Ext ended Aut hentication not configured
NAT-T is detected outside

Cisco Trust Security SGT is disabled
Assi gned host addr: 192.168.0.3
Initiator of SA: No

oLl o liguadl 3 36>60)l i) Wilow Android e @l oo géxill 2z,

Cisco I0S aol u 2059 StrongWAN &S - NAT wals VPN 6,Le

.StrongSwan 6>lgw o ezl wllac o JUadl 13D 2 s



I 172.16.1.1 4o culi JSuin o> io Cisco 10S software zolim VPN sy IP olsic of Lol,bl,
EAP a85Las plasiwl ax .10.147.25.80

Internet

wlanD: 10.147.24.153
G0/0: 172.16.1.1

Andrni

105 :
GO/0: 10.147.25.80 Strongswan

NAT

10.147.25.80 9 172.16.1.1 o0 JSJ 0090l Joas punl e sgixs Cisco 10S goli 63lgis ol Liasl Lol

25 SVl i, Lol P glgic e jgiall Jolxyg saxill el,>L Android pgé, (ax> Wl EAP d8skas ie;
sl Jisd "ggiogall il a2l 5 (Android (10.147.25.80 (655 9 aolaziuwl



SEND LOG FILE

constraint check failed: identity '10.147.25.80" required
(172.16.1.1) laad JoVl ggiogall ol puwdl 2o 6,8 aiSa, Android oY Juiuall &a>

il o519 Jiadl gs05a)l punl LS uoliedl WS le (sgizs Cisco 10S zob 63lgis ol Lol (oY
alod IP Gloic 509 IKEID aliwy boxic gaxill el,>L Android peé, .172.16.1.1 9 10.147.25.80 :_ wS=)|
&)Wl aoj=l 9 (VPN (172.16.1.1



SEND LOG FILE

:Jmadl el o Vly

"no trusted RSA public key found for '172.16.1.1

plasi] gy Jiadl gaiogall puwl 3 IKEID le jgill | zlix, Android IKEID pliw, boxic  JWlg
aas JoVI IP ulsic

JSiy IP ulsic 98 Cisco 108 aoliyy dawls, Jusy s3I IKEID wsS, [EAP ddslas 9 :ila>Mo
oo identity oVl pxsiwl ._ol,l JSuiy 63lgidl DN g8 IKEID ¢85, (RSA d8skas 5 ._olusl
Lo peill 03D Lusid keV2 iy e calo

aall oo Gaxdl

oSl aliol oo HLisVlg el wlel,>] ,80n



le>Nol9 ellasVl BLiSiwl

Le>Noly oSl elas] GliSiw Lgolasiuwl AiSay ologles puwall 13D 9,

StrongSwan CA J »a=isJ| CERT_REQ

gsa) Android CERT_REQ . (Liol,idVI) _slak aazs 6® StrongSwan (3 63lgidl slacl (68, boxic
Al blawl, Cisco 10S software goli,; egé, 38 . &l dojxll (S (lxall o530l L3 L Gsisall cblgidl
o] gia) poxd Lol le oblgidl ol (o wS sxe e =il poiy Y

(Jul 15 07:54:13: IKEv2:number of cert req exceeds the reasonable limit (100*

DVTI _le sadl jxas

Logsio g @l Y1(VTI) a,@lall Gadll dgaly o sadl ,umo cues b x> Jl @l go @l oo a )l e
{(DVTI) (Saolips VTI e aill yaan ol ol o8l lid

interface Virtual - Tenpl atel type tunnel

i p unnunbered G gabit Et hernet0/0

tunnel source GigabitEthernet0/0

tunnel node ipsec ipv4

tunnel protection ipsec profile PROF
5P LB (o e iy dwol i8] Jouwog dg>ly clinl Cisco 10S software zob . Jol> 13 «adslaall asy

Aug 1 13:34:22 |IKEv2: All ocated addr 192.168.0.9 from | ocal pool POOL*

Aug 1 13:34:22 IKEV2: (SA ID = 1):Set received config node data*

Aug 1 13:34:22 I KEv2: % DVTl create request sent for profile PROF with PSH*
index 1

Aug 1 13:34:22 |IKEv2: Failed to process KMI delete SA message with error 4*
Aug 1 13:34:24 | KEv2: Got a packet from di spatcher*

Aug 1 13:34:24 | KEv2: Processing an itemoff the pak queue*

Aug 1 13:34:24 |1 KEv2: Negoti ation context |ocked currently in use*

blawl ai .Android 0 IKE_AUTH Jlw,| 65le] Cisco 10S software gob s Jusiwy (Jinall o il Ay
.do =

ol ollbg Cisco 108 ol slasl

" RSA a83Laa) d5¢5 Juwoll IP 10S lkev2 ylgic" .Cisco CSCuid6418 o clazVl gonai 20 -
boaic (0lgi=ll) gag0ll puo Jia wlgie cul, galaiuy StrongSwan ol lallb «adlSuise Ju Uazdl 13
893 ozl in order to éslgidl L9 IKEID e ey

X509V3 guxuo e JSuin Lo9,20)l Cisco CSCuid4976. "lOS PKI (0 clasVl gaouas O 20 -
" Extension Subject Alternative Name
IP Glsic Lo,e piy . il g908all puwl (8 633500 IP (yglic JUd (68, loaic nas Uazl 13 waxy
2o Sy lgidleog JolSIL 85lgaid] Jlu,l piy 650l plasiow] Jle &3 555, Y oSJ9 daad L3V

subject-alt- >liol go CSR eclis] 44lSo] Cisco CSCui44783. "IOS PKI (0 clasVl genai 8,20 -
".name


https://tools.cisco.com/bugsearch/bug/CSCui46418
https://tools.cisco.com/bugsearch/bug/CSCui44976
https://tools.cisco.com/bugsearch/bug/CSCui44783

" &hslxiol X509 J ASA ENH wlslgiv Lo,¢ pir" Cisco CSCUi44335 o0 cllasVl pumas 0 -
o old ologleo

Cisco 10S 15.3 VPN ,-40S5 Ju> -

Cisco 10S 15.3 0l g2 10 -

Cisco 10S Flex VPN 655  JuJ> -

Cisco Systems - olaiwally il acall -



https://tools.cisco.com/bugsearch/bug/CSCui44335
//www.cisco.com/en/US/partner/docs/ios-xml/ios/sec_conn_ikevpn/configuration/15-mt/sec-cert-isakmp-map.html
//www.cisco.com/en/US/partner/docs/ios-xml/ios/security/a1/sec-cr-c1.html
//www.cisco.com/en/US/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/15-mt/sec-intro-ikev2-flex.html
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