FlexVPN: IPv6 Ws p95¢ 9pld odosu IJuuis)

lJpoouod

Slhgizall

doadoll

duw Y o lllaioll

o llaioll

do 2wl o LgSoll
aSuill | Jaulasill puw )l
Jadl asui

dwl i aSui

ol oSGl

acaill OVeS59359 4

¢ janll paSs

a Saxill o5 (S, eSHl
axall o goxill

Sl JI Goxill dul>
9 duul>

Le>MNolg clazVl BLlisSiwl

doasall

LaS .IPV6 iy L5 & 00l iy Cisco 10S® FlexVPN Jlasl disy b pasiuwy lesbiv lyeSs siwsll 13 caua,
2855 I IPVE o a5l duwluwVl LAN S (655 :FlexVPN 3 lguidlio cuns il ardlasll (9 gugs

LAN &S
daaw LV & Lllazoll

wlllaiall

;4] guolgolly 48,20 ba) oS5 Wl Cisco oo

Cisco IOS FlexVPN .
a>9ill ©V9S9i9 5 -

dor3iuoll &lgSall


/content/en/us/support/docs/security/flexvpn/115783-flexvpn-ip-lan-00.html
/content/en/us/support/docs/security/flexvpn/115783-flexvpn-ip-lan-00.html

il kol elsSally poll ellaol L simwall 13 U5 65,le)l & logleall ik

(Cisco (ISR G2 0 d&zwaall wloadl wlg=ga) 2 Sl -
o (IPV6 plazuwl lg Sl piy (il aSuolpall §lasW 15.4T ,lxoVl 9l) 15.3 )lao)l 10S 2ol -
Cisco
65e>V Qo> ol aols ddose dw 9 639290l 6562V o ditwall 13D 9 63,l9]l ulo_gl.m]l elis| s
SY Joixall L5kl clogd o A58 (6 ,uble liSuis culS 13] (015391) 29uman (oS Jiiwall 13D 9 doriuall
ol

oSl

50l9Vl Jg> wlogleall o aj0 e Jsaxll (lasd o)l eMasll) ,olo¥l ey 813 pasiwl :ala> Mo
sl 139 9 dorziuuall

b ole (GRE) plall agil ains paskiay « Jaill &S IPV6 dSuid] lalasiog 13D ¢pueSill Jlio patiany Loy
i Lo@..lfgl IPV6 ol IPV4 Juseiniy o,98umall IPSEC (0 Yy GRE plaiuw! poussy .FIEXVPN i &llac
Jadl &St e ladl jass (el

aSaad) laglazill ou )l

Jliadl 13D 5 doasiiuall Jadl aSuid ily am, 13D

LAN
2001:db8:1111:2000::1/64

Hub 1 Sy
2001:db8::1/128

Spokel Spoke 2
2001:0EE:0:100::2/64 2001.0B8.0:200:2/64

i e

LAMN

2001:db8:1111:2100::1/64 LAN

2001:db8:1111:2200::1/64



//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/Support/CLILookup/cltSearchAction.do

aglyi aSl

Jliadl 138 (5 doasiuall dpwluw VI dyineil] daildl Lzgloda) ily am, 13

LAMN or
backdoor

1127 9l plasian] i« JWLS 128/ Glgic aliwy aistg 112/ (o (uolic dCgamo o dslre JS (uss pi
ool IPV6 goxi 0955 9 '128

I

1PVE J bVl ] e Jass il IPVG 9 IPV4 duiss oSl 13D zins,

J>1 oo tunnel mode oVl plasiwl dle ooy ail 1b>Y (L awlwl 39025 IPV4 pasiuws il dioVl ais,)lés xic
IPV6 Jas Llesiwlg 6ade)l juss

LlxoYl Cisco 10S Software ol (8 il JlasVl dwis e IPV6 JoSaign me sail 6 JI55| miw
2 990 o) silly (15.4T

a>gill ©¥9S939 5

6,8l il &llas) pMSI j9lxo  graill (IBGP) dysIal d,59a31 6,U2)l JsSgig 0 plasiwly CiSCO _uogs
okaill &S sV azgill JoSgi9 0 92 IBGP oY

Jis go plasiwdl laus e Jas; ais)y APV6 §lias (BGP) a39.31 6kl JsSsi9,) gl 5l e, Y

i A3 Ll Ylio oSl 13D puns, il 038 Jio 9 BGP plaiuw| oSaall oo @il oo pe )l e .IPV4
(EIGRP) cpuall L3131 6,L)l ax>05 JoS539., LS|



gigoll eSS
a3l Jail o YsSg59.,1 plackia] oSl 13D paintiy <0281 dlioV, & ,liog
'l J9sumall 2l (g jgall (1983

SV cll azgi puSai -
Jail a5 4995 -
«‘DB8:0:FFFE:/112:2001 8 goxill . Suoliy> JSuin lpawass pid IPV6 u9lic (0 632> dcgoxo 1995 -
Jjlg> 65535 dxlleay pows <u 62>9 16
Sl (9 1PV6 J 2lowd) aJWl (NHRP) sglazdl Jd=i Jg56359 1 (65 IPVE uSaiy o9 -
il 9SG 9 ey =il Lalo WiSY auilaodl asl> 9 IPVE digic lw> -
e o)l p3loxdl g EIGRP Laxbe ¢e 6,all ooy (Jlall 130 9

VPN e 9 wells gog (FlexVPN i (3 s ,@lall Jll dgzly e Latle wlsic plaiwl; Cisco g ¥
Lle e MoVl diSay dulas Jiadl Linyl azy aiS)g laid Leilis Gu 13D o6 (DMVPN) @Saoli il bolail 6310
Joal) aze Loy a>0) S5 lgwis 6521 _lc FlexVPN _JI DMVPN 0 colil Jail :FlexVPN Lo 5

Jwolis e

i pv6 uni cast-routing
i pv6 cef

ip local pool FlexSpokes 10.1.1.176 10.1.1.254
i pv6 | ocal pool FlexSpokesv6 2001: DB8: 0: FFFE: : / 112 128

crypto ikev2 authorization policy default
ipv6é pool FlexSpokesv6

pool Fl exSpokes

route set interface

crypto ikev2 keyring Fl ex_key

peer ALL

address ::/0

pre-shared-key | ocal cisco

pre-shared-key renote cisco

!

crypto ikev2 profile Flex_I KEv2

match identity renote address ::/0

aut hentication renpote pre-share

aut hentication | ocal pre-share

keyring | ocal Flex_key

aaa aut horization group psk list default default
virtual -tenplate 1

crypto ikev2 dpd 30 5 on-denand

interface Virtual - Tenpl atel type tunnel

i p unnunber ed Loopback100

ip ntu 1400

ip nhrp network-id 2

ip nhrp redirect

ip tcp adjust-nss 1360

i pv6 mu 1400

i pv6 tcp adjust-mss 1358
ipvé unnumbered Loopbackl00

i pv6 enabl e

i pv6 eigrp 65001
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ipv6 nhrp network-id 2

ipv6 nhrp redirect

tunnel mode gre ipvé

tunnel protection ipsec profile default

interface Ethernetl1/0

description LAN subnet

i p address 192.168.0.1 255.255.255.0
i pv6 address 2001: DB8:1111: 2000: : 1/ 64
i pv6 enabl e

i pv6 eigrp 65001

i nterface LoopbackO

ip address 172.25.1.1 255. 255. 255. 255
i pv6 address 2001: DB8::1/128

i pv6 enabl e

ip route 192.168.0.0 255.255.0.0 NullO
i pv6 route 2001: DB8: 1111::/48 Null O

ip prefix-list EIlGRP_SUMVARY_ONLY seq 5 permit 192.168.0.0/16
i pv6 prefix-list El GRP_SUMVARY_v6 seq 5 permit 2001: DB8: 1111::/48

router eigrp 65001

distribute-list prefix El GRP_SUMARY_ONLY out Virtual - Tenpl atel
network 10.1.1.0 0.0.0. 255

network 192.168.0.0 0.0. 255. 255

redistribute static netric 1500 10 10 1 1500

i pv6 router eigrp 65001
distribute-list prefix-list El GRP_SUMVARY_ v6 out Virtual - Tenpl atel
redistribute static netric 1500 10 10 1 1500
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i pv6 uni cast-routing
i pv6 cef

crypto | oggi ng session

crypto ikev2 authorization policy default
route set interface

crypto ikev2 keyring Fl ex_key

peer ALL

address ::/0

pre-shared-key | ocal cisco

pre-shared-key renote cisco

!

crypto ikev2 profile Flex_I KEv2

match identity renote address ::/0



aut hentication renpote pre-share

aut hentication | ocal pre-share

keyring | ocal Flex_key

aaa aut horization group psk list default default
virtual -tenplate 1

crypto ikev2 dpd 30 5 on-denand

interface Tunnel 1
description Fl exVPN tunnel
i p address negoti at ed
ip ntu 1400
ip nhrp network-id 2
ip nhrp shortcut virtual-tenplate 1
ip nhrp redirect
ip tcp adjust-nss 1360
del ay 1000
i pv6 mtu 1400
i pv6 tcp adjust-mss 1358
ipv6 address negotiated
ipv6é enable
ipv6 nhrp network-id 2
ipv6é nhrp shortcut virtual-template 1
ipv6 nhrp redirect
tunnel source Ethernet0/0
tunnel mode gre ipvé
tunnel destination 2001:DB8::1
tunnel protection ipsec profile default

interface Virtual - Tenpl atel type tunnel
i p unnunbered Ethernetl1/0
ip ntu 1400
ip nhrp network-id 2
ip nhrp shortcut virtual-tenplate 1

ip nhrp redirect
ip tcp adjust-nss 1360
del ay 1000
i pv6 mu 1400
i pv6 tcp adjust-mss 1358

ipvé unnumbered Ethernetl/0
i pv6 enabl e

ipv6 nhrp network-id 2

ipv6é nhrp shortcut virtual-template 1
ipv6 nhrp redirect
tunnel node gre ipv6

tunnel protection ipsec profile default
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router eigrp 65001
network 10.1.1.0 0.0.0. 255
network 192.168.101.0 0.0.0. 255
passi ve-interface default
no passive-interface Tunnel 1



i pv6 router eigrp 65001
passi ve-interface default
no passive-interface Tunnel 1
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show crypto ikev2 sa -
show ipV6 eigrp 65001 neighbor -
show ip eigrp 65001 neighbor -

Spokel#show crypto ikev2 sa
| Pv4 Crypto | KEv2 SA

IPv6 Crypto IKEv2 SA

Tunnel -id fvrf/ivrf St at us
none/ none READY 1
Local 2001: DB8: 0:100::2/500
Renote 2001:DB8::1/500
Encr: AES-CBC, keysize: 256, Hash: SHA512, DH Grp:5, Auth sign: PSK, Auth
verify: PSK
Life/ Active Tine: 86400/ 1945 sec

Spokel#sh i pv6 eigrp 65001 nei ghbor
(EI GRP-1Pv6 Nei ghbors for AS(65001

H Address Interface Hol d Uptine SRTT RTO Q Seq
sec) (ns) Cnt Num)
Li nk-1 ocal address: Tul 14 00: 32: 29 72 1470 0 10 0

FE80: :A8BB:CCFF:FE00:6600

Spokel#show i p ei grp nei ghbors
(ElI GRP-1Pv4 Nei ghbors for AS(65001

H Address Interface Hol d Uptine SRTT RTO Q Seq
sec) (ns) Cnt Num)
Tul 11 00:21:05 11 1398 0 26 10.1.1.1 O
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Spokel#ping FE80::A8BB:CCFF:FE00:6600

Cut put Interface: tunnell

. Type escape sequence to abort

Sendi ng 5, 100-byte | CMP Echos to FE80:: A8BB: CCFF: FEOO: 6600, tineout is
. seconds 2

Packet sent with a source address of FE80:: ABBB: CCFF: FEOO: 6400%lunnel 1

Success rate is 100 percent (5/5), round-trip mn/avg/max = 5/5/5 ns
9l dul>

> i) gy Ping ol paziwl .ol xie Seoliys JSuin apnlexdl ol 2,b ai

Spokel#ping 2001:DB8:1111:2200::100 source el/0

. Type escape sequence to abort
: Sending 5, 100-byte | CMP Echos to 2001: DB8: 1111: 2200:: 100, tineout is 2 seconds
Packet sent with a source address of 2001:DB8:1111:2100::1

Success rate is 100 percent (5/5), round-trip mn/avg/max = 5/8/ 10 ns
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LI NEPROTO 5- UPDOMN:  Li ne protocol on Interface Virtual - Accessl, changed%
state to up

. CRYPTO- 5- | KEV2_SESSI ON_STATUS: Crypto tunnel v2 is UP%

Peer 2001: DB8: 0: 200: : 2: 500 Id: 2001:DB8:0:200::2

AKEVZ Jac dwl> d> 0 gox

Spokel#show crypto ikev2 sa
| Pv4 Crypto | KEv2 SA

| Pv6 Crypto | KEv2 SA

Tunnel -id fvrf/ivrf St at us
none/ none READY 1
Local 2001: DB8: 0: 100: : 2/ 500
Rermote 2001: DB8:: 1/ 500
, Encr: AES-CBC, keysize: 256, Hash: SHA512, DH Grp:5, Auth sign: PSK
Auth verify: PSK
Li fe/ Active Tine: 86400/ 3275 sec

Tunnel -id fvrf/ivrf St at us
none/ none READY 2
Local 2001: DB8: 0: 100: : 2/ 500
Renbte 2001:DB8:0:200::2/500
, Encr: AES-CBC, keysize: 256, Hash: SHA512, DH Grp:5, Auth sign: PSK
Auth verify: PSK
Lifel/ Active Tine: 86400/ 665 sec
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Spokel#show i pv6 nhrp



;. DB8:0: FFFE: : /128 via 2001: DB8: 0: FFFE: 2001

Vi rtual - Accessl created 00:00: 10, expire 01:59: 49
Type: dynam c, Flags: router nhop rib nho

NBMA address: 2001:DB8:0:200::2
::DB8:1111:2200::/64 via 2001:DB8:0:FFFE:2001

Vi rtual - Accessl created 00:00: 10, expire 01:59:49
Type: dynanic, Flags: router rib nho

NBVA address: 2001:DB8:0:200::2

:DB8:0:FFFE:2001 uc a>lio (Talk2 J dylxall aSuidl) DB8:1111:2200::/64:2001 i qslll gla,
Ulgic jue Tunnell dg>lg ,9¢i .Talk2 J Tunnell dgzly e ale Loglaill a5 Sl IPV6 Glgic 99
el JSoin Talk2 J usoll IPV6 plgic 929 (NBMA) 2001:db8:0:200::2) cull uc sa=iall Jguogll
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Spokel#sh crypto ipsec sa peer 2001:DB8:0:200::2

interface: Virtual - Accessl
Crypto map tag: Virtual-Accessl-head-0, |ocal addr 2001:DB8:0:100::2

(protected vrf: (none
(local ident (addr/mask/prot/port): (2001:DB8:0:100::2/128/47/0
(renpte ident (addr/mask/prot/port): (2001:DB8:0:200::2/128/47/0
current _peer 2001: DB8: 0: 200:: 2 port 500
{,PERM T, flags={origin_is_ac
pkts encaps: 196, #pkts encrypt: 196, #pkts digest: 196#
pkts decaps: 195, #pkts decrypt: 195, #pkts verify: 195#
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Spokel#show i pv6 route

(.-)

[D 2001:DB8:1111:2200::/64 [90/27161600
[via 2001: DB8: 0: FFFE: :, Vvirtual-Accessl [Shortcut
vi a FE80: : A8BBB: CCFF: FE0O: 6600, Tunnel 1

(.-)

:: Spokel#show i pv6 cef 2001: DB8: 1111: 2200

DB8: 1111: 2200: : / 64: 2001

next hop 2001: DB8: 0: FFFE: : Virtual-Access
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[IPsec: debug crypto ipSecdebug crypto ikev2 [packet|internal 9 FlexVPN/IKEvV2 -
(lS5) GLusYl §oax) o)l aSpid| ol -

debug nhrp pack -

debug nhrp extension -
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