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crypto i psec transformset ESP_GCM esp-gcm
node transport
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crypto ipsec profile default
set transformset ESP_GCM
set pfs groupl9

set ikev2-profile default
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interface Virtual - Tenpl atel type tunnel
i p unnunbered G gabit Ethernet0/0

tunnel source G gabitEthernet0/0

tunnel node ipsec ipv4

tunnel protection ipsec profile default
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interface G gabitEthernet0/0
i p address 10.10.10.1 255. 255. 255.0
interface G gabitEthernet0/1
i p address 172.16.10.1 255.255.255.0
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interface G gabitEthernet3/0

namei f out si de

security-level O

i p address 10.10.10.2 255. 255. 255. 0
interface G gabitEthernet3/1

nanei f inside

security-level 100

i p address 192.168.1.1 255.255.255.0
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access-list 100 extended permt ip 192.168.1.0 255.255.255.0 172.16.10.0 255. 255.255.0
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protocol esp integrity nul
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crypto map nymap 10 set trustpoint ec_ca
crypto map nynmap interface outside
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integrity sha256

group 19

prf sha256

lifetinme seconds 86400
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tunnel -group 10.10.10.1 type ipsec-12|
tunnel -group 10.10.10.1 ipsec-attributes
peer-id-validate cert
i kev2 renote-authentication certificate
i kev2 | ocal -authentication certificate ec_ca
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Rout er 1#show crypto key mypubkey ec routerl.cisco.com
Key pair was generated at: 21:28:26 UTC Feb 19 2013 %
Key name: routerl.cisco.com
Key type: EC KEYS

St orage Device: private-config

Usage: Signature Key

.Key is not exportable

; Key Dat a&col on
<...onmtted...>

ASA- 1(confi g) #show crypto key mypubkey ecdsa
Key pair was generated at: 21:11:24 UTC Feb 19 2013
Key nanme: asal.cisco.com
Usage: General Purpose Key
EC Size (bits): 256
; Key Dat a&col on
<...onmtted...>

Rout er 1#show crypto pki certificates verbose
Certificate
Status: Avail abl e
Version: 3
Certificate Serial Nunmber (hex): 0137
Certificate Usage: Ceneral Purpose
: 1 ssuer
<...omtted...>
: Subj ect Key Info
Public Key Al gorithm rsaEncryption
(EC Public Key: (256 bit
Signature Al gorithm SHA256 w th ECDSA



ASA- 1(confi g) #show crypto ca certificates
CA Certificate
Status: Avail abl e
Certificate Serial Nunber: 00a293f 1f e4bd49189
Certificate Usage: Ceneral Purpose
(Public Key Type: ECDSA (256 bits
Signature Algorithm SHA256 with ECDSA Encryption
<...omtted...>
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Rout er 1#show crypto ikev2 sa detailed
| Pv4d Crypto | KEv2 SA

Tunnel -id Local Renot e fvrflivrf St at us
none/none READY 10.10.10.2/500 10.10.10.1/500 1
,Encr: AES-CBC, keysize: 128, Hash: SHA384, DH Grp:19, Auth sign: ECDSA
Auth verify: ECDSA
Li fe/ Active Tine: 86400/ 94 sec

ASA- 1#show crypto ikev2 sa detail
I KEv2 SAs
Session-id: 2, Status:UP-ACTIVE, |IKE count:1, CH LD count:1

Tunnel -id Local Renot e St at us Rol e
READY I NI TI ATOR 10. 10. 10. 1/ 500 10. 10. 10. 2/ 500 268364957
,Encr: AES-CBC, keysize: 128, Hash: SHA384, DH Grp:19, Auth sign: ECDSA
Auth verify: ECDSA
<...onmtted...>
Child sa: local selector 192.168.1.0/0 - 192.168.1.255/65535
remote selector 172.16.10.0/0 - 172.16.10.255/65535
ESP spi in/out: 0xe847d8/0x12bce4dd
AH spi in/out: 0x0/0x0
CPl in/out: 0x0/0x0
Encr: AES-GCM, keysize: 128, esp_hmac: N/A
ah_hmac: None, conp: | PCOW_NONE, nobde tunnel
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Rout er 1#show crypto ipsec sa

interface: Virtual - Accessl
Crypto map tag: Virtual - Accessl-head-0, |ocal addr 10.10.10.1

(protected vrf: (none
(local ident (addr/mask/prot/port): (172.16.10.0/255.255.255.0/0/0
(remote ident (addr/mask/prot/port): (192.168.1.0/255.255.255.0/0/0
current _peer 10.10.10.2 port 500
{,PERM T, flags={origin_is_acl
<...onmtted...>

;i nbound esp sas
(spi: O0x12BCE4D(19648077
, transform: esp-gcm
{ ,in use settings ={Tunnel



ASA- 1#show crypto ipsec sa detail
interface: outside
Crypto map tag: nymap, seq num 10, |ocal addr: 10.10.10.2

access-list 100 extended permt ip 192.168.1.0 255.255.255.0 172.16.10.0
255. 255.255.0
(local ident (addr/mask/prot/port): (192.168.1.0/255.255.255.0/0/0
(renpte ident (addr/mask/prot/port): (172.16.10.0/255.255.255.0/0/0
current _peer: 10.10.10.1
<...omtted...>

;i nbound esp sas
(spi: OxOOE847D8 (15222744
transform: esp-aes-gcm esp-null-hmac no compression
{ ,in use settings ={L2L, Tunnel, |KEv2
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