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SLYUNIAY
1 Lol Gausaill 5359 lass @8slaall RADIUS (9Si; ad

aaa new nodel

aaa group server radius Fl exVPN- Aut hC Server-G oup-1
server-private 10.7.7.129 key Ci scol23

aaa aut hentication |ogin Fl exVPN-Aut hC-List-1 group
Fl exVPN- Aut hC- Ser ver - G oup- 1

aaa aut horization network FlexVPN-Authz-List-1 |ocal

1) (AAA) dulxally Jig3ills a85kaall dcgazo Il AAA ddskaa) Josal Jouws aasld ol juis
olaziwl wxy «l _Jl aaa authorization network list oYl iy .(RADIUS 0313 G ,=;
o @3Laall ol 2lawl) RADIUS p3l3 e oSl usi oo -blxo 6332all wlegazalllco xisall

Jlexdl 13D
2 clxall ol 2 (reSiy 09

ip local pool FlexVPN-Pool-1 10.8.8.100 10. 8. 8. 200
crypto i kev2 authorization policy FlexVPN-Local -Policy-1
pool Fl exVPN- Pool -1

dns 10.7.7.129

net mask 255.255.255.0

def - domai n exanpl e. com

ol Laugss dwluw v pi sl I e pi il 1P u9lic 3ol ip local pool oVl plasiw| i
an;l99 (netmask 9 (DNS p>lg3) Jrodl wloww (655 pin9 (FlexVPN-Local-Policy-1 J paziuwe

L (W3 JI by Jall pawls «pgmiil]
3 s a8>laol (rsa-sig) 6sleis pastiuy eI Ol o a5T

6ol plasiwl, duss d8slaoy po3J1 oo, ol Cisco AnyConnect Secure Mobility Client Ll
G2lo oo ool @8slas’ le sgix 63lgis SI) w9 005 63lgis e azgall sgixy ol vy (rsa-sig)
(CA) B9ise Buas g2 40 oo (ruwsall 2litall pladiuw

Jlio 20 plasiwd Lo & )l5 dg> 5,00 ololgis cuis ASA 8.X 94 I 1 oo wlslasdl I g
PKI i | puaisill 2240 <Vgio 20> €9 WEDVPN -yeSs

crypto pki trustpoint Fl exVPN-TP-1
enrol [ ment url

seri al - nunber none

fqgdn flex-hub. exanpl e. com

i p- addr ess none

subj ect - name cn=f1| ex- hub. exanpl e. com
revocation-check crl

rsakeypair Fl exVPN- TP-1-Key 2048

Jladl 13® olblac] (e85 .4
crypto i kev2 profile FlexVPN-|KEv2-Profile-1
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match identity renote key-id exanple.com

identity local dn

authentication renote eap query-identity

aut hentication local rsa-sig

pki trustpoint Fl exVPN-TP-1

dpd 60 2 on-demand

aaa aut hentication eap Fl exVPN-Aut hC-List-1

aaa aut horization group eap list FlexVPN Authz-List-1
Fl exVPN- Local - Pol i cy-1

virtual -tenpl ate 10

a2yl 2lisall =0 ddyllas (JLaiVl lig) dball ols clhlaeyl plaso e crypto ikev2 oy ,2i calo Soixy
@, e 31 0@ dlwlwll doud 655 pis . Jrall 8 o paiaall IKE O 20 J] juin - di96l)

p 3w FIeXVPN g590 19 (0 doaziuuwall IKE 4,98 >3 - AnyConnect XML.ldentity Local dn
a95Lan) EAP plaziaw] 69,60 2 - asy o€ @9s3kasll.doaziunll 05lgidl J315 o dousdl] dasll 01D

- EAP @83Las AAA adxoll déslasll ohblgill pladiw] wxy 6l | iy - ddzall asLaall. Juas)!
EAP plaxiw| aic AAA FlexVPN-AuthC-List-1 a9sbaa) Jg3aJl i dasld plaziwy oY

AAA &S Laugas anild pasius (il OVl - AAA La,945 dCgasxay 4ol EAP aails.assbaol)

- 10 g @l Wl ja,g0il wlawd FlexVPN-Local-Policy-1 paziuwe puwl FlexVPN-AuthZ-List-1
Sl Jowogll dg>l9 Guws sic aolaziw] piww S Jlall sax,

5 4 szl (5 sazall IKEV2 Gayys ilay 5,31 6,40 lag sl IPSEC cayyes calo (peSir o8

crypto i psec profile FlexVPN-1Psec-Profile-1
set ikev2-profile Fl exVPN-1KEv2-Profile-1

ISy Jie>s dcgazo iy o3l ¥ oli) iy Sl duol 8Vl wlslaeYl Cisco 10S pasiuy da>No
20

6 15,2l Jsosll ole>ly g M5 o piy s3I D Uall L&l e
giog) IPV4.ig>lo)l lc IPVA a>gi ouSas Sy i a5l dgaly o dg>loll o8, clal] - b0 s IP
VTl g0 b5 oSl dgalgll 3axy - Gadl

interface Virtual - Tenpl atel0 type tunnel

i p unnunbered G gabitEt hernet0/0

tunnel node ipsec ipv4

tunnel protection ipsec profile FlexVPNI|Psec-Profile-1

(solz]) SHA-T Ll Looladl a8 .

JSuin gaxill 9 AnyConnect Jwoe Juingy 29 (lagd ¢ elxuunll eMaell) CSCud96246 JISJI
dlall SHA-2 aalby e IKEV2 Soglas JI dSlinell 01 &> 55 .FIEXVPN j9=0 65lgis a0 0 puo
oLl (oSl 323y .SHA-1 plaziwl, FlexVPN-Hub é3lgis 2895 a5 cu> 9 (PRF) dlouine)l auis
:SHA-1 _le Loglaill

crypto i kev2 proposal SHAl-only
encrypti on aes-cbc- 256
integrity shal

group 5

crypto ikev2 policy SHAl-only
match fvrf any

proposal SHA1l-only
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Microsoft Active Directory o> (1955

K (lx0) NMPS < Jguogll o359 aSuidl duwluw < 195 guwgis 09 Windows Server Manager 9
.RADIUS cMac 999 ,sil9 «p>lg=9 RADIUS cMac

223l RADIUS Jsoc ,loxll g150 gl
New RADIUS Client ]|

Settings |A::h.rar1::ed I
¥ Enable this RADIUS cliert

[T Select an existing template;

| [

— Name and Address
Friendhy name:

HexVPN-Hub

Address (IP or DMNS):
107.7.100 T |

— Shared Secret
Select an existing Shared Secrets template:

| - |

To manually type a shared secret, click Manual. To automaticall generate a shared
secret, click Generate. You must configure the RADIUS client with the same shared
secret entered here. Shared secrets are case-sensitive.

f* Manual i~ Generate
Shared secret:

Confim shared secret:

DK Cancel

‘RADIUS Jsa=S Cisco 10S azgo il x| RADIUS Jsac dili 9 .2
Jholl 138 pasiansy . Bgllall puw¥l Ji> (8 lawl J551.130 RADIUS Jpae cnSai LSVl w5 §98 il
elisl 5 il "o " ddlaio _9.0lgiell Ja> LS azgally Lol IP Glgie Jssi.FlexVPN-Hub



Sl ullas, Ol ooy talasNe. "I jiine uw 28G9 " jiine " _Ja> (8 Jiiol] udl 3519 (592
OK (§95 slg.azgall Lo auoSs a5 sVl iisall ull go & yiiuol|

3 il olwluw 319 luwlull guusi; 28 " esll a0" dg>ly L5

Ml @aidl g Llexl g0 gl

l Specify Network Policy Name and Connection Type
L

You can specify a name for your network palicy and the type of connactions to which the palicy is applied,
_

Policy name:
Fleody P I

~ Metveork connection method
Select the type of network access server that sends the connection request to NPS. You can select etherthe network 3c08ss server

type or Vendor specic, but nefther is required.  F your network acoess serveris an 802, 17X autherticating switch or wirelass access poird,
select Lnspeciied,

(¥ Type of network access sanver:

|U'13|:uecfied ,ﬂ
™ Vendor specfic:
|
| Next | Firiigh | Cancel |
4 1> @i g il Bl dSuil| g diliv L9

SN Jsosll p3b5 o151, £95 5§89 Lail. FIexVPN Jliall 13 pasiay .agll pawl Ja> (9 Lowwl 55
Sl el @aidl pg diliv U.(LJWI) Next §99 Lail.a auiall dsslall (o 3330 & ,i5ly (aSqidl
8L Lails NAS IPV4 plgic dl> 33> o i a5 awliv (9.0,0> b adloY dslo] §ed

NAS IPV4 (lgic o> &0 sglos



NAS IPv4 Address

Specify the |Pv4 address of the network access server sending the access
request message. You can use pattem matching synta.

10.7.7.100

ok | cance |

4] duwluw 25 aSeidl 1 Jgogll pal Lol IPV4 Glgic 351 NAS IPV4 glsic Slo> 810 (9
Jnsd 13 Cisco 108 azgo o Liws Ll ollla)l e

OK (999 Jail

I Specify Access Permission

Configure whether you want to grant network access or deny nebwork access if the connectionrequest matches this |

aglicy.

I Tk
W Access granted
Cwant access §f cient connection afiempts match the condtions of this policy

7 Access denied
Diesry pocess f chent connection attempls match the condtions of this polcy

[T Access is detemired by User Dialan properies fwbich cvemds NP5 pakey)
Larant or derry SccEss pocondng 1o user dishin properties B clent connection altempls mabch the condiRions of thes policy

povon_| [t ] |_cona_|

S Joogll Jrosll zlowd) 2ginall Joogll 931 3l §99 Ll cvazll "aSuill a2 Llol o S
I 365 il p5 (im0 paiasall (o dosiall slazeVl bl il 13]) aSuil



Hew Hetwork Policy Ed

Configure Authentication Methods
i
‘H' Configure one or mare authentication methods required forthe connection request to match this policy. For EAP
-~ authentication, you must configure an EAP type. IF you deploy NAP with 802.1% or VPN, you must configure
Protacted EAP in connection reguest palicy, which overrides nebwork policy authentication settings.

EAP types are negatisted between NPS and the chent in the order in which they ane ksted.

EAP Types:
Microsoft: Secured password [EAP-MSCHAP v2)

Add. Ed Rt

Lesz secune authentication methods -
™ Micosoft Enmmmmnmzmscwﬁuza

|_' U zer car change cowmnnd after s evored
™ Micosoft Ermmd Mmmm I:T-'IS{HAP}
l_ - -. -: -'..-'.IF' '- - | -'. " .". -I

r Emrm:-hdal.lhambn [CHP-F']-

™ Unencrypled authentication (PAP, SPAFP)

™ Allow diients to connect without negetiating an authentication method.
™ Performn machine heakh check onty

EAP- plaziwl, zlowal) EAP glgil ddlnio 8 (EAP-MSCHAP v2) aioVl 59 ,0)l dalS jo¢b> 0 laad asls
JUl ;a9 Active Directory 9 Cisco 10S jlg> ¢ Jlail aay,las MSCHAPV2

s 093 "blol J8YI adslaall (§,b" olls e Il idlasNe

iwdo ool ze dawlg, 3330 98 WS @dlo] whlac] 9l 508 &l Gulai, 089 plleall VS o &)l
16,000l 03D 9 2iog0 8 oS axleall Ly 9 Vol dawludl 2ol o 28T s I asloY,



* Network policies allow you to desgnate who i suthonzed ta connect to the netwodk and the ciicumstances under which they
£3N o cannol connect.

hiame | Status | Processing Order | Access Type | Source |
| Pl VPN Enabied 1 Grant Aoce.. Unspectied
| Connections 1o Microsoft Routing and Flemcte Accessserver  Enabled 2 Deny Access  Unspeciied
| Connections 1o cther access servers Enabled 3 Deny Access  Unspecified

Conditions - F the following condiions ane met:

Conditicn | Ve
NAS |Pwd Address  10.7.7.100

Settinegs - Then the following settings ane appled.:

| Setting | Value |
Fathendscation Methaed EAP

Access Pemmission Grar Access

Undate: Moncompliant Chents T

MAP Erforcement Allorve Full network acoess

Framead-Protocol PPP

Service-Type Framed

lgnoce User Diall-bn Properties False

Bxtenasble Authenbcation Profocol Method Microsefi: Secured password (EAF-MSCHAF v

Jrall 19SS

A flexvpn.xml aiouis 99 (o905 H 20 31> XML 25 walo clisl 09



13 XML w25 calo JLall 13D paiaw

<?"xm version="1.0" encodi ng="UTF-8?>

"/ AnyConnect Profil e xm ns="http://schemas. xm soap. or g/ encodi ng>
"xm ns: xsi="http://ww. w3. org/ 2001/ XM_.Schema- i nst ance
/ xsi :schemaLocati on="http://schemas. xm soap. or g/ encodi ng
<"AnyConnect Profil e. xsd

<Clientlnitialization>

UseSt art Bef or eLogon User Control | abl e="true">f al se>
<UseSt ar t Bef or eLogon/ >

Aut omati cCert Sel ecti on UserControl | abl e="true">true>
<Aut omati cCert Sel ecti on/ >

<ShowPr eConnect Message>f al se</ ShowPr eConnect Message>
<CertificateStore>All</CertificateStore>
<CertificateStoreCQverride>fal se</CertificateStoreOverride>
<ProxySet ti ngs>Nati ve</ ProxySettings>

Al | owLocal ProxyConnecti ons>true>

<Al | owLocal ProxyConnecti ons/ >

<Aut henti cati onTi meout >12</ Aut henti cati onTi meout >

Aut oConnect OnStart User Control | abl e="t rue" >f al se>
<Aut oConnect OnStart/ >

M ni mi zeOnConnect User Control | abl e="true">true>

<M ni m zeOnConnect / >

Local LanAccess User Control | abl e="true">f al se>

<Local LanAccess/ >

Cl ear Smart cardPi n User Control | abl e="true">fal se>

<Cl ear Smart car dPi n/ >

Aut oReconnect User Control | abl e="fal se">true>

<" Aut oReconnect Behavi or User Control | abl e="fal se>

Di sconnect OnSuspend

<Aut oReconnect Behavi or/ >

<Aut oReconnect / >

<Aut oUpdat e User Control | abl e="true">f al se</ Aut oUpdat e>
<"RSASecur | DI nt egration UserControll abl e="fal se>

Aut omati c

<RSASecur | DI nt egr ati on/ >

W ndowsLogonEnf or cenent >Si ngl eLocal Logon>

<W ndowsLogonEnf or cenent / >

W ndowsVPNEst abl i shnent >Local User sOnl y>

<W ndowsVPNEst abl i shnent/ >

<Aut omat i cVPNPol i cy>f al se</ Aut omat i cVPNPol i cy>

PPPExcl usi on User Control | abl e="f al se" >Di sabl e>
<"PPPExcl usi onServer | P User Control | abl e="fal se>
<PPPExcl usi onServer| P/ >

<PPPExcl usi on/ >

Enabl eScripting UserControl | abl e="true">true>

Ter mi nat eScri pt OnNext Event >t r ue>

<Ter m nat eScri pt OnNext Event / >

Enabl ePost SBLOnConnect Scri pt >t rue>

<Enabl ePost SBLOnConnect Scri pt/ >

<Enabl eScri pti ng/ >

Enabl eAut omat i cSer ver Sel ecti on User Control | abl e="f al se">f al se>
Aut oSer ver Sel ecti onl nprovenent >20>

<Aut oSer ver Sel ecti onl npr ovenent/ >

Aut oSer ver Sel ecti onSuspendTi me>4>

<Aut oSer ver Sel ecti onSuspendTi e/ >

<Enabl eAut ormat i cSer ver Sel ecti on/ >

Ret ai nVpnOnLogof f >f al se>

<Ret ai nVpnOnLogof f/ >

<Cientlnitialization/>

<ServerList>

<Host Entry>



<Host Name>F| exVPN Hub</ Host Nanme>

<Host Addr ess>f | exvpn- hub. exanpl e. conk/ Host Addr ess>
Pri mar yProt ocol >l Psec>

St andar dAut henti cati onOnl y>true>

<Aut hMet hodDur i ngl KENegot i at i on>EAP- MSCHAPv2</ Aut hMet hodDur i ngl KENegot i at i on>
<| KEl dent i t y>exanpl e. conx/ | KEl dentity>

<St andar dAut henti cati onOnl y/ >

<Pri mar yPr ot ocol / >

<Host Entry/ >

<ServerList/>

<AnyConnect Profil e/ >

JoSUL J25all Jlxall puwl 9 <HostAddress>. ool (9 gl duas dulw e 6,Le <HostName>
oo Yo IKEV2/IPsec plaziwY JlaiVl 985 <primaryProtocol> eg4,.FlexVPN g 590 (FQDN)
JlasVl 165 <AuthMethodDuringlKENegotiation> pg4,.(AnyConnect 9 _uol,i8Y1) SSL
Microsoft Active J,léo a95Laoll agllas dousll 0i® .EAP J31> MSCHAPV2 olaziwY

ei9all e sax0 IKEV2 Gy 425 calay Jrosll gullas il dlwluwld] doud <IKEldentity> >a=,.Directory
(oMl 4 gzl g>1)

Glo 5,50 J9guuall pasiwy Ol Lwogr Y Jsoll doscivy ¥ e o€ 6,ke Jwasdl Gay,ei alo jdla> Vo
ol s ,ei wale clivy AnyConnect o, i

2 9l 13® (9 2)a0 98 oS cawliall JJJI (8 FlexVPN.xml walo laa>|

3 a2 63lelg AnyConnect Jwoc 9Mel o9

< obility Cl =l

¥PN:
Please enter wour username and password,

[Flexvpri Hub =] Gaonneck

4Connect g9 ail o5 FlexVPN gjg0 31 .Cisco AnyConnect Secure Mobility Client aili 8

FlexVPN Hub o=l g0 ,ela, | Cisco AnyConnect JI



& Cisco AnyConnect | Flex¥PN Hub x|

Please enter your username and passwiord,

zernanme:

Password:

Ik, I Cancel

.0K dalnslpg (dalS9 username wl>> .5

auall oo gaxdl

awl> o ,c g>l, . show crypto session detalil rerpote client-ipaddress ,»VI ,on'uui JlaiVl 0 gaxill
oY 13D Jg> wlogleall (0 0o e Joaxl) jueinill  Joc

23Vl a2 i 8151 pazkiwl ol (2,8 3580 (OIT) (laad ey Jouw) Sl wibuw o io 2 YI dla>Ms
. show LoVl 2,530 Juss o, (OIT)

le>Nooly clins VI BLliSiwl

elasVl g solgl paiwly Jrasll o lghlxig DART cMonw gacx 03 (lg>Moly Jlasdl sllas] BLisSiwy
.debug crypto ikev2 internaly debug crypto ikev2 packet :a>g0Jl _lc 0id

.debug sl9l plaziw| Jid zauxuaill wlol Jo> dogo wloglen J| gl :da>No

do Old Slogleo
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