AnyConnect |[Js 926 IJIgwodold slJud gu)
IPsec pg IKEV2 90uld od9gsu IJvoble

Slhgizall

doisoll

daaw LY o llnial

o

do 2 Ziuwnl | o bgSall

oMapdl

aSuildl bblaze

(Syliz|) 6slell Rio de>

10S CA -1sSs

oo lesidl | Je auzall EKU - usi 0 a8xill dusS
el JUsiwVl 62>9 oSG

PKI 1,55

IPsec/ uauiill eSS

ool

65 lpuid|
AnyConnect «auwogi
JLaiVl 0  gaxill

S e

a99 ,20ll & MSLiallg i lxall
il old ologles

doasall

JI AnyConnect e Jin jlg=> o0 IPsec o (oo Jlail guoxi dasS Jo> wlogleo aiiwall 13D pas,
FIexVPN Joc o] plaziwl nsd 65lgidl a9>Lan &o®Cisco |0S a>g0

auwlwVl o lliall
wlllaiall

;4] guolgolly 48,20 bl oS5 Wl Cisco Luogs

FlexVPN .



AnyConnect -
doxsiuall oLgSall
] aslall GligSally poldl wlhlasl JI il 13D 9 65,l9)l wlogleall At
Eully JLawVl aaxo

Logo . JOVI _le M&T 15.2 ,lao| Juing JKEV2 Jusis ,_,Lc»ls a>90 sl Cisco 10S a>g0 0,55, ol S0y
2993 Ol (pawd pixi 99,20l plj)upldublulmlu&ulwl

JrosJl

AnyConnect 3.x )laol|

6>lgaidl io dg>

T(3)15.2 jlaoYl Jauisis (CA) (gonaill @250 poduw Jlall 13D 9

(EKU) gagall gliaall plasiwl pes JI a> bl ey SaoVl ollaodl asl pladiw] dlel) agoll (o
Lle 23 Yanall Las il subas sl 0oSy ol Luiy il e .CA J 10S azg0 plaziw! iy il 13D 9

2l o e (EKU) a8 ,all axdleall 5359 plasiw] Ll 5By uleall

A CANEWAY

Ol oMawvl Jg> wlogleall o 10 Je Jaaxl dusill Cisco wluali oWMawl g1

oSl

aSuill bl

Certificate Authority

Any device with

|23 router Anyconnect
bsns-1941-4 3.x installed

Internet

Secure IPsec connection


/c/ar_ae/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html

(o) olgidl pio dg>

dxa0 22,05 Al 10S azg0 Jogy ol Say caslasiw] o3l 3]

IOS CA 1653

s o5 Al 03D 8 a3l Juosll whsleis Ll zaeall EKU giog CA o313 _le won ail S35 oo
wblgidl JSI Jraell dé95kae EKU 9 p3l3Jl a95Las

bsns-1941-3#show run | s crypto pki

crypto pki server Cl SCO

dat abase | evel conplete

dat abase archive pem password 7 00071A1507545A545C
i ssuer-nanme cn=bsns-1941- 3. ci sco. com ou=TAC, 0=ci sco
grant auto rollover ca-cert

grant auto

aut o-rol | over

eku server-auth client-auth
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BSNS-1941-4#show crypto pki certificate verbose
Certificate
(...omtted...)

Public Key Al gorithm rsaEncryption

(RSA Public Key: (1024 bit

Signature Algorithm: SHAl with RSA Encryption

Fi ngerprint MD5: C3D52BE9 1EE97559 C7323995 3C51DC53

Fi ngerprint SHALl: 76BC7CD4 F298F8D9 A95338DC E5AF7602 9B57BE31

: X509v3 ext ensi ons

X509v3 Key Usage: A0000000

Digital Signature

Key Enci pher ment

X509v3 Subj ect Key ID: 83647B09 D3300A97 577C3E2C AAE7F47C F2D88ADF
X509v3 Authority Key ID: B3CC331D 7159C3CD 27487322 88ACO02ED FAF2AE2E
cAuthority Info Access

:Extended Key Usage

Client Auth

Server Auth

Associ ated Trustpoints: Cl SCO2

St orage: nvram bsns-1941- 3c#5. cer

Key Label: BSNS-1941-4.ci sco.com

Key storage device: private config

CA Certificate
(...omtted...)
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crypto pki trustpoint Cl SCO2

enrol |l ment url http://10.48.66. 14: 80

seri al - nunber

i p-address 10.48. 66. 15

subj ect - nanme cn=bsns-1941-4.cisco.com, OU=TAC, 0=Ci SCO
revocati on-check none

crypto pki certificate map CVAP 10
subj ect - name co ci sco

IPsec il oS5

SHA-1 63l 13 .bislgiis 085 bo Gullas _J] gl 21,8V LS JolSHI/PRF slae] ol o>y

crypto i kev2 authorization policy AC
pool AC

crypto i kev2 proposal PRO
encryption 3des aes-chc-128
integrity shal

group 5 2

crypto ikev2 policy POL
match fvrf any
proposal PRO

crypto i kev2 profile PRO

match certificate CVAP

identity local dn

authentication remote rsa-sig
authentication local rsa-sig

pki trustpoint Cl SCO2

aaa aut horization group cert list default AC
virtual -tenplate 1

no crypto ikev2 http-url cert
crypto i psec transformset TRA esp-3des esp-sha-hnmac

crypto i psec profile PRO

set transformset TRA

set ikev2-profile PRO

interface Virtual - Tenpl atel type tunnel

i p unnunbered G gabitEt hernet0/0
tunnel rnode ipsec ipv4 tunnel protection ipsec profile PRO
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<ServerList>

<Host Entry>

<Host Name>bsns- 1941-4.cisco.com</ Host Name>
Pri mar yPr ot ocol >IPsec>

St andar dAut henti cati onOnl y>true>
<Aut hMet hodDur i ngl KENegot i ati on>
IKE-RSA

<Aut hiet hodDur i ngl KENegot i ati on/ >
<St andar dAut henti cati onOnl y/ >

<Pri mar yPr ot ocol / >

<Host Entry/ >

<ServerList/>
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BSNS- 1941- 4#show crypto ikev2 sa

| Pv4d Crypto | KEv2 SA

Tunnel -id Local Rempote fvrf/ivrf Status

none/none READY 10.55.193.212/65311 10.48.66.15/4500 2
,Encr: AES-CBC, keysize: 128, Hash: SHA96, DH Grp:5

Auth sign: RSA, Auth verify: RSA

Life/Active Time: 86400/180 sec



| Pv6 Crypto | KEv2 SA
BSNS- 1941- 4#show crypto i psec sa

interface: Virtual - Accessl

Crypto map tag: Virtual - Accessl-head-0, |ocal addr 10.48.66.15

(protected vrf: (none

(l ocal ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0
(remote ident (addr/nmask/prot/port): (172.16.1.2/255.255.255.255/0/0

current _peer 10.55.193.212 port 65311
{,PERM T, flags={origin_is_acl

pkts encaps: 2, #pkts encrypt: 2, #pkts digest: 2#
pkts decaps: 26, #pkts decrypt: 26, #pkts verify: 26#

| ocal crypto endpt.: 10.48.66.15, remote crypto endpt.: 10.55.193.212
path mu 1500, ip nmu 1500, ip ntu idb G gabitEthernet0/0

,conn id: 2003

(sa timng:

,conn id: 2004,

(sa timng:

(current outbound spi: 0x5C171095(1545015445
PFS (Y/N): N, DH group: none

;i nbound esp sas

(spi: 0x8283DOF0(2189676784

, transform esp-3des esp-sha-hmac

{ ,in use settings ={Tunnel UDP-Encaps
flow_id: Onboard VPN: 3, sibling flags 80000040
crypto map: Virtual - Accessl-head-0

remai ning key lifetine (k/sec): (4215478/3412
IV size: 8 bytes

replay detection support: Y

(Status: ACTI VE(ACTI VE

:out bound esp sas

(spi: 0x5C171095(1545015445

, transform esp-3des esp-sha-hmac

{ ,in use settings ={Tunnel UDP-Encaps
flow_id: Onboard VPN: 4, sibling flags 80000040
crypto map: Virtual - Accessl-head-0

remai ning key lifetine (k/sec): (4215482/3412
IV size: 8 bytes

replay detection support: Y

(Status: ACTI VE(ACTI VE
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(The client certificate's cryptographic service provider(CSP
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