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Overview Analysis JGISEE Devices Objects AMP Intelligence

Access Control » Access Control Network Discovery Application Detectors Correlation Actions v
test

Enter Description

Prefilter Policy: Default Prefilter Policy SSL Policy: TEST SSL _POLICY

Rules  Security Intelligence  HTTP Responses

General Settings &
Maximum URL characters to store in connection events 1024
Allow an Interactive Block to bypass blocking for (seconds) 600
Retry URL cache miss lookup Yes
Enable Threat Intelligence Director Yes
Inspect traffic during policy apply Yes

Identity Policy Settings &
Identity Policy None

SSL Policy Settings &
SSL Policy to use for inspecting encrypted connections I TEST_SSL_POLICY I
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Sour... Dest Source  Dest
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Administrator Rules |

This category is empty

Standard Rules

1 @ DnD banking any 3Ny 3Ny 3 ¥ 3Ny Ny ® Financial Services (Any Reputatio 1 =» Do not decrypt

2 decrypt outbound suspicious %, inside 5, outside, ® Any (Reputations 1-2)

?T X

Rod Editing Rule - DnD banking

" Name oad bankind ¢ Enabled Move
z -

n Action =% Do nat decrypt > u

Zones Networks VLANTags Users Applications Ports Category Certificate DN  Cert Status Cipher Suite  Version Logging

[ oottt comecr [ Enable Logging

Send Connection Events to:

Save Cancel
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Fﬂm“lﬂﬂ-ﬂ ©  Ingress x
All Columns

Enabled Columns

d Access Control Policy

Referenced Host

SSL Actual Action
SSL Certificate Status
SSL Cipher Suite

SSL Expected Action
SSL Flow Error

SSL Flow Flags

SSL Flow Messages UEEr Agent
SSL Policy Web Application Category
SSL Rule

Web Application Tag

SSL Session ID Apply Cancel

SSL Ticket ID

SSL Version
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Connection Events (switch workniow) .
e i SSL Blocking

Connections with Application Details > Table View of Connaction Events
» Search Constraints (Edit Search Save Search) / flow

Cause of the
SSL failure
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81 il Vit e A
SSL flow

flags for what
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with flow
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Table Field Selector
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#9236 wedp 1U9eré [Juplbsé Connect 1
Firepower-module1> Connect ftd
>

|Juuuu0 JJ,ou..s.Jlu IJrOu&))O‘ ..sp-JU |J_9uo_9J lJs 9lgodé ywb, |J|_9|,o_, (CLI) 1IJ¢glos
# Connect Module 1 telnet
Firepower-module1> Connect ftd ftd1
Swp Il lJlouold w9gs6 wedpe ftd(ftd1) JJzloss... I>3J "exit" JJg9s6 |[Js 9lzod b,

IJI_9IpJ (CLI) 1IJgl o0 wldeposs
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n support ssl g debug_poli

Parameter debug_policy_all successfully added to configuration file.

Configuration fi
debug_polic

You must tart snort before thi : vill take affect
This can k e via the CLI command
'nmtoo :

2 the current SSL ug configuration file

must restart snort before this change will take affect
This can be do| ia the CLI command
'pmtool restar

w3t Jl couw Lsdld wubgsd wusrse igble wes crese Iwslule IJu29,88
wluwegsle |Ule, system support ssl-debug-reset.

WwSIY9y og,l.d pJV pJdoyw JIJ gpdso Jvgs) s IJouvgsd eds goly FirePOWER. Lusdoy
P93¢ [Jpdosle:

- VAR/slisg JJiub s 1wl uwss gy FTD
- INGFWNVAR/ o sy Jiobes FTD

/et time

on_id_len=0,

030 weL2 IJed9d 1Jpds38 B wwedle wuoese IJigble.



2017-05-30 04:02:05.893 Verdict callback.
Logstr: ssl_policy_decision: Found maiching rule.
Process ID: 24383
Flow context: 0x414eael
Flow info: 0x7ffead4b8ccf0
flowid: 0x80000039
error; 0x00000000
cipher_suite: 49199 - TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
ssl_wversion: TLS1.2
server_cert_h: 89

flags: 0x40820004048181c3/0x00000088c0000000
Connection Event: 0x7ffea4b8c9e8 messages: 0x00000038
Policy ID: 93a182e8-1d00-11e6-9e03-b6d00120637b

Rule 1D: 1

Logging is on: 1

Cipher Suite: 49199 - TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

SSL Version: 16 - TLS1.2

Server Cert Status: 2 - valid ca chain

URL Category Matched: 0

App ID Matched: 0

Client Hello Server Name: (null)

SSL Flow Error: 0x00000000 - NSLIB:Logging [0x00000000;code:0;sub:0] Success;
SSL Flow Messages: 0x00000038 - CLIENT_HELLO,SERVER_HELLO,SERVER_CERTIFICATE

SSL Flow Flags: 0x00000088¢48181c3 -
VALID,INITIALIZED,SSL_DETECTED,CERTIFICATE_DECODED,FULL_HANDSHAKE,CLIENT_HELL
O_SESSTKT,SERVER_HELLO_SESSTKT,CH_PROCESSED,SH_PROCESSED,CH_CIPHERS_MO
DIFIED,CH_CURVES_MODIFIED,CH_EXTENSION_REMOVED,CH_ALPN_HAS H2

SSL Session ID:

SSL Session Ticket

Network parameters:
src_addr: 192.168.1.200
src_port: 55113
src_intf: 3
src_zone: -1
dst_addr: 216.58.218.234
dst_port: 443
dst_intf: 2
dst_zone: -1
vian: 0

Matching Rule:
ordinal rule id: 1
rule id: 1

Verdict

2017-05-30 04:02:05.894 Error callback
Logstr: ssl_policy_error_callback
Process |D: 24383
Flow context: O0x414eael
Flow info: 0x7ffea4b8d3a0
flowid: 0x80000039
error: O0xb7000a20
FLOW ERROR FOUND:
- NSE:PubCrypto [0xb7000a20;code:32;sub:10] OpenSSL RSA operation failure;
cipher_suite: 65535 - Unknown
ssl_version: UNKNOWN
server_ceri_h: -1
flags: Oxca4a0407068181c5/0x00000088c0000000
messages: 0x00000078
Connection Event: 0x7ffea4b8d290
Policy ID: 93a182e8-1d00-11e6-9e03-b6d00120637b
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Overview Analysis Policles Devices Objects | AMP Intelligence

Advanced Troubleshooting

m Threat Defense CLI  Packet Tracer  Capture w/Trace
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> system support debug-DAQ debug_daqg_write_pcap
Parameter debug_daq_write_pcap successfully added to configuration file.

Configuration file contents:
debug_daq_write_pcap

You must restart snort before this change will take affect
This can be done via the CLI command
'system support pmtool restartbytype DetectionEngine'.

> system support pmtool restartbytype DetectionEngine

> expert

admin@firepower:~$ cd /var/common/
admin@firepower:/var/common$ Is
daq_decrypted_15903.pcap daq_decrypted_15909.pcap

admin@firepower:/var/common$ tar pczf daq_pcaps.tgz daq_decrypted_*
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172217, 5,18
w207,

243 Client Hello

152.168,1.208 TLSvi.2 373 Server Hello 443
162,168, 1.208 e 1514 [TCP segment of a reassesbled POU] 443
152.168.1.200 e 1514 [TCP segment o sestiled POU 441

33 Certificate 443

Server Key Exchange
63 Server Mello Dose

SSL Decryption
ails

ase ™ e deerrpten 14404 stap.
+ Frame 17841 63 bytes on wire (564 bits}, 83 ytes caplured (384 bits) AR e m RE QR«»EF L[ St
> Etheraet I1, Src: Vmware 22:01:86 (00:0c:20:22:01:06), Dst: Vmare_l6:aci8] I EIED | S
» Enternet Proto<ol Version 4, Srci 172,217,810, Ost: 192.168 estewnon rotonnt SR MewCote
ransnission Control Protocol, Src Port: 443 (443), Bt Ports SPIAT (S9337), Seqs JMNT, Ack: 198, Len: &
* Secure Socket
» TL¥L,2 RRCord Layer: Hinabaks Protocol: Server heila Oone 49 8. 188261 30.199. 240 ¥} 111 priy
Santant Hendshehn 6 8,399074 99,138,199, 240 239 Cliest Hello o 443
eraion: T8 1.3 gl 61 8480633 192.168.1. 780 124 Server Hallo 443
Length 4 &3 8.520860 192.168.1.700 1514 [TCP segaent of a resssesbled POUL a3
= Mandshaks Protocol: Server Wello Done 43 8,520988 192.168.1.200 1514 [TCF segaent of a reassesbled FOUL 443
Handshake Type: Server Hella Bone (14) 64 8,521088 192, 168.1.200 433 Certificate 43
Length: @ 65 B.521132 192.168.1.208 192 Server Key Exchange aay
6 8.521251 192.168.1.780 63 Server Hello bone 443
'] 136.199. 248 Elient Key 3
ShEEERSY Enussuan 3 e
9 8.73000% 192,168,170 [TCP segaent of  reassestled POU)
LT 0 -l 91 8.736078 192,168.1.200 1135 [TCP segaent of o reassesbled FoU
95 8,735212 192, 168.1.284 61 HTTR/1,1 200 0K lapplication/json) 43
+ 176 28.281141 98.138.199. 248 B39 POST feomet HTTP/1.1 (application/js. 59113
117 20429652 192.168. 1.2 254 (TGP segeent of o reassesbied FOUl 443

Successful SSL
Decryption

wvlnm Tramsrer 1 -muv
[Expert Info (Warn/Security):

[Severity level: Warn]
[Grewp: Security]

g lmn Info (Chats:
T o

lSev!rny levels Chas]

- Frame 63: B3 bytes on wire (6472 bits), 803 bytes castured (6472 hits)
* Ethernet 11, Src: Vmware_LbiaciB7 (00:0c:29: 16:ac:87)
» Inernet Protocol wrum 4, Srei 192,

Cont. Sre Port: 58113 (39113), Dst Port: 443 (443}, Seq: 261, Ac

Sequence:
omet WTTPAL1\rAn]

i
160.1, 200, Osti 98,138.198,240

Unencrypted HTTP protacol detected over encrypted port, could indicate a danperows miscoafiguration.]
(unencrypted HTTP protocol detected over encrypted port, could indicate & dangerous miscontiguration.|

)
77, Len: 755

FOST /comet HTTP/L. Ihrvn]

#c 29 16 ac 67 68 B 43 8
9 20 00 89 40 86 Ba 12 cb a 01 <8 62 Ba
€6 ¢ @1 bo 95 45 b3 8B 10 of €9 45 54 18
| IS A 00 00 30 41 51 54 20 21 63 6F &4 63
78 20 43 54 54 58 27 31 e 31 Bd Ba 4B &F 73 T4
3a 20 63 6f 6 65 74 e 79 61 6B 6f Of Je 63 61 yabao,co
6 84 B3 43 Bf Ge Be 65 63 14 69 6f e 33 20 &b ceiont K
2070 65 65 TH 26 61 62 69 7B 63 04 Do 43 BF be 74 65 eep-aliv e, Conte
930 b 74 2d 4¢ 65 6o 67 74 68 3a 0 37 35 31 80 @ mt-Lengl h: 5L,
2 416 63 65 70 74 Ja 20 2a 2f 2a Bd 8a 4F T 65 Accept: “ori
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am @ RS Q== EFE_E aaqr
W tepsrcpart =s 63232 B | i |
Mo, & Timg Sowrca SRCPAT Dostirgton DSTPORT  Longth Ll Profocal
314 2.970446  192.166.1.200 63232 172,217.5.226 an 66 63232 = 443 [SN] Seq=@ Win=8192 Len=d MSS=1460 WS=4 SADCPERM=1  TCP
324 4,003952  192,168.1.200 63232 172.217.5,226 443 54 61232 ~ 443 [ACK] Seq=1 Ack=1 Win=66240 Len=i TcP
102, 166. 1,200 63232 172.217.5.226 3 271 Client Hello
332 4.062885  192.168.1.300 63232 172.217.5.226 443 54 63732 - 443 [ACK)] 5eqs218 Acks1957 Wins=66248 Lens® TCP
236 4.8679%9 192.168.1.200 63232 172.217.5.226 a3 54 63232 - 443 [ACK] 5eq218 Ack=2118 Win=B5876 Lens@ T
34 4.072598  192.168.1.200 63232 172.217.5.226 443 188 Client Key Exchange, Change Cisher Spec, Mello Reguest, Hello Regue. TLSVL.Z
339 4.061848  192.168.1.300 63232 172.217.5.226 a3 187 Application Dota m
349 4.081963  192,168.1.300 53232 172.217.5.226 a3 118 Application Data
* Handshake Protocel: Client Hello ‘soe I
Handshake Type: Client Hello (1) —_ —
Length: 208 F | ] T ] &= = 3 4=
, Yerston: TS 1.2 (om0 T B - "
Session ID Length: @ No. & Time Source SACPRT Destination ST PORT Langth Infa. Protocol
Cipher Suites Length: 28 ; 787 12.608125 192.168.1.200 63237 172.717.5.226 443 56 63232 - 443 [SYN] Seqs® Wins8197 Lensd MSS=1468 WSsd SACK_PERMsl Tcp
» Cipher Suites (14 suites) 717 12.634388  192.168.1.200 63232 172.217.5.226 443 54 63232 ~ 443 [ACK] Seq=1 Ack=1 Win=66248 Len=g cr
Comprassion Methods Length: 1 162.168.1. 200 63232 5 3 3 Client Hello
+ Compresglon "‘""“_“ (1 method) 730 12.672869 192.168.1.200 63232 172.217.5.226 443 54 63232 - 443 [ACK] Seq=200 Ack=2761 Win=66248 Len=8 TCP
o oy Lawthi- D9 734 12.697358 102.168.1.200 63132 172.217.5.226 443 54 63232 ~+ 443 [ACK] Seq=200 Ack=4207 Win=66240 Len=6 e
4 ::t:‘:“n: ‘: own "?“'_ . 738 12.711685 192,168.1.200 63232 172.217.5.226 443 18 Client Key Exchange, Change Cipher Spec, Encrypted Hondshake Message TLSv1.2 ™
it b 739 12.712021 192.168.1.200 63232 172.217.5.226 443 167 Application Data TLSvl.2
[ rtension: Extencas master secret | 740 12.712097 152,168,1.200 63232 172.217.5,226 443 118 Application Data Tisvie2
" " version: TLS 1.0 (@x@301)
e e aion Lot 50
Extension: signed_certificate_tisestasp Filiensas Eratogels Silentiielis
o H Handshake Type: Client Hello (1)

Extension: channel_id Lemgth: 198
Extension: ec_point_formats Version: TLS 1.2 {@x@383)
Extension: elliptic_curves + Random

» Extension: Unknown SE826 Session 10 Length: @

Cipher Suites Length: 22

+ Cipher Suites (11 suites)
Compression Methods Length: 1

+ Compression Methoss (1 sethod)

Extensiens Length: 127

Extension: Unknown 6682

renegotiation_info

server_nane

Sevyionticne: 18 —
signature_algorithes

status_request

signed_certificate_timestomp

Application Layer Protocol Negotiation
ec_point_formats

elliptic_curves

+ Extension: Unknown 56826

» Extension: Application Layer Protocol Megetistion
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Add Rule

Name | Do Not Decrypt Googhe 3 Erabies nsert | besow rube

Action = Do not decrypt

Zones  Meworks  VLANTags  Users  Agplications  Ponis  Category  Ceroncate [Eif] centstaws  osnersuce  version Logging

Avoilable DNs & @ Subject DN (1) Issuer DN (0)

Nacwww, o0ghe.com

LTI LT Lo

m Trusted CA Certificates  Undec ryptable Actions

Source Dest Saurce Dest
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