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> system support capture-traffic

Please choose domain to capture traffic from:
0 - br1
1 - Router

2 - my-inline inline set

Selection? 2

Please specify tcpdump options desired.
(or enter '?' for a list of supported options)

Options: -s 1518 -w ct.pcap

> expert
admin@ciscoasa:~$ Is /ngfw/var/common/

ct.pcap
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Sew 9dl wzass sbs [Jwiss 98,56 Iduwsluws [dpguegsed Jlghs wozsoe SFR pu gJIJ
ouresd IJlp, show service-policy sfr.

# show service-policy sfr

G obal policy:
Servi ce-policy: global_policy
Cl ass-map: sfr
SFR card status Up, node fail-open
packet input 10000, packet output 9900, drop 100, reset-drop O

s9uee IJIg)lz 1u &)sbs policy global_policy w§9e w00 lz)le Bop Buvd SFR eds ¢sbé
956 "sfr".
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Swbd lJglds SFR wubdsd 9bed 1J ps,e-only ouvdsd:

# configure term nal

(config)# policy-mp gl obal _policy
(config-pmap)# cl ass sfr

(config-pmap-c)# no sfr fail-open
(config-pmap-c)# sfr fail-open nonitor-only

INFO The nonitor-only node prevents SFR from denying or altering traffic.

(config-pmap-c)# wite nenory

Bui | di ng configuration...

e’ 9028 U928 IJuplbss Vs 9uoe 1Jeilus S8b: spdu IJezdd puel S [é)lz show
service-policy sfr.

# sh service-policy sfr

d obal policy:
Servi ce-policy: global_policy
Cl ass-map: sfr
SFR. card status Up, node fail-open nonitor-only
packet input O, packet output 100, drop O, reset-drop O

pdlzbs: Jlgl>s 9256 SFR |Js Idsusg 1dpuopu: $p wluosl) IJi o, no sfr fail-open monitor-
only oo 0l936 pbld..é (config-pmap-c)#lJes oz 6 ledlo. pow9esd w SFR {failed-open |
failed-close} 1o, 1J3s Jlo 9295l B IUILad.
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Tap Mode:

Propagate Link State:

Strict TCP Enforcement:
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o128 9lps puduwds ASA.

asa# packet-tracer input inside tcp 192.16 60 10000 10.10.10.10 ssh 4
IP-OPTIONS

s ifc outside
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nal Information:

S Ideeld ledlo: vus eds 2> udle 9226 ASA 9 SFR IJos wuwee wldzip olJluolss [Js
peJ9ple 0956 29d JsOs6 pelded ASA Juswe g 1Ug)ps.

FTD (all) - cubésd blé ogde IJgie Js Sleos v, 1JIsle, (CLI) bs FTD

eJs zpse IUlobes 1wl gusé J FTD. spdo wuvésd IJle, packet tracer oo 9lzos Lwlo, 1JIsle,
(CLI) IJgl o6 o FTD.
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Phase: 11

Type: EXTERNAL-INSPECT
Subtype:

Result: ALLOW

Config:

Additional Information:
Application: 'SNORT Inspect’

Phase:

|'. =, 9

12

._:Ix i I—:' T

L LW

Subtype:
<esult: DROP
Config:
Additional Information:
Snort Trace
/N

fak
= |

packet blacklisted, drop

oder alerts or act

Bs 03l pold ,ob tracer JI sods Iduwow Jduwdsb. Vs 0o Ildé: os 1J$lsps [Jugle IP
2pU S0 "pedsple IUlely" B FirePOWER IJos weue 1dgies. woped 1gbys IJoldss Ws
loweduulod Rble pdyy oyulez FIrePOWER 1w )58 1J3s souwew B IJlgwdlb gluadizol.

luweésle Capture og Trace Jlwed bl izble 2,96 1Jey9)
lJpoluinné sluodlzol

Jol spdu wedo 96 1Jpra) Idpcluing o) psso IUIJo@lb pe psio IJowog sldos owsd,)
eds gese IJlubps IUluwluuséd go) 9lzgod yulo, 1Ul9le, (CLI. bole peld eds wuvesd IJoylb
pe woug pdlod I8 )9, SSH.

> capture ssh_traffic trace interface inside match tcp any any eq 22
> show capture ssh_traffic

1 packets captured

1: 01:17:38.498906 192.168.62.70.48560 > 10.83.180.173.22: S 4250994241:4250994241(0) win 29200 <mss 1460,sackOK timestamp 1045829951
0,nop,wscale 7>

2:01:17:38.510898 10.83.180.173.22 > 192.168.62.70.48560: S 903999422:903999422(0) ack 4250994242 win 17896 <mss 1380,sackOK timestamp
513898266 1045829951, nop,wscale 7>

3:01:17:38.511402 192.168.62.70.48560 > 10.83.180.173.22: . ack 8903999423 win 229 <nop,nop,timestamp 1045829956 513898266>

4:01:17:38.511982 192.168.62.70.48560 > 10.83.180.173.22: P 4250994242:4250994283(41) ack 903999423 win 229 <nop,nop,timestamp
1045829957 513898266>

5: 01:17:38.513294 10.83.180.173.22 > 192.168.62.70.48560: . ack 4250994283 win 140 <nop,nop timestamp 513898268 1045829957>

6:01:17:38.528125 10.83.180.173.22 > 182.168.62.70.48560: P 903899423.903999444(21) ack 4250994283 win 140 <nop,nop,timestamp 513828282
1045829957>

7:01:17:38.528613 192.168.62.70.48560 > 10.83.180.173.22: . ack 903999444 win 229 <nop,nop timestamp 1045829961 513898282>
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nal Informa

Type: SNORT

Subtype:

Result: ALLOW

Config:

Additional Information:

Snort Trace:

Packet: TCP, ACK, seq 4250994242, ack 903999423

AppID: service SSH (846), application unknown (0)

Fir II: starting rule matching, zone 1 -> 2, geo 0 -> 0, vlan 0, sgt 65535, user 2, icmpType 0, icmpCode 0
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Add Capture

Name*: Test

Match Criteria:

Source Host*: 192.168.1.200

Destination o
Host*: any
SGT number:

Buffer:

Packet Size: 1518 14-1522 bytes

1534-33554432

Buffer Size: bytes

524288

Protocol=: TCP e

Interface*: Inside

Source Network:

Destination
Network:

(0-65535)

Continuous Capture
© stop when full

Trace

Trace Count: 100(1

Clicking Add Capture

éssmmm  button will display this

Save Cancel
Advanced Troubleshooting
Fike Duwnlosd _ Threst Detense GLI_ Packet Tracer (IR
€ huts Relvesn vl toeconl: 10 Ensbie huts Refresn 484 Captur
Hame Intertace Type Trace  Buffer  Buffer Packet Bufer Protacol  Sourcs Beatination Status.
Mode  Siew Lengih  Satus
Test T — s W Sume 5 Captung TEP 92168100 ey g ] ]

Advanced Troubleshooting

popup window

View of all current
captures

4

File Download  Threst Defense CLI  Packet Tracer

€ Packets Shown: 577/

Packets Captured: 577 | Traoms: 74

Example output
shows the packet was
blocked by Snort
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Add Prefilter Rule 7%

@ FPrefilter rules perform early handling of traffic based on simple network characteristics. Fastpathed traffic bypasses access control and QoS.

Name fastpath 192.168.62.60 8 Enabled Insert  below rule eelll

Action w5 Fastpath -
Interface Objects m VLANTags  Ports Comment  Logging

Available Networks & Q Source Netwarks (1) Destination Networks (0)

[ ] ! 192.168.62.60 g |

Byony

S e Clicking Add Prefilter

8 c2_neowork souce 4w Rule button will display
any-ipvd . .

-y this popup window.

& Pvé-Benchmark-Tests
& 1Pva-Link-Local

2 1Pva-muitcast

8 1Pvd-Private-10.0.0.0-8

| Enter an 1P address ‘ L Add [&nwanw address | Add
agd || concel

fastpath test | | © cance |

3 Add Tunnel Rule &3 Add Prefiiter Rule | search Rules

B ——— e —— L Ay

fastpath 192.168.62.60  Prefilter any 1 152.168.62.60 any =% Fastpath na B o & 8 the f-astpath test
Prehiier policy

Prefilter Policy

The prefilter policy performs early traffic handling using simple network
characteristics, including non-encrypted encapsulation. (Firepower Threat

From AC policy make
S 4@mmmmm  sure the Prefilter Policy
fastpath test |v‘ & is set to the custom

Prefilter Policy

. ok || cancet |

View of connection events matching prefilter rule

# [ 2017-05-15 16:05:14 2017-05-15 16:05:14 Fastpath 81 192.168.62.60 &l 10.83.180.173 48480 /tep 22 (ssh) / tep fastpath test  fastpath 192.168.62.60
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