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DNS Policy Default DNS Policy

Whitelist (2) Blacklist (30)
Networks
¥ Global Whitelist (Any Zone) & & Attackers (Any Zone) - Logging ena E]E‘ ‘
URLs &/ Bogon (Any Zone)

- Global Whitelist for URL (Any Zone) lu | & Bots (Any Zone)

& CnC (Any Zone)

&/ Dga (Any Zone)

q,’ Exploitkit (Any Zone)

® Malware (Any Zone)

®' Open_proxy (Any Zone)
@ Phishing (Any Zone)

&/ Response (Any Zone)

@ Spam (Any Zone)

& Suspicious (Any Zone)
& Tor_exit_node (Any Zone)
% Global Blacklist (Any Zone)

[75 | e LOgging disabled

4| my_custom_url (Any Zone)

AKX AXXX
= = O = (M= O = O = O = = = = O = = = =

o Global Blacklist for URL (Any Zone)
@ URL Attackers (Any Zone)

& URL Bogon (Any Zone)

@ URL Bots (Any Zone)

@ URL CnC (Any Zone)

& URL Dga (Any Zone)

@ URL Exploitkit (Any Zone)

@ URL Malware (Any Zone)

@ URL Open_proxy (Any Zone)
@ URL Open_relay (Any Zone)
@ URL Phishing (Any Zone)

@ URL Response (Any Zone)
@ URL Spam (Any Zone)

@ URL Suspicious (Any Zone)

AAXAXAXXAXXAXAXXNXXX
(= = O = O = OO = = O = = O = O = = O = (= = = =

@ URL Tor_exit_node (Any Zone)
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Exclude o1 Open in Context Explorer
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> system support firewall-engine-debug

Please p . .
Please 192.168.62. emm Specify Filter
Please spec1fy a client port:

Please specify a server IP address:
Please specify a server port:

Monitoring firewall engine debug messages

See Verdict Info per packet

92.168.62.51-51216 > 173.37.145.84-80

192.168.62.51-51216 > 173.37.145.84-80

first with zones 1 -> 2, geo @ -> 0,

@, client O, n @, user 9999997,

192.168.62.5 16 > 173.37.

192.168.62.51-51216 > 173.37. ) Start1ng with minimum 3, , and
first with zones 1 -> 2, geo inline sgt tag: svc
payload 2655, client 638, @, user [} xf

192.168.62.51-51216 > 173. 5.84-80 eturning URL_BCTYPE

173.37.145.84-80
waited: Oms
173.37.145,.84-80

rule order 3, 'block urls', URL Lookup Success:

192,168.62.51-51216 > 173,.37.145.84-80

)
)
197°,168.62.51- '3.37.145.84-80 0
192.168.62.51-51216 > 173.37.145.84-80 g
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Check logging for block rules

w Mandatory - My AC Policy (1-2)

; N . ’ ’ ) O YouT = ; ol (] [
1 block with logging any any any any any any B Yout, & any any any € Blocl 08 Bl B p & 6
2 block no logging any any any any any any any any any ® Gaml any ,{ Blocl y :‘J B 0 j El
'y Add trust rule
1 Trust traffic any any ﬂ 192, any any any any any any any any = Trus D) 4 ﬂ ] Q 0 9? E'
2 block with logging any any any any any any ) YouT any any any any # Bloc N @ Q 0 7 |
[ Youtt w20 O
3 block no logging any any any any any any any any any ® Gam any & Bloc p rj’ ) 0 j @

,l Create blank AC policy

w Mandatory - Test - No rules (-)
There are no rules in this section. Add Rule or Add Category

w Default - Test - No rules (-)

There are no rules in this section. Add Rule or Add Category

Default Action Intrusion Prevention: Balanced Security and Connectivity |"’ m
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Administrator Rules

This category is empty

Standard Rules

1 o DnD banking any any any any any any any any any ® Financial Services (Any Reputatio any
2 decrypt outbound suspicious o inside 3 outside, any any any any any any any ® Any (Reputations 1-2)

Rod Editing Rule - DnD banking X

T Name DD banking | @ Enabled Move

u Action | =% Do not decrypt B

Zones Networks VLANTags Users Applications Ports Category Certificate DN CertStatus  Cipher Suite  Version

MF-— Enable Logging

nu:uonmw

save || cancel
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Editing Rule - Passive T X

Name  Passive

Action | Passive Authentication

Zones  Networks VLAN Tags Ports

Enabled

b Realm: my-realm

Realm *

my-realm

Use active authentication if passive authentication cannot identify usar aUth rUIes don t

~|,» Make sure passive

fall back to active

Auth Type

auth

* Required Field

Save Cancel

Remove or disable

active auth rules l

Active Auth®™qfication HTTP Ndgotiate & O

Active Authentication

Identity Policy Settings Active Authentication HTTP Basic

Or remove identity
from Advanced
tab of ACP

Identity Policy None

Passive Authenticatio
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> system support trace

specﬁ; a cl1eﬂt IP addr'egg 192.168.62.69 — SpeCIfy Fllter

specify a client port:

specify a server IP address:
specify a server port:
firewall-engine-debug too? [n]: y

Monitoring packet tracer debug messages See VerdiC’E InfO per paCket

- output omitted for brevity]

173.37.145.84-80 - 192.168.62.69-38488 6 Pgcke TCP ACK seqg 3594105349, qgck 3856774965
173.37.145.84-80 - 192.168.62.69-38488 6 service H (6 isco (2655)
192.168,62.69-38488 > 173.37.145.84-80 6 AS 1 I 0 URL SI ("ht W, 1550, com/<7php")
returned @
192.168.62.69-38488 > 173.37.145.84-80 6 AS 1 I @ match rule order 5, 'inspect it all', action Allow
192.168.62.69-38488 > 173.37.145.84-80 6 AS 1 I @ allow action

192.168.62.69-38488 > 173.37.145.84-80 6 Firewall: allow rule, 'inspect it all', allow
192.168.62.69-38488 > 173.37.145.84-80 6

192.168.62.69-38488 > 173.37.145.84-80 6 d

192.168.62.69-38488 > 173.37.145.84-80 6 AS 1 I eting session

192.168.62.69-38488 > 173.37.145.84-80 6

192.168,62.69-38488 > 173.37.145.84-80 ©

Verdict reason is sent to DAQ's PDTS
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T Inbevitance Settings | (] Policy Assignments (0]
m Security Intelligence  HTTP Responses  Advanced

8 Firer by Device | Rule Conflict Detection &8 &) Add Category ) Add Rule  Scarch Rul

his section, Add Rile or Add Categery
= Default - test_rest ()
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Network Analysis and Intrusion Policies
Intrusion Policy wiad befors Access Control | No Rukes Active
e is desermined

Intrusion Poicy variatie Set Default-Set

Netwark Analysis Rules o Gustom Ruies
-
Defaut Network Analyss Pobcy Baianced Security and Connectivity

Revert o Oefauits
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Add Rule X

Name | Catchall # Enabled Insert | Into Mandatory i
Action |« Allow =

Zones VLAN Tags .. Users Ports  URLs  SGT/ISE Attributes Logging  Comments.
Intrusion Policy Variable Set
None d I

= . Remove file policy
from all rules

w Mandatory - test_rest (1-2)

w Default - test_rest (-)
There are no rules In this section. Add Rule or Add Category
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