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SueWd o3l Idp oo Idlg)lele IJpousgs Idpoles eds uusluws Idozdpe s 1J9uo9d (ACP) |Js
Firepower Threat Defense (FTD) 9_wsluwo IJouow9s6 Idpuwe9o.

IJecbJoule
o900 Cisco Ly oday Jssd pe,ds Lldpsl ose IJeldss:

- IJEle crpsd IJons s
- ldodlb 1Jzgje eds lzoss 1d>le o> woss> FirePOWER
- bl woug lJeip sldoslb oluvesle esh ldooog eds lzojé FTD

lJedyule IJpuuosped
ouwow Idpedspele 1Jglyo W o3l ldpuwens |Js luosble Idolez 9ldedsole 1Jpebss Ideldss:

- Cisco Firepower 4110 Threat Defense. |Jl_eo>l, 6.4.0 (Build 113) 9 6.6.0 (Build 90)

- oyJ; blyé Firepower (FMC). IJlo>l, 6.4.0 (Build 113) 9 6.6.0 (Build 90)
e logsle Idpgdspele 191,56 Bs o3l IJp e pu Uiao_)é 1J 92956 WOS wSiS6 pgpdso ¢luos.
u.)lu E.P‘SE. Ulao_)o lJPLJ‘UVC')Po l._9;5 o3l lJPL}‘UUU-) uudﬁ;Su PPKJ‘USC (ldu)lLJDS) |.)| Jluu

IJevoele slo IJuods

03l 98588 Suwebst lsupl Yoo luvagede pg 03l 2ol su,prsé LOSES:

- ASA5506-X, ASA5506W-X, ASA5506H-X, ASA5508-X, ASA5516-X

- ASA5512-X, ASA5515-X, ASA5525-X, ASA5545-X, ASA5555-X

- FPR1000 9 FPR2100 9 FPR4100 9 FPR9300

. VMware (ESXi) 9¢>ple IJssw po Amazon (AWS) glJizojé IUld el oss IJ8lkses eds
Kernel (KVM)

- 1J9gs6 IJuplbss Jpgzo U ed 1Jpspzs (ISR) Router Module

- wyulez FTD IJluesl, 6.1.x 9l osble IJizse
pdlebé: sop sgp lJéle cppsd IJodr0d Vb eds Idposdle IJiodss Jobousdle ASA

9 FTD 9gJs IJiub o6 1Jiul usé FPR4100 g FPR9300. JI wagp posdle gloss FTD |Jéle
oeesd ldoswg.

peJple luwlyuss

Sop 2o £adss IJeBss JIJ fole pe cdledol pg Iassle itss ped Igle coasd
lJosw g sldo,ysesdsdle IJos vuoe lJlosoldle IJelysss.

FTD 09 U096 wuulpz 9226 wodsu pu pudsu sSSUNSSU!



e Jsul
e Iduies)
S9u2e 03l 1) ¥ p Jsdss wudled IUpeydsu:

| |

Snort engine Snort Verdict

egress

ingress ;
interface

interface

LINA engine LINA engine

« wgd 1Jz)ed 9lgoed 1Usgad 9swpe peldewoel wyluvbéd pe,d LINA

- B3l Yl pbbdyol po Sod yvsluws FTD sop Weuo 1Uz)jps woluwbo pzyd snort
- s89e pd U ds hzle 1Jedp (Slises IJuwplz I Slses IUzb)) JJzies

- 89 e LINA Lluwblb 12506 9 lghs wozsool wule eds &b 1dubvgs,

Js9so6 iy ACP

sop vdgsu wog FTD gds FMC guo luweesle IdbL6 ehe Ideswe (8o we») l9 Firepower Device
Manager (FDM) gus luwegsle 1UBL6 [Jpedss. 998 JJl I pwsolssosu swp wuuy ACP gds
IJozs IJels:

- Blispd wedp B 199 IJeldps (ACL) wluve CSM_FW_ACL_ |Js pzud FTD LINA
- 99les Idoedpe VB 1Uguo9d (AC) Ws pJud /ngfwivar/sf/detection_engines/<uuid>/ngfw.rules
lJs p2ud IJobd FTD

IJodoso
Ulplele 1pe98,6 J ACP

czess Slises IJoedp oldsuesd (ACP) J FTD gds $less 9lzss Is 19¢) sspdu o cress IJ
Ilexse gds e odo ldlplele Jpl 09 p9 o Vs IUuo9,)0:

- Allow

e Trust

« Monitor

- Block

« Block with reset

- Interactive Block

« Interactive Block with reset




Add Rule

.
i

sldped: spdu 1o Seuss wog PreFilter gdis §lexs 9less Iy 19e) 9sep erue Idllele
lJpzeeds Os 1duey,e:

Add Prefilter Rule

@ Prefilter rules perform early handling of traffic based on simple network characteristics. Fastpathed traffic bypasses access control and QoS.

Name #| Enabled
Action v

«” Analyze

¥ Block

=% Fastpath Ports

Jséso IJovdled wsu uusluvs ACP g Prefilter
op 1b¢ld wog Prefilter s 1Uluosl) 6.1 909 $¢2p £)UPSU JBSUNSSU:

1. 909 Suwpz wSzue 98 IJpas) IJudds 2se $89e pzsd FTD LINA Lldeedd pu luw IP
IJghzs vsuel sozdd eed Idubgs) puluw IP 10slgds. suundd 198, wpasl Bis 2lJs
296 1Je9) IJudés (eds uwwsd IJpold GRE). wgpd IJ@sles 1Uesz926 S wog gled
lJouovss Idpuwed slisel eJs outer headers, wsupl wuwys 1J89les 1Jp9z920 WOs 9lisped
lJozde wldsuosd (ACP) slisel gds Idgduwle 1Us1Js6 (inner headers). o sy gy Jdé 1Jp,9)
o s IJs 030 Idwy9e999dle:

- GRE

- IPWsIP

- IPv6-in-IP

- pu9> Teredo b,lj 3544

2. 909 599, IJezgdpe B 1suosd Ipwd, (EAC) IUss suver JJos88 woely) peud
IJubgs) wuvdd Jled Jel 09 p9 oz Os 1Ju29,6.

Snort
Instance acklis
Blacklist Dtrag *Malware *Mu
__ DROP  Policy DROP Snort Verdict DROP DROP
Fast Path

Analyze

Defrag Policy VPN Decrypt

DROP DROP




sop vuin S9le> elpd IJouodss Ilsds eds FTD eJs osisé ol Idezde S Idsuesd
(ACEs) |Jss L3/L4 so v Ieldle Idezde s 1dsuosd (ACES) IJes op cdsuel pu
IJeuwess Idelde/ld)log el o9 9oz O Idues)s:

firepowarf# show access-list

accegs-list CSM FW ACL line 1 remark rule-id 268434457: PREFILTER POLICY: FTD_Prefilter Poliecy
access-list CSM FW_ACL_ line 2 remark rule-id 268434457: RULE: Fastpath Rulel Prefilter
Rules

access-list CSM FW ACL line 3 advanced trust ip host 192.168.75.16 any rule-id 268434457 event-log both (hitent=0)
access-list CSM FW_ACL_ line 4 remark rule-id 268434456: PREFILTER POLICY: FTD_Prefilter Policy

access-list CSM FW ACL line 5 remark rule-id 268434456: RULE: DEFAULT TUNNEL ACTICN RULE
access-list CSM FW ACL line 6 advanced permit ipinip any any rule-id 268434456 (hitent=0) O0xf5b597d6
access-list CSM FW_ACL_ line 7 advanced permit 41 any any rule-id 268434456 (hitcnt=0) 0x06095aba Tunnel Prefilter
access-list CSM FW ACL line B8 advanced permit gre any any rule-id 268434456 (hitent=2) 0x52c7a066 Rules
access=list CSM FW _ACL line 9 advanced permit udp any any eq 3544 rule-id 268434456 (hitcnt=0) 0xcf6305bc
access-list CSM FW ACL line 10 remark rule-id 268434445: ACCESS POLICY: FTDS5506-1 - Mandatory/1
access=list CSM FW_ACL_ line 12 advanced deny ip host 10.1.1.1 any rule-id 268434445 event-log flow-start (hitcnt=0) Ox8bf72c63 L3/L4
access-list CSM_FW_ACL line 14 remark rule-id 268434434: L4 RULE: DEFAULT ACTION RULE ACEs

accesgs-list CSM FW _ACL line 15 advanced permit ip any any rule-id 268434434 (hitent=410) Oxald3780e

pdlebs: scp wbusd Goles ACP IUgl o6 o PreFilter Vis = I o blod 1JisJ.

lp)le 2o, ACP
woe B Ilgeoly Idpsbob IUpg 19,0 B 050 1Juo09,6:

192.168.1.0/24 192.168.2.0/24

\: INSIDE g B OUTSIDE
1 m\J)=
.40 ‘

/il
FTD

40

IJuvsubiss 1. 8bys IJIely 1Jpwd,6

o2e9s Blisps IJozde wldsuesd (ACP) eds Bless el cuwetse uinb L4 (¢lsé psole TCP
80) Jpl 09 p9 oz Vs 196!

[ Access Control » Access Control | Network Discovery | Application Detectors | Correlation | Actions v |
ACP1
Pirefilter Policy: Default Prefilter Policy SSL Policy: None Identity Policy: None

Tz Inheritance Set|

Security Intelligence  HTTP Responses  Advanced
&8 Filter by Device Show Rule Conflicts & () Add Category &) Add Rule | Search Ruld

Zones  Zones lumm Networks }w.m NMIMIM.-JWMW DestPorts  URLs ]ﬂf}mn

[troou] v o | X

#
|

w Mandatory - ACP1 (1-1)

52 192.168.1.40

== 192.168.2.40

lJuwsluws 1Jpeouig,é Bs Snort:

268435461 deny any 192.168.1.40 32 any any 192.168.2.40 32 80 any 6
wog IJuuiy WS LINA. Jlgb luo swpe >8¢g 1J8less J deny IJlg)le:



firepower# show access-list

access-list CSM FWACL_ line 9 remark rule-id 268435461: L4 RULE: Rul el
access-list CSM FWACL_ line 10 advanced deny tcp host 192.168.1.40 host 192.168.2.40 eq www

rule-id 268435461 event-log flowstart (hitcnt=0) 0x6149c43c

Wozdd po Wowdsd:

el selod host-A (192.168.1.40) Bep zduws HTTP | host-B (192.168.2.40) sop | uwllo
250 oileus TCP (SYN) wsluubs ez,d FTD LINA soLoJ [Js pzud snort iy 19zos:

firepower# show capture
capture CAPlI type raw data buffer 33554432 trace trace-count
430 bytes]

match i p host 192.168.1.40 any
capture CAPO type raw data buffer 33554432 trace trace-count
0 bytes]

match i p host 192.168.1.40 any

firepower# show capture CAPI

1: 11:08:09.672801 192.168.1.40.32789 > 192. 168. 2. 40. 80:
<mss 1460, sackOK, ti mestanp 4060517 0>

2: 11:08:12.672435 192.168.1.40.32789 > 192. 168. 2. 40. 80:
<mss 1460, sackOK, ti mestanp 4063517 0>

3: 11:08:18.672847 192.168.1.40.32789 > 192. 168. 2. 40. 80:
<mss 1460, sackOK, ti mestanp 4069517 0>

4: 11:08:30.673610 192.168.1.40.32789 > 192.168. 2. 40. 80:
<mss 1460, sackOK, ti mestanp 4081517 0>

firepower# show capture CAPI packet-number 1 trace
1: 11:08:09.672801 192.168.1.40.32789 > 192. 168. 2. 40. 80:
<mss 1460, sackOK, ti mestanp 4060517 0>

Phase: 4

Type: ACCESS- LI ST

Subt ype: | og

Resul t: DROP

Config:

access-group CSM FW ACL_ gl oba

access-list CSM_FW_ACL_ advanced deny tcp host 192.168.1.40 host 192.168.2.40 eq www rule-id

268435461 event-log flow-start

100 interface INSIDE [Capturing -

100 interface OUTSIDE [ Capturing -

S 3249160620: 3249160620( 0)
S 3249160620: 3249160620( 0)
S 3249160620: 3249160620( 0)

S 3249160620: 3249160620( 0)

s 3249160620: 3249160620( 0)

access-list CSM FWACL_ remark rule-id 268435461: ACCESS PCLI CY: ACP1 - Mandatory
access-list CSM FWACL_ remark rule-id 268435461: L4 RULE: Rulel

Additional Information:
<- No Additional Information =

Resul t:

input-interface: |NSIDE

i nput-status: up

input-line-status: up

out put-interface: QUTSIDE

out put -status: up

output-1line-status: up

Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule

No Snort Inspection

w n

w n

w n

w n

w n

2920

2920

2920

2920

2920



IJuwsobsy 2. [uwdlb 1Jede vuvow IJubés)

w2o9s Blises IJopde wldsuesd (ACP) eds Bles el cuvase uinb LT (clbwsd HTTP)
Jpl 09 p9 oz IS 1Juo9,6:

Access Control » Access Control Network Discovery Application Detectors Correlation Actions
Prefilter Policy: Default Prefilter Policy SS5L Policy: None Identity Policy: MNone
T= Inheritance §
CIEEE Security Intelligence HTTP Responses  Advanced
A Filter by Device Show Rule Conflicts &/ () Add Category &) Add Rule @ Search Ru
Source Dest Source Dest
# MName Zones ‘ Zones Networks Networks VLAN T... Users Applica... Source ... Dest Ports URLs ISE/SGT Action ‘
J [ ]Auﬁbmu

w Mandatory - ACP1 (1-1)

1 Rulel 52192.168.1.40 4 192.168.2.40 ‘ ¥ Block

lJuwslws 1Jpuuigyo Os Snort:

268435461 deny any 192.168.1.40 32 any any 192.168.2.40 32 any any any (appid 676:1)
AppID 676:1 = HTTP

wvog lJuyuiy Vs LINA,

odlebs: s p 3¢ 1J6less J permit Ilz)le Jiu LINA JI spduo weass 1o IJeduwé ouwegse
HTTP. Ws FTD. o9z> IUss 1doulw IJobusdle Bs peyd snort.

firepower# show access-list

access-list CSMFWACL |ine 9 remark rule-id 268435461: L7 RULE: Rul el
access-list CSM FWACL_ line 10 advanced permit ip host 192.168.1.40 host 192.168.2.40 rule-id
268435461 (hitcnt=0) 0xb788b786

Julgss zlby wuuwegsp Application Jiyloc sbo)y woowg 1Jzg)jed Uz 8s9ss i lJzduwé gwdbo po
Swd LINA Cwoo 1dede pp)d IUgugs)-

pdlzbé: Jozsss IJobosd: see eds pd Iuigs) Veue wewe Ideie (eh6 pu 3 1Js 10
IJos ceoes eds bls VI 1Je,pss Jdobosd). soldelds sop lduwele voug 2ie e
¢JIJ FTD sozedol ouad [Us 1dszes. JI ojld 1dzie IJpuwese wol wéune JSzuo
"wsluwé IJogudd" luwoubl |Js Access Policy > Advanced > 'Intrusion Policy used before Access
Control rule is determined’ -Cté‘l)-

lJozdd pu lduwdsd:

ewpl selod 1Jpunss-A (192.168.1.40) [ ble 2duws gpd HTTP pg 1Jp o5 d-B (192.168.2.40)
sbo, IJeélb espd LINA:

firepower# show capture CAPI



8 packets captured

1: 11:31:19.825564 192.168.1.40.32790 > 192.168.2.40.80: s 357753151: 357753151(0) wi n 2920
<mss 1460, sackOK, ti mestanp 5450579 0>

2: 11:31:19.826403 192.168.2.40.80 > 192.168.1.40.32790: s 1283931030: 1283931030(0) ack
357753152 win 2896 <nes 1380, sackOK, ti nestanp 5449236 5450579>

3: 11:31:19.826556 192.168.1.40.32790 > 192. 168. 2. 40.80: P 357753152: 357753351(199) ack
1283931031 wi n 2920 <nop, nop, timestanp 5450580 5449236>

4: 11:31:20.026899 192.168.1.40.32790 > 192. 168. 2. 40. 80: P 357753152: 357753351(199) ack
1283931031 wi n 2920 <nop, nop, timestanp 5450781 5449236>

5: 11:31:20.428887 192.168.1.40.32790 > 192. 168. 2. 40.80: P 357753152: 357753351(199) ack
1283931031 wi n 2920 <nop, nop, timestanp 5451183 5449236>

Iy etz

firepower# show capture CAPO

5 packets captured

1: 11:31:19.825869 192.168.1.40.32790 > 192.168.2.40.80: S 1163713179:1163713179(0) wi n 2920
<mss 1380, sackOK, ti mestanp 5450579 0>

2: 11:31:19.826312 192.168.2.40.80 > 192.168.1.40.32790: S 354801457: 354801457(0) ack
1163713180 wi n 2896 <nss 1460, sackCK, ti mest anp 5449236 5450579>

3: 11:31:23.426049 192.168.2.40.80 > 192.168.1.40.32790: S 354801457: 354801457(0) ack
1163713180 wi n 2896 <nss 1460, sackCK, ti mest anp 5452836 5450579>

4: 11:31:29.426430 192.168.2.40.80 > 192.168. 1. 40.32790: S 354801457: 354801457(0) ack
1163713180 wi n 2896 <nss 1460, sackCK, ti mest anp 5458836 5450579>

5: 11:31:41.427208 192.168.2.40.80 > 192.168.1.40.32790: S 354801457: 354801457(0) ack
1163713180 wi n 2896 <nss 1460, sackCK, ti mest anp 5470836 5450579>

sbo) IJooug 1o 1dz5es IUlsds (TCP SYN) euwese wol o Gud Iduise wbsl Jive Je sop
IJsuosd Ids b 1ol IJobosd wes:

firepower# show capture CAPI packet-number 1 trace
1: 11:31:19.825564 192.168.1.40.32790 > 192.168. 2.40.80: s 357753151: 357753151(0) wi n 2920
<mss 1460, sackOK, ti mestanp 5450579 0>

Phase: 4

Type: ACCESS- LI ST

Subt ype: | og

Resul t: ALLOW

Config

access-group CSM FW ACL_ gl obal

access-1ist CSM FWACL_ advanced permit ip host 192.168.1.40 host 192.168.2.40 rule-id 268435461
access-list CSM FWACL_ remark rule-id 268435461: ACCESS PCLI CY: ACPl - Mandatory
access-list CSM FWACL_ remark rule-id 268435461: L7 RULE: Rulel

Additional Information:

This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 10

Type: FLOW CREATI ON

Subt ype:

Resul t: ALLOW

Config

Addi tional Information:

New flow created with id 23194, packet dispatched to next nodul e



Phase: 12

Type: SNORT

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional I|nformation:

Snort Trace:

Packet: TCP, SYN, seq 357753151

Appl D: service unknown (0), application unknown (0)

Firewal | : starting rule matching, zone -1 -> -1, geo O -> 0, vlan 0, sgt 65535, user 9999997,
i cnpType 0, icnmpCode 0O

Firewal | : pending rule-matching, id 268435461, pending AppID
NAP id 1, IPSid 0, verdict PASS

Snort Verdict: (pass-packet) allow this packet

Resul t:

input-interface: QUTSIDE
i nput -status: up
input-line-status: up

out put-interface: OUTSIDE
out put-status: up

out put-1line-status: up
Action: allow

OB IUubse Jzjpeé TCP syn/ACK:

firepower# show capture CAPO packet-number 2 trace
2: 11:31:19.826312 192.168.2.40.80 > 192.168. 1. 40. 32790: s 354801457: 354801457(0) ack
1163713180 win 2896 <nss 1460, sackOK, ti nestanp 5449236 5450579>

Phase: 3

Type: FLOW LOOKUP

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Found flow with id 23194, using existing flow

Phase: 5

Type: SNORT

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Snort Trace:

Packet: TCP, SYN, ACK, seq 1283931030, ack 357753152

Appl D: service unknown (0), application unknown (0)

Firewal | : starting rule matching, zone -1 -> -1, geo O -> 0, vlan 0, sgt 65535, user 9999997,
i cnpType 0, icnmpCode 0O

Firewall: pending rule-matching, id 268435461, pending AppID
NAP id 1, IPSid 0, verdict PASS

Snort Verdict: (pass-packet) allow this packet

Resul t:

input-interface: |NSIDE
i nput -status: up
input-line-status: up
out put-interface: |NSIDE
out put-status: up

out put-1line-status: up



Action: allow

S8 Iduwesy whiele IJede IJuolsy B DROP Gpz)s 1depld Beuo 1Uzjes IJeldes:

firepower# show capture CAPI packet-number 3 trace
3: 11:31:19.826556 192.168.1.40.32790 > 192. 168. 2. 40.80: P 357753152: 357753351(199) ack
1283931031 wi n 2920 <nop, nop, ti nestanp 5450580 5449236>

Phase: 3

Type: FLOW LOOKUP

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Found flow with id 23194, using existing flow

Phase: 5

Type: SNORT

Subt ype:

Result: DROP

Confi g:

Addi tional |nformation:

Snort Trace:

Packet: TCP, ACK, seq 357753152, ack 1283931031

AppID: service HTTP (676), application unknown (0)
Firewal | : starting rule matching, zone -1 -> -1, geo 0(0) -> 0, vlan 0, sgt 65535, user 9999997
url http://192.168. 2. 40/ 128k. ht m

Firewall: block rule, id 268435461, drop

Snort: processed decoder alerts or actions queue, drop

NAP id 1, IPS id 0, Verdict BLOCKLIST, Blocked by Firewall
Snort Verdict: (block-list) block list this flow

Resul t:

input-interface: |NSIDE

i nput -status: up

input-line-status: up

Action: drop

Drop-reason: (firewall) Blocked by the firewall preprocessor

Spdud lsuol ouuésd 1Jle, system support trace oo 908 FTD CLISH. ¢98, o030 1Jb16 slJosu:

+ lboly IJede eds Iduvgy JIJ 2ipé g0 buwldel [Us pdews Idzuesd eds IJwslole (DAQ)
wlswol Wi LINA. DAQ 09 pJ9s S3E wsu pzud FTD LINA 902, IJibgs)
- Suvpee wldogivgsd system support firewall-engine-debug 9.s w IO w 199 J)986 pl Seoe slgd
pod IJuigs) udywo
oul 09 lUpd)e:

> gystem support trace

Pl ease specify an | P protocol: tep

Pl ease specify a client | P address: 192.168.1.40
Pl ease specify a client port:

Pl ease specify a server |P address: 192.168.2.40
Pl ease specify a server port:

Enabl e firewal | - engi ne-debug too? [n]: ¥

Moni toring packet tracer debug nmessages

Traci ng enabl ed by Lina



192.168. 2. 40-80 - 192.168.1.40-32791 6 Packet: TCP, SYN, seq 2620409313

192.168.2.40-80 - 192.168.1.40-32791 6 Appl D: service unknown (0), application unknown (0)
192.168. 1. 40- 32791 > 192.168.2.40-80 6 AS 1 | 0 New session

192.168. 1. 40- 32791 > 192.168.2.40-80 6 AS 1 |1 O Starting with minimum 2, 'Rulel', and SrcZone
first with zones -1 -> -1, geo 0 -> 0, vlan 0, inline sgt tag: untagged, |ISE sgt id: 0, svc O,
payload 0, client 0, msc O, user 9999997, icnpType 0, icnpCode O

192.168. 1. 40- 32791 > 192.168.2.40-80 6 Firewall: starting rule matching, zone -1 -> -1, geo 0 ->
0, vlan 0, sgt 65535, user 9999997, icmpType 0, icnpCode 0O

192.168. 1. 40- 32791 > 192.168.2.40-80 6 AS 1 |1 0 pending rule order 2, 'Rulel', ApplD
192.168. 1. 40-32791 > 192.168.2.40-80 6 Firewal | : pending rule-matching, 'Rulel', pending AppID
192.168. 1. 40- 32791 > 192.168.2.40-80 6 NAP id 1, IPS id O, Vverdict PASS

Trace buffer and verdict reason are sent to DAQ s PDTS

Traci ng enabl ed by Lina

192.168.2.40-80 - 192.168.1.40-32791 6 Packet: TCP, SYN, ACK, seq 3700371680, ack 2620409314
192.168.2.40-80 - 192.168.1.40-32791 6 Appl D: service unknown (0), application unknown (0)
192.168. 1. 40- 32791 > 192.168.2.40-80 6 AS 1|1 O Starting with minimum 2, 'Rulel', and SrcZone
first with zones -1 -> -1, geo 0 -> 0, vlan 0, inline sgt tag: untagged, |ISE sgt id: 0, svc O,
payload 0, client 0, msc O, user 9999997, icnpType 0, icnmpCode O

192.168. 1. 40- 32791 > 192.168.2.40-80 6 Firewall: starting rule matching, zone -1 -> -1, geo 0 ->
0, vlan 0, sgt 65535, user 9999997, icmpType 0, icnpCode 0O

192.168. 1. 40- 32791 > 192.168.2.40-80 6 AS 1 |1 0 pending rule order 2, 'Rulel', ApplD
192.168. 1. 40-32791 > 192.168.2.40-80 6 Firewal | : pending rule-matching, 'Rulel', pending AppID
192.168. 1. 40- 32791 > 192.168.2.40-80 6 NAP id 1, IPS id O, verdict PASS

Trace buffer and verdict reason are sent to DAQ s PDTS

Traci ng enabl ed by Lina

192.168. 2. 40-80 - 192.168.1.40-32791 6 Packet: TCP, ACK, seq 2620409314, ack 3700371681
192.168. 2. 40-80 - 192.168.1.40-32791 6 Appl D: service HTTP (676), application unknown (O0)
192.168. 1. 40- 32791 > 192.168.2.40-80 6 AS 11 O Starting with minimum 2, 'Rulel', and SrcZone
first with zones -1 -> -1, geo 0(0) -> 0, vlan 0, inline sgt tag: untagged, |ISE sgt id: 0, svc
676, payload 0, client 686, misc 0, user 9999997, url http://192.168.2.40/128k. htm , xff
192.168. 1. 40- 32791 > 192.168.2.40-80 6 Firewall: starting rule matching, zone -1 -> -1, geo 0(0)
-> 0, vlian 0, sgt 65535, user 9999997, wurl http://192.168.2.40/128k.html

192.168. 1. 40- 32791 > 192.168.2.40-80 6 AS 1 | O match rule order 2, 'Rulel', action Block
192. 168. 1. 40- 32791 > 192.168.2.40-80 6 AS 1 | 0 deny action

192.168. 1. 40- 32791 > 192.168. 2.40-80 6 Firewall: block rule, 'Rulel’', drop

192. 168. 1. 40- 32791 > 192.168.2.40-80 6 Snort: processed decoder alerts or actions queue, drop
192. 168. 1. 40-32791 > 192.168.2.40-80 6 AS 1 | 0 Deleting session

192. 168. 1. 40- 32791 > 192.168.2.40-80 6 NAP id 1, IPSid O, Verdict BLOCKLIST

192. 168. 1. 40- 32791 > 192. 168. 2. 40-80 6 ===> Blocked by Firewall

pJeuo

sop wuy lole 2y Blises Ioede s 1Usuesd (ACP)" Jbless Iduwelz 19 IU,B00 B
LINA IJos wewpes eds yuysb 1J8les>é

- Bl Yloe Idgigb po L3/L4A Oewusisd s @99 LINA Cebb, 1Jz5e6. WO 2lJs TCP. swp b,
IJz5e6 IJisds (TCP SYN)

- Bl oo Idgigb os L7 Bswpe lelhs wogso IJzies [Js peyd snort Jejss pu lJBzu0. Vs
elJo TCP. sup lduwele wouogs 2ie pu eI FTD 2os suod o) [ds Gl Jl esld
IJeie Idpuwpese wol wguos Jzuo "wwsluwo IJoundd" luveubl [Js Access Policy > Advanced
> 'Intrusion Policy used before Access Control rule is determined’ 'a@b.

Jeds ACP pg [ole [ehs 1ol

Op wdysu Jods pg Blexé 1U)les eds 9lgod puwegse FMC:



Rules Security Intelligence HTTP Responses Logging Advonced Prefilter Policy: Defoult Prefitte 55L Policy: N Identity Policy: |

¥ Search Rules X Show Rule Conflicts @

- pams | | Tt | D | A RORSEZEW

-l

0/
0/

Supe uuwy Jodé glesxé lebs lJogssy eds peyd FTD LINA U permit 9 [Js peyd IJuugs) J reset
lJslesé:

firepower# show access-list

access-list CSM FWACL_ |ine 10 advanced permit tcp 192.168. 10.0 255. 255. 255. 0 host
192.168.11.50 eq ww rul e-id 268438864 (hitcnt=0) Oxba785fcO

access-list CSM FWACL_ line 11 remark rule-id 268438865: ACCESS POLI CY: ACPl1 - Mandatory
access-list CSM FWACL_ line 12 renmark rule-id 268438865: L7 RULE: Bl ock- RST_Rul e2

access-list CSM FWACL_ |ine 13 advanced permit ip 192.168. 10. 0 255. 255. 255. 0 host 192. 168. 11. 51
rul e-id 268438865 (hitcnt=0) 0x622350d0

e IJuvgsy:

admi n@i repower: ~$ cat /var/sf/detection_engines/9e080e5c-adc3-1lea-9d37-44884cf7e%9ba/ngfw.rules

# Start of AC rule.

268438864 reset any 192.168.10.0 24 any any 192.168.11.50 32 80 any 6

# End rul e 268438864

268438865 reset any 192.168.10.0 24 any any 192.168.11.51 32 any any any (appid 676:1)
(ip_protos 6, 17)

# End rul e 268438865

ewpl wblud 1Uzsp6 IJJods pe Bless lelss Loub syuvd FTD TeP Reset | Jg ;06 9 ICMP Type 3
Code 13 jwlJo 1J9z0o IJos swed) 1Jsuesd Idsoel (wpe wuodseol bhsl):

root @xali:~/tests# wget 192.168.11.50/filel.zip
--2020-06-20 22:48:10-- http://192.168.11.50/filel.zip
Connecting to 192.168.11.50:80... failed: Connection refused.

995l sJs IJo@lb gds 9lzoos p>gd FTD:

firepower# show capture CAPI

2 packets captured

1: 21:01:00.977259 802.1Q vl an#202 PO 192. 168. 10. 50. 41986 > 192. 168. 11. 50.80: S
3120295488: 3120295488(0) wi n 29200 <nmss 1460, sackCK, ti mest anp 3740873275 0, nop, wscal e 7>
2: 21:01:00.978114 802.1Q vl an#202 PO 192.168.11.50.80 > 192. 168. 10. 50. 41986: R 0: 0(0) ack
3120295489 win 0 2 packets shown

System support trace Sbo, IJIg)le: WS 030 lJzlJs. i.;, lJzied widbo vuwouw ede lduug):

> system support trace

Enabl e firewal |l - engi ne-debug too? [n]: ¥

Pl ease specify an IP protocol: tcp

Pl ease specify a client IP address: 192.168.10.50
Pl ease specify a client port:



Pl ease specify a server |P address:
Pl ease specify a server port:
Moni toring packet tracer and firewall

192. 168. 10. 50- 41984 - 192.168. 11.50-80 6 AS
192. 168. 10. 50- 41984 - 192.168. 11.50-80 6 AS
192. 168. 10. 50- 41984 - 192.168. 11.50-80 6 AS
unknown (0)

192. 168. 10. 50- 41984 > 192.168.11.50-80 6 AS
192. 168. 10. 50- 41984 > 192.168.11.50-80 6 AS
Rul el', action Reset and prefilter rule O
192. 168. 10. 50- 41984 > 192.168.11.50-80 6 AS
192. 168. 10. 50- 41984 > 192.168.11.50-80 6 AS
192. 168. 10. 50- 41984 > 192.168.11.50-80 6 AS
f wFl ags = 0x0

192. 168. 10. 50- 41984 - 192.168. 11.50-80 6 AS
Rulel', drop

192. 168. 10. 50- 41984 - 192.168. 11.50-80 6 AS
queue, drop

192. 168. 10. 50- 41984 - 192.168. 11.50-80 6 AS
BLOCKLIST

192. 168. 10. 50- 41984 - 192.168. 11.50-80 6 AS
Verdict reason is sent to DAQ

Jle IJlgweésle

1-1

1-1

OO w Block Ig)le 9dJuo swos IJlwuold Wg)l.

lele IJuwplz J ACP

192.168.11.50

debug nessages

CID
CID
CID

CID

CID

CID

CID

IJowsobss 1. lle [Juwplz J ACP (Uil L3/L4)

0 Packet: TCP, SYN, seq 3387496622
0 Session: new snort session
0 Appl D: service unknown (0), application
new firewall session

using HWor preset rule order 2, 'Block-RST-
Hi t Count data sent for
reset action
deleting firewal

rule id: 268438864,
session flags = 0xO0,

0 Firewall: block w/ reset rule, 'Block-RST-

0 Snort: processed decoder alerts or actions
0 Snort id 9, NAP id 1, IPSid O, Verdict
0 ===> Blocked by Firewall

ghéc o 89p wodssu $less Iduwele Jozass gpdsle Bzuo luoldss pod wor lJouvdd 9fls
vog Idpdws. 90z 03l Iduwsubisy Ilsd oubgsd 8lexé IJuwelz gus wlbosy yiyb L3/LA.

W& s uvvlud o3l ldptbb Jel 09 p9 oz S IJuessé:

192.168.1.0/24

INSIDE §
)

y 40

1 m\JWaa 1

192.168.2.0/24

B OUTSIDE
[

FTD

Sup wbusd ol lJuoz Jel 09 p9 oz S U296



Access Control » Access Control Network Discovery Application Detectors Correlation Actions v

ACP1
nter Description
Prefilter Policy: Default Prefilter Policy SSL Policy: Nong Identity Policy: Mone
_E Inheritance Settings

Rules Security Intelligence HTTP Responses  Advanced

8 Filter by Device | Show Rule Conflicts @ Q Add Category @ Add Rule | Search Rules

1 Rulet Any Ay @2192.168.1.40 &2192.168.2.40 Any Any  Any & TCP (6):80 Any  Any o Allow

IJowslows Idpouig,s B Snort. Jlzls iue sep wui [8less J atlow 1)z le:

# Start of AC rule.
268435461 allow any 192.168.1.40 32 any any 192.168.2.40 32 80 any 6

lJwsluws Vs Jsul.

pdlzgbé: Sop uuly IJ8less J permit Bed seos luvluwl 1ebs 1Jeszso [Js 1duibs,e Jeiss
eu lJovosyu.

firepower# show access-list

access-list CSMFWACL_ line 9 remark rule-id 268435461: L7 RULE: Rul el
access-list CSM FWACL_ line 10 advanced permit tcp host 192.168.1.40 host 192.168.2.40 eq ww
rul e-id 268435461 (hitcnt=1) 0x641a20c3

Jpg )86 Jsso peldes FTD Jusd§ sblud Blegss Idywpelz: ould £36 b, é:

1Joedd pu louolssle IUgbgs)
- lgwagsle bls CLISH Jooug sgp IJoble
- pe luwodsle IUIJo@lb pe tsb ldoowg S LINA glzosbsl pe IJodlb 2)J6 019,
IJoslule Ws peyd Idgvedo
IJodlb LINA p8lod 2,98 0,9, wslule Idubgs):

Snort-level capture

- Mo
e s | | S e ¢ ¥
command) DROP  Palicy DROP Snort Verdict LINA-level capture
Fast Path (‘capture® command)

Yes

4

Analyze
VPN Decrypt

Defrag Policy

DROP DROP

IJozdd po Juwded:

euwe leuolsslo IUuvg) wpdsy system support trace from CLISH, and initiate an HTTP flow from host-A
(192.168.1.40) to host-B (192.168.2.40). All the packets are forwarded to the Snort engine and get the PASS verdict by the Snort:



firepower# clear snort statistics

> system support trace

Pl ease specify an | P protocol:

Pl ease specify a client | P address: 192.168.1.40
Pl ease specify a client port:

Pl ease specify a server |P address: 192.168.2.40
Pl ease specify a server port:

Enabl e firewal | - engi ne-debug too? [n]:

Moni tori ng packet tracer debug messages

Traci ng enabl ed by Lina

192.168. 2. 40-80 - 192.168.1.40-32797 6 Packet: TCP, SYN, seq 361134402

192.168.2.40-80 - 192.168.1.40-32797 6 ApplD: service unknown (0), application unknown (0)
192. 168. 1. 40- 32797 > 192.168.2.40-80 6 Firewall: allowrule, 'Rulel', allow

192.168. 1. 40- 32797 > 192.168.2.40-80 6 NAP id 1, IPS id O, verdict PASS

Trace buffer and verdict reason are sent to DAQ s PDTS

Traci ng enabl ed by Lina

192.168. 2. 40-80 - 192.168.1.40-32797 6 Packet: TCP, SYN, ACK, seq 1591434735, ack 361134403
192.168. 2. 40-80 - 192.168.1.40-32797 6 ApplD: service unknown (0), application unknown (0)
192. 168. 1. 40- 32797 > 192.168.2.40-80 6 Firewall: allow rule, 'Rulel', allow

192.168. 1. 40- 32797 > 192.168.2.40-80 6 NAP id 1, IPS id O, verdict PASS

Trace buffer and verdict reason are sent to DAQ s PDTS

Traci ng enabl ed by Lina

192. 168. 2. 40-80 - 192.168.1.40-32797 6 Packet: TCP, ACK, seq 361134403, ack 1591434736
192.168.2.40-80 - 192.168.1.40-32797 6 ApplD: service HITP (676), application unknown (0)
192. 168. 1. 40- 32797 > 192.168.2.40-80 6 Firewall: allow rule, 'Rulel', allow

192. 168. 1. 40- 32797 > 192.168.2.40-80 6 NAP id 1, IPSid 0, verdict PASS

ol gxble 25p 1Jp)9:

> show snort statistics

Packet Counters:
Passed Packets 54
Bl ocked Packets
I nj ected Packets
Packets bypassed (Snort Down)
Packets bypassed (Snort Busy)

O O o o

Fl ow Counters:
Fast - For war ded Fl ows
Bl ockl i sted Fl ows 0

o

IUzie Idos op oprsiel = op Szuool wyluubs peyd Iuigs)
Iowsobss 2. [ole Iwplz J ACP (Uiyslo L3-7)

9swp pdlebs ywdd peled gus vy Vless "lduwele" Jel sds-

Uinlo L3/L4 Bl Jel 09 p9 oz B IJL09,6:



LU Security Intelligence  HTTP Responses  Advanced

#A Filter by Device || Show Rule Conflicts & (&) Add Category () Add Rule  Search Rules

w+ Mandatory - ACP1 (1-1)

1 Rulel Any Any ﬂ 192.168.1.40 ﬁ 192.168.2.40 Any Any Any Any Any Ay Any « Allowe

Swp uP Ub L7 (eds uvesd Idpeld: gusluwo I[Jobodd guee [dpdd sldobosyd 9pl |Js
5Jd) v Iduoy,é:

m Security Intelligence  HTTP Responses  Advanced
#A Filter by Device || Show Rule Conflicts & (@ Add Category () Add Rule | Search Rules

w Mandatory - ACP1 (1-1)

1 Rulet Any  Any g4 192.168.1.40 I 192.168.2.40 Any Any  Any Any Any Any  Any  Allo . :

pJeuo

o0 lzd IJodgsuo: 030 05 1Ub)s86 1Jos wop wol pgldzs wid s pl g__J_9ILyJJD.6 FTD IJ>s swpe
uuvyo £Js FP4100/9300 guspl wwp pblu@s Bless lduwelz Jel 09 p9 oz WS IJuo9,)d:

NEMs
MIO . - pe
Switeh Security Module = el
Fabric
-— ocgg R : d NAQ A Ro ARP
Baclkplane
- DROP DROP DROP
LINA Engine Datapath

pdlebs: s 90> « Management Input Output (MIO) IJez,d 1Jpuiyd JosdJ FirePOWER.

lJuvsoubss 3. lehs worsoe IUedp wurigsd pg [Juwpelz

ould yusobsgole p2asé ese sebs peyd FTD Snort edel JSkses Idoedpe (Guvdd puise
Jdlele) sswp weesd wlos 1Je>0$ ds peyd LINA (Os weue Ideldled see [UEle wzpsdo
IJs puvye HW - SmartNIC). 9030 os:

1. 2,96 0,9, SSL 90 wd9ysy wog SSL
2. oglyy Idobosdle 1U3dss (IAB)
03l o9 ldopesd Idouoss pu lyob pp):



NEMs,. G ai
1| MIO Security Module X7 ACL X palicy S POy
I SWitCh o Malware Signatu
Fabric
—— i | 5 ) / YAQ A o L3 es anp: W
Backplane °
i LINA Engine Datapath

Io B weuo IJeldle:
FEFs

-----F"'

ey

LINA Engine Datapath

ESS =S = | e

IJodlb 1wl uss
- Swp Uy Jless Idgwelz Jallow Os Gwo9ye 9 permit Bs Jsul :
- S5 pebp lJelle wop lghs wrse zese tie IJeduws IUs pd IdUbe) pu lzd Weue
luolds
2lJlo IJlgwagsle
Spdud odysu $less Iduwelz el crolz lds Seuo L7 woluwbs ppyd IUuigs) pod:

- wwslows 1Jl8ezle
. oz Ipdis

l@lnlo IJ& 96 UEL_,DE + ACP

IJuvsubss 1. lplele 1Je@6 1J¢luos o ACP

Bl de cdu ouge Ss cbosd Sewo L7 1Jpodre eds puwoss Iduveds (eds pwosd Idpeld:
uog L_Jo]ong suog ldpdudle gldo il IJgveds) JJud Jl ojld o)rge Os luwegsle ps)le
pod 3dle 1Jlply (SI) 9uog 1J09ss 92956 1Jgs6 (Q0S) 9l IUs 3JI: 908 wluwwgsle lg)le
lJo@e vs Bleswd.

lJbyo9d9zsl:



192.168.10.50

_J

. ?.-I

-y

N

lJuog IJ3s wp wdysue:

ACP1

Rules Security Intelligence

HTTP Responses

¥ Search Rules

Source st

Mame il P ones Source Hetworks

¥ Mandatory - ACP1 (1-4)

132.168.10.50

1 trust_L3-L4 Ay Any 192.168.10.51

Sless 1Jeds eus vuiel s pyd oo FTD:

# Start of AC rule.

268438858 fastpath any 192.168. 10.50 31 any any 192.

f | owend)

Logging

INSIDE @

—\
Po1.202 I

B OUTSIDE

/|
Al po1.203

FTD

Advanced

pdlzbs: 1,8 6 09 lJe90939J (TCP).

lJ8les>s s FTD LINA:

firepower# show access-list | i 268438858

access-list CSM FWACL_ line 17
access-list CSM FWACL_ line 18
access-list CSM FWACL_ line 19

Prefilter Policy: Prefilter]

x Show Rule Conflicts @

168.

remark rule-id 268438858: ACCESS POLI CY: ACP1 -
remark rule-id 268438858: L7 RULE:
advanced permit tcp object-group FMC_ I NLI NE_src_rul e_268438858

192.168.11.50

SSL Policy: None

11.50 31 80 any 6 (log dcforward

Mandat ory

trust_L3-L4

obj ect-group FMC_I NLI NE_dst _rul e_268438858 eq ww rul e-id 268438858 (hitcnt=19) 0x29588b4f

access-list CSM FWACL_ line 19 advanced permit tcp host

www rul e-id 268438858 (hitcnt=19) 0x9d442895

access-list CSM FWACL_ line 19 advanced permit tcp host

www rul e-id 268438858 (hitcnt=0) 0xd026252b

access-list CSM FWACL_ line 19 advanced permit tcp host

www rul e-id 268438858 (hitcnt=0) 0x0d785cc4

access-list CSM FWACL_ line 19 advanced permit tcp host

www rul e-id 268438858 (hitcnt=0) 0x3b3234f1

NETX X}

192. 168. 10. 50 host

192. 168. 10. 50 host

192. 168. 10. 51 host

192. 168. 10. 51 host

192.168. 11. 50 eq
192.168. 11. 51 eq
192.168. 11. 50 eq

192.168. 11. 51 eq

opdsu system support trace 9wde gdwo HTTP oy IJpos9-A (192.168.10.50) |Js 1Jpos9-B
(192.168.11.50). w9g> 3 2jp wew lebs ogg@_.,ﬂsool IJs peod Iduvods. syuwd peyd Iduugds [Js
LINA Iz Yp J8lispo IJopde I3s s@9p luwluw!l LlJgle wepsd wdso IJesd§ |Js ez LINA:

Identity Policy: MNone



> system support trace

Enabl e firewal | - engi ne-debug too? [n]: ¥

Pl ease specify an | P protocol: tep

Please specify a client |P address: 192.168.10.50

Pl ease specify a client port:

Pl ease specify a server |P address: 192.168.11.50

Pl ease specify a server port: 80

Moni toring packet tracer and firewall debug nessages

192. 168. 10. 50- 42126 - 192. 168. 11.50-80 6 AS 1-
192. 168. 10. 50- 42126 - 192. 168. 11.50-80 6 AS 1-
192. 168. 10. 50- 42126 - 192. 168. 11.50-80 6 AS 1-
unknown (0)

CID 0 Packet: Tcp, SYN, seq 453426648
CID 0 Session: new snort session
CID O Appl D: service unknown (0), application

e e

192. 168. 10. 50- 42126 > 192.168.11.50-80 6 AS 1-1 |1 2 new firewall session

192. 168. 10. 50- 42126 > 192.168.11.50-80 6 AS 1-1 | 2 using HWor preset rule order 5, 'trust_L3-
L4', action Trust and prefilter rule O

192. 168. 10. 50- 42126 > 192.168.11.50-80 6 AS 1-1 | 2 HitCount data sent for rule id: 268438858,
192. 168. 10. 50- 42126 - 192.168.11.50-80 6 AS 1-1 CID O Firewall: trust/fastpath rule, 'trust_L3-

L4', allow
192.168. 10. 50- 42126 - 192.168.11.50-80 6 AS 1-1 CID O Snort id 2, NAP id 2, IPSid 0, verdict
PASS

192. 168. 11. 50- 80
453426649

192. 168. 11. 50- 80
unknown (0)

192. 168. 11. 50-80 - 192.168.10.50-42126 6 AS 1-1 CID O FirewalI: trust/fastpath rule, 'trust_L3-
L4', allow

192. 168. 11. 50- 80
PASS

192.168. 10. 50-42126 6 AS 1-1 CID O Packet: TCP, SYN, ACK, seq 2820426532, ack

192.168. 10. 50- 42126 6 AS 1-1 CID 0 Appl D: service unknown (0), application

192.168. 10. 50-42126 6 AS 1-1 CID O Snort id 2, NAP id 2, IPSid 0O, Verdict

192. 168. 10. 50- 42126 - 192.168.11.50-80 6 AS 1-1 CID 0 Packet: TCP, ACK, seq 453426649, ack
2820426533

192. 168. 10. 50- 42126 - 192.168.11.50-80 6 AS 1-1 CID 0 Appl D: service unknown (0), application
unknown (0)

192. 168. 10. 50- 42126 - 192.168.11.50-80 6 AS 1-1 CID O FirewalI: trust/fastpath rule, 'trust_L3-
L4', allow

192.168. 10. 50- 42126 - 192.168.11.50-80 6 AS 1-1 CID O Snort id 2, NAPid 2, IPSid 0, Verdict
PERMITLIST

wee luole lJloold: szuod puigd snort eds pedyple wslole lJogrs pu peyd LINA
9sgdVe ldgdyuws:

192.168. 10. 50- 42126 > 192.168.11.50-80 6 AS 1-1 | 2 Got end of flow event from hardware with
flags 00010001. Rule Match Data: rule_id O, rule_action O rev_id O, rule_flags 3

192. 168. 10. 50- 42126 > 192.168.11.50-80 6 AS 1-1 | 2 Logging EOF for event from hardware with
rule_id = 268438858 rul eAction = 3 rul eReason = 0

192.168. 10. 50- 42126 > 192.168.11.50-80 6 AS 1-1 | 2 : Received EOF, deleting the snort session.
192. 168. 10. 50- 42126 - 192.168.11.50-80 6 AS 1-1 CID 0 Session: deleting snort session, reason:
ti meout

192. 168. 10. 50- 42126 > 192.168.11.50-80 6 AS 1-1 | 2 deleting firewall session flags = 0x10003,
f wFl ags = 0x1115

192. 168. 10. 50- 42126 - 192.168.11.50-80 6 AS 1-1 CID 0O Session: del eted snort session using 0
bytes; protocol id:(-1) : LWtate Oxf LW ags 0x6007

S&we Idoilb IJgvgs) IJg)e Idodles Idos oowdd IJs pzyd Idubgs):



> capture-traffic

Pl ease choose domain to capture traffic from
0 - managenent 0
1 - managenent 1

2 - dobal

Sel ection? 2

Pl ease specify tcpdunp options desired

(or enter "?" for a list of supported options)

Options: -n vlan and (host 192.168.10.50 and host 192.168.11.50)

10: 26: 16. 525928 | P 192. 168. 10. 50. 42144 > 192.168.11.50.80: Flags [S], seq 3065553465, wi n 29200,
options [nes 1380, sackOK, TS val 3789188468 ecr 0, nop,wscale 7], length O

10: 26: 16. 525928 | P 192.168. 11.50. 80 > 192. 168. 10. 50. 42144: Flags [S.], seq 3581351172, ack
3065553466, win 8192, options [nss 1380, nop, wscal e 8, sackOK, TS val 57650410 ecr 3789188468],
length O

10: 26: 16. 525928 | P 192. 168. 10. 50. 42144 > 192.168.11.50.80: Flags [.], ack 1, win 229, options

[ nop, nop, TS val 3789188470 ecr 57650410], length O

Sbo, [Jogllb LINA 1Jos 3§ 1U3s spey edldo:

firepower# show capture CAPI
437 packets captured

1: 09:51:19.431007 802.1Q vl an#202 PO 192.168.10.50.42118 > 192.168.11.50.80: S
2459891187: 2459891187(0) wi n 29200 <mss 1460, sackCK, ti mestanp 3787091387 O, nop, wscal e 7>

2: 09:51:19.431648 802.1Q vl an#202 PO 192.168.11.50.80 > 192. 168. 10. 50. 42118: S
2860907367: 2860907367(0) ack 2459891188 wi n 8192 <mss 1380, nop, wscal e 8, sackCK, ti nestanp
57440579 3787091387>

3: 09:51:19.431847 802.1Q vl an#202 PO 192. 168. 10. 50. 42118 > 192.168. 11.50.80: . ack
2860907368 wi n 229 <nop, nop, timestanp 3787091388 57440579>

4: 09:51:19.431953 802.1Q vl an#202 PO 192. 168. 10.50. 42118 > 192.168.11.50.80: P
2459891188: 2459891337(149) ack 2860907368 wi n 229 <nop, nop, ti mestanp 3787091388 57440579>

5: 09:51:19. 444816 802.1Q vl an#202 PO 192.168.11.50.80 > 192. 168. 10. 50. 42118:
2860907368: 2860908736(1368) ack 2459891337 wi n 256 <nop, nop, ti mestanp 57440580 3787091388>

6: 09:51:19.444831 802.1Q vl an#202 PO 192.168.11.50.80 > 192. 168. 10. 50. 42118
2860908736: 2860910104(1368) ack 2459891337 wi n 256 <nop, nop, ti mestanp 57440580 3787091388>

oot IJzie po LINA o9 bys$6 1856 Judss lzdle Iduvgsy. puode 1Uzies 1Jlsds gds 2dp
lJe,9,:

firepower# show capture CAPI packet-number 1 trace | i Type|Verdict
Type: CAPTURE

Type: ACCESS- LI ST
Type: ROUTE- LOOKUP
Type: ACCESS- LI ST
Type: CONN- SETTI NGS
Type: NAT

Type: NAT

Type: | P-OPTI ONS
Type: CAPTURE

Type: CAPTURE

Type: NAT

Type: CAPTURE

Type: NAT



Type: | P-OPTI ONS

Type: CAPTURE

Type: FLOW CREATI ON

Type: EXTERNAL- | NSPECT

Type: SNORT

Snort id 22, NAP id 2, IPS id 0, Verdict PASS
Snort Verdict: (pass-packet) allow this packet
Type: | NPUT- ROUTE- LOOKUP- FROM QUTPUT- ROUTE- LOOKUP
Type: ADJACENCY- LOCKUP

Type: CAPTURE

oo 25p6 TCP SYN/ACK gJs IUslzos 1Jghzsé:

firepower# show capture CAPO packet-number 2 trace | i Type|Verdict
Type: CAPTURE

Type: ACCESS- LI ST

Type: FLOW LOOKUP

Type: EXTERNAL- | NSPECT

Type: SNORT

Snort id 22, NAP id 2, IPS id 0, Verdict PASS
Snort Verdict: (pass-packet) allow this packet
Type: | NPUT- ROUTE- LOOKUP- FROM QUTPUT- ROUTE- L OCKUP
Type: ADJACENCY- LOOKUP

Type: CAPTURE

Sewed TCP ACK eds edp Blispd IUuwple:

firepower# show capture CAPI packet-number 3 trace | i Type|Verdict
Type: CAPTURE

Type: ACCESS- LI ST

Type: FLOW LOOKUP

Type: EXTERNAL- | NSPECT

Type: SNORT

Snort id 22, NAP id 2, IPS id 0, Verdict PERMITLIST

Snort Verdict: (fast-forward) fast forward this flow

Type: CAPTURE

o3l 09 IJulog IJdled pu IJede eds IJudun (Iz5e6 #3)

firepower# show capture CAPI packet-number 3 trace | b Type: SNORT
Type: SNORT

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional Information:

Snort Trace:

Packet: TCP, ACK, seq 687485179, ack 1029625865

Appl D: service unknown (0), application unknown (0)
Firewal | : trust/fastpath rule, id 268438858, allow
Snort id 31, NAP id 2, IPSid 0, verdict PERMITLIST
Snort Verdict: (fast-forward) fast forward this flow

Jp woe lghs wozse 1Jzies Ilugs [Us prud Idubeds ubl Jiu IUede e wiisue pddu!
w9l wlod oz, LINA:



firepower# show capture CAPI packet-number 4 trace
441 packets captured

4: 10: 34:02. 741523 802. 1Q vl an#202 PO 192. 168. 10. 50. 42158 > 192.168.11.50.80: P
164375589: 164375738(149) ack 3008397532 wi n 229 <nop, nop, ti nestanp 3789654678 57697031>
Phase: 1
Type: CAPTURE
Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:
MAC Access |i st

Phase: 2

Type: ACCESS- LI ST

Subt ype:

Resul t: ALLOW

Confi g:

Implicit Rule

Addi tional |nformation:
MAC Access |i st

Phase: 3

Type: FLOW LOOKUP

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Found flow with id 1254, using existing flow

Phase: 4

Type: SNORT

Subtype:

Result: ALLOW

Config:

Additional Information:

Snort Verdict: (fast-forward) fast forward this flow

Resul t:

input-interface: |INSIDE(vrfid:0)
i nput -status: up
input-line-status: up

Action: allow

1 packet shown

o9 lpuolele Idyvgs) ol sds:

firepower# show snort statistics

Packet Counters:
Passed Packets
Bl ocked Packets
I nj ected Packets
Packets bypassed (Snort Down)
Packets bypassed (Snort Busy)

Oooonwn

Fl ow Counters:
Fast-Forwarded Flows 1
Bl ackl i sted Fl ows 0



M scel | aneous Counters:
Start-of-Flow events
End- of - Fl ow event s
Deni ed fl ow events
Franes forwarded to Snort before drop
I nject packets dropped

O O OoOkr o

388 1Jzjpd wluwosle $lexd 1Jeds. sop Beuo wewp IUgie woluwbd IJuug,o sswe Do
IJoles w9l wlod LINA:

pJqus - -
1| MIO Security Module X7 ACL X palicy S POy
I SWitCh i Malware Signatu
! Fabric
- - - 20 . = i DAQ A - A es ARD es
Backplane °
i LINA Engine Datapath

IJuvsulbsy 2. ACP Trust Action (o390 Sl 9 QoS. 9 Identity Policy)

WO glds ol I3 -:J_c,o 8> po FTD cbousd weddle 3dle IJiesly (SI) eds zpse lJosBd@lo: sop
wedsu Sl oldued eds puvess ACP _9}5,odod LS p_uob_, SI (TALOS: p9g; lJ9s v«
lJ@9lispe 90l IUs 3JY). pu wlzss [E)sc s elds Lewod Vs websdo w89p voglbsd Si
Jduvodle wuvdd glo JYJ ACP. SI J URL. 9 SI JDNS. sep welbsd Sl JJuvwdle 9 URL Yol
09 p9PT B¢ IJuey)e:

DNS Policy / B

Default DNS Policy v
Whitelist (1) Blacklist (1)

MNetworks MNetworks E

Global Whitelist (Any Zone) v Global Blacklist (Any Zone) (- X

URLs URLs B

B 030 IJzlé: sop wuiy Bless IUusele [Js LINA Jeés:

> show access-list

access-list CSMFWACL_ line 9 remark rule-id 268435461: L4 RULE: Rul el
access-list CSM FWACL_ line 10 advanced trust ip host 192.168.1.40 host 192.168.2.40 rule-id
268435461 event-log flowend (hitcnt=0) 0x5c1346d6



odlebé: lecol)l pu olhsg 6.2.20 JIy FTD sogp TID. sgpd TID Lloys86 ppleds J Sl
9JJu Vs zlds welbsd Sl Wluo JI sy uo" [elbo wozso IJzies s peydd snort Joz o
TID.

lJozdd pu lduwdod
ol 2duws HTTP 0 1Jp o se5-A (192.168.1.40) s 1 pupsb-B (192.168.2.40). Lol i 031 os
FP4100 9s>¢p 1JEle 1oz psd 1Uper 8 WOs Idlzojo. By o030 IJley)y wede:

- owp lehbo wozso weuo IJgie pu JlJ peud FTD LINA gsep lJgle wzpsd wl@s IJwsd @
|lJs SmartNIC (o e 1Jizo;6)
s Jleope lebs woeso ls zip IJs perd 1dubwds
sbo, 229J louold FTD LINA 1JgJleé ‘003l sgus luo wp wd)sé [Jesdd s 1dizejs. lsuol:
Jleb gslo Nedp llls: 9031 seus B Iluwluw "esp 1 wozse IJuvgs)"™

firepower# show conn
1 in use, 15 npst used

TCP OUTSIDE 192.168.2.40:80 INSIDE 192.168.1.40:32809, idle 0:00:00, bytes 949584, flags U Oo

wbo, lpuolissle IUuvgs, lesle IJouvesd Wb Vs wilss lJgduwé 9uolseol:

firepower# show snort statistics

Packet Counters:

Passed Packets 0

Bl ocked Packets 0

I njected Packets 0

Packets bypassed (Snort Down) 0

Packets bypassed (Snort Busy) 0
Fl ow Count ers:

Fast - For war ded Fl ows 0

Bl ackl i sted Fl ows 0
M scel | aneous Count ers:

Start-of-Flow events 1

End-of-Flow events 1

oo, yuzdle FTD LINA Tue Bs IJ eduwé gpd Jlo ool 2 gpdsé wrd@ (9lz> JIJ loglo) swp
weesdol |Js 1Jzol;:

Sep 27 2017 20:16: 05: %ASA-7-609001: Built |ocal -host |NSIDE: 192.168. 1. 40

Sep 27 2017 20:16:05: %ASA-6-302013: Built inbound TCP connection 25384 for

I NSI DE: 192. 168. 1. 40/ 32809 (192. 168. 1. 40/ 32809) to OUTSI DE: 192. 168. 2. 40/ 80 (192. 168. 2. 40/ 80)

Sep 27 2017 20:16: 05: %ASA-6-805001: offloaded TCP Flow for connection 25384 from

INSIDE: 192. 168. 1. 40/ 32809 (192.168. 1.40/32809) to OUTSI DE: 192. 168. 2. 40/ 80 (192. 168. 2. 40/ 80)

Sep 27 2017 20:16: 05: %ASA-6-805001: offloaded TCP Flow for connection 25384 from

OUTSIDE: 192. 168. 2. 40/ 80 (192.168.2.40/80) to INSIDE: 192.168.1.40/32809 (192.168. 1. 40/ 32809)

Sep 27 2017 20:16:05: %ASA- 6-805002: TCP Flow is no |onger offloaded for connection 25384 from
QUTSI DE: 192. 168. 2. 40/ 80 (192.168.2.40/80) to I NSIDE: 192. 168. 1. 40/ 32809 (192.168. 1. 40/ 32809)

Sep 27 2017 20:16:05: %ASA- 6-805002: TCP Flow is no | onger offloaded for connection 25384 from
I NSI DE: 192. 168. 1. 40/ 32809 (192. 168. 1. 40/ 32809) to OUTSI DE: 192. 168. 2. 40/ 80 (192. 168. 2. 40/ 80)

Sep 27 2017 20:16:05: %ASA- 6-302014: Teardown TCP connection 25384 for | NSIDE: 192. 168. 1. 40/ 32809



to OUTSI DE: 192. 168. 2. 40/ 80 duration 0:00: 00 bytes 1055048 TCP FINs
Sep 27 2017 20:16:05: %ASA-7-609002: Teardown | ocal -host | NSIDE: 192. 168. 1. 40 durati on 0: 00: 00

w99 1Jz)po pe wuiy Yleso IJe e J trustlJoed Vs Jsul. swp VLo weuo IUgie wluvbo
LINA 9swp wepsd IUol¥s [Js SmartNIC (FP4100/FP9300):

NEMs
: MIO o b
| |switch Security Module Blacklst G
| | Fabric —
Baca:e- t— IIII.III'"i ssnsnmpnnngannm
LINA Engine Datapath

al\Jlo I‘JIU"""’E’IP
- Sew edsd luwagsle Trust Jg)le gus leosled [Js Beuo 2ip dJsds V@b wyluubs pp,d

IJuivgs (eds uvosd Idpeld Ioild IJobos@le ldozdd woluwbs Sl) ssep lJEls
weesd vlds [Josd g lJs pzyd LINA

3l oo ouuogse FTD gds FP4100/9300 9¢ )83 1o sozlys IJesdd Beue IJuve) wuudd
lpd oo Loe Bis Idlgaul, Gless Prefilter o Fastpath [2)le (lzg IJBuwpe IJproob B ol
IJouwow»)

lole 2k, wog gled IJouodss IJpuwed
W€ IS zuwelud IUpebl Jpl 09 p9uoe Ss 1Uues,é:
192.168.1.0/24 192.168.2.0/24

INSIDE g R OUTSIDE

1 m\P= 1

FTD

B, ls ol Bes 1dumsluws Jpl 09 p9oe B 109,8:

5 40

Access Control * Prefilter Network Discovery Application Detectors Correlation Actions ¥

FTD_Prefilter

) Add Tunnel Rule &) Add Prefilter Rule = Search Rule

Destinat...

Rule T... . :Source
I Port

Networks

Destination Source
Networks Port

VLAN Tag ‘ Action
1

1 Prefilterl Prefilter i 192.168.1.40 7 192.168.2.40 X Block




03l 09 IJuog IU3s wpe uyiyo Vs pzyd FTD Snort (oJwd ngfw.rules):

# Start of tunnel and priority rules.
# These rules are evaluated by LINA. Only tunnel tags are used fromthe natched rule id.
268437506 deny any 192.168.1.40 32 any any 192.168.2.40 32 any any any (tunnel -1

Vs Jsul:

access-list CSMFWACL_line 1 remark rule-id 268437506: PREFILTER POLICY: FTD Prefilter
access-list CSMFWACL_line 2 remark rule-id 268437506: RULE: Prefilterl

access-list CSM FWACL_ line 3 advanced deny ip host 192.168.1.40 host 192.168.2.40 rule-id
268437506 event-log flowstart (hitcnt=0) 0x76476240

g0 UESw Tipd 1Vu,lupss: Vluel whbo, o lJzied sop luvdlbol u9luulbé LINA 9Jl wwpe gl
wogsool [Js Iduvgs) lool:

firepower# packet-tracer input INSIDE icnp 192.168.1.40 8 0 192. 168. 2. 40

Phase: 4

Type: ACCESS-LIST

Subt ype: | og

Result: DROP

Config:

access-group CSM FW ACL_ gl oba

access-list CSM_FW_ACL_ advanced deny ip host 192.168.1.40 host 192.168.2.40 rule-id 268437506
event-log flow-start

access-list CSM FWACL_ remark rule-id 268437506: PREFILTER POLICY: FTD_Prefilter
access-list CSM FWACL_remark rule-id 268437506: RULE: Prefilterl

Addi tional Infornmation:

Resul t:

input-interface: |NSIDE

i nput-status: up

input-line-status: up

out put-interface: QUTSIDE

out put -status: up

output-1line-status: up

Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule

whbo leuolele IUuugs):

firepower# show snort statistics

Packet Counters:
Passed Packets
Bl ocked Packets
I njected Packets
Packets bypassed (Snort Down)
Packets bypassed (Snort Busy)

O O o oo

Fl ow Counters:
Fast - For war ded Fl ows
Bl ackl i sted Fl ows 0

o

M scel | aneous Counters



Start-of-Fl ow events 0
End- of - Fl ow events
Denied flow events 1

o

&uwe gpdsle luwslb ASP Jdsul:

firepower# show asp drop

Franme drop:
Flow is denied by configured rule (acl-drop) 1

Jle IJlgweésle

Sedod lgwesle Bless Jods gled IJouodss Idpuwad eusel ©iss ey 2ds 1dpsg) luweubl
IJs yingb L3/L4 9590 1Jzlzs 1Js lple ks Weuo Ve w@isws Jeudd 1Up)s).

lo)le FastPath Juoz pl Swd IJoodss

woe Vs IJlecol $less vog gled IJouodss IJpuwed Jpl 09 p9oe s IJuess:

Access Control » Prefilter Network Discovery Application Detectors Correlation Actions v
FTD_Prefilter
il Rutes
) Add Tunnel Rule ) Add Prefilter Rule | Search Rules
#® Name Rule T... Sou De Source Destination Source Destinati... VLAN Tag Action
Int Inl Networks Networks Port Port
1 Prefilter1 Prefilter #:192.168.1.40 =

1 192.168.2.40 o TCP (6):80 = Fastpath

030 o IJuwslwo lJos wp ugiyol Vs peyd FTD Snort:

268437506 fastpath any any any any any any any any (log dcforward flowend) (tunnel -1)
s FTD LINA:

access-list CSMFWACL_line 1 remark rule-id 268437506: PREFILTER POLICY: FTD_Prefilter
access-list CSMFWACL_line 2 remark rule-id 268437506: RULE: Prefilterl

access-list CSM FWACL_ line 3 advanced trust tcp host 192.168.1.40 host 192.168.2.40 eq www
rule-id 268437506 event-log flow end (hitcnt=0) Oxf3410b6f

lJozdd eu IJuwdsd

e pl selad IJpuosw9-A (192.168.1.40) Woz eduwo HTTP |Js Idpuosw9-B (192.168.2.40) wp,
w2 IJgip e LINA 9sep wppsd 1ol s |Js SmartNIC. s o3o IJzlJo system support trace o&
firewall-engine-debug wedsy 1Jg 90!

> system support trace

Pl ease specify an IP protocol: tcp
Pl ease specify a client IP address: 192.168.1.40
Pl ease specify a client port:



Pl ease specify a server |P address: 192.168.2.40
Pl ease specify a server port:

Enabl e firewal | -engi ne-debug too? [n]: y

Moni tori ng packet tracer debug messages

192.168.1.40-32840 > 192.168.2.40-80 6 AS 1 I 8 Got end of flow event from hardware With fl ags
04000000

wboy yegdlo LINAIJe>w @ 1Uss we lJgle wzpsdo:

Cct 01 2017 14:36:51: %ASA-7-609001: Built |ocal-host |NSIDE:192.168. 1. 40

Cct 01 2017 14:36:51: %ASA-7-609001: Built |ocal-host QOUTSIDE: 192. 168. 2. 40

Cct 01 2017 14:36:51: %ASA-6-302013: Built inbound TCP connection 966 for

I NSI DE: 192. 168. 1. 40/ 32840 (192. 168. 1. 40/ 32840) to QUTSI DE: 192. 168. 2. 40/ 80 (192. 168. 2. 40/ 80)
Cct 01 2017 14:36:51: %ASA- 6-805001: Offloaded TCP Flow for connection 966 from
INSIDE: 192. 168. 1. 40/ 32840 (192. 168. 1. 40/ 32840) to QOUTSI DE: 192. 168. 2. 40/ 80 (192. 168. 2. 40/ 80)
Cct 01 2017 14:36:51: %ASA- 6-805001: Offloaded TCP Flow for connection 966 from
OUTSIDE: 192. 168. 2. 40/ 80 (192. 168.2.40/80) to |INSIDE: 192. 168. 1. 40/ 32840 (192. 168. 1. 40/ 32840)

gpdslo IJoglb LINA oo, 8 2jp wpe) gu:

firepower# show capture
capture CAPlI type raw data buffer 33554432 trace trace-count 100 interface |INSIDE [Capturing -
3908 bytes]

match ip host 192.168.1.40 host 192.168. 2. 40
capture CAPO type raw data buffer 33554432 trace trace-count 100 interface OUTSIDE [Capturing -
3908 bytes]

match i p host 192.168.1.40 host 192.168. 2. 40

firepower# show capture CAPI

8 packets captured

1: 14:45:32.700021 192.168.1.40.32842 > 192.168.2.40.80: S 3195173118:3195173118(0) wi n 2920
<mss 1460, sackOK, ti mestanp 332569060 0>

2: 14:45:32.700372 192.168.2.40.80 > 192.168. 1.40.32842: S 184794124: 184794124(0) ack
3195173119 win 2896 <nss 1380, sackCK, timestanp 332567732 332569060>

3: 14:45:32.700540 192.168.1.40.32842 > 192.168. 2. 40.80: P 3195173119: 3195173317(198) ack
184794125 wi n 2920 <nop, nop, ti mestanp 332569060 332567732>

4: 14:45:32.700876 192.168.2.40.80 > 192.168. 1.40.32842: . 184794125: 184795493(1368) ack
3195173317 wi n 2698 <nop, nop, ti nestanp 332567733 332569060>

5: 14:45:32.700922 192.168.2.40.80 > 192.168. 1. 40.32842: P 184795493: 184796861(1368) ack
3195173317 wi n 2698 <nop, nop, ti nestanp 332567733 332569060>

6: 14:45:32.701425 192.168.2.40.80 > 192.168. 1. 40.32842: FP 184810541: 184810851(310) ack
3195173317 wi n 2698 <nop, nop, ti nestanp 332567733 332569061>

7: 14:45:32.701532 192.168. 1. 40. 32842 > 192.168. 2. 40. 80: F 3195173317:3195173317(0) ack
184810852 wi n 2736 <nop, nop, ti mestanp 332569061 332567733>

8: 14:45:32.701639 192.168.2.40.80 > 192.168.1.40.32842: . ack 3195173318 win 2697
<nop, nop, ti mestanp 332567734 332569061>

obo, leuolissle wrd§-ldgle wepsd FTD 22 2506 wp lJéle wppsdol IJs 1Ulzojé:

firepower# show flow-offload statistics



Packet stats of port : O

Tx Packet count : 22
Rx Packet count : 22
Dr opped Packet count : 0
VNIC transmitted packet : 22

VNIC transmitted bytes : 15308
VNI C Dropped packets :
VNI C erroneous received
VNI C CRC errors

VNIC transmt failed
VNI C nmul ticast received

O OO oo

Spdud ls ol [uwagsle show flow-offload flow 1o, J,9.56 ped9ele |uolbss pogdds wldosdd Es)
IUpzed- Ssel sds pld:

firepower# show flow-offload flow
Total offloaded flow stats: 2 in use, 4 npost used, 20% of fl oaded, O colli sions
TCP intfc 103 src 192. 168. 1. 40: 39301 dest 192.168.2.40: 20, static, tinestanp 616063741, packets
33240, bytes 2326800
TCP intfc 104 src 192.168. 2. 40: 20 dest 192. 168. 1. 40: 39301, static, tinestanp 616063760, packets
249140, bytes 358263320
firepower# show conn
5 in use, 5 nost used
I nspect Snort:
preserve-connection: 1 enabled, 0 in effect, 4 nost enabled, 0 nost in effect

TCP QUTSIDE 192.168.2.40:21 INSIDE 192.168.1.40:40988, idle 0:00:00, bytes 723, flags UO

TCP QUTSIDE 192.168.2.40:21 INSIDE 192.168.1.40:40980, idle 0:02:40, bytes 1086, flags U O

TCP OUTSIDE 192.168.2.40:80 INSIDE 192.168.1.40:49442, idle 0:00:00, bytes 86348310, flags U O
N1

TCP OUTSIDE 192.168.2.40:20 INSIDE 192.168.1.40:39301, idle 0:00:00, bytes 485268628, flags Uo
<- offloaded flow

TCP OUTSIDE 192.168.2.40:20 INSIDE 192.168.1.40:34713, idle 0:02:40, bytes 821799360, fl ags
UFRI O

s wgwpd IJogwed 1Jpis9ss gds 'show connlg)lz . eds uvosd Idpold: bl wp wepsd 5
peavbsle wuvdd lgplds pu gdld peyd FTD LINA 9w |Jgle wzpsd 92> puol Woil sgus
lwo we IJILJIg 80 207 eds Twol wp IUEle czpsdol

- seoes Uz UIduos Jeduwle 1es op lUgle czpsdel s luosh 1dwsulez (8ds wvesd
lJeoldc ASA 9; 8.3956p FTD6.2.3J4 pJlssu gpJS6 w3938 €5 pepedo (|_9 8 pdlssu
gpdsd w8 lzhbs IJlozlo)

- I 2lds 9uo9d £33 I 3le és) Ipreds IUs 1Ups (eds uvesd Ideeld 4 pdlssu
£pJs6 w8 wolisss IJloglo) Jl swp lJEle wepsd ls loualdle 2858 pos wop 51Js
IJloooldle 1Jzldss po 1dza9d ) 1dezed

Joys JJ IJgspe eds FP4100/9300 IJws wey gwy FTD (Idgle Idogpesd + LINA) ould 2lzs
Joedsu Idldeglb gds puwess Idosdd Jpl 09 p9 oz Vs 1Uuo9)6:

¢ Refresh | Capture Session

= » CAP Drop Count: 0 Operational State: DOWN - Session_Admin_Shut Buffer Size: 256 MB Snap Length: 1518 Bytes
Interface Name Filter File Size (in bytes) File Name Device Name
Etherneti/9 None 0 CAP-ethernet-1-9-0.pcap FTD

Ethernetl/1 None 0 CAP-ethernet-1-1-0.pcap FTD




Sbo, IJodlb 1dJdszs 1UgJdss JJosdd JJl lUloglosy. vuwew wuss [do@lb FXOS (2 u$lb
IJodlb JJdJ logle) swpe eHue I 2ips prost Jel 09 9oz Vs 1Jues,é:

leuolsslo 1Ugjpeé:

- lzplds IJesp ey FTD: 30

- IJespe £w, FTD LINA: 8

dese Idos e lJgle wppsdol IUs puwse IJizo6 SmartNIC: 22
IS 2lJs 929> wble iuulu_ugs peodd gu FP4100/FP9300: wwp peldzs zese IUgie woluwbs
e LINA o b))l JlIu wrw@-ldgle Idogpsd £8) pe9pe (Jlzh gsle gJlps 0):

FP2100- 6# show conn addr 192.168.1.40
33 in use, 123 npbst used
I nspect Snort:
preserve-connection: 0 enabled, 0 in effect, 2 nost enabled, 0 nost in effect

TCP QUTSIDE 192.168.2.40:80 INSIDE 192.168.1.40:50890, idle 0:00:09, bytes 175, flags uxIO

JI wg)uo LINA syslogs ywss lesh IJleold _9ia)|o luole IUloLolJ:

FP2100- 6# show log | i 192.168.2.40

Jun 21 2020 14:29:44: %TD-6-302013: Built inbound TCP connection 6914 for

I NSI DE: 192. 168. 1. 40/ 50900 (192.168.11.101/50900) to OUTSI DE: 192. 168. 2. 40/ 80 (192. 168. 2. 40/ 80)
Jun 21 2020 14:30:30: %TD- 6- 302014: Teardown TCP connection 6914 for | NSIDE: 192. 168. 1. 40/ 50900
to OUTSI DE: 192. 168. 2. 40/ 80 duration 0:00: 46 bytes 565 TCP FINs from OUTSI DE

Jle IJlgweésle

- luwegslp Prefilter Fastpath gud el w)ys> wely) Weuo Iuvg) wldJled. gs ol orew Vs IJSslpe
3JY Jdesvgle IJJdes,)o pu lds09u IJos ool wol pod gpdsle IJogwg Idlzoslbs
_9¢,§9 S9les Idoslole: 9l |Js 3JY

- WOs lzgo;6 FP4100/9300 Fastpath w935 IJgpdss 1Js wuvgsd IUgle wepsd [Josd8 950, €35
Sdsd pu lUzie S8b pu ¢dlJ pppd FTD LINA. 9s0p Idogled pg IJolds woluulbs wbol s
9lzos lJyvods (SmartNIC) [Jos wgpd eds w9dsd jeu IUsuesd

l)le FastPath Juoz ol Gwd IJouobss (peeses iuvlb))

Vs glds wbosd lple PreFilter Policy FastPath gJs 2,36 1deu9) IJos wp) gvs preses dledss
(9lzole NGIPS): sz 183 030 IJu@lle Ws Idlgool:

. sop obusd 108less g ez LINA I trust Il le
- dp swe Bpuo o woluwbs ppd Iduivgs)
- Jl s ldgle wresd 1JeaBdd (cuvase HW) obo)l Jio [JEle crpsd IJesds ¢y Slod
Jdobosd eds glgole NGIPS
oul pold pu vl cowe Vs 2lJs el 31 Yl Ig)le FastPath J PreFilter plow 9 £Js pze9e6 Bs
|LLJUL2):

firepower# packet-tracer input inside tcp 192.168.1.40 12345 192.168.1.50 80 detail ed

Phase: 1



Type: NG PS- MODE
Subt ype: ngi ps- node
Resul t: ALLOW

Confi g:
Addi tional |nfornation:
The flow i ngressed an interface configured for NG PS node and NG PS services will be applied

Forward Fl ow based | ookup yields rule:

in id=0x2ad7ac48b330, priority=501, donmi n=i ps-node, deny=fal se
hits=2, user_dat a=0x2ad80d54abd0, cs_i d=0x0, flags=0x0, protocol =0
src ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0

i nput _i fc=i nsi de, output_ifc=any

Phase: 2

Type: ACCESS- LI ST

Subt ype: | og

Resul t: ALLOW

Confi g:

access-group CSM FW ACL_ gl obal

access-1ist CSM FWACL_ advanced trust ip object 192.168.1.0 object 192.168.1.0 rule-id
268438531 event-log fl ow end

access-list CSM FWACL_ remark rule-id 268438531: PREFILTER PCLI CY: PF1

access-list CSM FWACL_ remark rule-id 268438531: RULE: 1

Addi tional |nfornation:

Forward Fl ow based | ookup yields rule:

in id=0x2ad9f 9f 8a7f0, priority=12, domai n=permt, trust

hits=1, user_data=0x2ad9b23c5d40, cs_i d=0x0, use_real _addr, flags=0x0, protocol =0

src ip/id=192.168. 1.0, nmask=255.255.255.0, port=0, tag=any, ifc=any

dst ip/id=192.168.1.0, mask=255.255.255.0, port=0, tag=any, ifc=any, vlan=0, dscp=0x0
i nput _i fc=any, output _ifc=any

Phase: 3

Type: NG PS- EGRESS- | NTERFACE- LOOKUP

Subt ype: Resol ve Egress Interface

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

Ingress interface inside is in NAPS inline npde.

Egress interface outside is determ ned by inline-set configuration

Phase: 4

Type: FLOW CREATI ON

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

New flow created with id 7, packet dispatched to next nodul e
Modul e information for forward flow ...
snp_fp_ips_tcp_state_track_lite

snp_f p_i ps_node_adj

snp_fp_tracer_drop

snp_i fc_stat

Modul e information for reverse flow ...
snp_fp_ips_tcp_state_track_lite

snp_f p_i ps_node_adj

snp_fp_tracer_drop

snp_i fc_stat

Resul t:

input-interface: inside
i nput -status: up
input-line-status: up
Action: allow



osl oy IJoposd ldouoss pu ldwb pp):

MIO
Switch Security Module

Fabric

e [Smart Rx‘ﬁ“f:’h
Backplane NIC — .

le)le FastPath Juoz ol $od IJouodss (pze9es IJigub, pg TAP)
OO 2lJs Idpzpses IUb1R st

lole cedsd wor glpd IJouoBdss lJpuwed

IJowsobss 1. cadsd el God IJouodss wlgusdsle §less Jods ACP

W& s Ilecoh vog eled IJouodss Idpumwed IUss szuss eds $lerd wedsd Jel 09 psoz

Access Control » Prefilter Network Discovery Application Detectors Correlation Actions v

Prefilter_Policyl

Enter Description

(&) Add Tunnel Rule (&) Add Prefilter Rule ~ Search R

‘ 1 Prefilter_Rulel Prefilter any any i 192.168.1.40 g 192.168.2.40 any any any o Analyze

oew9s Ylisped Idoedp wldguosd (ACP) W 9b eds IUBless IJIVe,)lose IJos wp wessuol
&Js Block All Traffic Jel 09 p9 02 IS 109, 6:



Access Control » Access Control Network Discovery Application Detectors Correlation Actions =

ACP1

Enter Description

m Security Intelligence  HTTP Responses  Advanced

Tz Inheritance S

. Show Rule Conflicts

w Mandatory - ACP1 (-)

There are no rules in this section. Add Rule or Add Category

w Default - ACP1 (-)

There are no rules in this section. Add Rule or Add Category

Default Action Access Control: Block All Traffic

03l 09 IJuog IU3s we uuiyo Vs pgyd FTD Snort (oJwd ngfw.rules):

# Start of tunnel and priority rules.

# These rules are evaluated by LINA. Only tunnel tags are used from the matched rule id.
268435460 al | ow any 192.168.1.40 32 any any 192.168.2.40 32 any any any (tunnel -1)
268435459 all ow any any 1025-65535 any any 3544 any 17 (tunnel -1)

268435459 allow any any 3544 any any 1025-65535 any 17 (tunnel -1)

268435459 all ow any any any any any any any 47 (tunnel -1)

268435459 allow any any any any any any any 41 (tunnel -1)

268435459 allow any any any any any any any 4 (tunnel -1)

# End of tunnel and priority rules.

# Start of AC rule.

268435458 deny any any any any any any any any (log dcforward flowstart)

# End of AC rule.

031 09 IJuoz 1J5s ©p wuino B pzyd FTD LINA Engine:

access-list CSM FWACL_ line 3 advanced permit ip host 192.168.1.40 host 192.168.2.40 rule-id
268435460 (hitcnt=0) 0xb788h786

IJozdd pu lduwdsd

sbo, Packet-tracer ¢, 1Jz 506 puwpedz wol woluwbs LINA, oo p [elé wyzsool |Js pzyd snort
(vuwow permit IJ>lJ6 ACTION) 9 SNORT Engine ¢,z Block Idzdpe el lu IJlz)le IUIGO,lLos pu

pdlebs: Jl sdspe lduugyb 2yJds 1dpy9) luwoubl IUs @sles 1Juwd$
cwpl sooue lue Jub 09 sIuud I ubwo:

firepower# packet-tracer input INSIDE icmp 192.168.1.40 8 0 192.168.2.40

Phase: 4

Type: ACCESS- LI ST
Subt ype: | og

Result: ALLOW
Config:



access-group CSM FW ACL_ gl obal

access-list CSM_FW ACL_ advanced permit ip host 192.168.1.40 host 192.168.2.40 rule-id 268435460
access-list CSM FWACL_ remark rule-id 268435460: PREFILTER PCLI CY: Prefilter_Policyl
access-list CSM FWACL_ remark rule-id 268435460: RULE: Prefilter_Rulel
Addi tional Information:

This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 14

Type: SNORT

Subt ype:

Result: DROP

Confi g:

Addi tional Information:

Snort Trace:

Packet: | CWP

Appl D: service | CW (3501), application unknown (0)

Firewal | : starting rule matching, zone -1 -> -1, geo 0 -> 0, vlan 0, sgt 65535, user 9999997,
i cnpType 8, icmpCode 0O

Firewall: block rule, id 268435458, drop

Snort: processed decoder alerts or actions queue, drop
NAP id 1, IPS id 0, Verdict BLOCKLIST, Blocked by Firewall
Snort Verdict: (block-list) block list this flow

Resul t:

i nput-interface: |NSIDE

i nput -status: up

input-line-status: up

out put-interface: OUTSIDE

out put - status: up

out put-1line-status: up

Action: drop

Drop-reason: (firewall) Blocked by the firewall preprocessor

IJuvsubs9 2. wedsd ol God IJouodss wlgwodsle $lesé [Jguple J ACP

131 Iy 1Joes8 09 [Juwpele JJzied uldp)gJ gw) FTD( oyl alto Jluoldo L9|g_.>o IS Blispd
lJozde Vs 1Jsue9d (ACP). spdy o odoy IJEPJ..so lol " plz" I9 " 56" oegopd eds [Joswd
(eds wwosd Idpold bl Joo esss wbosd Seuo LT see edsd luveslpo Allow gpd58) Jpl
09 p9uoT S [Jue,é:

| Access Control » Access Control Network Discovery Application Detectors Correlation Actions v
Enter Description
Prefilter Policy: Prefilter Policyl SSL Policy: None Identit

= Inheritance Sel

_m Security Intelligence  HTTP Responses  Advanced
8 Filter by Device | Show Rule Conflicts & &) Add Category (&) Add Rule | Search Rul

w Mandatory - ACP1 (1-1)

2192.168.1.40 2 192.168.2.40 Any

w Default - ACP1 (-)

There are no rules in this section. Add Rule or Add Category

Default Action Access Control: Block All Traffic

lJuwsluws 1Jpouivg s Os peyd Idogvgsd FTD Snort:




# Start of AC rule.

268435461 allow any 192.168.1.40 32 any any 192.168.2.40 32 any any any
268435458 deny any any any any any any any any (log dcforward flowstart)
# End of AC rule.

Ss ppd Jsul:

access-list CSM FWACL_ line 3 advanced permit ip host 192.168.1.40 host 192.168.2.40 rule-id
268435460 (hitcnt=1) 0xb788h786

ozdd po Wondsd

sbo, Packet-tracer Iy, 1Jz 506 lblod 1J8lesé 268435460 Bs Jsol 9 268435461 Bes oz, IJUbgs):

firepower# packet-tracer input INSIDE icmp 192.168.1.40 8 0 192.168.2.40

Phase: 4
Type: ACCESS- LI ST
Subt ype: | og
Resul t: ALLOW
Confi g:
access-group CSM FW ACL_ gl obal
access-1ist CSM FWACL_ advanced permit ip host 192.168.1.40 host 192.168.2.40 rule-id 268435460
access-list CSM FWACL_ remark rule-id 268435460: PREFILTER POLICY: Prefilter_Policyl
access-list CSM FWACL remark rule-id 268435460: RULE: Prefilter Rulel
Addi tional Information:
This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 14

Type: SNORT

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional I|nformation:

Snort Trace:

Packet: | CWP

Appl D: service |ICWP (3501), application unknown (0)
Firewal | : starting rule matching, zone -1 -> -1, geo O -> 0, vlan 0, sgt 65535, user 9999997,
i cnpType 8, icmpCode 0O

Firewal | : allow rule, id 268435461, allow

NAP id 1, IPSid 0, verdict PASS

Snort Verdict: (pass-packet) allow this packet

Resul t:

input-interface: |NSIDE

i nput -status: up
input-line-status: up

out put-interface: OUTSIDE
out put-status: up

out put-1ine-status: up
Action: allow

lJuvsobss 3. ogdsd el dud IJogowss wlguodsle Sless 1Je g6 s ACP

WO glds lzwsle Blisps IUozdp Vs 1U9o9d (ACP) eds §less "lJe 96" Woil Jpel 09 p9 oz IS
lJueg,e:



| Access Control » Access Control Network Discovery Application Detectors Correlation Actions v

Enter Description
Prefilter Policy: Prefilter_Policy1 SSL Policy: None Identi

Tz Inheritance Se|

m Security Intelligence  HTTP Responses  Advanced

#8 Filter by Device | Show Rule Conflicts &  (J) Add Category  (J) Add Rule | Search Rul

w Mandatory - ACP1 (1-1)

99192.168.1.40 52192.168.2.40 Any

w Default - ACP1 (-)

There are no rules in this section. Add Rule or Add Category

Default Action Access Control: Block All Traffic

U

# Start of AC rule.

268435461 fastpath any 192.168.1.40 32 any any 192.168.2.40 32 any any any
268435458 deny any any any any any any any any (log dcforward flowstart)
# End of AC rule.

Jsul:

access-list CSM FWACL_ |line 3 advanced permit ip host 192.168.1.40 host 192.168.2.40 rule-id
268435460 (hitcnt=2) 0xb788hb786

o3y 1o wb)l Jopdsu si wuindd 18e,luns: sop v Bless 1Jeds J permit z)le g s LINA
CTSY Swp lehd vozso veuo IJeip eds IV IUs pd Idune) Jovdosus.

IJozdd po lJgwdsd

sbo, Packet-tracer Iy, puugJ snort swee wlJeips 9sJEs wepsd wdss IJesdd |Js LINA:

firepower# packet-tracer input INSIDE icmp 192.168.1.40 8 0 192.168.2.40

Phase: 4
Type: ACCESS- LI ST
Subt ype: | og
Resul t: ALLOW
Confi g:
access-group CSM FW ACL_ gl obal
access-list CSM_FW _ACL_ advanced permit ip host 192.168.1.40 host 192.168.2.40 rule-id 268435460
access-list CSM FWACL_ remark rule-id 268435460: PREFILTER PCLICY: Prefilter_Policyl
access-list CSM FWACL_ remark rule-id 268435460: RULE: Prefilter_Rulel
Addi tional I|nformation:
This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 14

Type: SNORT

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional I|nformation:
Snort Trace:



Packet: | CWP

Appl D: service | CWP (3501), application unknown (0)

Firewal | : starting rule matching, zone -1 -> -1, geo O -> 0, vlan 0, sgt 65535, user 9999997,
i cnpType 8, icmpCode 0O

Firewal | : trust/fastpath rule, id 268435461, allow

NAP id 1, IPSid 0, Verdict PERMITLIST

Snort Verdict: (fast-forward) fast forward this flow

Resul t:

input-interface: |NSIDE

i nput -status: up
input-line-status: up

out put-interface: OUTSIDE
out put-status: up

out put-1ine-status: up
Action: allow

IJuvsobss 4. opdsd el dud [Jouowss wlgwodsle Sless 1Je g6 s ACP
WO o3l Iduwsulsy wp websd Sl ssasl.

op udy Iddlese Ws Snort gds 1oy IJolds:

# Start of AC rule.

268435461 fastpath any 192.168.1.40 32 any any 192.168.2.40 32 any any any
268435458 deny any any any any any any any any (log dcforward flowstart)
# End of AC rule.

s LINA sop wub) 1J8less Jeuuer ©88. eds 1diée pu o 1dzses wblud $less Iduwele Olze
€3> pilo 9029J ACE) IJos sop vuinol vuwow wedsd 8less gled IJouodss IJlsds 9swp
Vezuo IJeips woluwbs pz)d snort:

access-list CSM FWACL_ line 3 advanced permit ip host 192.168.1.40 host 192.168.2.40 rule-id
268435460 (hitcnt=3) 0xb788b786

access-list CSM FWACL_ line 13 advanced trust ip host 192.168.1.40 host 192.168.2.40 rule-id
268435461 event-log flowend (hitcnt=0) 0x5c1346d6

access-list CSM FWACL_ |ine 16 advanced deny ip any any rul e-id 268435458 event-log flowstart
(hitcnt=0) 0x97aal2la

Wozdd e Wovdsd

firepower# packet-tracer input INSIDE icmp 192.168.1.40 8 0 192.168.2.40

Phase: 4
Type: ACCESS- LI ST
Subt ype: | og
Resul t: ALLOW
Confi g:
access-group CSM FW ACL_ gl obal
access-1ist CSM FWACL_ advanced permit ip host 192.168.1.40 host 192.168.2.40 rule-id 268435460
access-list CSM FWACL_ remark rule-id 268435460: PREFILTER POLICY: Prefilter_Policyl
access-list CSM FWACL_ remark rule-id 268435460: RULE: Prefilter_Rulel
Addi tional |nfornation:
This packet will be sent to snort for additional processing where a verdict will be reached



Phase: 14

Type: SNORT

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional I|nformation:

Snort Trace:

Packet: | CWP

Appl D: service | CWP (3501), application unknown (0)
Firewal | : starting rule matching, zone -1 -> -1, geo O -> 0, vlan 0, sgt 65535, user 9999997,
i cnpType 8, icmpCode 0O

Firewal | : trust/fastpath rule, id 268435461, allow
NAP id 1, IPSid 0, Verdict PERMITLIST

Snort Verdict: (fast-forward) fast forward this flow

Resul t:

input-interface: |NSIDE

i nput -status: up
input-line-status: up

out put-interface: OUTSIDE
out put-status: up

out put-1line-status: up
Action: allow

IJodlb 1wl usé

- s IJiey Analyze sop wui IJle)le IBless wuosse B peyd LINA. o3l Jo clos) eds
Iyob 1o sIso bhuwde 1Js 1J snort oz, JJodos s
- s&ue IJle) Analyze Jl s @95 1Jlz)le wouuin ls @less B peyd Snort JsJd ceole [Js IJelds
o0 wd9sy ¥lgre Vs ACP wblwd $lgsrs s Snort<
- SEwpd eds Ylexo ACP IJos sop ugiyel O peyd Iyvgs) (block WS pdlod allow Os
p8lod fastpath) JI Guse 19 IJ s wUogs 2ip puwese wol pu Sud Idubes)
Jle IJlgweésle

- 2lJs luwegsle J Analyze IJlz)le 09 g0spl sI9o Josd $lgss FastPath gl ugs Os yusluws ol

Sod Idouo8s6 90,83 9028 wewe Idlweculele Josd3le pesus vase sop Seuool
w9luwbod IUuigs)

lele el $wé ACP

91836 p)l8u6 wp wIdysuwoel gds 9lgod puweese FMC:

ACP1 s
Rules Security Intelligence HTTP Responses Logging Advanced Prefilter Policy; fault Prefilier F y SSL Policy: Mon Identity Policy: None
—
Y Search Rules X Show Rule Conflicts @+ A tegory -+ Add Rule
Dest Saurce Dest VLAN R Bou. Dest - Sou Dest R e
Zones Networks Metwarks Tags Vsers i Ports Ports URLs sGT sGT Actio ROR SEDEM 1t

» Mandatory - ACP1(1-3)

Maonitor_Rule

192.168.11.0/24  Any © Monitor Bo /%

Sop vy Bless zoli IJg,up 8Js peyd FTD LINA I permit 9 e peod Iduigs) audit 1]zl



firepower# show access-list
access-list CSM FWACL_ line 10 advanced permit ip 192.168.10.0 255. 255.255. 0 192. 168. 11.0
255.255.255.0 rule-id 268438863 (hitcnt=0) Ox6lbbafOc

Sless lduves):

adm n@i repower: ~$ cat /var/sf/detection_engines/9e080e5c-adc3-1lea-9d37-44884cf7e9ba/ngfw.rules

# Start of AC rule.
268438863 audit any 192.168.10.0 24 any any 192.168.11.0 24 any any any (log dcforward fl owend)
# End rul e 268438863

IJodlb 1wl usé
-l edse Bless IJelEus wluwdlb 296 1Jess) 19 1wl wol sdduol wd9e wluuile 2o

louold. sop 1Jozdd eu lJzies pdlod IJssles 1Jeldss sswp lel Iduwele wol Iy luw ool
- whbo, Ipsle louold FMC Iy 1z 506 blo9e Slesosu:

Connection Events

No Search Constraints (Edit Search)

Connections with Application Details Table View of Connection Events
Jump to...
:::L'“r" Destination Access
+ First Packet * Last Packet * Action * Initiator IP * Responder IP % ILTJ"{I-; ® Port [ ICMP > Control * Access Control Rule *
s Code Policy
Type
v 2020-06-20 22:17:40  2020-06-20 22:17:43  Trust 192.168.10.50 192.168.11.50 41920 /tcp 80 (http) [ tep  ACP1 trust_L3-L4, Monitor_Rule

System support trace Sbo, IJIg)le io lJgie wblow JJl IJBlesosu:

> system support trace

Enabl e firewal |l -engi ne-debug too? [n]: ¥

Pl ease specify an IP protocol: tcp

Pl ease specify a client IP address: 192.168.10.50

Pl ease specify a client port:

Pl ease specify a server |IP address: 192.168.11.50

Pl ease specify a server port:

Monitoring packet tracer and firewall debug nessages

192. 168. 10. 50- 41922 - 192.168.11.50-80 6
192. 168. 10. 50- 41922 - 192.168.11.50-80 6
192. 168. 10. 50- 41922 - 192.168.11.50-80 6
unknown (0)

1-1 G D 0 Packet: TCP, SYN, seq 419031630
1-1 CID 0 Session: new snort session
1-1 CID 0 Appl D: service unknown (0), application

AS
AS
AS

192. 168. 10. 50- 41922 > 192.168.11.50-80 6 AS 1-1 | 19 new firewal |l session

192. 168. 10. 50- 41922 > 192.168.11.50-80 6 AS 1-1 | 19 Starting ACwith mnimum 2, 'Mnitor_Rule'
and | PProto first with zone s -1->-1, geo 0 -> 0, vlan O, source sgt type: 0, source
sgt tag: 0, ISE sgt id: 0, dest sgt type: 0, |ISE dest sgt tag: O, svc 0, payload O,

client 0, msc 0, user 9999997, icnpType 0, icnpCode 0O

192. 168. 10. 50- 41922 > 192.168.11.50-80 6 AS 1-1 | 19 match rule order 2, 'Monitor_Rule', action
Audit

192. 168. 10. 50- 41922 > 192.168.11.50-80 6 AS 1-1 | 19 match rule order 3, 'trust_L3-L4', action
Trust

192. 168. 10. 50- 41922 > 192.168.11.50-80 6 AS 1-1 | 19 M dRecovery data sent for rule id:
268438858, rul e_action: 3, rev id: 1078 02206, rule_match flag: 0x2



Jle IJlgweésle
Suwwgde Jeolwd uunlb ldgveds slogule oo louold
lole Ik, IJodleds J ACP

Slers Jod wudledss wp wdysuol gds 9lzos puwegse FMC:

Rules Security Intelligence HTTP Responses Logging Advanced Prefilter Policy: Default Prefilter y SSL Policy: None Identity Policy: None
—
¥ Search Rules . Show Rule Conflicts @+ Add Category + Add Ruls
Seurce Dest Sowce P s VLAN i Ao Source Dest e Source Dest e BEeRCTEW
Zorws Zonws Matwarks e Patarhs Tags e Appta Posts Ports s 5GT 5GT i & I =
¥ Mandatory - ACP1 (1-4) |
1 Ina tule 1 Any Any 92.168.11.5 A A Any Any A A Any L] ctive Block 0 S
2 ! Any 2 192.166.11.51 Amy Any HTTP Any Ay Any Any Any @ Interactive Block a8

Swp vy Jlexs IJelb, Idevleds eds peyd FTD LINA Jeugd permit9 Is pzod Iduvgs)
Jbless pzljé:

firepower# show access-list

access-list CSMFWACL_ line 9 remark rule-id 268438864: L7 RULE: Inter-Bl ock-Rul el

access-list CSM FWACL_ |ine 10 advanced permit tcp 192.168. 10.0 255. 255. 255. 0 host
192.168.11.50 eq ww rul e-id 268438864 (hitcnt=3) Oxba785fc0

access-list CSM FWACL_ line 11 remark rule-id 268438865: ACCESS POLI CY: ACP1 - Mandatory
access-list CSM FWACL_line 12 remark rule-id 268438865: L7 RULE: Inter-Block_Rule2

access-list CSM FWACL_ |line 13 advanced permit ip 192.168. 10. 0 255. 255. 255. 0 host 192.168. 11.51
rul e-id 268438865 (hitcnt=0) 0x622350d0

e IJuvgsy:

adm n@i repower: ~$ cat /var/sf/detection_engines/9e080e5c-adc3-1llea-9d37-44884cf7e9ba/ngfw.rules

# Start of AC rule.

268438864 bypass any 192.168.10.0 24 any any 192.168.11.50 32 80 any 6

# End rul e 268438864

268438865 bypass any 192.168.10.0 24 any any 192.168.11.51 32 any any any (appid 676: 1)
(ip_protos 6, 17)

# End rul e 268438865

obldod "Gless 1z b, IJedless" welb, IUszos

You are attempting to access a forbidden site.

You may continue to the site by clicking on the button below.
Note: You must have cookies enabled in your browser to continue,

Consult your system administrator for details.

| Continue |




cuvdd lVu)luos suvee 2ob IJgelss wogly) IUJdodo Jess 600 Sluss:

Rules Security Intelligpence HTTP Responses Logging Advanced

General Settings rd
r'.1:':'l:-:T|1.IIT! URL characters to store in connection 1024
EVENLS

Allowy an Interactive Block 10 bypass blocking for

| G000
|seconds)
Retry URL cache miss lookup Yes
Enmable Threat Intelligence Director Yes
Inspect iraffic during policy apply fes

9. system support trace |)lg [ Suvubse Hlse 1o B Iduslss b IJgplsd spue eydo 1dpy9)
Ssbo, oszs IUeb):

> system support trace

192.168. 10. 52-58717 - 192.168.11.50-80 6 AS 1-1 CID 0 Packet: TCP, ACK, seq 983273680, ack
2014879580

192.168. 10. 52-58717 - 192.168.11.50-80 6 AS 1-1 CID O Appl D: service HITP (676), application
unknown (0)

192. 168. 10. 52- 58717 > 192.168.11.50-80 6 AS 1-1 | 22 Starting ACwith mninmum2, 'Inter-Block-
Rulel', and IPProto first with zones -1 -> -1, geo 0(0) -> 0, vlan O, source sgt type: 0, sgt
tag: 0, ISE sgt id: 0, dest sgt type: 0, |ISE dest_sgt_tag: 0, svc 676, payload 0, client 589

m sc 0, user 9999997, min url-cat-list 0-0-0, url http://192.168.11.50/, xff

192. 168. 10. 52-58717 > 192.168.11.50-80 6 AS 1-1 | 22 match rule order 2, 'Inter-Bl ock-Rulel',
action Interactive

192.168. 10. 52-58717 > 192.168.11.50-80 6 AS 1-1 | 22 bypass action sending HTTP interactive
response of 1093 bytes

192. 168. 10. 52-58717 - 192.168.11.50-80 6 AS 1-1 CID O Firewall: interactive block rule, 'Inter-
Bl ock- Rul el', drop

192. 168. 10. 52- 58717 - 192.168.11.50-80 6 AS 1-1 CID 0 Snort: processed decoder alerts or actions
queue, drop

192. 168. 10. 52- 58717
f wFl ags = 0x1002
192.168. 10. 52-58717 - 192.168.11.50-80 6 AS 1-1 CID O Snort id 22, NAPid 1, IPSid 0, Verdict
BLACKLIST

192.168. 10. 52-58717 - 192.168.11.50-80 6 AS 1-1 CID 0 ===> Blocked by Firewall

Verdi ct reason is sent to DAQ

\%

192.168.11.50-80 6 AS 1-1 | 22 deleting firewall session flags = 0x800,

wped weass Idpuuegspe Continue (I9 wesss Lobes ldpuvoe ) sbo, wuoese IJigble 1y
IJeie puwpede wol wluwbo IJ8lesrs udwol IJos welds 9 Allow 1Jlz)le:

192. 168. 10. 52- 58718 - 192.168.11.50-80 6 AS 1-1 CID 0 Packet: TCP, ACK, seq 1357413630, ack
2607625293

192. 168. 10. 52- 58718 - 192.168.11.50-80 6 AS 1-1 CID O Appl D: service HTTP (676), application
unknown (0)

192. 168. 10. 52- 58718 > 192.168.11.50-80 6 AS 1-1 1 8 Starting AC with m ninmum 2, 'Inter-Block-
Rulel', and IPProto first with zones -1 -> -1, geo 0(0) -> 0, vlan O, source sgt type: 0, sgt
tag: 0, ISE sgt id: 0, dest sgt type: 0, |ISE dest_sgt_tag: 0, svc 676, payload O, client 589,
msc 0, user 9999997, min url-cat-list 0-0-0, url http://192.168.11.50/, xff



192. 168. 10. 52-58718 > 192.168.11.50-80 6 AS 1-1 | 8 match rule order 2, 'Inter-Block-Rul el
action Interactive

192.168. 10.52-58718 > 192.168.11.50-80 6 AS 1-1 | 8 bypass action interactive bypass

192. 168. 10. 52-58718 > 192.168.11.50-80 6 AS 1-1 | 8 allow action

192. 168. 10. 52-58718 - 192.168.11.50-80 6 AS 1-1 CID O Firewall: allowrule, 'Inter-Block-Rulel'
al | ow

192. 168. 10. 52- 58718 - 192.168.11.50-80 6 AS 1-1 CID O Firewall: interactive bypass rule, 'Inter-

Bl ock-Rul el', all ow
192.168. 10.52-58718 - 192.168.11.50-80 6 AS 1-1 CID O Snort id 8 NAPid 1, IPSid 0, verdict
PASS

2Jle Jlgwedsle

[bol, Lod2s weds) Jeuworps 9sw sleblisop esb Ieclogs.

IJdeJs IJodledss J ACP g [ole [els I ol

Jods oledss pe blese lebo oo 1Jos wp wdsvoel gds 9lzos puwegse FMC:

W Search Rules x Show Rule Conflicts @ + A + Add Rule

URL o - Aatic RORIEEM o

& with resed s
V4

L 1]

Swp ud e, Idovleds pe Bless lebo ol gds pzyd FTD LINA Jpivgd permit IJlz)le 9
IJs Snort pe,d J9lesé lghhsé wessu:

firepower# show access-list

access-list CSMFWACL_line 9 remark rule-id 268438864: L7 RULE: Inter-Bl ock-Rul el

access-list CSM FWACL_ |ine 10 advanced permit tcp 192.168. 10.0 255. 255. 255. 0 host
192.168.11.50 eq ww rul e-id 268438864 (hitcnt=13) 0Oxba785fcO

access-list CSM FWACL_ line 11 remark rule-id 268438865: ACCESS POLI CY: ACP1 - Mandatory
access-list CSM FWACL_line 12 remark rule-id 268438865: L7 RULE: Inter-Block_ Rule2

access-list CSM FWACL_ |line 13 advanced permit ip 192.168. 10. 0 255. 255. 255. 0 host 192. 168. 11.51
rul e-id 268438865 (hitcnt=0) 0x622350d0

e IJubesy:

# Start of AC rule.

268438864 intreset any 192.168.10.0 24 any any 192.168.11.50 32 80 any 6

# End rule 268438864

268438865 intreset any 192.168.10.0 24 any any 192.168.11.51 32 any any any (appid 676:1)
(ip_protos 6, 17)

# End rul e 268438865

Jpl o9 I1Jeld pg "ldeb," pg "lelbd IJogssu" spdou Jdpuwegse wgass Continue IJgsl:




Access Denied

You are attempting to access a forbidden site.

You may continue to the site by clicking on the button below.
Note: You must have cookies enabled in your browser to continue,

Consult your system administrator for details.

=

Continug |

B wuoest leble IJosolpz: sop 0o Ilple B lehs Iogsse Idodleds:

> gystem support trace

Enabl e firewal | - engi ne-debug too? [n]: ¥

Pl ease specify an | P protocol: tcp

Pl ease specify a client | P address: 192.168.10.52

Pl ease specify a client port:

Pl ease specify a server |P address: 192.168.11.50

Pl ease specify a server port:

Moni toring packet tracer and firewal | debug nessages

192. 168. 10. 52-58958 - 192.168.11.50-80 6 AS 1-1 CID 0 Packet: TCP, SYN, seq 3232128039
192. 168. 10. 52-58958 - 192.168.11.50-80 6 AS 1-1 CID O Session: new snort session

192. 168. 10. 52- 58958 - 192.168.11.50-80 6 AS 1-1 Cl

unknown (0)

192. 168. 10. 52- 58958 > 192. 168. 11.50-80 6 AS
192. 168. 10. 52- 58958 > 192. 168. 11.50-80 6 AS
Rulel', and IPProto first with zones -1 -> -1, geo 0 -> 0, vlan 0, source sgt type: O,

1-1 1 24 new firewall session
1-1 1

D 0 Appl D. service unknown (0), application

24 Starting ACwith mninmm2, 'Inter-Bl ock-

sgt tag: O, ISE sgt id: O, dest sgt type: 0, |SE dest sgt tag: 0, svc 0, payload 0, client O,

msc 0, user 9999997, icnpType 0, icnpCode O

192. 168. 10. 52-58958 > 192.168.11.50-80 6 AS 1-1 | 24 match rule order 2, 'Inter-Block-Rulel

action Interactive Reset
192. 168. 10. 52-58958 > 192.168.11.50-80 6 AS 1-1 | 24 M dRecovery data sent for rule id:
268438864, rul e_action: 8, rev id:1099034206, rule_match flag: 0x0

192. 168. 10. 52- 58958 > 192.168.11.50-80 6 AS 1-1 | 24 HitCount data sent for rule id: 268438864,
192. 168. 10. 52- 58958 - 192.168.11.50-80 6 AS 1-1 CID O Snort id 24, NAP id 1, IPSid O, Verdict

PASS

192. 168. 11. 50-80 - 192. 168. 10.52-58958 6 AS 1-1 CID 0 Packet: TCP, SYN, ACK, seq 2228213518,

3232128040

192.168. 11.50-80 - 192.168.10.52-58958 6 AS 1-1 CID O Appl D: service unknown (0), application

unknown (0)

192. 168. 11. 50-80 - 192. 168. 10.52-58958 6 AS 1-1 CID O Snort id 24, NAP id 1, IPSid O, Verdict

PASS

192. 168. 10. 52- 58958 - 192.168.11.50-80 6 AS 1-1 CID 0 Packet: TCP, ACK, seq 3232128040,
2228213519

192.168. 10. 52- 58958 - 192.168.11.50-80 6 AS 1-1 CID O Appl D: service unknown (0), application

unknown (0)

192. 168. 10. 52- 58958 - 192.168.11.50-80 6 AS 1-1 CID O Snort id 24, NAP id 1, IPSid O, Verdict

PASS

192. 168. 10. 52- 58958 - 192.168.11.50-80 6 AS 1-1 CID 0 Packet: TCP, ACK, seq 3232128040,
2228213519

192.168. 10. 52- 58958 - 192.168.11.50-80 6 AS 1-1 CID O Appl D: service HITP (676), application



unknown (0)

192. 168. 10. 52-58958 > 192.168.11.50-80 6 AS 1-1 | 24 Starting ACwith mninmum2, 'Inter-Block-
Rulel', and IPProto first with zones -1 -> -1, geo 0(0) -> 0, vlan 0O, source sgt type: 0, sgt
tag: 0, ISE sgt id: 0, dest sgt type: 0, |ISE dest_sgt_tag: 0, svc 676, payload 0, client 589
msc 0, user 9999997, min url-cat-list 0-0-0, url http://192.168.11.50/, xff

192. 168. 10. 52-58958 > 192.168.11.50-80 6 AS 1-1 | 24 match rule order 2, 'Inter-Bl ock-Rulel',
action Interactive Reset

192.168. 10. 52- 58958 > 192.168.11.50-80 6 AS 1-1 | 24 bypass action sending HTTP interactive
response of 1093 bytes

192. 168. 10. 52-58958 - 192.168.11.50-80 6 AS 1-1 CID O Firewall: interactive block rule, 'Inter-
Bl ock- Rul el', drop

192. 168. 10. 52- 58958 - 192.168.11.50-80 6 AS 1-1 CID 0 Snort: processed decoder alerts or actions
queue, drop

192. 168. 10. 52- 58958 > 192.168.11.50-80 6 AS 1-1 | 24 deleting firewall session flags = 0x800,

f wFl ags = 0x1002

192.168. 10. 52- 58958 - 192.168.11.50-80 6 AS 1-1 CID O Snort id 24, NAP id 1, IPSid 0, Verdict
BLACKLIST

192. 168. 10. 52- 58958 - 192.168.11.50-80 6 AS 1-1 CID 0 ===> Blocked by Firewall

Verdi ct reason is sent to DAQ

gws odo lJubé: sup &2 wodze Iz, eds ldpuwegse Iuolss. I3l le IJpuwerp wopds>
Continue (9 wesse LoWed IUssy) wublo® v IJBlesé IJos wuwpe 030 1dp,6 JzyJds 1Je)9,)
Ew-

192. 168. 10. 52-58962 - 192.168.11.50-80 6 AS 1-1 CID O Packet: TCP, ACK, seq 1593478294, ack
3135589307

192. 168. 10. 52-58962 - 192.168.11.50-80 6 AS 1-1 CID O Appl D: service HITP (676), application
unknown (0)

192. 168. 10. 52- 58962 > 192.168.11.50-80 6 AS 1-1 | 14 Starting ACwith mninmum2, 'Inter-Block-
Rulel', and IPProto first with zones -1 -> -1, geo 0(0) -> 0, vlan 0O, source sgt type: 0, sgt
tag: 0, ISE sgt id: 0, dest sgt type: 0, |ISE dest_sgt_tag: 0, svc 676, payload 0, client 589
m sc 0, user 9999997, min url-cat-list 0-0-0, url http://192.168.11.50/, xff

192. 168. 10. 52-58962 > 192.168.11.50-80 6 AS 1-1 | 14 match rule order 2, 'Inter-Bl ock-Rulel',
action Interactive Reset

192. 168. 10. 52- 58962 > 192.168.11.50-80 6 AS 1-1 | 14 bypass action interactive bypass

192. 168. 10. 52- 58962 > 192. 168.11.50-80 6 AS 1-1 | 14 allow action
1-1

192. 168. 10. 52- 58962 - 192.168.11.50-80 6 AS 1-1 CID O Firewall: allow rule, 'Inter-Block-Rulel'
al | ow
192. 168. 10. 52- 58962 - 192.168.11.50-80 6 AS 1-1 CID O Firewall: interactive bypass rule, 'Inter-

Bl ock-Rul el', all ow
192.168. 10.52-58962 - 192.168.11.50-80 6 AS 1-1 CID O Snort id 14, NAPid 1, IPSid 0, verdict
PASS

192. 168. 11. 50-80 - 192. 168. 10.52-58962 6 AS 1-1 CID 0 Packet: TCP, ACK, seq 3135589307, ack
1593478786

192. 168. 11. 50- 80
unknown (0)

192. 168. 11. 50- 80
al | ow
192.168. 11. 50-80 - 192.168.10.52-58962 6 AS 1-1 CID O Firewall: interactive bypass rule, 'Inter-
Bl ock-Rul el', all ow

192.168. 11.50-80 - 192.168. 10.52-58962 6 AS 1-1 CID O Snort id 14, NAP id 1, IPSid 0, Verdict
PASS

192.168. 10.52-58962 6 AS 1-1 CID 0 ApplD: service HITP (676), application

192. 168. 10. 52-58962 6 AS 1-1 CID O Firewall: allow rule, 'Inter-Block-Rulel'

od9p IJJeds IdeBless pe Bless lehs IUuoulb whuwld TCP RST Js 2396 o9, IJuslolo
g5y 1Jgluos wldssy:

firepower# show cap CAPI | i 11.50
2: 22:13:33.112954 802.1Q vl an#202 PO 192. 168. 10. 50. 40010 > 192. 168. 11.50.21: S



3109534920: 3109534920(0) wi n 29200 <mss 1460, sackCK, ti mestanp 3745225378 0, nop, wscal e 7>

3: 22:13:33.113626 802.1Q vl an#202 PO 192.168.11.50.21 > 192.168. 10. 50. 40010: S
3422362500: 3422362500(0) ack 3109534921 wi n 8192 <mss 1380, nop, wscal e 8, sackCK, ti nestanp
53252448 3745225378>

4: 22:13:33.113824 802. 1Q vl an#202 PO 192. 168. 10. 50. 40010 > 192.168.11.50.21: . ack
3422362501 wi n 229 <nop, nop, timestanp 3745225379 53252448>

5: 22:13:33.114953 802. 1Q vl an#202 PO 192.168.11.50.21 > 192. 168. 10. 50. 40010: P
3422362501: 3422362543(42) ack 3109534921 wi n 256 <nop, nop, ti mestanp 53252448 3745225379>

6: 22:13:33.114984 802. 1Q vl an#202 PO 192.168.11.50.21 > 192. 168. 10. 50. 40010: P
3422362543: 3422362549(6) ack 3109534921 wi n 256 <nop, nop, ti mestanp 53252448 3745225379>

7: 22:13:33.114984 802. 1Q vl an#202 PO 192.168.11.50.21 > 192. 168. 10. 50. 40010: P
3422362549: 3422362570(21) ack 3109534921 wi n 256 <nop, nop, ti mestanp 53252448 3745225379>

8: 22:13:33.115182 802. 1Q vl an#202 PO 192. 168. 10. 50. 40010 > 192.168.11.50.21: . ack
3422362543 wi n 229 <nop, nop, timestanp 3745225381 53252448>

9: 22:13:33.115411 802. 1Q vl an#202 PO 192. 168. 10. 50. 40010 > 192.168.11.50.21: . ack
3422362549 wi n 229 <nop, nop, timestanp 3745225381 53252448>

10: 22:13:33.115426 802. 1Q vl an#202 PO 192. 168. 10. 50. 40010 > 192.168.11.50.21: . ack
3422362570 wi n 229 <nop, nop, timestanp 3745225381 53252448>

12: 22:13:34.803699 802. 1Q vl an#202 PO 192. 168. 10. 50. 40010 > 192.168.11.50.21: P
3109534921: 3109534931(10) ack 3422362570 win 229 <nop, nop, ti mestanp 3745227069 53252448>

13: 22:13:34. 804523 802. 1Q vl an#202 PO 192.168.11.50.21 > 192. 168. 10. 50. 40010: R

3422362570: 3422362570(0) ack 3109534931 win O

louoldle FTD 1IJS1g986 9 & 99w

O IJluoslle Ub),o (eds uwwsd IJpeld 6.2.2 96.2.3: 95l |Js 3JY) Jl s 99 o2y Snort
LI ¥ UlouaUIc: lJeluass (eds uwesd ldpold vslole FTD) bl Juo oguwegse Trust
IUlple. B ldluosble IJIgsss: sop oéss) 03l lduwdsd 95 9ot pud IJuvgsy vl zos e
Trust IJlg)le.

bubble @g9le> FTD

. iuuo'@,o S9le> Prefilter Policy FastPath Josw$le 1Use90 IUYws56 9doddsd jeu 1909
pv edld e,

luwesle G9les Jods glod Idoodss Idpuwed Jouds Idesss Idos see ehool luva ol
lJs Guisb L3/L4

Clwegse B9les 1Jed6 o ACP I3l Jue wuss welo 1Jesss pu gpdsle 1dezdd po
lJouorsd 9dIu pe IUluwe el Os IUluuedbs pu pssilo pod vog 1J09so: 2950 1UE>p0.
Sk lJogilo IJobosdle: gled ouovss URL

- woe Idsles 1o wde) wuvdd 18d eds ble 23l 1Jzelss B 1ese IJgdss po uslows
IJozde Vs 1Jsuo9d wluwegsle IULuuble Ideldss:

L2,y 1Bsles (dbodle 1-4) - 2o, pyuig I9ds

Aduwele old@sles (IUbodle 1-4) - puwl) IJocwse $od IJouodss

. $9le> Jod ACP (IUbuéle 1-4)

L §9les 1Jess (IUbodle 1-4)

by Id@sles (Idbo@le oo 5 1ds 7 - 1Jo gl IJobosd ouodss URL)

Aduwele old@sles (IJbodle 1-7 - 1do vl Idobosdle 9ouoWso gugly URL 900z
IJoguddlveg IUpdSle)

7. 8leso IJelb,) (IJ8less 1IUlW el oso)

o bk WN -

- orow Jogvesd 1Ujkss (Guvesd 1Usgad W 1dwslss I IJuolss sezuw JJsopl B
oS [Js$e)
- Ju gds edp woguse IJ8lers JJozd pu g2 1U8sle> S LINA



firepower# show access-list | include elements
access-list CSM FWACL_; 7 elements; nhanme hash: 0x4a69e3f3

pJeuo
lolele IJouodss IJpguw 3o

Fastpath Trust Fastpath Static Flow Offload to SmartNIC (4100/9300).
No packets are sent to Snort engine.
Analyze Permit - The ACP rules are checked.

Few or all packets are sent to Snort engine for inspection.
Traffic is allowed or dropped based on Snort engine verdict

Block (Prefilter) Deny - Early drop by FTD LINA
No packets are sent to Snort engine

le)lelc ACP
Block The rule matches L3/L4 Deny Deny
conditions

Block The rule has L7 conditions Permit Deny

Allow Permit Allow 6.3+ supports Dynamic Flow Offload (4100/9300)

Trust (Sl, QoS, or ID) enabled Permit Fastpath 6.3+ supports Dynamic Flow Offload (4100/9300)

Trust (S1, QoS, and ID) disabled Trust Fastpath Static Flow Offload (4100/9300)

Monitor Permit Audit Monitor Rule doesn’t drop or permit traffic, but it generates a Connection Event. The
packet is checked against subsequent rules and it is either allowed or dropped

Block with resat Permit Resat When a packet matehes Block with reset rule FTD sends a TCP Reset packet or an ICMP
Type 3 Code 13 Destination Unreachable (Administratively filtered) message

Interactive Block Permit Bypass Interactive Block Rule prompts the user that the destination is forbidden
If bypassed, by default, the firewall allows to bypass the block for 600 seconds

Interactive Block Permit Intreset Same as Interactive Block with the addition of a TCP RST in case of non-web traffic

with reset

pdlebd: Lael pu 1Jluosl) 6.3 oo wyulez FTD. spdo i Sepd lJgle ldogpsd lUssolpsds
JJerd g eds lJgle wzpsd IUlooldle IJos ovs wldeglss) IJluoldso‘ eds wosd
lJeeld 1Uz)p 1Jp9e98 wol ldos wobde Weuo [Juind)s. Hlze Suwpe "lJEle wzpsd
IJlouoldle IdIdes)s (Idesdble)" pusdsd odss pd) blys Firepower JJdzuo9d eJs
£3$> o IJodlosd

pedjpkb dlo LoJé

- 99les ldozdpe b | lJs FTD



/content/en/us/td/docs/security/firepower/622/configuration/guide/fpmc-config-guide-v622/access_control_rules.html
/content/en/us/td/docs/security/firepower/622/configuration/guide/fpmc-config-guide-v622/prefiltering_and_prefilter_policies.html

. |.JF.0J o, wu?)l,o |pJ|U|; lJ>lg o> w038 uble IJovgsd FirePOWER (FTD) <)I.;>\J|u|u



https://www.cisco.com/c/ar_ae/support/docs/security/firepower-ngfw/215092-analyze-firepower-firewall-captures-to-e.html
https://www.cisco.com/c/ar_ae/support/security/firepower-ngfw/products-configuration-examples-list.html
https://www.cisco.com/c/ar_ae/support/security/firepower-ngfw/products-configuration-examples-list.html
/content/en/us/support/docs/security/firepower-ngfw/200479-Configure-Logging-on-FTD-via-FMC.html
https://www.cisco.com/c/ar_ae/support/index.html
/content/en/us/td/docs/security/firepower/630/configuration/guide/fpmc-config-guide-v63/rule_management__common_characteristics.html#id_14502

agy 030 IJUjapd )
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