od9su Slzole FTD W 9 o¢ gz ek

lJpzooslo
I, 8500

el ol |l wl_w.sé

;92 2lb.s 9 EtherChannel

2o loole EtherChannel FTD

EtherChannel o, 2, JI.J FTD

lowed il L izble ol o, Jlzol

lJp 95,00

SueW o3l IJpwaews odssy 9lzod j9g puoewd £Js zolj IUxVle o wors> FirePOWER (FTD)
9ldozdd puol soubgsdol.

IJecbdole 1Jlul jusé
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lJpdovlo Idpuuwespd
ouwowd Idpedypele 1Uglyo WO o3l ldpuwews 1Js luesble Idolez 9ldedsule 1dpebss Ideldss:

+ Firepower 4150 FTD (lJ,p 6.1.0.x 9 6.3.X)
* o9 b6 Firepower (FMC) (1J,0; 6.1.0.x 9 6.3.X)

e louile IJrocg_J_grolo 1J9l)36 B 03l IJpuwaws oo 1Jiz036 10092936 B wsisé pg pJsé ¢luob.
o zese lzosd Ipuwogrps Os 03l 1Jpuwows wodssu peunsz (Be)lups). Bl dive
wedod 98 ldogvgsd Wolds po Wopd Jdules) Idpzepd Jis le).

lJpowele slo IJuoJo

03l 96588 Suwwlbse lsupl Juw luvogpdo pe 03l zol 9u,pzss LOSES:

ASA5506-X, ASA5506W-X, ASA5506H-X, ASA5508-X, ASA5516-X
ASA5512-X, ASA5515-X, ASA5525-X, ASA5545-X, ASA5555-X

FPR2100 ¢ FPR4100 9 FPR9300

VMware (ESXi). g0l o9 9o (AWS). IJzol; Il o 1dpuueos lJs Kernel (KVM)
. 05 wyolez FTD 1Jluosl) 6.2.x slJluoshle IJizse

peJ9ple luwlyuso
FTD eolhé g0 w096 woulpr 0925 ©ods po IS JESUISSU:!

* oo LINA
* oo Snort

S9uoe o3l Iduvdd Jsdse wudled IJpydsu:

-
'y
Srlﬂl't Englne Snort Verdict 1
i . . eqress
ingress | LINA engine LINA engine i.?te,f:ce

o wgd IJgipd IJs 9lzod [Usged 9swpe IJogled peol w9luubéd pe,d LINA

« 9Bl Jluw ywslyws FTD pbdyw s Bswpe Ozuo 1Jejed woluwlbs oz ¢ Snort
* ozt e duies) edel JJeies )

* S89p pud LINA Cluwlb 1Uz5e6 19 lehs wozsool wule gds 9,1 Snort

S99, wyulpz Ibuwld Blisd IJuw,gs (FTD) su0es wui Suwesd 19 ol 91206 Jpl 09 p9oe s
lJueg,e:



+  Routed

«  Transparent
6 Interface Modes

2 Deployment Modes:

Device Modes inherited from ASA

} -

* Inline pair with tap

« Routed , ,

. Switched (BVI) }1 Interface Modes inherited from ASA
« Passive

) F?SS'UE {ERSPAN) <+— Interface Modes inherited from FirePOWER
* Inline pair

%pdlabé: Spedud pjz igu'olg_ lJ9lzgoé gds zoly FTD slgs.

995pl SUs w6 gles glss Ipuwess eds peodd lauole wuiy wyvlez IULuwld Slisd
IJowogd (FTD) sldslzoé:

9,0 9lz06 FTD |loog wuiy FTD (s o ‘;“;ﬂ’ljijlb
92 pUPPU pszo ly L dld fji:’;“’j jJ[:jA ss e |,




odosu 9lzed IUjsz ldpuopus eJs FTD
lLuwe Jotbsbs JJuvods

inline pair

Router-1 ‘ e1/6 e1/8 ‘ Router-2

] |

INSIDE u| F OUTSIDE %
L\ /|
NGFW

| ;
il

LS

A S A
i =

i
LI

M

.
L

lJpobdole

I wodosy IJglzolw IJpl>so E1/6 9 E1/8 Ws 9 og 1J59z 1Us1Js 99381 Jode IJpwlbdule:

IJslzod E1/6 E1/8
IJlwp leJ tbe
IJpul 96 1l owsé Inside_zone||Outside_Zone

lyve 1Jpze9es IJpopud|ive Ebs-1
p2e9e6 MTU popud 1500

FailSafe ppdo
ooy glds IdLoolb ppJdy
IJ2J

IJglo96 1. loedd [Js IJizess > 1bhé 1dizes6 pu led IJodsse eds 1d9lzole 1JWs6: 9235 Izl
IJpoluwe 9295 cus)y Jel 09 p9uoe S 1uo9,s.

Overview Analysis Policies ISl Objects  AMP System Help
Device Management NAT VPN QoS Platform Settings
By Group v &
Name . Group - Model . License Type Access Control Policy .
4 | Ungrouped (9) . - . .
© Ilzggqul?lgs’ﬁ - Cisco Firepower 4150 Threat Defense Cisco Firepower 4150 Base, Threat, Malw...  FTD4100 ‘:| u

w83 3J9: $p voessu Uluve sldoluivg) ppdo JJslzed Jel o9 p9 oz B 1Ju09,8.



Edit Physical Interface

Mode: None

Name: INSIDE | Enabled

Security Zone: §  INSIDE_ZONE

Description:
m IPv4 IPv6  Advanced  Hardware Configuration
MTU: 1500 (64 - 9188)

N LUlpbs: 1lgue 09 lowe 1lz06.

wldped JJglzos Ethernet1/8. IJuwszo IJuolisss Jel 09 p9 oz BOs 1Jue9)0.

Overview Analysis Policies NN Objects AMP System Help v admin ¥

Device Management NAT VPN QoS Platform Settings

FTD4100 | © concel |

Cisco Firepower 4150 Threat Defense

Devices Routing Inline Sets DHCP

[\ @ Add Interfaces -
.. Interface Logical Name Type  Security Zo... MAC Address (Active/... 1P Address

5] Ethernet1/6 INSIDE Physical V4

(5] Ethernetl/7 diagnostic Physical V4

g Ethernet1/8 OUTSIDE Physical V4

IUg9s 2. S wodssu Uiz Ideuopu.

loodd [Js presele S lduwlo) > |Uold6 pzeses Ss Iduwb, Jpl 09 p9 0z IS 1J09)6.



Deploy System Help v admin v

Overview Analysis Policies s

Device Management NAT VPN QoS Platform Settings

FTD4100 ) cancel |

Cisco Firepower 4150 Threat Defense
I &) Add Inline Set I

Devices Routing Interfaces m DHCP
Name Interface Pairs |

1Ugb96 3. $p wodssu llesble 1Jgles 9981 Jdpobdole Jel 09 p90z S 1Juos,s.

Add Inline Set

[ conerr OIS

Name*: Inline-Pair-1
MTU*: 1500
FailSafe: <
Available Interfaces Pairs (% Selected Interface Pair

, Search [ INSIDE<->0QUTSIDE

INSIDE<->0UTSIDE

N LUizbs: ez FailedSafe Jz,ds 1pss) It g 135z Iaupps 10ss Jp Sop Szuo0
VO eldo lpwdle Idpgho Idpsdes Jdslzos (8156 ol o)s gwspel sYgu Idzoly peedl 999
bldeo g o peyd snort pzed B9 bldeo). cp wtuosue tze ptiu IUslzes IUpdde
cuvddosulpsds.

U096 4. G wopdso gsh 216 loousl, Idhooll b 1Jlesble IUpedses Jol 09 090z B
lJuos,6.



Add Inline Set
General Advanced

Tap Mode:

Propagate Link State:

Strict TCP Enforcement:

Sepd vu 2lds Idbooll odélssl gds luvdlo 1glzos IJeluss O sz 1J9lzes IJeuopus
cwd webd lers 1Uglzole WS pzpseo IUgbyb IUslEJss.

IJgb9o 5. zuob IJogss)le slduui).

lJozdd pu lduoes
lgvegse o3l IUGuwe Joldss god IJedsso wuvdd Lozse:

2283 p0 oI9Sy 159z [Jpuoeus po 9lzos wlo, 1JI9le, (CLI) 1Jgl o6 o FTD.

lJzJ

Bp wouwzsd [U5g9d 1Js CLI (9lz08 wlo, 1Jisle)) B FTD 90288 pu wdsse 19z 1ds1gJs:

> show inline-set

Inline-set Inline-Pair-1
Mtu is 1500 bytes
Failsafe mode is on/activated
Failsecure mode is off
Tap mode 1is off
Propagate-1link-state option is on
hardware-bypass mode is disabled
Interface-Pair[1l]:
Interface: Ethernetl/6 "INSIDE"
Current-Status: UP
Interface: Ethernetl/8 "OUTSIDE"
Current-Status: UP
Bridge Group ID: 509



N pdlebos: ped pzeses Izums Suses ptcdds g0 0. Il I suog 1ot B> IJeuigsd.
OwsJyy 0

,OE_\J_Srok‘; |J9|€_06 9|J|u.uroi

<ffroot>

>

show nanei f

Interface Name Security
Et hernet 1/ 6 I NSI DE 0
Ethernetl/7 diagnostic 0

Et hernet 1/ 8 QUTSI DE 0

>

338 3L suoe:

<tfroot>

> show interface ip brief

Interface IP-Address OK? Method Status Protocol
Internal-Data0/0 unassigned YES unset up up
Internal-Data0/1 unassigned YES unset up up
Internal-Data0/2 169.254.1.1 YES unset up up
Et hernet 1/ 6 unassi gned YES unset up up
Ethernetl/7 unassigned YES unset up up
Et hernet 1/ 8 unassi gned YES unset up up

IJozdd pu pedele 1Uglzod Ipbsé:

<{froot>
>

show i nterface el/ 6



Interface Ethernet1/6 "INSIDE", is up, line protocol is up

Hardware is EtherSVI, BW 1000 Mbps, DLY 1000 usec
MAC address 5897.bdb9.770e, MTU 1500

IPS Interface-Mde: inline, Inline-Set: Inline-Pair-1

IP address unassigned
Traffic Statistics for "INSIDE":
468 packets input, 47627 bytes
12 packets output, 4750 bytes
1 packets dropped
minute input rate 0 pkts/sec, 200 bytes/sec
minute output rate 0 pkts/sec, 7 bytes/sec
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec, 96 bytes/sec
minute output rate 0 pkts/sec, 8 bytes/sec
minute drop rate, 0 pkts/sec

I T R .

>

show interface el/8

Interface Ethernet1/8 "OUTSIDE", is up, line protocol is up

Hardware is EtherSVI, BW 1000 Mbps, DLY 1000 usec
MAC address 5897.bdb9.774d, MTU 1500

IPS Interface-Mde: inline, Inline-Set: Inline-Pair-1

IP address unassigned
Traffic Statistics for "OUTSIDE":
12 packets input, 4486 bytes
470 packets output, 54089 bytes
0 packets dropped
minute input rate 0 pkts/sec, 7 bytes/sec
minute output rate 0 pkts/sec, 212 bytes/sec
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec, 7 bytes/sec
minute output rate 0 pkts/sec, 106 bytes/sec
minute drop rate, 0 pkts/sec

T T

IJozd8 pu gpdsd 9lz0s 9z IUgbgb Idpopus J FTD
Sebs o3l 1d8uwe gpdsle 1Jozdl pu lduogs 03 JJozdl pu gpdssd "lisz 1Usleds™

c IJozdd 1. pe luwodsle yolo-tracer



lJzJ

IJozdd 2. wedsu IdIde gl wlgwegsle Idoowg 9huwld 2ipes TCP Sync/Acknowledge
(SYN/ACK) pu gJIJ 139z 1UsIgJs

IJe2dd 3. aldus 2)d6 9, FTD Llgwepsle cuozst igble pood 2ol 1zelss
IJc2dd 4. 1Jozdd po 9bsds wui 2lds Idboulb

Jozdd 5. odasu wizes euslo IJuiwds IJelows (NAT)

ulb,6 glpé eds IJouss

gwsel ogpd 2 slzole FTD B 9uog Jog el sleds: wop peldrs 1Jziesd Jel 09 psoe S
IJuo9,6.

Snort Instance

4

Mo
Defrag " Malware *
prROP  Policy DROP DROP Snﬂrt UE rdi:t DROP OROP

Fast Path

+ [

Defrag Policy .L EEESEEE EISt Path

Data Path

%pdltlbé: SpJdu I odyy Idglzole Idelrss W §b ig_u'olc OS pZRIES J9T pLLPU

IJob)sé IJlgul yuséd

ew> ©J9SU 19z pUPPL 2 Sup swb IUsleele Idpbsé sledsl

oubwo |Js 2> Jos) IJuble IJIJlgusds Jpue 1ol (IPS)

P9, B la ole 1oy 1Jpszes Iy IU b dlss

Jlowss) pebpe psile peyd LINA (NAT IJoszso 9pl [ds 3J9) Jdesddle ldos wp) gw)
392 8s [Juwb,

SeJdu luwilb 2)Js )9, IJuSd

Sup wbusd veup Saole perd LINA o Bzaole poud Iduigs) wlddled

sedu &up [Judbs 1Jigs)s el 09 p9Lor s 1Jues)é:



Minimal LINA Full Snort Minimal LINA
engine checks engine checks engine checks

lJogod 1. pe luweésle Packet-tracer

poele Idgjpe-tracer IJos welds 1Jgies Ios weols 1Uisz Os [duvl, g 1Judlb 1Jpowes
IJpwj6:

<ffroot>

>

packet-tracer input INSIDE tcp 192.168.201.50 1111 192. 168. 202. 50 80

Phase: 1

Type: ACCESS-LIST
Subtype:

ResuTlt: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 2

Type: NG PS- MODE

Subtype: ngips-mode
ResuTlt: ALLOW

Config:

Additional Information:

The flow i ngressed an interface configured for NG PS node and NG PS services is be applied

Phase: 3




Type: ACCESS- LI ST

Subtype: Tlog

Result: ALLOW

Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced permit ip any any rule-id 268438528

access-1list CSM_FW_ACL_ remark rule-id 268438528: ACCESS POLICY: FTD4100 - Default/1
access-1list CSM_FW_ACL_ remark rule-id 268438528: L4 RULE: DEFAULT ACTION RULE

Addi tional |nformation:

This packet is sent to snort for additional processing where a verdict is reached

Phase: 4

Type: NG PS- EGRESS- | NTERFACE- LOOKUP

Subtype: Resolve Egress Interface
Result: ALLOW
Config:

Addi tional |nformation:

Ingress interface INSIDE is in NG PS inline node.

Egress interface OUTSIDE is determ ned by inline-set configuration

Phase: 5

Type: FLOW CREATI ON

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 106, packet dispatched to next module

Result:
input-interface: INSIDE
input-status: up
input-Tine-status: up
Action: allow



lJozdl 2. Luwld 2 TCP syn/ACK oo gJIJ s9z [Jgbss

Spdod louile 250 TCP SYN/IACK Uluueésle 12506 IUes cooed 116 Ipuulgss oo Scapy.
©9p 050 IJLoslEs Lluuile 3 25p wluueesle gdlele SYNACK IJepdub:

<{froot>
root@KALTI: ~#
scapy

INFO: Can't import python gnuplot wrapper . Won't be able to plot.
WARNING: No route found for IPv6 destination :: (nho default route?)
Welcome to Scapy (2.2.0)

>>>

conf.iface="ethO

>>>

packet = I P(dst="192.168. 201. 60")/ TCP(fl ags="SA", dport =80)
>>>

syn_ack=[]

>>>

for i in range(0,3): # Send 3 packets

syn_ack. ext end( packet)

>>>

send(syn_ack)

Bp wopdsu odl lUlJodlb gJs 9lzoé Lwlb, 1JIsle, (CLI) oo FTD 9, uud weuo zje TCP
SYN/ACK:

<{froot>
>

capture CAPI interface INSIDE trace match ip host 192.168.201. 60 any

>

capture CAPO interface OUTSIDE match i p host 192.168.201. 60 any



o> buwld IUzie po ¢JIJ FTD. spdod 1ss louald op louildo:

<{froot>

>

show conn det ai

1 in use, 34 most used

Flags: A -
b - TCP st
C -
D -
F -
G -
i -
k -
N - inspect
, n - GUP
0 -
q —_
R_
T -
V_
W_
X_
X -
Z -
TCP Inline-
flags b N

awaiting responder ACK to SYN, a - awaiting initiator ACK to SYN,

at e- bypass or nail ed,

CTIQBE media, c - cluster centralized,

DNS, d - dump, E - outside back connection, e - semi-distributed,
initiator FIN, f - responder FIN,

group, g - MGCP, H - H.323, h - H.225.0, I - initiator data,
incomplete, J - GTP, j - GTP data, K - GTP t3-response

Skinny media, M - SMTP data, m - SIP media,

ed by Snort

responder data, P - inside back connection,

SQL*Net data, R - initiator acknowledged FIN,

UDP SUNRPC, r - responder acknowledged FIN,

SIP, t - SIP transient, U - up,

VPN orphan, v - M3UA W - WAAS,

secondary domain backup,

inspected by service module,

per session, Y - director stub flow, y - backup stub flow,
Scansafe redirection, z - forwarding stub flow

Pai r- 1: QUTSI DE( OQUTSI DE) :  192. 168. 201. 60/ 80 I nl i ne-Pai r-1: | NSI DE( | NSI DE)

, idle 13s, uptime 13s, timeout 1hOm, bytes 0

192

. 168. 201. 50/ 20,

% roJ|tJb62 E_.J|p5 ERCK LY ASA |,JQL§.J.,§)..§ wluvldlb Jpo SYN/ACK E§J robJ_9c__;6 r°| Jro
sop opdsu welss 2lds TCP. wdgp 9lzes FTD B s o "o Utk IIRJS" weglded
louold TCP Ws 9 08 welyj glds TCP 9dl ouwdb 2jp TCP Idos Jl wuwps [Js
IJlouoldle 1Je9z96 wldwed.

~ pdlebbo: edlpo N - sop Vo 1Uzjps woluwbo ppyd ouvds, FTD.

ooww gpdsle IdIdoglb 3Jd. b))l Jigo Sedud 5956 1Jg)p IJedles Idos weol; FTD:



<ffroot>

>

show capture CAPI

3 packets captured

1: 15:27
S
0:0(0)
ack

0 win 8192
2: 15:27

S
0:000)
ack

0 win 8192
3: 15:27

S
0:000)
ack

0 win 8192

:54.327146

:54.330000

:54.332517

3 packets shown

>

w3 e

<#root>

>

ou zol; FTD:

show capt ure CAPO

3 packets captured

1: 15:27

0:000)

:54.327299

192.168.201.50.20 > 192.168.201.60.80:

192.168.201.50.20 > 192.168.201.60.80:

192.168.201.50.20 > 192.168.201.60.80:

192.168.201.50.20 > 192.168.201.60.80:



ack

0 win 8192
2: 15:27:54.330030 192.168.201.50.20 > 192.168.201.60.80:

S
0:000)
ack

0 win 8192
3: 15:27:54.332548 192.168.201.50.20 > 192.168.201.60.80:

S
0:000)
ack

0 win 8192
3 packets shown
>

ot IJeoug 1Jsloo ldzses IUIJedlb 1JIsds sduvsd weus IJeedssle 1Jluplbss ped 10pdps
eds pud Iduvgsy:

<tfroot>
>

show capture CAPI packet-nunber 1 trace

3 packets captured

1: 15:27:54.327146 192.168.201.50.20 > 192.168.201.60.80:
S
0:000)
ack

0 win 8192
Phase: 1
Type: CAPTURE
Subtype:
ResuTlt: ALLOW
Config:
Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

ResuTlt: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access list



Phase: 3

Type: NG PS- MODE

Subt ype: ngi ps- node

Resul t: ALLOW

Config:

Addi tional Infornation:

The flow ingressed an interface configured for NG PS node and NG PS services is applied

Phase: 4

Type: ACCESS-LIST

Subtype: Tog

ResuTlt: ALLOW

Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced permit ip any any rule-id 268438528

access-1list CSM_FW_ACL_ remark rule-id 268438528: ACCESS POLICY: FTD4100 - Default/1
access-1list CSM_FW_ACL_ remark rule-id 268438528: L4 RULE: DEFAULT ACTION RULE

Addi tional Infornation:
This packet is sent to snort for additional processing where a verdict is reached

Phase: 5
Type: NG PS- EGRESS- | NTERFACE- LOOKUP
Subt ype: Resol ve Egress Interface

Result: ALLOW
Config:
Addi tional |nformation:

Ingress interface INSIDE is in NG PS inline node.
Egress interface OUTSIDE is determ ned by inline-set configuration

Phase: 6

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 282, packet dispatched to next module

Phase: 7
Type: EXTERNAL- | NSPECT

Subtype:

Result: ALLOW

Config:

Additional Information:

Application: 'SNORT | nspect’

Phase: 8
Type: SNORT

Subtype:
Resul t: ALLOW

Config:



Addi tional Information:
Snort Verdict: (pass-packet) allow this packet

Phase: 9

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access list

Result:

input-interface: OUTSIDE
input-status: up
input-Tine-status: up
Action: allow

1 packet shown
>

luwodsdle vooe 1dgjpeo IJeluss Idos we lddwuo edsoel sbo, i lJzipoe obloy IJloold
IJelds J5J9 Sluel corly Idozdd pu Slises Idoede Ss 1dsuesd: 9Jdu el sild sope Szuoo
w9luwloé pe,d snort:

<{froot>
>

show capture CAPlI packet-nunber 2 trace

3 packets captured

2: 15:27:54.330000 192.168.201.50.20 > 192.168.201.60.80:
S
0:0(0)
ack

0 win 8192
Phase: 1
Type: CAPTURE
Subtype:
ResuTt: ALLOW
Config:
Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

ResuTt: ALLOW



Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: FLOW LOOKUP

Subt ype:ing

Resul t: ALLOW

Config:

Addi tional Infornmation:

Found flow with id 282, using current flow

Phase: 4
Type: EXTERNAL- | NSPECT

Subtype:
ResuTlt: ALLOW
Config:

Addi tional Infornmation:
Application: ' SNORT | nspect

Phase: 5
Type: SNORT

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional Information:

Snort Verdict: (pass-packet) allow this packet

Phase: 6

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access list

Result:

input-interface: OUTSIDE
input-status: up
input-Tine-status: up
Action: allow

1 packet shown
>

IJezedd 3. wuoese leble ped 22l Izelss Jerds 1Jp,ss Ideuvese wol

Sop wubgSsd ot leble perd 3l 1Jzelss pdlod pdsule pesus Jegsd cuuds, FTD
pod vog ldogde B 1J9uo9d Jel 09 p9 oz B 1Ju29,é:



Snort Instance

* *M alware ’ No

Snort Verdict PR°F DROP

Defrag
DROP  Policy

Defrag Policy L_ EEEEE aﬁt Path 1
Data Path

0> buwld 23 TCP syn/ACK pu gJIJ 1j9z 10slgds: spdud o ors B lolz ousese IJigbls:

<ffroot>
>

system support firewall-engi ne-debug

Please specify an IP protocol:

tcp

client IP address:
client port:
server IP address:

Please specify
Please specify
Please specify

SER <V )]

192. 168. 201. 60

Please specify a server port:

80

Monitoring firewall engine debug messages

192. 168. 201. 60-80 > 192. 168. 201.50-20 6 AS 4 | 12 New session

192. 168. 201. 60-80 > 192.168.201.50-20 6 AS 4 | 12 using HWor preset rule order 3, id 268438528 action /

192. 168. 201. 60-80 > 192. 168.201.50-20 6 AS 4 | 12 allow action

192. 168. 201. 60-80 > 192. 168.201.50-20 6 AS 4 | 12 Deleting session



ozl 4. [doenl po vuy eldé 1ol

Se wopdse wwed IWpeio Iedde eds FTD slssls wubgsd switchport IJecod wslzes E1/6.

eJs CLIJ FTD szo 1o oms lo JJ Blho gudbe:

<{froot>
>

show interface ip brief

Interface IP-Address OK? Method Status Protocol
Internal-Data0/0 unassigned YES unset up up
Internal-Data0/1 unassigned YES unset up up
Internal-Data0/2 169.254.1.1 YES unset up up

Et hernet 1/ 6 unassi gned YES unset down down
Ethernetl/7 unassigned YES unset up up

Et hernet 1/ 8 unassi gned YES unset adninistratively down up

oo, ywedle FTD:

<tfroot>
>

show | og

Jan 03 2017 15:53:19: %ASA-4-411002:

Li ne protocol on Interface Ethernetl/6, changed state to down

Jan 03 2017 15:53:19: %ASA-4-411004:

Interface OUTSI DE, changed state to administratively down

Jan 03 2017 15:53:19: %ASA-4-411004:

Interface Ethernetl/8, changed state to administratively down

Jan 03 2017 15:53:19: %ASA-4-812005:

Li nk- St at e- Propagati on activated on inline-pair due to failure of

>

interface Ethernet1/ 6(1NSIDE) bringing



wloj gldé |Jpzeses lUslgJss gldé ieu'olc lJ9lzoé 2:

<#froot>
>

show i nline-set

InTine-set Inline-Pair-1
Mtu is 1500 bytes
Failsafe mode is on/activated
Failsecure mode 1is off
Tap mode is off
Propagate-link-state option is on

hardware-bypass mode is disabled

Interface-Pair[1]:
Interface: Ethernet1/6 "I NSIDE"
Current - Status: Down(Propagate-Link-State-Activated)
Interface: Ethernetl/8 "OUTSI DE"

Current - Status: Down(Down-By- Propagat e- Li nk- St at e)

Bridge Group ID: 509

Jizb 1,8 W gldo 1Uglzole 1Jes59z6:

<tfroot>
>

show interface el/ 6

Interface Ethernet1l/6 "INSIDE", is down, line protocol is down

Hardware is EtherSVI, BW 1000 Mbps, DLY 1000 usec
MAC address 5897.bdb9.770e, MTU 1500
IPS Interface-Mode: inline, InTine-Set: Inline-Pair-1



Pr opagat e- Li nk- St at e- Acti vat ed

IP address unassigned
Traffic Statistics for "INSIDE":
3393 packets input, 234923 bytes
120 packets output, 49174 bytes
1 packets dropped
minute input rate 0 pkts/sec, 0 bytes/sec
minute output rate 0 pkts/sec, 0 bytes/sec
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec, 6 bytes/sec
minute output rate 0 pkts/sec, 3 bytes/sec
minute drop rate, 0 pkts/sec

(O Y Y e

suldouweé Jglgos Ethernet1/8:

<#froot>
>

show i nterface el/8

Interface Ethernet1/8 "QUTSIDE", is administratively down, line protocol is up

Hardware is EtherSVI, BW 1000 Mbps, DLY 1000 usec
MAC address 5897.bdb9.774d, MTU 1500
IPS Interface-Mode: inline, Inline-Set: Inline-Pair-1

Down- By- Pr opagat e- Li nk- St ate

IP address unassigned
Traffic Statistics for "OUTSIDE":
120 packets 1input, 46664 bytes
3391 packets output, 298455 bytes
0 packets dropped
minute input rate 0 pkts/sec, 0 bytes/sec
minute output rate 0 pkts/sec, 0 bytes/sec
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec, 3 bytes/sec
minute output rate 0 pkts/sec, 8 bytes/sec
minute drop rate, 0 pkts/sec

T R

w8 o sesu lue IJ switchport IJ FTD Lwed &)502:

<ttroot>

>



show | og

Jan 03 2017 15:59:35: %ASA-4-411001:

Li ne protocol on Interface Ethernetl/6, changed state to up

Jan 03 2017 15:59:35: %ASA-4-411003:

Interface Ethernet1l/8, changed state to administratively up

Jan 03 2017 15:59:35: %ASA-4-411003:

Interface OUTSIDE, changed state to administratively up

Jan 03 2017 15:59:35: %ASA-4-812006:

Li nk- St at e- Propagati on de-activated on inline-pair due to recovery of interface Ethernetl/6(INSIDE) brir

lJoedd 5. wdosu NAT IJolow
lJzJ
NAT £, p3e9p JU9lzole IJes wgpd B IJlsole 1Uslgdss 19 1Jpuw 1Usleds To 1Ugl o Js:

https://www.cisco.com/c/en/us/td/docs/security/firepower/601/configuration/quide/fpmc-config-
quide-v601/Network Address Translation NAT for Threat Defense.html

e, IJeips eds 9uoe Slzod soe IUebsb |Usledso

Sp wlouvle Bless zlby shuwd 2)I6 pr9) Idoslole po 2dIJ joz FTD IUslgds: 9)lde IJuwdsd
Jpl 09 p9 oz S 1Juo9,6.

Security Intelligence  HTTP Responses  Advanced
#A Filter by Device &) Add Category @ Add Rule | Search Rules |

w Mandatory - FTD4100 (1-1)

71 192.168.201.0/24 any

w Default - FTD4100 (-)

There are no rules in this section. Add Rule or Add Category

Default Action Intrusion Prevention: Balanced Security and Connectivity ' 5 !

lJzJ

Bp wopdsy IIdodlb luwegsle IJoowe shuwd e SYN/ACK pu gJIJ j9z FTD IdslgJs. wp


/content/en/us/td/docs/security/firepower/601/configuration/guide/fpmc-config-guide-v601/Network_Address_Translation__NAT__for_Threat_Defense.html
/content/en/us/td/docs/security/firepower/601/configuration/guide/fpmc-config-guide-v601/Network_Address_Translation__NAT__for_Threat_Defense.html

e, 2o 1des9:

<#root>

>

show capture

capture CAPI type raw-data trace interface INSIDE
[Capturing - 210 bytes]

match ip host 192.168.201.60 any
capture CAPO type raw-data interface OUTSIDE

[Capturing - O bytes]

match ip host 192.168.201.60 any

<tfroot>
>

show capture CAPI packet-nunber 1 trace

3 packets captured

1: 16:12:55.785085

192.168. 201. 50. 20 > 192. 168. 201. 60.80: S 0:0(0) ack O win 8192

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: NG PS- MODE



Subt ype: ngi ps- node

ResuTlt: ALLOW
Config:

Addi tional |nformation:

The flow ingressed an interface configured for NG PS node and NG PS services is applied

Phase: 4

Type: ACCESS- LI ST

Subt ype: | og
Resul t: DROP
Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced deny 1ip 192.168.201.0 255.255.255.0 any rule-id 268441600 event-log f1
access-1list CSM_FW_ACL_ remark rule-id 268441600: ACCESS POLICY: FTD4100 - Mandatory/1

access-1list CSM_FW_ACL_ remark rule-id 268441600: L4 RULE: Rule 1

Addi tional |nformation:

Result:
input-interface: INSIDE
input-status: up
input-line-status: up

Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule

1 packet shown

B o3l lJowug spdu pdlebs 1o 1Jz506 wp luvdlbol oo Bwd peyd FTD LINA 9Jp sop lglss
w9gsool [Js peydd snort IJgl o o FTD.



odosu 9uee Idise Idpuopu wlgwedsle TAP

Ip wopdsu 9uoe lduoeb eds Ihge IUbleJs.

lJzJ

loodd s Iizess > bLs Ilzess > IUpzesele Idpuopus > wons) Ipreses Ipuopus > tsbile
Pd06 90 pdsu 9,08 IJupél Jpl 09 p9 o I 1Uuo9,6.

Edit Inline Set

s

Tap Mode:

Propagate Link State:

A

Strict TCP Enforcement:

lJozdd

<#root>

>

show i nline-set

Inline-set Inline-Pair-1
Mtu is 1500 bytes
Failsafe mode is on/activated
Failsecure mode is off

Tap node is on

Propagate-Tink-state option is on
hardware-bypass mode is disabled
Interface-Pair[1l]:
Interface: Ethernetl/6 "INSIDE"
Current-Status: UP
Interface: Ethernetl/8 "OUTSIDE"



Current-Status: UP
Bridge Group ID: O

IJozdd puise FTD IslRds wluwesle gpdss slzos TAP

1056 11wl uess

* ewd wdIsu joz ebos wluwegsle TAP 20 swp ol IUslzole 1Jpelssé slgdsl

* 95u9d) B lsuole oy IUpszos Is IJudlss

« Jlowyss) pebe psjile peyd LINA (NAT. IJwgzso 9p! [Js 3JY) Jdesd@le Idos we) vy
lJssz Id>IRJs

© Jlsedu luwdlb 2,36 1p)9) 1d9edss

* sup obosy veu gpdslo 1Jezdd pu peod LINA pe 1Uoe 86 1JJled pu p2yd Snort
Jouwes pu eyJs 1dp,e, ISedso

IJodlos IJigs,6 o Jpl 09 p9 oz B [JLo9,6:

e1/8

I s99p 139z Idpops pe 9028 IdLoel cluwdlb 2)d8 09, 1Judd. Cluwesle vove 2ied
Iluo s9Us pl sJs:

<#froot>
>

show capture CAPI packet-nunber 2 trace

3 packets captured



2: 13:34:30.685084 192.168.201.50.20 > 192.168.201.60.80: S 0:0(0) win 8192
Phase: 1
Type: CAPTURE
Subtype:
Result: ALLOW
Config:
Additional Information:
MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3
Type: NG PS- MODE
Subt ype: ngi ps- node

ResuTlt: ALLOW
Config:
Additional Information:

The flow i ngressed an interface configured for NG PS node and NG PS services is applied

Phase: 4

Type: ACCESS- LI ST

Subt ype: | og

Resul t: WOULD HAVE DROPPED

Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced deny 1ip 192.168.201.0 255.255.255.0 any rule-id 268441600 event-log f1
access-1list CSM_FW_ACL_ remark rule-id 268441600: ACCESS POLICY: FTD4100 - Mandatory/1

access-1list CSM_FW_ACL_ remark rule-id 268441600: L4 RULE: Rule 1

Additional Information:

Result:
input-interface: INSIDE
input-status: up
input-line-status: up

Action: Access-list would have dropped, but packet forwarded due to inline-tap

1 packet shown
>



39z ¢l 9 EtherChannel

e suwobse UudJo slgd joz e EtherChannel Ll s@osy:

1. op luole EtherChannel g Js FTD
2. sp, EtherChannel oo ¢JIJ FTD (selbdo FXOS ;5 2.3.1.3 9pulg))

wp luole EtherChannel gJs FTD

FTD Active
Po3 m B Po5

Po33 ("~ =gl s () Po33

T L A <q>
= inline-set E

== —

> inline-set T

P055 APo3 B B Po5 N\ Po55
\v) & - \v)

—\N /-
FTD Standby

EtherChannels gJs SW-A:

<#root>

SW-A#

show et herchannel summary | i Po33| Po55

33 Po33(SU) LACP Gi3/11(P)
35 Po35(SU) LACP Gi2/33(P)

EtherChannels ¢ Js SW-B:

<#root>

SW-B#

show et herchannel sumrary | i Po33| Po55

33 Po33(SU) LACP Gil/0/3(P)
55 Po55(SU) LACP Gil/0/4(P)

wwp lehs wozgso o 1Uey9) pu eJIJ FTD IJuubb 1J8kse eds pey90 gugly MAC:

<tfroot>



SwW-B#
show mac address-tabl e address 0017. df d6. ec00

Mac Address Table

Vlan Mac Address Type Ports

201 0017.dfd6.ec00 DYNAMIC

Po33

Total Mac Addresses for this criterion: 1

Upzases Ipuoeus gl FTD:

<{froot>
FTD#

show i nline-set

Inline-set SET1
Mtu is 1500 bytes
Fail-open for snort down is on
Fail-open for snort busy is off
Tap mode is off
Propagate-Tink-state option is off
hardware-bypass mode is disabled

Interface-Pair[1]:
Interface: Port-channel 3 "I NSI DE"
Current-Status: UP
Interface: Port-channel5 "QUTSI DE"
Current-Status: UP

Bridge Group ID: 775

) pdlzbo: Vs 2lJo 229¢ wely) Wuivd Vs wulee IULuwld VOlis§ IJuywyes (FTD): sgwps
lodble 2596 pi9) IJwslule vuvdd Hssuws eds IUsde IUds suveéro S Idpzsdlc
Jogde ewslu MAC IUglLe ldubs) Idogss.

EtherChannel oy ¢JIJ FTD



FTD Active
E1f3= = E1/5

Po33 Qg™ f Po33
<I> mN, s L
— inline-set S=—2
= inline-set T
Po55 E1/3 B R E1/S Po55
|\ [
L\ A
FTD Standby
EtherChannels g Js SW-A:
<#root>
SW-A#
show et her channel sumrary | i Po33| Po55
33 Po33(SU) LACP Gi3/11(P)
55 Po55(SD) LACP Gi3/7
(1)
Sop b, 25p LACP oy gJIJ FTD JJlgwegsls:
<#root>
FTD#
capture ASP type asp-drop fo-standby
FTD#
show capture ASP | i 0180.c200. 0002
29: 15:28:32.658123 a0f8.4991.ba03 0180.c200.0002 0x8809 Length: 124
70: 15:28:47.248262 f0f7.556a.11e2 0180.c200.0002 0x8809 Length: 124

EtherChannels g¢Js SW-B:

<ffroot>
SW-B#

show et herchannel summary | i Po33| Po55

33 Po33(SU) LACP Gil/0/3(P)



55 Po55(SD) LACP Gil/0/4
(s)

owpe lebs wozgso 2yJs 1Jey9) pu ¢JIJ FTD 1oyl 1IUS8kse gds pey96 g9l MAC:

<#root>
SW-B#
show mac address-tabl e address 0017. df d6. ec00

Mac Address Table

Vlan Mac Address Type Ports

201 0017.dfd6.ec00 DYNAMIC

Po33

Total Mac Addresses for this criterion: 1

IUpzeses IJpuopus eds FTD:

<tfroot>
FTD#

show i nline-set

Inline-set SET1
Mtu is 1500 bytes
Fail-open for snort down is on
Fail-open for snort busy is off
Tap mode is off
Propagate-Tink-state option is off
hardware-bypass mode is disabled

Interface-Pair[1]:

Interface: Ethernetl/3 "I NSIDE"

Current-Status: UP

Interface: Ethernetl/5 "QOUTSI DE"



Current-Status: UP

Bridge Group ID: 519

N cossy s 03l Iousoliss B 26 2398 clss Suind B wolez Ibuwld Bliss
IJuwseé (FTD). sewps 98w Idedbe wuvdd sssuvs eds wBly o LACP Bs wyulez
EtherChannel 9g Js 198w 13s sop Bso bhbg IJlouold spdu o sdow 1bsd oo 3JY.
b ¢lJs Iy EtherChannel sJgg Iuwdsw gds (JILACP) wes 3JY sewps 98w lJodhu

eds pld guslu sede.

lpwod ol IJIgble 9l odlzol

ould gldsl pl pu ped9ped Elue sw9d,) J odl wuvdsd.

IJp8Lws: 39z puopw pdlud J9z purpu wligweesle TAP

9T PUPPU

9z pUPpPU pE TAP

> |bol) Ipgpses IUslgdss

oz e sleds-15led 1dpzeses

op ls3IS cubgsd 9uoe lpsu
NENN

lJoubgsd
op websd suoe welss IJzols
39z 1Jslzos[1]:
lJglzos: Ethernet1/6 "Inside"
IJ2lJs 1Jzldss: Jigds
Islzo6: lseyoe 1/8 "ghes"
IJelJs IJeldsé: Jigds

P& pze9esd IJzuw,: 509
>

9236 1J2> IJIGuos JJodd (MTU) os

> [bol) Idpzesgs IUlgdso

hog el sleds-151ed 1dpeeses
936 1> 1Jlvuos JJudd (MTU) os
1500 Llso

1500 olso : : . s
suoe sl S 2lds 1Sl S || 992 Dlelo Ss ele bS] S

op lsdld cuvgsd supe wleso
NN

| Lol L . . ' oEl § U E
omocs | ©P SO0 cubbs)suoe oot || SPE LD S louie s

PELIES ¢l Propagate-link-state (§.s> ¢S Fropagate-l I3
l>IgJso § ' lJoubgsd

wp websd suoe welss IJzols
J9z 1Jslzos[1]:
lJglzosé: Ethernet1/6 "Inside"
IJzlJs 1Jzldss: Jigds
IJslzoé: lseyue 1/8 "ghes"
IJzlJs IJeldse: Jisds
P pze9esd IJzuw,: 0




show
interface

> |bol, 1Jglzod €1/6
9lz06 lse,yue 1/6 "INSIDE". 98>
IJoubésd wa9wsdsd IUgh s>
IJoybgsd
IJIzoj6 os EtherSVI 9 BW Lw,g6 1000
pstlow Vs IJeluss 9 LY yu,yes 1000
usec
euslu MAC. IJ]luosl)
5897.bdb9.770e. MTU 1500
92 910 IPS: popu pUopU:
p329 tlos-1
euslu IP gs) pesSU
leuolissle Yo 1Jp)9) J "Inside™
beld IJespe 3957. 264913 Clsw
I&lz 144 25006, 58664 Llsw
o luwdlb 4 250
p83J 121J S 35586 91235 0
pkts/eluso 9 26 Llsolelouss
pesd [olz swdg 28586 3l 0
pkts/eluso 9 7 wlsol/eluss
ee>J IJlusld Jpsé 59596 9lgsé. 0
Jsds vlsululusé
558lis§ pexd IJlglJ 0
vsdlo/elusé 28 wlsololusé
pe3J lolz Sudi 558ls 0 Jiss
vlsololuss 99 lsol/olusé
553l pead IUlosld: 0
wsdlo/olusé
> |bol, 1Jglzos €1/8
9lz06 lseoue 118 "ghes" B>
lJouvesd: wygwded IUgb 9>
Jogiésd
lJIzoj6 os EtherSVI 9 BW Lw,g6 1000
pStloe Vs lJeluss 9 LY Luyes 1000
usec
eu9ly MAC 5897.bdb9.774d. MTU
1500
92 9lzos IPS: popu pUoPU:
p329z tlos-1
ewlu IP ) pesu
lewolssle 2)J6 1dess, J "ehes™
[>¢1J 144 2500 55634 Llso
I2le 1Jzse 3954, 339987 Llse
e luwilb 0250
pe>d eld sodg 28896 9less 0

> |bol, 1Jglzos €1/6
9lz0d lsw,yue 1/6 "INSIDE". 98>
IJoubgsd: wagwsdsd IUeh s>
IJoybgsd
IJIzoj0 os EtherSVI 9 BW g6 1000
pselow Vs IJeluss 9 LY Lu,yes 1000
usec
euslu MAC! Ilosl)
5897.bdb9.770e. MTU 1500
9u2€ 9lzos IPS: IJogb slgd
IJuwloye preoes sledss: sz e sléds-1
ewlu IP &) pesU
lewolissle Yo 1dp)9) J "Inside™
I>¢1J 24 2506 1378 Llsw
&1z 025p: 0 wlsw
O luulb 24 2506
p83J 121J S 35586 91235 0
pkts/eluso 9 0 Llsololuso
pesd [olz swdg 28586 3ler6 0
pkts/elusos: 9 0 Llsoleloss
eesd IJlusld Jpsé 59596 9lgss. 0
Jsds vlsoluluss
558lis 9 pexd IJI>¢lJ 0
vsJlo/olusé 0 ulsololussd
pe3d lolz Sudi 538ls 0 Jsds
vlsololuss 9 0 wlsololuséd
556l pesd IJlold: 0
vsdlo/olusé
> |boly IJ9glzos €1/8
9lzod lseouw 1/8 "ehes" B>
lJoubvgsd: wygwsded IUgb 9S>
Jogutsd
lJIzoj0 os EtherSVI g BW _u, g6 1000
pstlow Vs lJeluss 9 LY Lu,yes 1000
usec
eu9ly MAC 5897.bdb9.774d. MTU
1500
9u2€ 9lzos IPS: IJogb slgd
IJowlo,e presgs Sledse: oz elo sleds-1
ewlu IP &) pesu
lewolssle 2)J6 1deasy J "ehes™
>¢ld 2506 9lgr6. 441 Llso
&1z 025p: 0 wlse
e luwSlb 25p6 9les6
pe>d el sodg 2996 3lz26 0




pkts/eluso 9 7 wlsol/eluss

pe>d lolz swdg 28586 3lex6 0
pkts/eluss 9 37 wlsol/eloss

pee3Jd IJlusld Jpesd 59596 9l2>6. 0
Jsdy vlsol/eluss

55858 pe>d IJI>EIJ 0
vsJdlololuse: 8 Llsololuso

pe>d [lz swde 55818 0 Jsdy
olse Vs 1Jeloss 939 Llse B
lJeloss

558k pe>d IJlujld: 0
vsIlo/olyss
>

pkts/eluss 9 0 Llsololuss

pe>d [z swdg 28586 3ler6 0
pkts/eluss: 9 0 Llsol/eloss

pe>d IJlusld Jpad 59896 slzsé: 0
Jsds vlsolueluss

558lis 9 pexd IJl>gld 0
vsdlololuse: 0 ulsololuso

pe>d [ole swde 5538ls8 0 Jsds
vlsoleluss 90 lsolaluss

5538lisy§ pesd IJlusld 0
vsdlo/oluss
>

Joeldes
|.JE)'I,06
wluwegsle
less Iz,

> ol IJodlb oo 2p6 CAPI ) Ge 1
opldodlb 3250

1: 16:12:55.785085 192.168.201.50.20
> 192.168.201.60.80: S 0:0(0) Ack 0 win
8192
lJeyede: 1
lJoge: IUIJe gl
IJoge IJ9,es:
lJowsed: Iduwelz
lJodosu:
pedyple |uoldss:

Slspes 1Jyesd [Js MAC

IJpypJé: 2

IJuse: Slises 1Usuosd
IJoge IJS,es:
|JQQ§€_5: Uu“P'C
lJodsu:

Iless Jopuso

pedple |uolose:
Slsps 1J9u09d |Js MAC

lJeyedo: 3

lJougg: NGIPS-mode

lJuse 1Jus,es: ngips-mode

lJoosegd: Iduwelz

lJodsu:

ped9ple |uolse:

g9 IJesw g eds 9lzos wpe wdysuol

> |bol, IJodlb coug 25pd CAPI ) Ge 1
opldodlb 3 250

1: 16:56:02.631437 192.168.201.50.20
>192.168.201.60.80: S 0:0(0) win 8192
IJpzJdé: 1
IJose: IUIJodlb
IJoge IJS,es:
lJooses: IJuwele
lJodssu:
ped9ple ol so:

Slsped 1Usuosd |Js MAC

IJpopJé: 2

IJuge: Vlises 1Use9d
IJoge 1J9es:
|JQQ§@_61 Uu”P'E_
lJodssu:

Ilex6 Lopuss

peJdople |uoldse:
Slisps 1dsesd IUs MAC

IJppJé: 3

lJougg: NGIPS-mode

lJuse 1J9,es: ngips-mode

lJoosegd: Iduwele

IJodssu:

ped9ple |uolse:

o) 1Jesdd eds 9lzoo we wdysuol
Jsuog NGIPS 9o wbusy erele




Jouoe NGIPS gup wbous g érple NGIPS

NGIPS

lJeyedo: 4
IJpozde: 4 IJuge: lispd IJs 09
IJuse: Slses 1suosd IJose IJS,es: Iduwed
IJuse IJSses: Iduved IJooszs: gwedso 9> pwdbo
lJowsegs: vl lJodssu:
lJodsu: access-group CSM_FW_ACL_ global
access-group CSM_FW_ACL_ global access-list CSM_FW_ACL_ ;o
access-list CSM_FW_ACL_ ;o o pu 930 IP 192.168.201.0 255.255.255.0

P30 IP 192.168.201.0 255.255.255.0 |fis $lesé-id 268441600 Lwzd IJizsle
ls 8less-id 268441600 LwzJ IJiesle,  [[flow-start

flow-start access-list CSM_FW_ACL_ oJlzlbé rule-
access-list CSM_FW_ACL_ pJlzbé rule-|id 268441600: Luslywo 19 09J:
id 268441600: Juslywo 19 09J: FTD4100 - |J;lps6/1
FTD4100 - |J;lps06/1 access-list csm_fw_acl_ pJlzbé rule-id
access-list csm_fw_acl_ pJlgbos rule-id |268441600: 9lg>é L4: 1J9lgx6 1
268441600: $lgso L4: 1JSleso 1 pedople |uolvss:
pedyple |uoldse:

lJowses:
lJuwses: 9lgos IUI¢lJ: po Il
9lzoo IJI>¢l: pu 1UsIEJ elJs 1dbeld: Jieds
2lJa IJb¢ld: Jisds 2lJs ¢ 1dbgld: JJleds
elds glo Il JJieJs Jlp)le: oo Slispesd [JyLoed
|JIgle: drop wwouwdb 9JIJu wew lghé wozso
wow dlgwdlb: sop ;0 0 w398 IUzied vuvow Idupgb Idsleds
(acl-drop) w9luwlos 1IJ8lesé IJos wpe
odysyuol

e &P Tied 9led
>
e &P Tipd Ilerd
>

pdeue

gwdpl wuwede s02E Iise Il BSlu IJz5eé wuwdd vuidd sssuss po edld p2)d
oé, FTD

oo peldes logoldle TCP Ws 9 o eelyj zlds TCP

o0 9206 L,y FTD LINA Engine. scp olbwsd uvsluws §lisps Idozde B 1Js 09 (ACL)
g0l Y90 9uoe 1392 1218 ds B> IUluwesle: spdo 2l 1deie vl Jivel wop
ro&|.JaC;o| L9..5 |Ju.ub_)

ewd wpdsu 9uoe IJupélb: sop Bruo s pu IJzied Sluwdlboel SRSl vsupl e
I8 1des9) IUSedss ew) FTD Es) IUpeod




osedyple slo Lods
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