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. iao_jé FirePOWER (FXOS)

lJpdovlo Idpuuwespd

* o093 FPR4150
* Wopo FS4000 glz»06
* 2ol Jpos9w) oleo

luooble uo9,6 Idesuler Sod IJe,8sé:



« FMC 6.1.0-330

o 1Jluosly 1wl us oo FTD 6.1.0-330
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lJpopd 1:
lJpops 2:
|Jpopd 3:
lJpops 4:
lJpops 5:
lJpopé 6:

|J|oor05 7:

IJozdd pu ldpcbdole 1Jigwlguss
oeesd IJuoy, |Js FMC 9 SSP
<986 19J o sJJ FXOS (2.0.1-37 -> 2.0.1-86)

owsd ozl Wuvd wolee IUbuwld Sls 1duw,es (FTD)

192.168.76.x/24

6 IdosId 1Jelos Jouble 1o vgsd FXOS (2.0.1-37 -> 2.0.1-86)

<y 9s6 FMC (6.1.0-330 -> 6.1.0.1)

<) 9S6 j9e FTD HA (6.1.0-330 -> 6.1.0.1)



IJpopd 8: uuiy uwslws po FMC |Js j9g HA W FTD
IJpops 1. 1Je2dd pu Idpcbdule 1l uss
olee >dsd w9l § FXOS Juzass IJwslvyd wsu:

* luosh wyulpez FTD 1Jesw 9luosly oyulez FXOS
 uble Firepower HW IJiulus 9luosly woolee FXOS

w9lw9, 9 Cisco Firepower 4100/9300 FXOS

~ odlzbs: Jl wolbud odo lJgbgs eds 1l FP21xx 9lJiub 06 1 Iuwlwss [Juwlu8s.

oedd pu pdleble |uosly FXOS 1Jgluoo wldluosl) 1doeswd Jogsss puwly oy dssé FXOS:

pllzble 1l o>l Cisco Firepower 4100/9300 FXOS. 2.0(1)

~ edlebs: Jl colbud 030 IUglbgs gds 1Jbol; FP21xx 9lJiubeé 1l wluss 1Juwlw8s.

Slze pdlzbole 1uosl, FTD IJosed Jozass puwly oodsé FTD:

ellzble 29 | o5l o ble Firepower, 1] _o>sl, 6.0.1.2

IJpopd 2. wepsd Log) Idwlee
£Js ublps FCMs. $p wozesd Loy FXOS (fx0s-k9.2.0.1.86.SPA).
eds FMC: 9p wozesd 2ipe cudsé FMC 9 FTD:

* Joy9sé FMC: Sourcefire_3d_defense_center_s3_patch-6.1.0.1-53.sh
* Jo,9s6 FTD: Cisco_FTD_SSP_PATCH-6.1.0.1-53.sh

IJpops 3. &ydsé I9d osdJ FXOS

% pdlzbo: Vs 2ldo w96 FXOS py 1.1.4.x [Js 2.X §p foJI wlsdlv ouvgsd IJgol;
lJpulbb 9s FTD 90,0886 FXOS: &p Gp wlgls wpdsue.

~ odlzbs: Jl wolbud odo lJgbgs eds 1l FP21xx 9lJiub 06 1JIuwlwss [Juwlw$é.

Iod lJo,dsé:

<tfroot>

FPR4100-4-A /system #

show firmvare nonitor


/content/en/us/td/docs/security/firepower/fxos/compatibility/fxos-compatibility.html
/content/en/us/td/docs/security/firepower/fxos/compatibility/fxos-compatibility.html
/content/en/us/td/docs/security/firepower/fxos/fxos201/release/notes/fxos201_rn.html
/content/en/us/td/docs/security/firepower/fxos/fxos201/release/notes/fxos201_rn.html
/content/en/us/td/docs/security/firepower/601/6012/relnotes/firepower-system-release-notes-version-6012.html
/content/en/us/td/docs/security/firepower/601/6012/relnotes/firepower-system-release-notes-version-6012.html
/content/en/us/td/docs/security/firepower/601/6012/relnotes/firepower-system-release-notes-version-6012.html

FPRM:
Package-Vers: 2.0(1.37)
Upgrade-Status: Ready

Fabric Interconnect A:
Package-Vers: 2.0(1.37)
Upgrade-Status: Ready

Chassis 1:
Server 1:
Package-Vers: 2.0(1.37)
Upgrade-Status: Ready

wie oy 986 FXOS:

Overview Interfaces Logical Devices Security Engine Platform Settings ENCICN Tools Help admin
Configuration Licensing Updates User Management]
Available Updates € Refiesh| | Upload Image | | 1]

fx0s-k9.2.0.1.37.5PA platform=bundie 2.0{1.37) Installed 06/11/2016 C—'

fx05-k9.2.0.1.86.5PA platform-bundle 2.0(1.86) Mot-Installed 10/15/2016

vobde w986 FXOS |glhé wposs lJosdJ:

Update Bundle Image

terminated and FCM will not be

accessible during the process.It
may take several minutes.Chassis will
reboot after upgrade, please relaunch FCM
after upgrade completes.

9 ) All existing sessions will be
-

Selected version 2.0(1.86) will be
installed. Do you want to proceed?

Yes No




Spdud p)l9w6 o)y 986 FXOS pu 9lgos wb, |._Ji_9|ro) (CLI) fxos. swesu wy¥ss Idpdoule
lJedles gesgol (FPRM: 99,0J6 Hob IJouss: 9ldosdd):

<#root>

FPR4100-4-A#

scope system
FPR4100-4-A /system #
show firmaare nonitor

FPRM:
Package-Vers: 2.0(1.37)
Upgrade-Status:

Upgr adi ng

Fabric Interconnect A:
Package-Vers: 2.0(1.37)
Upgrade-Status: Ready

Chassis 1:
Server 1:
Package-Vers: 2.0(1.37)
Upgrade-Status: Ready

S pdlebs: wg 238lis BJsJs pu wae gpdss w96 FXOS: sup Sbg loualdd wdd pu
9lzod uwlo, Idlgle, (CLI) Igluos o FXOS 99lzed IJpuwesp Iduwsess (GUI). sew lo
odou Byl eds cuwesd 1Use9d 06 126 wes wuog 238lsé.

w8 epuw d8Is8 wssuli wdopd w986 pdey FPRM:

<#root>
FPR4100-4-A /system #
show firmvare nonitor

FPRM:
Package-Vers:

2.0(1.86)
Upgrade-Status:

Ready

Fabric Interconnect A:
Package-Vers: 2.0(1.37)
Upgrade-Status:

Upgr adi ng



Chassis 1:
Server 1:
Package-Vers: 2.0(1.37)
Upgrade-Status:

Upgr adi ng

o8> 29lds 10 58lis 9 92 pu £pdS6 w856 FXOS: wup lglé wyvgsd golj FirePOWER:

<tfroot>

Pl ease stand by while rebooting the system..

Restarting system

w8 luwosulw gpdss IUe)8so:

<#root>
FPR4100-4-A /system #
show firmmare nonitor

FPRM:
Package-Vers:

2.0(1.86)
Upgrade-Status:

Ready

Fabric Interconnect A:
Package-Vers: 2.0(1.37)
Upgrade-Status:

Upgr adi ng

Chassis 1:
Server 1:
Package-Vers: 2.0(1.37)
Upgrade-Status:

Upgr adi ng

08> lealds 30 53536 Cdrsul cdopd crdss FXOS:

<tfroot>

FPR4100-4-A /system #



show firmmare nonitor

FPRM:
Package-Vers:

2.0(1.86)
Upgrade-Status:

Ready

Fabric Interconnect A:
Package-Vers:

2.0(1.86)
Upgrade-Status:

Ready

Chassis 1:
Server 1:
Package-Vers:

2.0(1.86)

,2.0(1.37)
Upgrade-Status:

Ready

lJpopod 4. ouxsd eldle wzlyy Wubd wyulez IULuwld Blis§ IJyw,e0 (FTD)

~ odlzbs: Jl wolbud odo lJgbgs eds 1l FP21xx 9lJiub 06 1 Iowlwss [Juwlu$s.

Sod owssd eldle celys IJduvd: olds pu 16 9256 FTD 1Jp92956 s IJosdd welds ouvgsd
Il pJs:

<#root>

FPR4100-4-A#

connect nodule 1 console

Firepower-modulel>

connect ftd

Connecting to ftd console... enter exit to return to bootCLI

>

show hi gh-availability config

Failover On

Failover unit Secondary

Failover LAN Interface: FOVER Ethernetl/8 (up)
Reconnect timeout 0:00:00



Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 3 of 1041 maximum

MAC Address Move Notification Interval not set

failover replication http

Version: Ours 9.6(2), Mate 9.6(2)

Serial Number: Ours FLM2006EQFW, Mate FLM2006EN9U

Last Failover at: 15:08:47 UTC Dec 17 2016

This host: Secondary - Standby Ready

Active time: 0 (sec)
slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.6(2)) status (Up Sys)
Interface inside (192.168.75.112):

Nor ma

(Monitored)
Interface outside (192.168.76.112):

Nor ma

(Monitored)
Interface diagnostic (0.0.0.0): Normal (Waiting)
slot 1: snort rev (1.0)

stat us

up

slot 2: diskstatus rev (1.0)
status
(

up

O her host: Primary - Active

Active time: 5163 (sec)
Interface inside (192.168.75.111):

Nor ma
(Monitored)
Interface outside (192.168.76.111):
Nor ma
(Monitored)
Interface diagnostic (0.0.0.0): Normal (Waiting)
slot 1: snort rev (1.0)
st at us
(

up



slot 2: diskstatus rev (1.0)
status
(
up

)

Stateful Failover Logical Update Statistics
Link : FOVER Ethernetl/8 (up)

Stateful Obj Xmit xerr rcv rerr
General 65 0 68 4
sys cmd 65 0 65 0

owsd ldle welyy Buvd wyvlez IJbusld (FTD). po slzes yulo, 1Jigle, (CLI) 1Jgl0é o FTD
lJovbé:

<#root>
>

no failover active

Swi t ching to Standby

IJeopd 5. &)y8sé lJosdd Ielus Juble e bvgsd FXOS

YN [J,oo,aé 2. 9p u_JCJJ&;E(S ;olj FXOS zse sdgu FTD IJlzwslbs 1Uzyss povol. 93 suveg)rd
o3l IJle) 29lds 30 58596 I9 1Je, JJIJw eld.

~ odlzbs: Jl wolbud odo lJgbgs sds 1l FP21xx 9lJiub 06 1 Iowlwss [Juulu8é.
lJpoped 6. &) 956 wyuleg FMC
Bp windsé FMC. B o3l lJuusobss pw 6.1.0-330 |Js 6.1.0.1.

IJpops 7. & y8s6 j9z FTD HA

ISwd ldo,8se:

<#froot>



>

show hi gh-availability config
Failover On

Fai |l over unit Primary

Failover LAN Interface: FOVER Ethernetl/8 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 3 of 1041 maximum

MAC Address Move Notification Interval not set

failover replication http

Version: Qurs 9.6(2), Mate 9.6(2)

Serial Number: Ours FLM2006EN9U, Mate FLM2006EQFW
Last Failover at: 15:51:08 UTC Dec 17 2016

This host: Primary - Standby Ready

Active time: 0 (sec)

slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.6(2)) status (Up Sys)
Interface inside (192.168.75.112): Normal (Monitored)
Interface outside (192.168.76.112): Normal (Monitored)
Interface diagnostic (0.0.0.0): Normal (Waiting)

slot 1: snort rev (1.0) status (up)

slot 2: diskstatus rev (1.0) status (up)

O her host: Secondary - Active

Active time: 1724 (sec)
Interface inside (192.168.75.111): Normal (Monitored)
Interface outside (192.168.76.111): Normal (Monitored)
Interface diagnostic (0.0.0.0): Normal (Waiting)

slot 1: snort rev (1.0) status (up)

slot 2: diskstatus rev (1.0) status (up)

Stateful Failover Logical Update Statistics
Link : FOVER Ethernetl/8 (up)

Stateful Obj Xmit xerr rcv rerr
General 6 0 9 0
sys cmd 6 0 6 0

o0 Blispé wblo FMC > wessale: lusl gpdsé 1Je,8s6 |Js FTD HA:



Overview Analysis Policies Devices Objects AMP Deploy System REEIRSEE T THIRY

Configuration Users Domains Integration Updates Licenses v Health » Monitoring v Tools *

Product Updates Rule Updates Geolocation Updates

) Upload Update

Currently running software version: 6.1.0

Updates
Type Version  Date  Release Notes  Reboot
Sourcefire Vulnerability And Fingerprint Database Updates 275 Wed MNov 16 16:50:43 UTC 2016 No T lu |
Cisco FTD Patch 6.1.0.1-53  Fri Dec 2 17:36:27 UTC 2016 Yes i

Cisco FTD SSP Patch 6.1.0.1-53  Fri Dec 2 17:37:52 UTC 2016 Yes ;j

+ ¥ Ungrouped (1 total)

¥ o (TD4150-HA
Cisco Firepower 4150 Threat Defense Cluster

L

: Health Policy

FTD4150-4 (active) - : -

10.62.148.125 - Cisco Firepower 4150 Threat Defense v6.1.0 11’;“231' E'gea'th Policy 2016-11-21 . &
Health Policy

FTD4150-3 - : S

10.62.148.89 - Cisco Firepower 4150 Threat Defense v6.1.0 ?;Fglgsalth Policy 2016-11-21 <

| Launch Readiness Check Cancel

lodl ©po <udsé FTD IJlgwlus/lJlzoslbes:

Help + admin »

Deployments & ?
1 total 0 waiting 1 running O retrying O success 0 failures
.:; Remaote Install 1m 21%

Apply to FTD4150-HA.
10.62.148.89 : Initializing

owp lehé wpos> 9236 FTD IJlzuslbss wluwogsle 1Uue9,6 1Jgs56:

1 total 0 waiting 1 running O retrying O success O failures

= = Remote Install 7m 50%

Apply to FTD4150-HA.
10.62.148.89 : Last Message : System will now reboot. (no
communication )




SpJdud IJoe9d pu glds FTD pu 908 FXOS BootCLI:

<{froot>
FPR4100-3-A#

connect nodule 1 console

Firepower-modulel>

show services status

Services currently running:

Feature | Instance ID | State | Up Since
ftd | 001_JAD201200R4WLYCWOS |
RUNNI NG

| :00:00:33

wlbo, 8lz0é Lub) I9le, (CLI) o y9e9dsd FTD IJeluss/Idugib Huwlds wzss) vuvww €30
oblog luosh Idoyolez wso ggsle FTD:

<tfroot>

firepower#
************WARNING****WARNING****WARNING********************************

Mate version 9.6(2) is not identical with ours 9.6(2)4

************WARNING****WARNING****WARNING********************************
Beginning configuration replication: Sending to mate.
End Configuration Replication to mate

w9502 FMC g0 wpe o)8s6 zoly FTD wugle:

1 total, 1 waiting | ] 1

Heemssbe InsEall LT

Apply to FTD4150-HA.
10.62.148.89 : Device successfully Lipraded

W Oy 9So 1J9gsé IJuplbsé IJeluss J FTD:



(1 total ) 0w 1 running O 0 0

age  REMOE Instal 1 Fim 3 1%

Apply to FTD4150-HA.
10.62.148.125 : [ 1% Running script 000_start/ 101 _run_prening.pd..

WOs wolss IUgpdss swp wposs FTD wluwedsle IJuo9,y6 [Jzas30:

Deploy Help  admin

Deployments & ?
2 total 0 waiting 1 running O retrying 1 success O failures
=.> Remote Install 24m 555

Apply to FTD4150-HA.
10.62.148.125 : Last Message : System will now reboot. (no
communication)

B [JpdBs6: cumweesp 9236 [eede B 1516 1UJszs IJiulawss (FMC) 1dpuwedse IUslJs
enable_1. 90990 wluwowsld zldle ogley Wuvd FTD: 9ossd wdsy welys Idwyivd 9ol pu
FTD:

<#root>
firepower#
show | oggi ng

Dec 17 2016 16:40:14: %ASA-5-111008: User 'enable_1' executed the '

no failover active

command.
Dec 17 2016 16:40:14: %ASA-5-111010: User 'enable_1', running 'N/A' from IP 0.0.0.0, executed 'no failo
Dec 17 2016 16:41:19: %ASA-5-111008: User 'enable_1' executed the '

clear configure fail over

command.

Dec 17 2016 16:41:19: %ASA-5-111010: User 'enable_1', running 'N/A' from IP 0.0.0.0, executed 'clear co
Dec 17 2016 16:41:19: %ASA-5-111008: User 'enable_1' executed the 'copy /noconfirm running-config diskO
Dec 17 2016 16:41:19: %ASA-5-111010: User 'enable_1', running 'N/A' from IP 0.0.0.0, executed 'copy /no
disk0:/modified-config.cfg'

firepower#
Swi tching to Standby

firepower#



9O odo lJeldéc luwe g9 wrdss vl IJLuwld Blis@ Iduwyes (FTD) olddled (JJul
lJozyesu) zolds 30 5 95.96.

NrXK

s9u2e 03l 1Jpeld 1Jeedd pu slzos yulo, IJisle, (CLI) J FTD oy zols FTD IJigwlus:

<#root>
>
show hi gh-availability config

Failover On

Failover unit Primary

Failover LAN Interface: FOVER Ethernetl/8 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 3 of 1041 maximum

MAC Address Move Notification Interval not set

failover replication http

Version: Qurs 9.6(2)4, Mate 9.6(2)4

Serial Number: Ours FLM2006EN9U, Mate FLM2006EQFW
Last Failover at: 16:40:14 UTC Dec 17 2016

This host: Primary - Active

Active time: 1159 (sec)

sTot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.6(2)4) status (Up Sys)
Interface inside (192.168.75.111): Normal (Monitored)
Interface outside (192.168.76.111): Normal (Monitored)
Interface diagnostic (0.0.0.0): Normal (Waiting)

slot 1: snort rev (1.0) status (up)

slot 2: diskstatus rev (1.0) status (up)

O her host: Secondary - Standby Ready

Active time: 0 (sec)

sTot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.6(2)4) status (Up Sys)
Interface inside (192.168.75.112): Normal (Monitored)
Interface outside (192.168.76.112): Normal (Monitored)
Interface diagnostic (0.0.0.0): Normal (Waiting)

slot 1: snort rev (1.0) status (up)

slot 2: diskstatus rev (1.0) status (up)

Stateful Failover Logical Update Statistics
Link : FOVER Ethernetl/8 (up)
Stateful Obj Xmit xerr rcv rerr
General 68 0 67 0

359,02 03l 1Jpeld 1Ue2dd oo 9lzos Lub, 1Jisle, (CLI) J FTD ey IJzols IJeluss/dlzoslbs J
FTD:



<#root>

>

show hi gh-availability config
Failover On

Fai | over unit Secondary

Failover LAN Interface: FOVER Ethernetl/8 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 3 of 1041 maximum

MAC Address Move Notification Interval not set
failover replication http

Version: Ours 9.6(2)4, Mate 9.6(2)4

Serial Number: Ours FLM2006EQFW, Mate FLM2006EN9U
Last Failover at: 16:52:43 UTC Dec 17 2016

This host: Secondary - Standby Ready

Active time: 0 (sec)

slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.6(2)4) status (Up Sys)
Interface inside (192.168.75.112): Normal (Monitored)
Interface outside (192.168.76.112): Normal (Monitored)
Interface diagnostic (0.0.0.0): Normal (Waiting)

slot 1: snort rev (1.0) status (up)

slot 2: diskstatus rev (1.0) status (up)

O her host: Primary - Active

Active time: 1169 (sec)
Interface inside (192.168.75.111): Normal (Monitored)
Interface outside (192.168.76.111): Normal (Monitored)
Interface diagnostic (0.0.0.0): Normal (Waiting)

slot 1: snort rev (1.0) status (up)

slot 2: diskstatus rev (1.0) status (up)

Stateful Failover Logical Update Statistics
Link : FOVER Ethernetl/8 (up)
Stateful Obj xmit xerr rcv rerr
General 38 0 41 0

IJpops 8. iy wsluws [Js 39z FTD HA

e Iopld 1desdss: crole Is wuin uusluws [Js 59z HA. 9031 p9or S 91206 puwise
FMC:



Help + admin

& ?
2 total 0 waiting O running O retrying 2 success 0 failures
&' Remote Install 28m 14s X

ooy lJuog:

Deploy Policies Version:2016-12-17 06:08 PM

¥l 2 Frpaiso-HA

O NGFW Settings: FTD4150

D Access Control Policy: FTD4150

D I—-Intnlf-in-n Policy: Balanced Securnity and Connectivity
D |-DNS Policy: Default DNS Palicy

ﬁ |—-F‘r-Ef||tEr Policy: Default Prefilter Policy

D Network Descovery

D Device Configuration(Details)

lJozdd

op 9886 39z FTD HA Jpl sbo, pu 9lgos puwegse FMC:



Overview Analysis Policies J»EYLEEE Objects AMP

Device Management NAT VPN QoS Platform Settings

Name ‘ Group

4 | Ungrouped (1)

4 @ FTD4150-HA
Cisco Firepower 4150 Threat Defense High Availability

() FTD4150-3(Primary, Active)
10.62.148.89 - Cisco Firepower 4150 Threat Defense - v6.1.0.1 - routed

£ FTD4150-4(Secondary, Standby)
10.62.148.125 - Cisco Firepower 4150 Threat Defense - v6.1.0.1 - routed

e o986 39z FTD HA Yol sbo, pu 9lgoé puwegse FCM:

Overview Interfaces QEIGTIT=CINnWISLN Security Engine Platform Settings System Tools Help admin
& Refresh
« FTD4150-3 standalone Status: ok & & ]
Application Version Manageiment IP G ¥ q it Port  Status
=" mp | 10.62.148,89 10.62,148.1  Ethernatl/7 @O,H;ﬂe Eruabied @
Ports: Attributes:
Cluster Operational Status : not-applicable
Data Interfaces: Ethernetl/6 Ethernetl/s Firepower Management [P 106214880
Management URL hitps /ifsdk
uuID 13fbcbB0-c378

pedyple dlo LoJs

o 2L 1z elsé oo ldzsd ol 5, Cisco Firepower



https://www.cisco.com/c/ar_ae/support/security/firepower-ngfw/series.html
https://www.cisco.com/c/ar_ae/support/security/firepower-ngfw/series.html
https://www.cisco.com/c/ar_ae/support/index.html
https://www.cisco.com/c/ar_ae/support/index.html

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



