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IJecbdole IJlul jusé
lJpolbdolo

w9 os Cisco vig oJ9y s pgy96 wldesluose IJoldss:
o lesb 1deyws, IJglds (HA) J Cisco Secure FTD
o [Jlguogsle |.Jiuu|u.u.§ Jeud) blho gl Idzelss (FMC) ey Cisco
lJpdovlo Idpuweispd
ouwow Idpedypele 1Uglyo WO o3l ldpuwews 1Js luesble Idolez 9ldedsule 1Jpebss IJeldss:

» Cisco FMC v7.2.5
» Cisco Firepower 9300 Series v7.2.5

e louile |Jro=E_J_9ro|Q 1J9l)36 B 03l IJpuwaws oo 1Jiz036 10092936 B wSisé pg psé ¢luob.
o zese Ulzosd IJpuwogrps Os 03l 1Jpuwows wodssu peunsz (1Be)lups). Bl dive
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peJ9ple lgwlymso

0,6 glps s pildus Ludles IJogdo eds IJigblJ:

$99p 2ol FTD wpildws JJ 9226 Juopelu 1duozs Idgles 9umndles 1Uslzes. szis woulee Idbuwld
Vlis§ Iduuyes (FTD) tovble Jogsss glds JJd 9226 luweubl lds pildws yudles 1J9zs6

901806 1Uslz0s. 98w pl sBUvd ol Jopsss eldé IJ 9236 W 39z HA. weae lesle welys
lJouvd.

ouwlsd elds welyj IJwuvd

2ldo IJlgwedsle - logwh hoolb Idoslule 90 wely) IJwyvd

s pl Jlsop wpdsy pildwo IJ9lzos eds FTD HA 98s 2lds Wuivd hoolb Idoslole: Jl swpe
cubgsd 2o oely) Isuud ub)l Jesp lole lRooble pil$ws IJuudles JJslzolw.

ooV odo 1Uuo9)s IJouwsele 1Jgluos wugivd houlb Idoslole sddo Jl sope ogvgsd
cuwsole wely) IJweyid.

Analysis Policies Devices Objects Integration Deploy Q, Go & @ admin+ el
5 all notifications
lormal (2) Deployment Pending (1) ® Upgrade (0) © Interface Status - 10.82.141.171 X

Interface "Ethemet1/3’ Is not recelving any packets
Interface "Ethemet1/3’ has no link

Model Version Chassis Licenses Access Control Policy Auto RollBack
P
Firepower 9300 with FTD 725 [ el atraniiiagi M4 Essantials, IPS (2 more...)
Firepower 9300 with FTD 7.25 i Essentials, IPS (2 more...)

cowso IUboulb Jigus

JJozdd pu 2lds hoolble ldoslole szldeol iuuagse o3l 1Jis):

* show failover - &2 Idped9ple 29d 21Js eelys IJdLbvd JIJ 9226 991z06.

Monitored Interfaces 1 of 1291 maximum

This host: Primary - Active

Active time: 3998 (sec)

slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.18(3)53) status (Up Sys)
Interface DMZ (192.168.10.1): Normal (Waiting)



Interface INSIDE (172.16.10.1): No Link (Not-Monitored)
Interface OUTSIDE (192.168.20.1): Normal (Waiting)
Interface diagnostic (0.0.0.0): Normal (Not-Monitored)

Other host: Secondary - Standby Ready

Active time: 0 (sec)

slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.18(3)53) status (Up Sys)
Interface DMZ (192.168.10.2): Normal (Waiting)

Interface INSIDE (172.16.10.2): Normal (Waiting)

Interface OUTSIDE (192.168.20.2): Normal (Waiting)

Interface diagnostic (0.0.0.0): Normal (Not-Monitored)

gwspl od9u elds 1Uslzos os "lucbly" Bluol wews v 1Jslzes B> IJouugsd sdIJuol Jp
ouwede 08 2ipd Cuzsy pu lU9lzed Idpldlods eds 9226 IJubs).

0 oloss 1. 10398 "Jl Loulb (£, monitore)” ogos io 1o ulb lJdeds JJslzes pgloJ
9JIdu Jl sop pldwco wluwbs gpdss cely; b ud.

Jozue logble Idged: $9008 wuidd wopdsu "eildws Lozs 1U9lzos" Vs zpse IUglzole
lJeuwlwd wluwesle gsolosu IP IJlIzosllbss [Jpllods Jol.

Jopdsu pildws 1Uslzos: luedd |JsDevice > Device Management > High Availability > Monitored Interfaces.

Swis 03l Lo9,6 I monitore 9L wu9sL:

Muonitored Interfaces

in order to > 99w 1JglJé pu IJ monitore SLu 9gwlysy IP [uweesl ;d oo o3l i,oJ:

* show failover - S 2 IJpgd9pelw 29d 2ldo weles IJwyivd JJIJ 926 99lz06.

Monitored Interfaces 3 of 1291 maximum

This host: Primary - Active

Active time: 3998 (sec)

slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.18(3)53) status (Up Sys)
Interface DMZ (192.168.10.1): Normal (Monitored)

Interface INSIDE (172.16.10.1): No Link (Monitored)

Interface OUTSIDE (192.168.20.1): Normal (Monitored)

Interface diagnostic (0.0.0.0): Normal (Waiting)

Other host: Secondary - Standby Ready

Active time: 0 (sec)

slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.18(3)53) status (Up Sys)
Interface DMZ (192.168.10.2): Normal (Monitored)

Interface INSIDE (172.16.10.2): Normal (Monitored)

Interface OUTSIDE (192.168.20.2): Normal (Monitored)

W N NN



Interface diagnostic (0.0.0.0): Normal (Waiting)

lovosle 1Jelds - Wybd zelss 1Jglzos

gwpl Jl oguode 9226 Huwlsd cogse eds 9lzod ['nonitore Jes6 15 elusé _9!'>I Ouud lgovl)
lJ9lz06 s 9236 9lzx6 9JJuo Sgpd Vs IJ9ere IUIE)s: VWl 1Jglzos weww, luel W ubJw.

Bl op luvosle Iz 1U3s wease Jgss IUslzole IJwlyvds 9dlue 1J9zss Iduuivlbs wpwss eds
9lgolew WluvJs 1Je) pu 1J9er6 IJlzoslbss Bsere welys I vd.

Jogssd g 1Jglgoéd: luw9d |Js Devices > Device Management > High Availability > Failover Trigger Criteria

ooV odo 1oy, Idouwsele IJos wpe logblel eds Wyvd 9lgos:

Analysis Policies Devices Objects

Normal (2) Deployment Pending (0)

Model Version
Firepower 9300 with FTD 725
Firepower 9300 with FTD 7.25

® Upgrade (0)

Integration

E ﬁ Security Module - 1

=i} Security Module - 1

2o oely Idogid pg lsylv IULowlb

® Snort 3 (2)

" Essentials, IPS (2 more...)

Deploy Q @ adminv il

notifications

A Cluster/Failover Status - 10.82.141.169
SECONDARY (FLM1946BCEX)
FAILOVER_STATE_STANDEY_FAILED (nterface

Licenses Access Contr

@ Interface Status - 10.82.141.171 X

Interface "Ethermet1/4° has no link

A Cluster/Failover Status - 10.82.141.171 X
SECONDARY (FLM1946BCEX)
FAILOVER_STATE_STANDBY (Check peer event
for re )

3Y (Check paer event

for reason)
PRIMARY (FLM19389LOR)

Essentials, IPS (2 more...)

luwegpde inorder to 5338 I wow JJBud: 03l )

« show failover state - &, 031 1l 21U6 w2los IJBuvd JIJ po Idsesle 818 uvow op IUloJIg

suo Jogly) IJBid.

<#root>

firepower#

show failover state

This host - Primary
Active
Other host - Secondary
Failed

Ifc Failure

Ifc Failure
OUTSIDE: No Link

19:14:54 UTC Sep 26 2023

19:31:35 UTC Sep 26 2023



* show failover history - £,,0 ped9ble wely VU, wgyuo pesble wely) IJVubvd wess)le
2lJs wely) o uvd Iduwlo$é suvew wEss) 1delds.

<#root>
firepower#

show fail over history

From State To State Reason
19:31:35 UTC Sep 26 2023
Active Failed Interface check

This host:1
single_vf: OUTSIDE
Other host:0

21Js IUlgwesle - IUluwedsle 1Jelds JJE,uo

B gl loodle puwlzs 1J8,00 £Js 1J9236 [Jouuibs Llde) o0 907 sop wuvgsd 22 welsj

NN}

ouoW 030 IUuo9)s Idouwsele IJos wp logblel gus leodle U8, 0:

Analysis Policies Devices Objects Integration
)} Normal (2) Deployment Pending (0) ® Upgrade (0) ® Snort 3 (2)
Model Version Chassis
Firepower 9300 with FTD 7.25 B secur ty Module - 1
Firepower 9300 with FTD 7.25 B S.l.‘ll;dl-l'.-' I‘;kﬂ-_w 1

2lss IS uid wlowesle 108,00

' Essentials, IPS (2 more...)

Deploy Q 60 £ @ adminv il o

A\ ClusterfFailover Status - 10.82.141.169 X
PRIMARY (FLM19383L0OR)
FAILOVER_STATE_STANDBY [Check paer event

Licenses Access Contrg

A\ Cluster/Failover Status - 10.82.141.171 %
PRIMARY (FLM19389LOR)

© Disk Usage - 10.82.141.171 A

Essentials, IP5 (2 more...) Inghw using 98%: 186G (4.8G Avail) of 191G

luvegpde inorder to 588w IJuvow JJBGud: 03l 1)

* show failover history - £, 0 pe9ble wzly) IJByivd. wg)uo pedsble wely) IUvyvd wessile
IJzlJo Iduwle$o 1Jglues wogly) IU®Uvd suwew wess)le 1UzlJs.

<tfroot>

firepower#



show fail over history

From State To State Reason

20:17:11 UTC Sep 26 2023
Active Standby Ready Other unit wants me Standby
Inspection engine in other unit ha

20:17:11 UTC Sep 26 2023. Standby Ready Failed Detect Inspection engine fa
Active due to disk failure

* show failover - S&y2 lJpgdsple 29d 2ldo welys 1w ivd JIJ 9z26.

<#root>
firepower#

show failover | include host|disk

This host: Primary - Failed

slot 2: diskstatus rev (1.0) status (down)
Other host: Secondary - Active

slot 2: diskstatus rev (1.0) status (up)

 df-h- SEHu pedple 29 JJ lubes 1pdVle IJos wp weesdel sldos couopo lJeee
IUlzelds sldeuwlzs IJpuucéses 9ldouwes 1desss Jdluwaisle sudbs Idozesd.

<#root>
admin@firepower:/ngfw/Volume/home$

df -h /ngfw

Filesystem Size Used Avail Use% Mounted on
/dev/sda6 191G 186G 4.8G 98% /ngfw

eldé lJlwegoslpe - Lina traceback

Vs zldo Lol traceback: spdu wuvgsd ere wely lJBvd.

oUW 030 1Uuo9)s Idouwsele IJos e logblyel Ws zlJs Lina traceback:



Analysis Policies Devices
lgrmal (2) Deployment Pending (0)

Model

Firepower 9300 with FTD

Firepower 9300 with FTD

Objects

Integration

® Upgrade (0)

H Security Module = 1

725

wely I ivd oluwwgsle ¢l traceback

B security Module - 1

Eszsentials, IPS {2 more...)

© Essentials, IPS (2 more...)

luwegede in order to 539 I wow JIBsd: 03l )

Deploy

A @ & @ adminv i ¢

A Cluster/Failover Status - 10.82.141.171 X
PRIVARY (FLM19389LOR)
FAILOVER_STATE_ACTIVE (HELLO nat heard fram
peer)

© Interface Status - 10.82.141.171 X

Imerface "Ethemetl/ 1" is not receiving any packets
" Is not recel any packets
' is naL Fecel
Ja' Is not reced

Inerace Ethe
Inerface "Ethe

© Appliance Heartbeat - F241.24.04- x
FMC4E00
Appllance 10.82.141,169 Is not sending
heanbeats.

Ay Process Status - 10.82.141.169 >

lina exited 2 time(s)

* show failover history - &,2 ped9ble ogly) U yvd. wg)uo pedsble wzlys IV vd wess)le
IJzlds IJowlods 1Ugluos welys IJduud suvow sy Idelds.

<#root>
firepower#

show fail over history

From State To State Reason
8:36:02 UTC Sep 27 2023
Standby Ready Just Active HELLO not

18:36:02 UTC Sep 27 2023
Just Active

18:36:02 UTC Sep 27 2023
Active Drain

18:36:02 UTC Sep 27 2023
Active Applying Config

18:36:02 UTC Sep 27 2023
Active Config Applied

Active Drain

Active Applying Config

Active Config Applied

Active

(failover
HELLO not

(failover

HELLO not
(failover

HELLO not
(failover

HELLO not
(failover

heard from peer
Tink up, no response

heard from peer

Tink up, no response

heard from peer
Tink up, no response

heard from peer
Tink up, no response

heard from peer
Tink up, no response

Wb zlJs lina traceback. [quwgsp 03l o) lu sess pdlo IJpdBle IJlgulwss:

<ffroot>

from

from

from

from

from

pee

pee

pee

pee

pee



root@firepower:/opt/cisco/csp/applications#

cd /var/datalcores

root@firepower:/var/data/cores#

Is -1

total 29016
-rw------- 1 root root 29656250 Sep 27 18:40 core.lina.11.13995.1695839747.9z

B zlJs Lina traceback. pu lJpuwozuws wuinsd wzpse pdidle luveduld 1Jigble gl odlzol.
900038y Idpddle Il uss. slJlouold o Cisco TAC.

lowegsle 1Jelds - pesd Snort Jlwdd

B zlJs lupdluo 198, o0 507 pu posdle zols IJoouduw £Js 1d9238 [Jouivbs: sop wubésd
wely) Idgud.
ooV 030 IUuo9)6 Idouwsele IJos wp lugblgel gus Wb IJo b J:

Analysis Palicies Devices Objects Integration Deploy Q @ # @ adminv 4 gp

dormal (0) Deployment Pending (0) ® Upgrade (D) ® Snort 3 (2) A Cluster/Failover Status - 10.82.141.169 X
SECONDARY (FLM1946BCEX)
FAILOVER_STATE_STANDBY (Other unit wants me
Standby)

SEGONDARY (FLM1346BCEX)

Model Varsion Chassis Licenses Accass Contr FAILOVER_STATE_STANDEY_FAILED (Detect
Inspection engine fallure(My falled services-snort.
Peer failed services-))

© Process Status - 10.82.141.169 *
The Primary Detection Engine process terminated
unexpectedly 1 time(s),

. : o F241-24-04-FPROK-1.clsco.comidd o 5 . i
Firepower 9300 with FTD 7.25 B Securiy Module - 1 Essentials, IPS (2 meore...) FTO HA

4-FPROK-2.cisco.cc

Firepower 9300 with FTD 7.25 =5 ;::.!-(;L:lrii\.r.;d.ocmie"- ; Essentials, IPS (2 more...) FTD HA

wels Ideyivd oluwegsle 306 Snort traceback

e lzd 58080 lduwow JJBUid: luuegpde 03l e

* show failover history - &0 ped9ble wely) IJByvd. wg)uo pedsble wely) IUByvd wessile
IJzlds Iduwlo s 1Ugluos worly) Idwgvd suwew wéss) IJelJs.

<#root>
firepower#

show fail over history




From State

To State

Reason

21:22:03 UTC Sep 26 2023

Standby Ready

21:22:03 UTC Sep 26 2023

21:22:03 UTC Sep 26 2023

21:22:03 UTC Sep 26 2023

Just Active

Just Active

Active Drain

Active

Inspection engine in other unit has failed
due to snort failure

Active Drain Inspection engine in other unit
due to snort failure

Active Applying Config Inspection engine in o
due to snort failure

Applying Config Active Config Applied Inspect
due to snort failure

* show failover - S&)uo IUped9ple 29d elds wely) IJeivd JJog»s.

<#root>
firepower#

show fail over | include host|snort

This host: Secondart - Active

slot 1: snort rev (1.0) status (up)

Other host: Primary - Failed

sTlot 1: snort rev (1.0) status (down)

Firepower-modulel#

s 2lJs snort traceback. Iuegsp 030 1Jlsle, Jogsss p9de crashinfo Iy Ipddle 1Jiguluwss:

<tfroot>

For snort3:
root@firepower#

cd / ngfw var/ | og/ crashi nfo/

root@firepower:/ngfw/var/log/crashinfo#

ls -1

total 4

-rw-r--r-- 1 root root 1052 Sep 27 17:37 snort3-crashinfo.1695836265.851283

For snort2:
root@firepower#

cd/ var/ dat a/ cores



root@firepower:/var/data/cores#
Is -a

total 256912
-rw-r--r-- 1 root root 46087443 Apr 9 13:04 core.snort.24638.1586437471.9z

b glJs snort traceback. oo |Jpuwozuws wudb ogese pdule luved ol IJigble gl odlzol.
oo Idpddle IUlgul pusé. sldleold o Cisco TAC.

elJs 1Jlpweesle - Buud 1Jlzos6 9 1Jbl 86
22> 2ol FTD Logsd 1d9z2s 118 po el ol s ool celss Idbuud pg suwlsd
lJeszsu. ewpl Jloodds 1Ugesé odle Huwlisd wrzsy pocldss eds Lol eely) IUud:

9&wpl wu bl IJiRooble eds IJglzole el 8o Spdo ouvgsd gre wely) IJeyid.

ooV 030 1Uuo9)6 IJouwsele IJos wp logblgel gus 2298 gbd Ws IJbl$o:

Analysis Palicies Devices Objects Integration Deploy Q 00 I+ @ adminv el o
—
notincations
Normal (2) Deployment Pending (0) ® Upgrade (0) ® Snort 3 (2) © Interface Status - 10.82.141.171 X

Interface "Ethernet1/1" has no link
Interface ‘Ethernet1/2" has no link

Model Version Chassis Licenses Access Cqr A ClusterfFailover Status - 10.82.141.171 b o
CLUSTER_STATE_GENERAL _FAILURE (Failover
Stateful link down)
CLUSTER_STATE_GENERAL_FAILURE (Fallover
LAN link down)

PRIMARY (FLM19389L0R)
FAILOVER_STATE_ACTIVE (HELLO not heard from
peer)

FPROK-1

Firepower 9300 with FTD 7.25 = -‘;;{'—ur.i;n-:l:;h.he e " Essentials, IPS (2 more...)

Firepower 9300 with FTD 7.25 Essentials, IPS (2 more...)

B Sacurity Module - 1 o
weles IJud pg cebd IUblés
p0 l2d 388¢ Idwon JJBUudd luwegpde 03l ey
* show failover history - £, 0 pe99ble wzly) IJB vd. wg)uo peyble wely) IUVvd wessile
I2lJé Iduwlods 1Ugluos worlys IS Ubd suwow wéss) IJzlJs.

<#root>
firepower#

show fail over history

From State To State Reason




22:14:42 UTC Sep 26 2023

Standby Ready Just Active HELLO not heard from peer
(failover 1ink down)

22:14:42 UTC Sep 26 2023

Just Active Active Drain HELLO not heard from peer
(failover 1ink down

22:14:42 UTC Sep 26 2023

Active Drain Active Applying Config HELLO not heard from peer
(failover 1ink down

22:14:42 UTC Sep 26 2023

Active Applying Config Active Config Applied HELLO not heard from peer
(failover 1ink down)

22:14:42 UTC Sep 26 2023

Active Config Applied Active HELLO not heard from peer
(failover 1ink down)

« show falover siate - &2 031 1Jlo, 218 o2les IJB id JIJ oo 1Jszsle 915, suow o IUIGJIE
suo Jogly) IJB id.

<#root>
firepower#

show failover state

State Last Failure Reason Date/Time
This host - Primary
Active None
Other host - Secondary
Failed Comm Failure 22:14:42 UTC Sep 26 2023

21J6 1l ueesle - Bund séle 1ddde Jegldz MIO (IJizoj6)

Swwd posd IJobosd sosl vosole §do s Idpdinyd. gus g3 odds Jlpweelole
IJ89,86: Spdu wubgsd gae welss IJduad.

o0 led 58080 lduwow JJBUud: luweg pde 03l le):
* show failover history - £,0 pe99ble wely) IJVvd. wg)uo pesble wely) I vd wess)lo

IJelJs Iduwlo8s 1Jelues worly) IJuvd suvuw wess) IJelds.

<#root>
firepower#

show failover history

From State To State Reason




02:35:08 UTC Sep 26 2023
Active Failed MIO-blade heartbeat failure

02:35:12 UTC Sep 26 2023
Failed Negotiation MIO-blade heartbeat recovered

02:37:02 UTC Sep 26 2023
Sync File System Bulk Sync Detected an Active mate

02:37:14 UTC Sep 26 2023
Bulk Sync Standby Ready Detected an Active mate

eu VWyud v8le Blo §de MIO: pu Idpuwozuws wudé wzesSE pdile iuuodu'bla_é IJi'aJoIc
sluedleoli 98,50 uwedle IJo@usé pu FXOS: gldleold o cisco TAC.

wldouvwé |Js Firepower 4100/9300. 9o wogpse osIdd show tech-support 9¢ ;0 9236 IUsgp
lJOus.

IJouwes [Js FPR1000/2100 92515 1Jz elsé 1Ules 3100/4200. $p wozpesSE we9de show JUsg e
lJOus.

PEJBP'&:) Slo uoJé

o | L_9__>__ 'd__LS__Ol ble Ol Ldg o LSS FXOS
o lbgp lJo,9us 9l wule - Cisco Systems



/content/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/high_availability_for_firepower_threat_defense.html
/content/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/high_availability_for_firepower_threat_defense.html
https://www.cisco.com/c/ar_ae/support/docs/security/firepower-management-center/212699-configure-ftd-high-availability-on-firep.html
https://www.cisco.com/c/ar_ae/support/docs/security/firepower-management-center/212699-configure-ftd-high-availability-on-firep.html
https://www.cisco.com/c/ar_ae/support/docs/security/firepower-management-center/212699-configure-ftd-high-availability-on-firep.html
https://www.cisco.com/c/ar_ae/support/docs/security/firepower-management-center/212699-configure-ftd-high-availability-on-firep.html
https://www.cisco.com/c/ar_ae/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
https://www.cisco.com/c/ar_ae/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
https://www.cisco.com/c/ar_ae/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
https://video.cisco.com/detail/video/6194332657001
https://video.cisco.com/detail/video/6194332657001
https://www.cisco.com/c/ar_ae/support/index.html
https://www.cisco.com/c/ar_ae/support/index.html

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
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