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https://www.fbi.gov/scams-and-safety/common-fraud-schemes/nigerian-letter-or-419-fraud
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IMS Global Settings

Ironport Intelligent Multi-Scan:  Enabled
Regional Scanning: | OFf

Edit IMS Settings
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Edit Common Global Settings

Message Scanning Thresholds: — Increasing these values may result in decreased performance, Please consult documentation for size recommendatiens
based on your environment.

Always scan messages smaller than |2M Maximwm
Add a trailing K or M to indicate units. Recommended setting is 1024K( 1MB) or less.

Mever scan messages larger than I]H Maximum
Add a trailing K or M to ingicate units. Recommended sefting is 2048K72MB) or less

Timeout for Scanning Single Message: |5D Seconds
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IrenPort Antl-Spam Global Settings
¥ Enable IrenPort Anti-Spam Scanning

Message Scanning Thresholds: | Increasing these values may result in decreased performance, Flease consult documentation for size recommendations
based on your environment,

Always scan messages smaller than EM Maxirmum

Add & traiting K or M lo indicate unifs, Recommended setfing is 102K IMEB) or lass
Hever scan messages larger than [3M Maximum
Aad & traiting K or M to indicaté units. Récommended saetting s 2048K({2MB) or less
Timeaut for Scanning Single Message: Egc. Seconds
Scanning Profile: Marmal

® Aggressive

Do not select the a8 ve profile if

Regional {China)
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External Spam Quarantine Settings

¥ Enable External Spam Quarantine

Name: ||:entra|ized_spam
(e.q. spam_quarantinga)

IP Address: Isma_ip_address

Paort |6025

Safelist/Blocklist: | &  Enable End User Safelist/Blacklist Feature

Blocklist Action: | Quarantine 5
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/content/en/us/support/docs/security/content-security-management-appliance/118461-technote-esa-00.html
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Add Pelicy... i

Order  Policy Mama  Anti-Spam ANTEVInES Advanoad Mahware Protection Graymall Content Filters Qurbreak Filters  Daleta
Default Policy  IronPort Intelligant Multi-Scan | Sophas File Reputation Graymall Detection URL_LOG_ALL_REPUTATION Ratention Tima:
Positive: Deliver Encrypted: Daliver Makware File: Drop Unisubscribse: Enabled URL_LOG_ALL_CATEGORY Wirus: 1 day
Suspected: Delieer Unscannable: Deliver  Pending Analysis: Quaranting Marketing: Spam Quaranting URL_QUARANTINE_MALICIOUS Other: 4 hours
Wirus Pogitive: Drop Unscannable - Message Error: Deliver  Social: Spam Quaranting URL_REWRITE_SUSFICIOUS

Unscannable - Rate Limit: Daliver Bulk: Spam Quaranting URL_INAPPROPRIATE
Unscannable - AMP Service Not ... SPE_DKIM_FaIL
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Anti-Spam Settings

Policy: Default

Enable Anti-Spam Scanning

for This Policy: Use IronPort Anti-Spam service

®  Use IronPort Intelligent Multi-Scan
Spam scanning built on IronPort Anti-Spam.

Disabled
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Apply This Action to Message: | Spam Quarantine 3

Note: If local and external quarantines are defined, mall will be sent to local quarantine.

Add Text to Subject: | | prepend #|  |[SPAM]
I Advanced Optional settings for custom header and message delivery.
Suspected Spam Settings
Enable Suspected Spam Scanning: ' No ® Yeg
Apply This Action to Message: ' Deliver &

Send to Alternate Host (optional): I

Add Text to Subject: | | prepend # |[SUSPECTED SPAM]

I Advanced = Optional settings for custom header and message delivery.
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Spam is scored on a 1-100 scale, The higher the score, the more likely a message is a spam.
IronPort Anti-Spam: * Use the Default Thresholds

Use Custom Settings:
Positively Identified Spam:  geare >

90 (50 - 100)
Suspected Spam:  gcore >[50 (minimum 25, cannot exceed positive spam score)
IronPort Intelligent Multi-Scan: | ) Use the Default Thresholds

® Use Custom Settings:

Positively Identified Spam:  geare > (50 - 100)

1 &

Suspected Spam:  Seore = (minimum 25, cannot exceed positive spam score)
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Sophos Anti-Virus Overview
Anti-Virus Scanning by Sophos Anti-Virus: | Enabled
Virus Scanning Timeout (seconds): | 60
Automatic Updates: [ ¥ Enabled

Edit Global Settings... |

Current Sophos Anti-Virus files

File Type Last Update Current Version MNew Update
Sophos Anti-Virus Engine Wed Mov 6 10:04:30 2019 3.2.07.377.1_5.68 Mot Available
Sophaos IDE Rules Wed Mov 6 12:03:56 2019 2019110602 Mot Available
No updates in progress.
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Policy: DEFAULT

Enable Anti-Virus Scanning for This Policy: ® Yes
¥ Use McAfee Anti-Virus

¥ Use Sophos Anti-Virus

) No
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Message Scanning

| Scan for Viruses only &
[ Drop Iinfected attachments if a virus is found

I#  (recommended) Include an X-header with the Anti-Virus scanning results in messages

Repaired Messages:
Action Applied to Message: a)

Archive Original Message: | * No Yes
Modify Message Subject: * No Prepend Append

l[WARNING! VIRUS REMOVED]

b Advanced Optional settings for custom header and message delivery.
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Encrypted Messages:
Action Applied to Message: | Deliver As Is E
Archive Original Message: '® No ' Yes
Maodify Message Subject: () No = Prepend ' Append

|[M'u’ UNSCANMABLE]
b Advanced Optional settings for custom header and message delivery.

Unscannable Messages:
Action Applied to Message: | Deliver As Is -

Archive Original Message: ® No . Yes
Modify Message Subject: ) No  '® Prepend ' Append

[[A7v UNSCANNABLE)

b Advanced | Optional settings for custom header and message delivery.

Virus Infected Messages:
Action Applied to Message: Drop Message &
Archive Original Message: ® No ' Yes
Modify Message Subject: | No * Prepend Append

I[WF\RN[NG : VIRUS DETECTED]

b Advanced Optional settings for custom header and message delivery.

s p3ll ol e il -
Lall g iSOV sl e goingall slaw Jiasi posi Y s o9 wolall a,dl zeld Jilow 26 glily os:

Jraulse

Sl 2l zose gawte Um0 1S o (s9SIV adl ol Sl 9 (oIl Al 650] J> e



plaziawly L sl s lumwgall Cizdl a 6,11 J> aui -l le daslall Il ela)] donsg
owleill rorsiual) dlgw T 9659 &lwlul (9 duuliall Sl olic Gukay aoaall 3Ll A >0
iVl elel] doxs plaziwl led ooeall e Bl Jl L6 JlaaVl claly

2ol L9 iSOV aly dselain Yl aSuial) 39 iSOV Ay Seguusil) 59,0V 3,4l Graymail old (o

0id _le Joaxl .allu )l dai)ly Jiy ciwiae ] Jlusly oaase gul, @lol dsxsiall oL e
oL, 2l agd) "Graymail J eVl JLaiVl elel" 650 oSy poiin a8Vl dulaall

0 juoll 2liss o Gaxill

oliall aelas < plaill 6)15] JI Jssl ESA lc -
Jois ail oo 23Sk Graymail Safe 9 Jluw)l ela] (e el -

Safe Unsubscribe 9 Graymail oloas 805
Graymail 9 IMS <cloaxll olodl ) o Ll oVl o skis -

dwgasll Graymail cblae] e ,;Graymail whblag] =5 oVl Jo,e sl -
rdglald] ozl 59 eVl JLubYI elel] uSai9 Graymail waubsS uSas - oL g oz -

Graymail Global Settings

Graymail Detection Enabled
Safe Unsubscribe | Enabled
Automatic Updates (7) | Enabled

Edit Graymail Settings |
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Policy: DEFAULT

Enable Graymail Detection for This Policy: O ves No
Enable Graymail Unsubscribing for This ﬂ' Yes Mo
Policy:
Perform this action for: ) All Messages Unsigned Messages

{Recommended)

sl oblagl Loldl el2Vly gl _ig,iSIVl ] oblacl Lokl ehaVl all &3 pludY ains
aozall Lo SV audl oblasl Lol el,2Vly delaizVl aSil) 9SO

el @ i sl 52l e Jasll L Loty Lesn LgisSos 9 L wosall ol jloall Jiadl Jiass -
0ol pmall sl e olially sl Lasd goiosall I SHl silaw o lio] go



v Action on Marketing Email
Apply this action to Message: | Deliver =
Send to Alternate Host (eptional): |

Add Text to Subject: Mo @) Prepend Append

[[MARKETING]
b Advanced  ‘Optional settings for custom header and message delivery.

+ Action on Social Network Email

&

Apply this action to Message: Deliver ]
Send to Alternate Host (optional): |
Add Text to Subject: Mo °Prepend Append
[[SOCIAL NETWORK)

+ Advanced | CPtional settings for custemn header and message delivery.

< Action on Bulk Email
Apply this action to Message: | peliver s
Send to Alternate Host (optional): |

Add Text to Subject: Mo @) Prepend Append

[(BULK)
b Advanced | Optional settings for custom header and message delivery.
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Outbreak Filters Global Settings

Enable Outbreak Filters
Adaptive Rules: Enable Adaptive Rules

Maximum Message Size to Scan: |3|.1 Maximum
Add a trailing K or M to indicate units.

Emailed Alerts: (7) Receive Emailed Alerts
Web Interaction Tracking: @ Enable Web Interaction Tracking
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Outbreak Filter Settings

Quarantine Threat Level: '? )
Maximum Quarantine Retention: | yjral Attachments: ,1— Days  §

Other Threats: 4 Hours *
Deliver messages without adding them to quarantine

Bypass Attachment Scanning: ¥ | None configured
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Message Modification

Enable message modification. Required for non-viral threat detection (excluding attachments)
Message Modification Threat Level: '? 32

Message Subject: | | prepend 4 | |[Possible $threat_category Fraud) Insert Variables | Preview Text &

Include the X-IronPort-Outbreak-Status headers: Enable for all messages

Enable only for threat-based cutbreak
© nDisable

Include the X-IronPort-Outbreak-Description header: Enable

Disable

Alternate Destination Mail Host (Other Threats only): |
(examples: example.com, 10.0.0.1, 2001:420:80:1::5)
URL Rewriting: | Cisco Security proxy scans and rewrites all URLs contained in malicious outbreak emails.
Enable only for unsigned messages (recommended})

© Enable for all messages
Disable

Bypass Domain Scanning o)

£
(examples: example.com, crm.example.com, 10.0.0.1, 10.0.0.0/24, 2001:420:80:1::5, 2001:4b8::/32)
Threat Disclaimer: | | System Generated :
Preview Disclaimer &

Disclaimer text will be applled to the top of the message body for Suspiclous and Quarantined messages. To create custom disclaimers
go to Mail Policies > Text Resources > Disclaimers
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