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C170.1 ocal > clusterconfig

Do you want to join or create a cluster?
1. No, configure as standal one.

2. Create a new cluster.

3. Join an existing cluster over SSH.

4. Join an existing cluster over CCS.
[1]> 2

Enter the nanme of the new cluster.
[1> migration.|ocal

Should all machines in the cluster comunicate with each other by hostnane or by |IP address?
1. Conmunicate by |IP address.

2. Communi cate by hostnane.

[2]> 1

What | P address shoul d ot her nachi nes use to conmuni cate with Machine C170. 1 ocal ?
1. 10.10.10.56 port 22 (SSH on interface Managenent)

2. Enter an I P address manual ly

[1>1

O her nmachines will communicate with Machine C170.1ocal using | P address 10.10.10.56 port 22.
You can change this by using the COMMUNI CATI ON subcommand of the clusterconfig command.

New cl uster conmmtted: Sat Jun 08 07:47:59 2019 GMI

Creating a cluster takes effect immediately, there is no need to conmt.

Cluster mgration.|ocal

Choose the operation you want to perform
- ADDGROUP - Add a cluster group.


/content/en/us/td/docs/security/esa/esa12-0/user_guide/b_ESA_Admin_Guide_12_0/b_ESA_Admin_Guide_12_0_chapter_0101000.html

- SETGROUP - Set the group that machines are a menber of.

- RENAMEGROUP - Renane a cl uster group.

- DELETEGROUP - Renpve a cluster group.

- REMOVEMACHI NE - Renobve a machine fromthe cluster.

- SETNAME - Set the cluster nane.

- LIST - List the machines in the cluster.

- CONNSTATUS - Show the status of connections between machines in the cluster.

- COVMMUNI CATI ON - Configure how machi nes communi cate within the cluster.

- DI SCONNECT - Tenporarily detach nachines fromthe cluster.

- RECONNECT - Restore connections with machi nes that were previously detached.
PREPJO N - Prepare the addition of a new machi ne over CCS.
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VESA. | ocal > clusterconfig

Do you want to join or create a cluster?
1. No, configure as standal one.

2. Create a new cluster.

3. Join an existing cluster over SSH.

4. Join an existing cluster over CCS.

[

While joining a cluster, you will need to validate the SSH host key of the renpte machine to
which you are joining. To get the public host key fingerprint of the renbte host, connect to
the cluster and run: |logconfig -> hostkeyconfig -> fingerprint.

WARNI NG All non-network settings will be lost. Systemw |l inherit the values set at the group
or cluster node for the non-network settings. Ensure that the cluster settings are conpatible
with your network settings (e.g. dnsconfig settings)

Exception: Centralized Policy, Virus, and Qutbreak Quarantine settings are not inherited fromthe
cluster. These settings on this machine will remain intact.

Do you want to enable the Cluster Conmunication Service on ironport.exanple.con? [NJ> n

Enter the I P address of a nmachine in the cluster.
[1> 10.10.10.56

Enter the renpte port to connect to. This nust be the normal admin ssh port, not the CCS port.
[22] >

Wuld you like to join this appliance to a cluster using pre-shared keys? Use this option if you
have enabl ed two-factor authentication on the appliance. [Y]> n

Enter the nane of an administrator present on the renote nachine
[adm n] >

Ent er passphrase:

Pl ease verify the SSH host key for 10.10.10.56:

Public host key fingerprint: 80:22:44:aa:cc:55:ff:ff:11:66:77:ee:66:77:77: aa
Is this a valid key for this host? [Y]>y

Joi ning cluster group Min_G oup.
Joining a cluster takes effect imediately, there is no need to commt.
Cluster mgration.|ocal

Choose the operation you want to perform

- ADDGROUP - Add a cluster group.

- SETGROUP - Set the group that machines are a nenber of.

- RENAMEGROUP - Renane a cluster group.

- DELETEGROUP - Renpbve a cluster group.

- REMOVEMACHI NE - Renpve a nachine fromthe cluster.

- SETNAME - Set the cluster nane.

- LIST - List the machines in the cluster.

- CONNSTATUS - show the status of connections between machines in the cluster.
- COVMUNI CATI ON - Configure how nmachi nes conmuni cate within the cluster.

- DI SCONNECT - Tenporarily detach machines fromthe cluster.

- RECONNECT - Restore connections with machi nes that were previously detached.
PREPJO N - Prepare the addition of a new nmachi ne over CCS.

[1>

(Cluster migration.local)>
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(Cluster migration.local)> clusterconfig
Cluster mgration.|ocal

Choose the operation you want to perform

- ADDGROUP - Add a cluster group.

- SETGROUP - Set the group that machines are a nenber of.

- RENAMEGROUP - Renane a cluster group.

- DELETEGROUP - Renpve a cluster group.

- REMOVEMACHI NE - Renpve a nmachine fromthe cluster.

- SETNAME - Set the cluster nane.

- LIST - List the machines in the cluster.

- CONNSTATUS - show the status of connections between machines in the cluster.
- COMMUNI CATI ON - Configure how nmachi nes conmuni cate within the cluster.

- DI SCONNECT - Tenporarily detach machines fromthe cluster.

- RECONNECT - Restore connections with machi nes that were previously detached.
- PREPJO N - Prepare the addition of a new nachi ne over CCS.

[1> renmovenachi ne

Choose the nmachine to renpbve fromthe cluster.
1. C170.1ocal (group Min_G oup)

2. VESA. local (group Main_G oup)

[1]> 2

WMr ni ng:

- You are renoving the nmachine you are currently connected to, and you will no longer be able to
access the cluster.

- This change will happen imediately wi thout a commt.

Are you sure you want to continue? [N >y

Pl ease wait, this operation nmay take a mnute...
Machi ne VESA. | ocal renoved fromthe cluster.
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VESA. | ocal > clusterconfig

Do you want to join or create a cluster?
1. No, configure as standal one.

2. Create a new cluster.

3. Join an existing cluster over SSH

4. Join an existing cluster over CCS.

[

Enter the nanme of the new cluster.
[1> newcluster.|ocal
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Shoul d all machines in the cluster comunicate with each other by hostname or by |IP address?
1. Communicate by | P address.

2. Communi cate by host nane.

[2]> 1

What | P address shoul d other machi nes use to conmuni cate with Machi ne C170. 1 ocal ?
1. 10.10.10.58 port 22 (SSH on interface Managemnent)

2. Enter an | P address manual ly

[1> 1

O her nmachines will comunicate with Machi ne Cl195.1ocal using | P address 10.10.10.58 port 22.
You can change this by using the COMUNI CATI ON subconmmand of the clusterconfig comrand.

New cl uster conmitted: Sat Jun 08 11:45:33 2019 GMI

Creating a cluster takes effect imediately, there is no need to conmit.

Cl uster newcl uster. | ocal

Choose the operation you want to perform

- ADDGROUP - Add a cluster group.

- SETGROUP - Set the group that machines are a menber of.

- RENAMEGROUP - Renane a cluster group.

- DELETEGROUP - Renpve a cluster group.

- REMOVEMACHI NE - Renobve a machine fromthe cluster.

- SETNAME - Set the cluster nane.

- LIST - List the machines in the cluster.

- CONNSTATUS - Show the status of connections between machines in the cluster.
- COVMMUNI CATI ON - Configure how machi nes communi cate within the cluster.

- DI SCONNECT - Tenporarily detach nachines fromthe cluster.

- RECONNECT - Restore connections with machi nes that were previously detached.
PREPJO N - Prepare the addition of a new machi ne over CCS.

[1>
(Custer newcluster.local)>
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C195. 1 ocal > clusterconfig

Do you want to join or create a cluster?
1. No, configure as standal one.

2. Create a new cluster.

3. Join an existing cluster over SSH.

4. Join an existing cluster over CCS.

[

VWhile joining a cluster, you will need to validate the SSH host key of the rempte machine to
whi ch you are joining. To get the public host key fingerprint of the renpte host, connect to
the cluster and run: logconfig -> hostkeyconfig -> fingerprint.

WARNI NG All non-network settings will be lost. Systemw |l inherit the values set at the group
or cluster node for the non-network settings. Ensure that the cluster settings are conpatible

with your network settings (e.g. dnsconfig settings)

Exception: Centralized Policy, Virus, and Qutbreak Quarantine settings are not inherited fromthe
cluster. These settings on this machine will remain intact.

Do you want to enable the C uster Conmunication Service on ironport.exanple.con? [N > n



Enter the I P address of a machine in the cluster.
[1> 10.10.10.58

Enter the renote port to connect to. This nust be the normal admin ssh port, not the CCS port.
[22] >

Wuld you like to join this appliance to a cluster using pre-shared keys? Use this option if you
have enabl ed two-factor authentication on the appliance. [Y]> n

Enter the name of an administrator present on the renote nachine
[adm n] >

Ent er passphrase:

Pl ease verify the SSH host key for 10.10.10.56:

Public host key fingerprint: 80:11:33: aa: bb: 44: ee: ee: 22: 77:88: ff: 77: 88: 88: bb
Is this a valid key for this host? [Y]>y

Joi ning cluster group Min_G oup.
Joining a cluster takes effect imediately, there is no need to conmt.
Cluster newcluster. | ocal

Choose the operation you want to perform

- ADDGROUP - Add a cluster group.

- SETGROUP - Set the group that machines are a menber of.

- RENAMEGROUP - Renane a cl uster group.

- DELETEGROUP - Renpve a cluster group.

- REMOVEMACHI NE - Renobve a nmachine fromthe cluster.

- SETNAME - Set the cluster nane.

- LIST - List the machines in the cluster.

- CONNSTATUS - Show the status of connections between machines in the cluster.
- COVMMUNI CATI ON - Configure how machi nes communi cate within the cluster.

- DI SCONNECT - Tenporarily detach nachines fromthe cluster.

- RECONNECT - Restore connections with machi nes that were previously detached.
PREPJO N - Prepare the addition of a new machi ne over CCS.

[1>
(Custer newcluster.local)>
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wessu UpdateConfig JJluilyé 1Js pede 1Jlzejs. JIJeld 3JYe po IJ CLI sy do IJelds:

1. oease Config

2. DynamicHost (*o03l lo) pgds BBl W 030 IJudbé o UpdateConfig)
3. b¢d pl sJ.s: update-manifests.ironport.com 443

4. luoglo eJs Enter o6 9lg26 JUyz9e IJs pozoe CLI U issums

5. 9p vouvgsd IUldujle Jpudb wess)le IUodysy 1Jgluos .

esble cubsy IJoszesd 99u0¢0



CX70 > CX95

k_9..5 o3l IJS&U: L}Uuaula |J§ |ua|) k9_)'_)||.J Jl;s&lk_g VLJ‘”E_‘SJ |a0_)0 CX70 SLJ_)CLSJ &ulﬁ&u IP
10092936 Sluwple IJ e ns® IJeyoubs wol lJs CX95. 1Jgolue, IJebdsu aylzecol Ioole 030
lJgpds6 ot

-+ 8lzod IJpumeser Iubeds > 9lz0d IP [bed go) IJ Slzes wubbs: sls luwe puosSd prowb
pesu JIJ 9lzod]
+ CLI: pugosgosluwe IJperuo

CXoov

w9 oo lsuol Bes lols Bl 29d Jsdiss IUpuos $rpl Bes luwesle Ilsuvl
lJle,lgoss. JIiIJs 03l pu wble 1dpgeses ez s bysy wuvesd CloudConfig >
RemoveAmachine slz wsl) 5 9p 1Jzols [Ublo,s el ldwe po bl 1Jpee9gs:

(Cluster newcluster.local)> clusterconfig
Cluster cluster
Choose the operation you want to perform

- ADDGROUP - Add a cluster group.

- SETGROUP - Set the group that machines are a nmenber of.

- RENAMEGROUP - Renane a cl uster group.

- DELETEGROUP - Renpve a cluster group.

- REMOVEMACHI NE - Renobve a nachine fromthe cluster.

- SETNAME - Set the cluster nane.

- LIST - List the machines in the cluster.

- CONNSTATUS - Show the status of connections between machines in the cluster.
- COVMMUNI CATI ON - Configure how machi nes communi cate within the cluster.

- DI SCONNECT - Tenporarily detach nmachines fromthe cluster.

- RECONNECT - Restore connections with machi nes that were previously detached.
- PREPJO N - Prepare the addition of a new machi ne over CCS.

[1> removenachi ne

Choose the machine to renove fromthe cluster.
1. vESA. local (group Min_G oup)
2. Cl195.1ocal (group M n_G oup)

[1]1> 1

VMr ni ng:

- This is the last machine in the cluster. Removing it fromthe cluster will destroy the
cluster.

- This change will happen imediately without a commt.

Are you sure you want to continue? [N >y

Pl ease wait, this operation nay take a mnute...
Machi ne VESA. | ocal renpved fromthe cluster.

18Il Jlguwegsle 1Jzols IUbloys wes IJezsd:

lowedle peows 9 2ol lzooh

C Suwodse Jewe luosblollueshle uble IJoysésd AsyncOS IJpuvodudssé Gud s
epdsle vuv) Josiss [Jloolg

- Jeeslbs 99lJs IJBole 19,9088 (ESA) Jodl, s 1dues Idpuweduds
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53 9lUss op engsuoe wlddled s oyd Idpuules BLES 9lud, W98 IJolds.
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15. ¢, spsle Idlze Bl

wldpgiou (SKU) 1Jgluodé wosuleg Cisco ESA/WSA software IJos

Sz spzol B euzsuo Cisco Virtual ESANVirtual WSANirtual SMA. b§b$e wes 3Jd

16. bbgd godlo 1denss IIJIe,90s 138 sze buwld IJe,ésoe 1Jso

17. 2ol 1od)y 996 IJewosd eds g
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wlelo lds gouslo 1desss IUIJIe 908 Jpl Gpo wopssso.

euble ©)8sé p90Jo

11.0.3-238 (pdlz bl U] o5l))
luosl) EoS py AsyncOS J CX70

Bsws-11-0-1-027 -> B sLs-11-0-
3-238

OBSws-11-0-1-301 -> B sLs-11-0-
3-238

VBSws-11-0-1-602 -> B sLs-11-0-
3-238

BSws-11-0-2-037 -> B sLs-11-0-
3-238

OSws-11-0-2-038 -> B sLs-11-0-
3-238

B sus-11-0-2-044-11-0-3-238
WOsws-9-1-2-053 -> WL s-11-0-3-
238

OSsws-9-7-2-145 -> B sLs-11-0-3-
238

B Ss-9-8-1-015 -> bsLs-11-0-3-
238

11.5.0-066 (o Jl2ole 1] ool))

luosly IJesouse 1Uss ep Ubzuo J

CX95

Jl uuﬁk—g_) roL}ul_)lu |Ju_)$g50 UJD_)'
JIU 03l |uosl) Elue wldoususe

Jiob s x95 Ul wlusé.

&p culuwd ublpe |Upzesed

w83 1Jo, 886 |Js AsyncOS 12.x. 3l Jlpe lzojed VS 9u2g wble Ipzeogs 9op wdysy DLP.

sbo, g3 IJouluwd B lgshle DLP gus wuvgsd 1Jle, clustercheck

ko, 1Jisl ).

Jed o3l ldogolyv: 8

12.5.0-059 (pJlz ble 1] os1)
luo>h GA p9 o5 o J
CX80/CX90/CX95
Osws-11-0-1-027 -> B sus-
0-059

Osus-11-0-2-044 -> B sos-
0-059

Osws-11-0-3-238 -> B sus-
0-059

Osws-11-0-3-242 -> B sus-
0-059

BSws-11-1-1-042 -> B sus-
0-059

Osws-11-1-2-023 -> B sus-
0-059

Osws-11-5-0-058 -> WV sus-
0-059

OSws-11-5-0-077 -> B sus-
0-059

OSws-12-0-0-419 > B sUs-
0-059

OSsws-12-1-0-089 -> VLS
0-059

oluwesle CLI (slzo6

Sp wlewh oble 1dezeses LldIled gds luwoesle wdsso DLP 1Jglue ol

oU Ulao_)o I.Jla,s ._95 uble 1Jpzegs. |uuua)p |JpJD|JuO lIJoldss "Jsd oyss ed 03l g0

IJooluw8S" B 1Jie, clustercheck Jpl 09 o902 B Ipald IJelds:

(Custer)> clustercheck
Checking DLP settings...

I nconsi st ency found!

DLP settings at Cluster test:

nmai | 1. exanpl e. com was updated Wed Jan 04 05:52:57 2017 GMI' by
nmai | 2. exanpl e. com was updated Wed Jan 04 05:52:57 2017 GMI' by

"admi n'
"admi n'

on mail 2. exanpl e. com
on mail 2. exanpl e. com How



do you want to resolve this inconsistency?
1. Force the entire cluster to use the nail 1. exanpl e. com versi on.
2. Force the entire cluster to use the mail 2. exanpl e. com versi on.

3. lgnore.

[3]>

Soes IJolds po B)les pdlzble Il ool 1Jgluoé Lluosl, AsyncOS 1dss sop wuvésde eJs
ESA IJ¢lo LY.

ooze luolds: pebdole oblp ez pes6 Jss Lls wl ol le sl



https://www.cisco.com/c/ar_ae/support/security/email-security-appliance/products-release-notes-list.html
/content/en/us/support/docs/security/email-security-appliance/200885-ESA-Cluster-Requirements-and-Setup.html
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