oodds ESA 1Jp3936 AMP gl "g306 Lupgd
IJpdOS &) Sleds JJue9]"”

lJpzossle

| wod, wldd 1JIzble ol oIzl

psJ9ple So o

lJe 95,00

Suod 03l IJpwews IJouwse IJeouwsu 1Js zobs lelo 1dusss 1JIJIe,sus po Cisco (ESA) pe
pdsu Izelsd 1dpe 9306 pu ldwolez Iduohé (AMP). 2 s ol 1Jgse6 ) Bb6 eds
IJleuold go) 1dpeonds 32137 19 443 JJeg ), eds [Jpdos.

wozew bl "e3p8 Lupgs 1Updd ) Blwds JUsuesd" IUss
op oddse J AMP

op luosh AMP JJlgweésle eds ESA G IUluosl) 8.5.5 oo AsyncOS Jielo IJwsss IUIJIe 90,
Sedds IJpuwdsdsu oso Iyuwlds o ¢dId wrgsue AMP 9o pdsuo gds ESA:

The Warning message is:
The File Reputation service is not reachable.
Last message occurred 2 times between Tue Jul 26 10:17:15 2015 and Tue Jul 26 10:18:16 2016.

Version: 12.5.0-066
Serial Number: 123A82F6780XXX9E1E10-XXX5DBEFCXXX
Timestamp: 07 Oct 2019 14:25:13 -0400

B> $up wpdsu 306 AMP. 9Jduel gds IUbze Jl ooued eds Iduvwds go) 1Upuds 32137
Jdogyw gds lywe 1Updws.

131 JIg 03l 09 IJzld: spdu 1o sgel) puwdsd ESA TG sdsu Jsso louold "uweed lJpdS" o)
|Jpuds 443,

JJisle w3dIde 9p vogvesd LJip) enableConfig > advanced pu 9lz06 Luwlb, 1JIgle, 90lds pu
oS Y Jod euss wpdsy logold SSL (Ideoe9s 443) Jwpego Ide S [N]>:

(Cluster example.com)> ampconfig

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.

- CACHESETTINGS - Configure the cache settings for AMP.



- CLUSTERSET - Set how advanced malware protection is configured in a cluster.
- CLUSTERSHOW - Display how advanced malware protection is configured in a cluster.
[1> advanced

Enter cloud query timeout?
[15]>

Choose a file reputation server:
AMERICAS (cloud-sa.amp.cisco.com)
AMERICAS (Legacy) (cloud-sa.amp.sourcefire.com)

APJC (cloud-sa.apjc.amp.cisco.com)

1
2
3. EUROPE (cloud-sa.eu.amp.cisco.com)
4
5. Private reputation cloud

[

11>
Do you want use the recommended analysis threshold from cloud service? [Y]>

Enter heartbeat interval?
[15]>

Do you want to enable SSL communication (port 443) for file reputation? [N]> ¥

Proxy server detail:
Server

Port

User

Do you want to change proxy detail [N]>

Do you want to suppress the verdict update alerts for all messages that are not delivered to the
recipient? [N]>

Choose a file analysis server:

1. AMERICAS (https://panacea.threatgrid.com)

2. EUROPE (https://panacea.threatgrid.eu)

3. Private analysis cloud

[11>

Bl Joo ouweese 9lzes IJpuwegse Idyumspess: Slgo, grple Idlply > Gupgs IUpdW sopdsdo >
oS Jlgshlo IJgles > Jesblo po@306 (pugwdds) 9olds po weass glus [JIdesh luvodsle
SSL dro| 09 P9 22 oul:

S5L Communication for File Reputation: Use SSL (Port 443)

Tunnel Proxy (Optional):

Server: l Port: r____-

Username: [

Password: l @

Retype Password: [ (]

| Relax Certificate Validation for Tunnel Proxy ?J

de vobosd s szese Jogssile eds IJodsso.

sles)l lze uved AMP IUzlds Jdibdle eds wele 1Jgsps sldlcuald Iy Buidopl. spdud
22dSE 3JY pu 9lzos ub) IUisle, (CLI) Lluwegsle lews) IUssd.

Iod lple IJogss)lo gdJs ameonfig > po@dp Juo gwo)s 03l Vs ywedle AMP:



Mon Jan 26 10:11:16 2015 Warning: amp The File Reputation service in the cloud
is unreachable.
Mon Jan 26 10:12:15 2015 Warning: amp The File Reputation service in the cloud
is unreachable.
Mon Jan 26 10:13:15 2015 Warning: amp The File Reputation service in the cloud
is unreachable.

w8 lple IJogss)y eds ameonfig > oo @300 Spdud puivless 3Jd Vs yugdle AMP:

Mon Jan 26 10:19:19 2015 Info: amp stunnel process started pid [3725]

Mon Jan 26 10:19:22 2015 Info: amp The File Reputation service in the cloud

is reachable.

Mon Jan 26 10:19:22 2015 Info: amp File reputation service initialized
successfully

Mon Jan 26 10:19:22 2015 Info: amp File Analysis service initialized
successfully

Mon Jan 26 10:19:23 2015 Info: amp The File Analysis server is reachable

Mon Jan 26 10:20:24 2015 Info: amp File reputation query initiating. File Name =
'amp_watchdog.txt', MID = 0, File Size = 12 bytes, File Type = text/plain

Mon Jan 26 10:20:24 2015 Info: amp Response received for file reputation query
from Cloud. File Name = 'amp_watchdog.txt', MID = 0, Disposition = file unknown,
Malware = None, Reputation Score = 0, sha256 = a5f28flfed7¢c2fe88bcdf403710098977
fal2c32d13bfbd78bbe27e95b245£82, upload_action = 1

WSwp wUvgsd pdwd amp_watchdog.txt Jel 09 p9 0z Vs IJpeld Iduwlod JJ 10 58158 9swpe
owwgo VWS ywgd AMP. g5 03l IJpdw zjel o AMP.

w90 ks lwoedle ebs B uwed AMP pélod Huwlds po wsg (Iusle) IJpdSle Idos op
cJaswol Juuped 1pdd 9edsd 1Jpdsd peledl Joso 1y uwlJs:

Wed Jan 14 15:33:01 2015 Info: File reputation query initiating. File Name =
'securedoc_20150112T114401.html', MID = 703, File Size = 108769 bytes, File

Type = text/html

Wed Jan 14 15:33:02 2015 Info: Response received for file reputation query from
Cloud. File Name = 'securedoc_20150112T114401.html', MID = 703, Disposition = file
unknown, Malware = None, Reputation Score = 0, sha256 = clafd8efedeebd4e04551a8a0fb
533d80d4bec0205553465e997£9¢c672983346f, upload_action = 1

Glawepdlp pedsele Iduved 03 szw lu $J9u 1deuwdsd 1ol eds Holb pesd ILuwlJs (MID)
Vs wedlo IJoyss.

lweduld IJizble 9] oJlzol

olze leshle galy 1z elso slduvedo Juoplo Wog louold SSL Joso:

LJ\{;S Tr
I ]oc - / . .
i‘;“ asdy 21 un1Upuoisid lUs o
J Je
; Jar  oe 5sale | Tial- . 5 o IUsuo9d U grple
443 TCP 3l ;{rol 09 ,o:J_?u VO gplo Idlely > ywpego 1Jpdd 9ozdsdo. omzlod Jopdsd

Jel 09 pdso Bis grple Ilplo > pwegs Idedd scedsde:  1Jsuosd I erple
32137 TCP  ¢he Idpsbe IJpodrp:ldpllog IUpodrp: pedps wrpe e9bbp  1Juwelod JJeuosd ¢
Idowzlob. Supgd 1UpJus.

Spedud tool) IUlouold |Jiu.u|u.u..§ ou ESA Ussd |Js 306 Iduwzled gu) woulpe Telnet g,



V_)lelg_ Telnet J_oplu ledluss 9,09 IJzoly Jssd 1Us @3ple AMP 9 wegs Idpdle soedsd
lJedole cugle.

pdlzbé: sop cdyso Idgolasy 1Ueluos wuwpees IUpd sopedsd ldpdSle gds lzos
L}ULQ)|;”9|fL)((:Ll)lJlLyULJa)lp LJIPJen1atﬂe config > E}SLﬂLJ pthQ)pc>l9 PL}SIEOC'LJPL)UgJa)F
lLuw9ps6 (GUI) pe @3ple Iipls > uupgs Idpdd 9cedisdo > sy Ilesble 1Uglps >
lesble po@3p6 (puwaJs).

pdlebbé: Bl oo ouwegse 99sd udE wsu ESA 9¢he (291>0) upego IJpdd: W8> Sbbodw
pod Updsy sl we s gpdst IJoedd pu Lors Idubelys Jedsd IJusd. sope
099 03l IUgsh Jogbs 1doedd pu uors Idubelss IJSslunss 15l Je sop wodse
wohd gbe 9dsd IJudS pu God paze 2% L9898 wo pu Jwd ESA. eds puosd Idpeld:
22> 03l 1Jgsh Bl oo ouwegse volds 099e6 Slusl eds Ebe 9dsd 083 sIRJs 999

wO0.
rO\:JlJ UVPEO |,J|o.Jg9

10.0.0-125.1ocal> telnet cloud-sa.amp.sourcefire.com 443

Trying 23.21.199.158...

Connected to ec2-23-21-199-158.compute-1.amazonaws.com.
Escape character is '*]°

~]

telnet> quit

Connection closed.

pold cedsd lJpdus:

10.0.0-125.1ocal> telnet panacea.threatgrid.com 443

Trying 69.55.5.244...
Connected to 69.55.5.244.
Escape character is '"]°
~]

telnet> quit

Connection closed.

1 o ESA Sl g s il oler Telnet 1Uss elap gupes UN& sl 5522 995 desds
IJuo>5>|u eds 9lgos uUbJ |_9|rOJ (CLl) ESA ould |rOJ pads

10.0.0-125.1ocal> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- DISK _USAGE - Check Disk Usage.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
- SERVICES - Service Utilities.

[1> ampregister

AMP registration initiated.



pedsplo dlo LoJé



/content/en/us/support/docs/security/email-security-appliance/118511-technote-esa-00.html
http://www.cisco.com/c/ar_ae/support/security/email-security-appliance/products-user-guide-list.html
/content/en/us/support/docs/security/email-security-appliance/118232-technote-esa-00.html
/content/en/us/support/docs/security/email-security-appliance/118232-technote-esa-00.html
/content/en/us/support/docs/security/email-security-appliance/118552-qa-esa-00.html
https://www.cisco.com/c/ar_ae/support/index.html
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