PIXIASA 7.x: IJw& IJpogss eds IJlub pé
IJiuwluusé PIXIASA o 1Jpyuwd gds polJ
IJodsu IUebes

Slhgizall

doasoll

daaw LY o llnial
lllnie|

do 3 Ziuwnl | o LgSall
oMapdl

auwlwl ologles

aSuill | Jaulasill puw )l
axoll o o=l

>Nl clas VI OLiuSiuwl
le>Molg ellas V] BliuSiwl el >
a99 20 cllas|

il old ologles

dosall

SVl 5le> 9i/s Cisco o (ASA) wassiall Jlall LoVl jle> e samiall cull ¢puoSi 133505 sitmall 13D pad,
8562V Jolsg oVl 5le> oo 2l L9 saziall el Juwe 3> lsi (Jball 13D (8 X.7 ,lao¥l Joiy sl PIX
agac e W IGMP 65 dsnanll 65291 Juw s aziall el 59,0 45,5 il J3 1L 639200l dégall
el 4295 JS939 S (PIM) JoSei9 )l o8 Jaiaall sasiall cul Jiliall gingll dylanll Jla pasiuns dcsaall
-390 a0 asls 2>lgi V19 IVl cull azgo I Saolial sasioll

D3 ASA SSM J joxe aiV Ll dcgacno 08,8 X.X.X/8.232 dxc ,all dSuid] FWSM/ASA acs, V ke
s iSay Iy Lo il e bl eliw] aiy Y9 1,00 91 duc o)l dSuinll 03D plaziwl, FWSM/ASA oy ¥
GRE 545 _9 lpadsi, cuad 131 ASAIFWSM JM5 0 03D sasiall el 49,0 45>

dww Lw)l o lllaioll
o lllaioll

2obl o 7.2 91 7.1 91 7.0 laoYl J2iy sl ASA gl Cisco PIX glol jle>

a2 iwall &bgSoll




X.7 5luoYl Jiiy Cisco ASA i Cisco PIX dla> jlaz> Il siwall 138 (9 63,lg)l & logleall xiws

8362Vl o> ol .aols dlaso iy S 5392900l 8562V Lo Aiiall 13D 5 83)l)l o logleall elis] o

Y Jaizall Lglll clagd o ST 16 inlo liSais olS 13] .(Liolidl) poman o8 Ainuall 13D 9 doriuwall
ol

oMoVl

Ol oMawvl Jo> wlogleall 0 10 Je Jaaxl dusill Cisco wlual oWawl g1,

dwlwl ologleo

oz JWS oo samiall cull (Saold)l azgill ols¥l sl acally JolSUI iliall PIM ging PIX/ASA 7.X pai,
Sl 688y eu> 'stub-mode’ paall sasiall Eull peny X.7 2ol i Y . pscio e iSall PIM g9 .é,laxll
X6 ,l20Y1 PIX L8 logeis oI5 laS olg>lell (o IGMP U9 5,50 dylaxl

x| Hlaz> WS o 9,0 dS,> multicast J dauxo Yguisdl 01D

dasld Lo oond oamiall el 5950 dS,> pMiw] g pin il dg2loll e Jgog)l anils Bubas oo 13] -
dgloll e Joos dnild sl sukai pir o 15] . qum0 i 590)l @52 2lawdl (ACL) Jgogll L pSxll
8900 nue daziall el 59,0 45,20 poww Sl 2ol (ACL) Jgogll (9 pSxill dosld J5s| olo

loc Ll a2, ezl Hlax) (Sl jluall g 6sle] o gaxill lails sasiall cll olly pj> gz -
ol s JUd S5 o) 13] U Y ol dgzlgll e aioSs oi reverse-path forward check LoVl oIS 13|
o5l bl piy s> oasiall cll 03> Haae ) lgde ol el pi Ll gzl

a>gi) mroute ;oY paziwld wasiall cul o> Haas J $,31 6,0 dg2loll e jlue Jd oS, o 13] -
o33 blaw] pac Jl alaxll )l

Aol 138 9 dxiogall olijsall (e85 wlogles Ul pasi «pudll 13i® 9

5019Vl Jg> logleall (o aje e Jouaxl) (Ladé o)l eMasll) 4oloVl ey 6151 paciuwl ala>No
paudl] 13D (9 doriuoll

aSuiil) _ladasill puw !

I aSaidl slac] xituall 13D pasiuy

Ll dg>oall 1234 aiall _lc UDP o3> pasiuys 192.168.1.2 o saziall cull 49,0 8,5 a0 ai
224.1.2.3 dcoozoll


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/Support/CLILookup/cltSearchAction.do

Ethemet 00

Multicast receiver outside Multicast sourca
172.16.1.1
==
. .. F[u R
2 Ethemet 0/ ASA utsr (RPY
o s 1721612 192 168.1.2
inside
10.0.0.1

1"IIIIIIIIIII1:rIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

ulticast traffic sourced from
192 168.1.2 destined to 224.1.2.3

:sSains 138 dag 13 Jasiu
X.7 oYl Jiiy 3l ASA 9l Cisco PIX dlo> la

maui-soho-0l#show running-config
(SA Version 7.1(2
!
hostname ciscoasa
enable password 8Ry2YjIyt7RRXU24 encrypted

The multicast-routing command enables IGMP and PIM ---!
.!-—- on all interfaces of the firewall

multicast-routing
names
!
interface Ethernet0/0
nameif outside
security-level 0
ip address 172.16.1.1 255.255.255.0
!
interface Ethernet0/1
nameif inside
security-level 100
ip address 10.0.0.1 255.255.255.0
!
interface Ethernet0/2
no nameif
no security-level
no ip address
!
interface Ethernet0/3
shutdown
no nameif
no security-level
no ip address
1

interface Management0/0




shutdown

no nameif

no security-level
no ip address

passwd 2KFQnbNIdI.2KYOU encrypted

The rendezvous point address must be defined in the ---!
!-—— configuration in order for PIM to function
correctly. pim rp-address 172.16.1.2 boot system
disk0O:/asa712-k8.bin ftp mode passive !/--- It 1is
necessary to permit the multicast traffic with an !---
access-1list entry. access-list outside_access_inbound
extended permit ip any host 224.1.2.3

pager lines 24

logging enable

logging buffered debugging

mtu outside 1500

mtu inside 1500

no failover

The access-1ist that permits the multicast traffic ---!
is applied !--- inbound on the outside interface.
access-group outside_access_inbound in interface outside
!-—- This mroute entry specifies that the multicast
sender !--- 192.168.1.2 is off the outside interface. In
this example !--- the mroute entry is necessary since
the firewall has no route to !--- the 192.168.1.2 host
on the outside interface. Otherwise, this !--- entry is
.not necessary

mroute 192.168.1.2 255.255.255.255 outside

icmp permit any outside

asdm image disk0:/asdm521.bin

no asdm history enable

arp timeout 14400

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00
icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp
0:05:00

timeout mgcp-pat 0:05:00 sip 0:30:00 sip_media 0:02:00
timeout uauth 0:05:00 absolute

no snmp-server location

no snmp-server contact

snmp-server enable traps snmp authentication linkup
linkdown coldstart

telnet timeout 5

ssh timeout 5

console timeout 0
|

class-map inspection_default
match default-inspection-traffic
|
!
policy-map global_policy
class inspection_default
inspect ftp
inspect h323 h225
inspect h323 ras
inspect rsh
inspect rtsp
inspect esmtp
inspect sglnet
inspect skinny




inspect sunrpc

inspect xdmcp

inspect sip

inspect netbios

inspect tftp
!
service-policy global policy global
|

end

iceadl o aasgl
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w22 (OIT) L3Vl a2 i 8151 pazkial .ShOW Lolol Lass (laad ulxualleVasll) 2131 a2 yis 6131 ac
. show oVl 2,50 Jul>s

APV4 J sasinll cll a>gi J9a> Lo 2 —show mroute -

ciscoasaf#fshow mroute

Multicast Routing Table

,Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group
,C - Connected, L - Local, I - Received Source Specific Host Report
,P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

Here you see the mroute entry for the shared tree. Notice that the !--- incoming ---!
.interface specifies outside and that the outgoing interface !--- list specifies inside

never, RP 172.16.1.2, flags: SCJ/00:00:12 ,(224.1.2.3 ,*)
Incoming interface: outside
RPF nbr: 172.16.1.2
:0utgoing interface list
inside, Forward, 00:00:12/never

.Here is the source specific tree for the mroute entry ---!

flags: SJ ,00:00:12/00:03:17 , (224.1.2.3 ,192.168.1.2)
Incoming interface: outside
RPF nbr: 0.0.0.0
Immediate Outgoing interface list: Null

ool JLasVl goid JLasVIl dl> o 2, —show conn

A connection is built through the firewall for the multicast stream. !--- In this case ---!
the stream is sourced from the sender IP and destined !--- to the multicast group.
ciscoasa#show conn

in use, 12 most used 10

- UDP out 192.168.1.2:51882 in 224.1.2.3:1234 idle 0:00:00 flags

#ciscoasa

29Bxall PIM J9a> (8 oYY Lo,e—PIM > gl

When you use PIM, the neighbor devices should be seen with the !--- show pim neighbor ---!

. command
ciscoasaf#show pim neighbor

Neighbor Address Interface Uptime Expires DR pri Bidir
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.debug olol plazdiw| Jd zuaill 4olol Jo> dago wlogles JI &)l :da>Ve

8935 _ald IGMP L)la5 Juw i leild caylaxdl laz J3 1y 6,0bbe dlais sasioll cull Jhdiw] 8521 cols 13] .1
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ciscoasaffshow igmp traffic

IGMP Traffic Counters
Elapsed time since counters cleared: 04:11:08

Received Sent
Valid IGMP Packets 413 244
Queries 128 244
Reports 159 0
Leaves 0 0
Mtrace packets 0 0
DVMRP packets 0 0
PIM packets 126 0
:Errors
Malformed Packets 0
Martian source 0
Bad Checksums 0
#ciscoasa

2 0id _9.debug igmp oYl plaziwl, IGMP &bly Jo> Muais ,isT clegles Lo,e dloxll laz) (S
224.1.2.3 dcgazall IGMP &5 10.0.0.2 casanll Juw 9 slasVl s oSas pi (=l

Enable IGMP debugging. ciscoasa#debug igmp ---!

IGMP debugging is on

ciscoasa# IGMP: Received v2 Report on inside from 10.0.0.2 for 224.1.2.3
IGMP: group_db: add new group 224.1.2.3 on inside

IGMP: MRIB updated (*,224.1.2.3) : Success

IGMP: Switching to EXCLUDE mode for 224.1.2.3 on inside

IGMP: Updating EXCLUDE group timer for 224.1.2.3

#ciscoasa
Disable IGMP debugging ciscoasa#un all ---!

3 ologles pluwy Juwp &laxdl jlaz ol o9 (il PIM b e seix alaxdl Hlaz ol o axs
Banill/ LoVl

ciscoasaf#fshow pim neigh

Neighbor Address Interface Uptime Expires DR pri Bidir
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(outside

Elapsed time since

04:26:58

Received
Valid PIM Packets

Hello

00:01:20 1

Sent

Join-Prune

Register

Register Stop

Agssert

Bidir DF Election

Malformed Packets

Bad Checksums
Send Errors

Packet Sent on Loopback Errors

Packets Received on PIM-disabled Interface
Packets Received with Unknown PIM Version
Packets Received with Incorrect Addressing

(DR

172.16.1.2

ciscoasaffshow pim traffic

PIM Traffic Counters

counters cleared: 04:27:11

543
543

o O O o

1144
1079
65

o O O

:Errors
0
0
0
0
0
0
0

#ciscoasa

acgocroll sasiall Lull 3> ks d) | dg2loll Ul o saxill capture LoVl padiwl .

ciscoasaffconfigure terminal

Create an access-1ist that is only used

!

to flag the packets to capture. ---!

ciscoasa(config) #access-1list captureacl permit ip any host 224.1.2.3

Define the capture named capout,

bind it to the outside interface,

only capture packets that match the access-1ist captureacl.

Repeat for the inside interface.

and !--- specify to ---!

ciscoasa(config) #capture capout

interface outside access-list captureacl

ciscoasa(config) #capture capin interface inside ---!

View the contents of the capture on the outside.

This verifies that the

access-list captureacl

! -—- packets ---!

are seen on the outside interface ciscoasa(config) #show capture capout
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.52292
.52292
.52292
.52292
.52292
.52292
.52292
.52292
.52292
.52292
.52292
.52292
.52292
.52292
.52292
.52292
.52292
.52292
.52292
.52292
.52292
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packets

02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
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07.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.

captured 138

639798 :1
696024 :2
752295 :3
808582 :4
864823 :5
921110 :6
977366 :7
033689 :8
089961 :9
146247 :10
202504 :11
258760 :12
315047 :13
371303 :14
427574 :15
483846 :16
540117 :17
596374 :18
652691 :19
708932 :20
765188 :21
821460 :22



udp 1316 :224.1.2.3.1234
udp 1316 :224.1.2.3.1234

192.168.1.2.52292 02:38:08.877746 :23
192.168.1.2.52292 02:38:08.934018 :24

A

A

Here you see the packets forwarded out the inside !--- interface towards the clients. ---!
ciscoasa(config) #show capture capin
packets captured 89

udp 1316 :224.1.2.3.1234 < 192.168.1.2.52292 02:38:12.873123 :1
udp 1316 :224.1.2.3.1234 < 192.168.1.2.52292 02:38:12.929380 :2
udp 1316 :224.1.2.3.1234 < 192.168.1.2.52292 02:38:12.985621 :3
udp 1316 :224.1.2.3.1234 < 192.168.1.2.52292 02:38:13.041898 :4
udp 1316 :224.1.2.3.1234 < 192.168.1.2.52292 02:38:13.098169 :5
udp 1316 :224.1.2.3.1234 < 192.168.1.2.52292 02:38:13.154471 :6
udp 1316 :224.1.2.3.1234 < 192.168.1.2.52292 02:38:13.210743 :7
udp 1316 :224.1.2.3.1234 < 192.168.1.2.52292 02:38:13.266999 :8
udp 1316 :224.1.2.3.1234 < 192.168.1.2.52292 02:38:13.323255 :9
udp 1316 :224.1.2.3.1234 < 192.168.1.2.52292 02:38:13.379542 :10
udp 1316 :224.1.2.3.1234 < 192.168.1.2.52292 02:38:13.435768 :11
udp 1316 :224.1.2.3.1234 < 192.168.1.2.52292 02:38:13.492070 :12
udp 1316 :224.1.2.3.1234 < 192.168.1.2.52292 02:38:13.548342 :13
udp 1316 :224.1.2.3.1234 < 192.168.1.2.52292 02:38:13.604598 :14
udp 1316 :224.1.2.3.1234 < 192.168.1.2.52292 02:38:13.660900 :15
udp 1316 :224.1.2.3.1234 < 192.168.1.2.52292 02:38:13.717141 :16
udp 1316 :224.1.2.3.1234 < 192.168.1.2.52292 02:38:13.773489 :17
udp 1316 :224.1.2.3.1234 < 192.168.1.2.52292 02:38:13.829699 :18
udp 1316 :224.1.2.3.1234 < 192.168.1.2.52292 02:38:13.885986 :19
udp 1316 :224.1.2.3.1234 < 192.168.1.2.52292 02:38:13.942227 :20
udp 1316 :224.1.2.3.1234 < 192.168.1.2.52292 02:38:13.998483 :21
udp 1316 :224.1.2.3.1234 < 192.168.1.2.52292 02:38:14.054852 :22
udp 1316 :224.1.2.3.1234 < 192.168.1.2.52292 02:38:14.111108 :23
udp 1316 :224.1.2.3.1234 < 192.168.1.2.52292 02:38:14.167365 :24

# (ciscoasa(config

Remove the capture from the memory of the firewall. ciscoasa(config)#no capture ---!
capout
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