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nat (any, Qutside) source dynam c any 192.0.2.100_nat destination
static obj_203.0.113.0 obj_203.0.113.0

nat (any, Backupl SP) source dynanmi c any 198.51.100. 100_nat destination
static obj_203.0.113.0 obj_203.0.113.0

Sbwall b a9

sla nmonitor 40

type echo protocol iplcnpEcho 192.0.2.254 interface Qutside
num packets 2

ti meout 2000

threshol d 500

frequency 10

sla monitor schedule 40 Ilife forever start-tine now

route CQutside 203.0.113.0 255.255.255.0 192.0.2.254 1 track 40
route Backupl SP 203. 0. 113. 0 255. 255. 255. 0 198. 51. 100. 254 100
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//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/Support/CLILookup/cltSearchAction.do

ASA(confi g-if)#packet-tracer input inside tcp 10.180.10.10 1024 203.0.113.50 80 detailed

Phase: 1

Type: ACCESS- LI ST
: Subt ype

Resul t: ALLOW
:Config

Implicit Rule

:Addi tional Information

: Forward Fl ow based | ookup yields rule

in id=0x7fff2af839a0, priority=1, domai n=pernit, deny=fal se
hi t s=1337149272, user_dat a=0x0, cs_id=0x0, |3_type=0x8

src mac=0000. 0000. 0000, nmask=0000. 0000. 0000

dst mac=0000. 0000. 0000, nmask=0100. 0000. 0000

i nput _i fc=i nsi de, output_ifc=any

Phase: 2

Type: UN- NAT

Subt ype: static

Resul t: ALLOW

:Config

nat (any, Qutside) source dynanmi c any 192.0.2.100_nat destination
static obj_203.0.113.0 obj_203.0.113.0

:Addi tional Information

NAT divert to egress interface Cutside

Untransl ate 203.0.113.50/80 to 203.0.113.50/80

<Cut put truncated>

" Resul t

input-interface: inside

i nput -status: up

i nput-line-status: up

out put-interface: CQutside

out put-status: administratively down
out put-1ine-status: down

Action: allow
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event manager applet NAT

event syslog id 622001

action 1 cli comand "no nat (any, Qutside) source dynam c any 192.0.2.100_nat destination
"static obj_203.0.113.0 obj_203.0.113.0

out put none

event manager applet NAT2

event syslog id 622001 occurs 2


https://tools.cisco.com/bugsearch/bug/CSCul98420

action 1 cli command "nat (any,Qutside) 1 source dynanmic any 192.0.2.100_nat destination
"static obj_203.0.113.0 obj_203.0.113.0
out put none
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ci scoasa(config-if)# int gi0/0
ci scoasa(config-if)# shut
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ASA- 4-411004: Interface CQutside, changed state to adm nistratively down%
ASA- 4-411004: Interface G gabitEthernet0/0, changed state to admi nistratively down%

ci scoasa(config-if)# show track

Track 40

Response Tinme Reporter 40 reachability
Reachabi lity is Down

changes, |ast change 00:00:44 5

Lat est operation return code: Ti neout
: Tracked by

STATI C- 1 P- ROUTI NG 0
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, ASA- 6- 622001: Rerovi ng tracked route 203.0.113.0 255.255.255.0 192.0. 2. 254%

di stance 1, table default, on interface Qutside

ASA-5-111008: User 'eeml executed the 'no nat (any, Qutside) source dynamn c%

.any 192.0.2.100_nat destination static obj_203.0.113.0 obj_203.0.113.0' comand
ASA-5-111010: User 'eeml, running 'CLI' fromIP 0.0.0.0, executed 'no nat%
any, Qut si de) source dynam ¢ any 192.0.2.100_nat destination static obj_203.0.113.0)
'obj _203.0.113.0

ASA- 6- 305010: Teardown static translation from Qutside: 203.0.113.0 to%

any: 203. 0. 113. 0 duration 0:01: 20

ci scoasa(config-if)# show event manager

Last Error: Conmand failed @2014/05/13 05:17: 07

Consol i dat ed sysl og range: 622001- 622001

event manager applet NAT, hits 3, |ast 2014/05/13 05: 18: 27

last file none

event syslog id 622001, hits 3, |last 622001 @ 2014/05/13 05: 18: 27

action 1 cli command "no nat (any, Qutside) source dynam c any 192.0.2.100_nat
destination static obj_203.0.113.0 obj _203.0.113.0", hits 3, |last 2014/05/13 05:18: 27
event manager applet NAT2, hits 1, |ast 2014/05/13 05:17:07

last file none

event syslog id 622001, hits 3, |last 622001 @ 2014/05/13 03: 11: 47

action 1 cli comand "nat (any, Qutside) source dynam c any 192.0.2.100_nat
destination static obj_203.0.113.0 obj _203.0.113.0", hits 1, last 2014/05/13 05:17: 07

IM First NAT 6acl5 O3> go
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ci scoasa(config-if)# show run nat
nat (any, Backupl SP) source dynanmi c any 198.51.100. 100_nat destination static
obj _203.0.113.0 obj_203.0.113.0
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ci scoasa(config-if)# packet-tracer input inside icmp 10.180.10.10 8 0 203.0.113.100

Phase: 1

Type: ACCESS- LI ST

: Subt ype

Result: ALLOW

:Config

Inplicit Rule

:Additional |nformation

: Forward Fl ow based | ookup yields rule

in id=0x7fff2b1862a0, priority=1, domai n=pernit, deny=fal se
hits=1, user_data=0x0, cs_id=0x0, |3_type=0x8
src mac=0000. 0000. 0000, mask=0000. 0000. 0000
dst nmac=0000. 0000. 0000, mask=0100. 0000. 0000

i nput _i fc=i nsi de, output_ifc=any

Phase: 2

Type: UN- NAT

Subtype: static

Result: ALLOW

:Config

nat (any, Backupl SP) source dynam ¢ any 198.51.100. 100_nat destination



static obj_203.0.113.0 obj_203.0.113.0

:Addi tional Information

NAT divert to egress interface Backupl SP
Untransl ate 203.0.113.50/80 to 203.0.113. 50/ 80

Phase: 3

Type: NAT

: Subt ype

Resul t: ALLOW

:Config

nat (any, Backupl SP) source dynam c any 198.51.100. 100_nat destination
static obj_203.0.113.0 obj_203.0.113.0

:Additional Information

Dynami c translate 10.180.10.10/0 to 198.51. 100. 100/ 47312

: Forward Fl ow based | ookup yields rule

in id=0x7fff2b226090, priority=6, domai n=nat, deny=fal se

hits=0, user_dat a=0x7fff2b21f590, cs_i d=0x0, flags=0x0, protocol =0
src ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=0

dst ip/id=203.0.113.0, nmask=255.255.255.0, port=0, tag=0, dscp=0x0
i nput _i fc=any, out put _ifc=Backupl SP

----------------- Qutput Omitted-------------

" Resul t

input-interface: inside

i nput -status: up

i nput-line-status: up

out put-interface: Backupl SP
out put-status: up

out put-1line-status: up
Action: allow
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