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lJodssu

B 03l ldBuwp: e JI pedsple odasu Ipsile 1Ues oes B o3l 1dpuwews.
lLuwe Jotbsbs JJubvedo

Suweesp 03l Ipuwes el Iduvods IJolds:

209.164.3.2130

192.168.2.1/24 '15’12.1EEL1.1."2-‘-1[:2':'g 164.3.1130
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RouterB

l--‘

| RouterA agp Unnumbered EO
LAN
192.168.2.0124 inside T outside
“ 8P
Mail Server
192.168.2.567124
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pdlebé: I ip Jsuw stlbw gbs suvogpd Os o3l o uudsd $lususl routable gds lJloe,ve.
op Ifc 1918 gu9lu lu SwdBs SYu luwegpde VOS pPELL) LSSS.

Sewss lesh Idgveds [Jpuwegse O 03l Idpeld eds ASA pe IdgveJs IUsIgJso
(192.168.1.0/24) 9ld v IJs IJghzsé (209.164.3.0/30). s9z> ¢lbp lJons> wewslo IP 209.64.3.5
WO Iduvedo IUsIgJss.

IJodssule

Suwwgde 03l Idpuwous IJodssule IJoldss:

. ASA
. >0 B

ASA

ASA#show run
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http://www.ietf.org/rfc/rfc1918.txt?number=1918

ASA Version 8.3(1)

I

host nane ASA

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFQhbNI dI . 2KYQU encr ypt ed
nanes

I

nterface EthernetO

shut down

no nanei f

no security-1|eve

no i p address

nterface Ethernetl
shut down

no nanei f

no security-1|eve
no i p address

nterface Ethernet2
shut down

no nanei f

no security-1|eve

no i p address
!

!--- Define the IP address for the inside interface. interface Ethernet3 nameif inside
security-level 100

ip address 192.168.1.1 255.255.255.0
!

!-—-- Define the IP address for the outside interface. interface Ethernet4 nameif outside
security-level O
ip address 209.164.3.1 255.255.255.252
I
i nterface Ethernetb
shut down
no nanei f
no security-1|eve
no i p address
I
passwd 2KFQhbNI dI . 2KYQU encr ypt ed
ftp node passive

!--- Create an access 1list that permits Simple !--- Mail Transfer Protocol (SMTP) traffic from anywhere
to the host at 209.164.3.5 (our server). The name of this list is !--- smtp. Add additional lines to th
access list as required. !--- Note: There is one and only one access list allowed per I--- interface pe
direction, for exanple, inbound on the outside interface. !--- Because of limtation, any additional |
that need placenent in !--- the access list need to be specified here. If the server !--- in question
SMIP, replace the occurrences of SMIP with !--- www, DNS, POP3, or whatever else is required

access-list smtp extended permit tcp any host 209.164.3.5 eqg smtp

pager lines 24

ntu inside 1500

ntu outside 1500

no fail over

no asdm hi story enabl e
arp tinmeout 14400

!--- Specify that any traffic that originates inside from the !--- 192.168.2.x network NATs (PAT) to
209.164.3.129 if !--- such traffic passes through the outside interface. object network obj-192.168.2.0
subnet 192.168.2.0 255.255.255.0



nat (inside,outside) dynamic 209.164.3.129

!--- Define a static translation between 192.168.2.57 on the inside and !--- 209.164.3.5 on the outside
These are the addresses to be used by !--- the server located inside the ASA. object network obj-192.16
host 192.168.2.57
nat (inside,outside) static 209.164.3.5

!-—-- Apply the access 1list named smtp inbound on the outside interface. access-group smtp in interface
outside

!-—- Instruct the ASA to hand any traffic destined for 192.168.x.x !--- to the router at 192.168.1.2. r
inside 192.168.0.0 255.255.0.0 192.168.1.2 1

!--- Set the default route to 209.164.3.2. !--- The ASA assumes that this address 1is a router address.
outside 0.0.0.0 0.0.0.0 209.164.3.2 1

ti meout xlate 3:00:00
ti meout conn 1:00: 00 hal f-closed 0:10:00 udp 0:02: 00 icnp 0:00: 02
ti meout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp 0: 05: 00
ti meout ngcp-pat 0:05:00 sip 0:30:00 sip_nedia 0:02:00
ti meout uauth 0:05:00 absol ute
no snmnp-server | ocation
no snnp-server contact
snnp-server enable traps snnp authentication |inkup Iinkdown col dstart
tel net tineout 5
ssh timeout 5
consol e tinmeout O
I
cl ass-map i nspection_defaul t
mat ch defaul t-inspection-traffic
I
I
!--- SMTP/ESMTP is inspected as "inspect esmtp" is included in the map. policy-map gl obal _policy class
i nspection_default inspect dns maxi num |l ength 512 inspect ftp inspect h323 h225 inspect h323 ras inspec
net bi os i nspect rsh inspect rtsp inspect skinny inspect esmtp
i nspect sql net
i nspect sunrpc
i nspect tftp
i nspect sip
i nspect xdntp

!--- SMTP/ESMTP is inspected as "inspect esmtp" is included in the map. service-policy global _policy gl
Crypt ochecksum f 96eaf 0268573bdlaf 005e1db9391284 : end

|Je9z0 B

Current configuration:

!

version 12.4

service tinmestanps debug uptine
service tinmestanps | og uptine
no service password-encryption
|

host nane 2522-R5
|

enabl e secret 5 $1$NOF3$XE2aJhJl CoLWYI oDWiNvcV.
|

i p subnet-zero

!

!

!

!

!

interface EthernetO



!--- Sets the IP address of the Ethernet interface to 209.164.3.2. ip address 209.164.3.2 255. 255. 255. 2

interface Serial0 !--- Instructs the serial interface to use !--- the address of the Ethernet interface
the need arises. ip unnunbered ethernet 0 ! interface Seriall no ip address no ip directed-broadcast !
cl assl ess !--- Instructs the router to send all traffic !--- destined for 209.164.3.x to 209.164.3.1. i

route 209.164.3.0 255.255.255.0 209.164.3.1

!--- Instructs the router to send !--- all other remote traffic out serial 0. ip route 0.0.0.0 0.0.0.0
0
1
!
line con O
transport input none
line aux O
aut osel ect during-1ogin
line vty 0 4

exec-timeout 5 0
password ww

| ogin

!

end

pdlebé: Jl wop |uolds 1Jpgzoe A. jgo Béb weole lu sebs IJewslo eds IUBLY 98 sw©
lJoduos) pred IJs 192.168.1.1: |s sJdou Lo slgds pu | ASA .

cJosu ESMTP TLS

pdlebbé: bl oo ouwegse ouvds) i,olo bows IJugd (TLS) Jleualdle 1dwyss IJIJI e 90s:
IJy ps6 Vo ESMTP (Idos swp wpdsuel wuvdd lWe,)los) bs ASA ¢ @§9pe wluwldlb
IUzse- Jduwele wouwlisd IJesss 1JIJIe,90s pe opdso TLS 9p wogbsd psié Seuo
ESMTP Jpel sbo; o3l 1UIE)lz. Llze perd wuoese IJIgble po Cisco CSCtn08326 JJzo9d £Js
3> pu IJpedyele.

ci scoasa(config)#
policy-map global_policy

ci scoasa(confi g- pmap) #class inspection_default
ci scoasa(confi g- pmap-c) #no inspect esmtp

ci scoasa(confi g- pmap-c) #exit

ci scoasa(confi g- pmap) #exit

pdlebbé: B 1Jluool) 8.0.3 oo ASA slJlosle 1dizse. se9; I, allow-tls JJwelz oS>
TLS IUIJYe, 908 pg wpdsu Szuo esmtp Jol 09 p9oe:

policy-map type inspect esntp tls-esntp
par amet er s

allowtls

inspect esntp tls-esntp

IJordd pu lJuoes

Jl 92> 2ldsl lple JJezdd po wores o3l ldedssy.

lwedunldd IJigble gl oJdlzol
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