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0 SSL VPN Wizard %]
F SSL VPN Wirard 51 ¥PH Connection Type {(Step 1 of 6]

The s=owity sppliance pravidss Ssoure Socket Laver (551) remobe sccess conrechivity fram simaost sy
Iriesnist-enablad kacakion wsing only & Web bromser and &5 native 551 encryobion, The ssouity
applance prosides b different bypes of S50 YPH connedion,

Flease s=lact the bype of 551 PN connechion bo configure:

The securky spobance slows S50-enabled web E Sl
browsers bo aocess HTTP of HTTPS web sarvers ona g il

porkal page, basad (e

The securky app 4 sef-rstalng o s
EnwConnisck YRR Ci=nt to the remoke PO Lhet slloes =]
ful, securs aceess ba rasources of an internal L
oo porate netwoik, Gtk
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B 551 YPH Wizard
FssL VPN Wizard

-

S5L ¥PM Intetface [Step 2 of &)

Provide & connection rame and the kel ace that 551 YR wers connect o,
Conneckian Hams: st

S5L YPM Interface: [outside E::;,

Digical Certificats
When users conrect, the securily spplisnce sards this digital certificate ba the ramobe web brosser
ko authanticate the ASA,
Certficate: — Merie -- Ll
Connechion Group Settings
(] Rarnection Group Allsiiiky
Crsplay Group Alias ke af the login page
Information
URL ko access 551 WA Sarvice: https:/ /200, 165.2001.2
URL to access ASDR: https:/ /209,165,200, 2 admin

[Eﬁa:h{]LEJ_axtb] Fifhs
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0= 551 YPH Wizard
¥ 85L VPN Wizard

User Authentication: {Step 3 of &)

The securty appliznce supparts authentication of uzers by an externzl A server ar local uzer
accounts. Speify hoe the secunty appliance authenticates users when they ogin,

7 Authenticate Using & AR Server group

AR Sarvar Groug Manme: Nes)
MEM using the local user datg?ﬁ_ha::b
Lter to be Added .

i’ |

e[t > T

0= 551 YPH Wizard
¥ 85L VPN Wizard

29V dcgazall pgi uE 12> dcgaxo pe clin] .6

Group Policy (Step 4 of B)

A graug policy & a collection of user-criented sttributefvalus pairs, Unless assipned ko & specific graup
poficy, @l users are members of the default group policy (DFISrpPolicyd, Thersfore, configuring the
diefault group policy lets usars inhark altributes that you hawe not canfigured &t the indvidual group
poficy oF usoemame level,

TDarmyopmiy ooy

1 Mindify easting group palicy
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@ 5L WPH Wizard i
F esL VPN Wizard IP Address Pools and Client Image - AnyConnect ¥PH Chent Connections Only (Step 5 of 6]

The securty applisnce downloads the ArmpCannect YRR Chent ba reenate wsers when they conmect, The
clignk sef-installs, uses S5L or OTLS encryphion For e duration of the conneddon, and allavs full access
b resauntes on & cafporsbe nebwark, The remote PC becomss part of the corporate network.

P Adckess Pool

Create 2 new address pool of sedect an existing address pool, Remobe PCs are assigned addresses
from the pool when bhey connect,

IP Address Pack: ~ E Hm-D

Sddress Pool Fange:

AreeConnect YPN Clent Image Location

[entify a file In flash memmory as an dnpConneact YPN Ciant image. The security applance expands
the file and loads it inka cache memory For dawnloading bo remate users.

Lacation: I i[ Brossse. .. ]

e s
2ol Lau> 192.168.10.50-192.168.10.40 gUail 0 o clin] o
B Add IP Paool

Marmne: newpool

Skarting IP Address: 192.168,10.40

Ending IF Address: 192,168.10.50

Subnet Mask:

! 2K, P iZancel H Help |

Y,
o @olzJl (a8sall 6,513)1) Flash 6,515 I lghaxig SSL VPN Jsac 6,00 ,ki3Y Lol,siw] (§99 il .8
ASA



i SSL YPM Wizard =
F ssL VPN Wizard IP Auibdress Pools and Client Irmage - AnyConnect ¥PN Client Connections Onky {(Step 5 of 6)

The s=owity appliance downlosds the SnvCernsct WP Cisnt bo remobe users whien they monmect, The
chent saf-instals, uses 550 or DTLS encryobion for the duration of the conmaction, and alows ful access
b FESOLFCRS O A cofporate netwock. The: remote PC baoomes paet of the corpoeate netvsork.

[P Address Poal

Creste A new address pool or select an existing address pool. Remobe PCs are assigned addresses
From the pood when they cannect,

1P Address Pocl:  newsodd - [t |

Ackbess Pool Rangs: 1921681040 - 192.166.10.50

ArpConrect YR Clent Tmage Locaton

Tderitify & file in flash menary 22 an ArpConnect VPN Chenk maos. The seowily appliance axpands
thea Fibe and loads & oo cachs memory For dosmloading b FesRebe e

Location: ) _::l BrOwsE, |_:}

——e

[sbock J[ o> | roc [ Gorvel | [ ]
CAxall Ul o calall 5o cousid Jsazs $9 sl .9

B Add SSL YPN Client Image

anvyConneck Image: |

| i, | | iZancel | | Help |

lo 229 cu> Jdl o ddxall olalall ol yeiw] (899 851 .10
.sslclient.pkg

B Upload Image

IUpload a File From local computer ta flash File swstem on the device, The upload process might take a
Few minukes, Please waik For the operation ta finish.

Local File Path: | ".':L_ Browse Local Files. ..

Flash File Svstem Path: | | [ Browse Flash. ..

[ Upload File ][ Close J[ Help ]




ASA 6,515 I saxall calall Jsaxi) calall Jros (§99 Lasl .11
gl

B Upload Image

Upload a File From local computer ta flash File swstem on the device, The upload process might take a
Few minutes, Flease wait For the operation ta finish.

Local File Path: C:\Documents and Settings! jrammeralily Du:u:un‘ui Browse Local Files. ..

Flash File Svstem Path: Ediskﬂ:,l'ssln:lient—win—l d.4.179,plg | ’ Browse Flash. ..

@:a_dile/b[ Close ] [ Help

@& Status

Flease waik while 450M is uploading the file. The upload

E process may take a few minutes,

i_ompleted transfer of 360,448 bytes oot of 418, 765 bytes

B Information

@ File has been uploaded to Flash successfully,

B Add SSL ¥PHN Client Image

anyConnect Image: Eu:lisk[l:,l'ssln:lient-win-l 14,179, pkg

| iZancel | |

Next 999 il .(Flash (ASA 6,515 e dwoxi o5 s3I AnyConnect pkg alo eaxsl Lo, o oY .13



B SS1 VPN Wizard %]
F s&L VPN Wizard TP Address Pools and Client Imape - AvyConneck ¥ Client Conneckions Only {Step 5 of B)

The seowity spplisnce downlosds thes SnyCernsck WP ient bo nsmobs users when they connect, The
chent saf-imstale, uses 5501 or DTLS #ncryobion for the duration of the cornection, and slloes ful access
b0 PEEOUFCES 0N & CoFporake neteork, The remobe PC Dacomes part of the corporate netvaork.

IF fdddress Poal

Creste A new address pool or select an exdsting address pod, Remobe PCs are assigned addresses
From the pool when theay cannect,

1P Addre=ss Podl: 'nevspocl At | [T =T |

Adebess Pool Rangs: 192168, 1040 - 192, 168.10.50

ArpConrect YR Clent Tnage Locaton

Tderitify & File in flash memory g5 an ArpConnet YPN Chent imags, The seosity sppliance sxpands
Ehee Filke: and boads & into caches memory For dosmloading bo pemoke usets,

Location: dﬁh]:!sﬂﬂa‘i—mrrl.lﬁ.i?ﬁ.;iq:l Browse, ., |
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g% 551 YPH Wizard &l

o SE5L VPN Wizard Summary {Step b of B)

ieed hawe craakad 3 551 WPM cornection with Falowing atribubes:

Sefectad Featuras: 551 WPM Client

Connection Mame: Test

S5L WP Interface: oukside

User dythertication:  LOCAL

o Policy: grppolicy

1P Address Fool: newpoo

S50 VPN Clienk LDDathn:dIﬂtD;IsildlEl‘l.—Hln— 1.1.4.1 '.I'B.ph:g

tevt = f] Frish | Cancel | | heip |
S
SSL VPN Jsac glleo ¢noSir (o) JSiy ASDM 9 o Uall (oSl (gl

(CLI) olg¥l law dg>19 usSs Lo, pis . SLoYl oSl Jas dlasMo cliSay (CLI) oloVl aw dg=ly
ol ol9Vl 5mas o 189 ol JolSJI

L 9Suutgans

ciscoasaf#fshow running-config
Saved :

(ASA Version 8.0(4
!
hostname ciscoasa
enable password 8Ry2YjIyt7RRXU24 encrypted
names
!
interface Ethernet0/0
nameif outside
security-level 0
ip address 209.165.201.2 255.255.255.224
|
interface Ethernet0/1
nameif inside
security-level 100
ip address 192.168.100.2 255.255.255.0
|
interface Ethernet0/2
nameif manage
security-level 0

ip address 10.1.1.1 255.255.255.0
!

interface Ethernet0/3




shutdown

no nameif

no security-level

no ip address

!

interface Ethernet0/4

shutdown

no nameif

no security-level

no ip address

!

interface Ethernet0/5

shutdown

no nameif

no security-level

no ip address

!
passwd 2KFQnbNIdI.2KYOU encrypted

ftp mode passive

access-1list nonat extended permit ip 192.168.100.0
255.255.255.0 192.168.10.0 255.255.255.0

access-1list nonat extended permit ip 192.168.10.0
255.255.255.0 192.168.100.0 255.255.255.0

ACL to define the traffic to be exempted from NAT. ---!
no pager logging enable logging asdm informational mtu
outside 1500 mtu inside 1500 mtu manage 1500 ![---
Creating IP address block to be assigned for the VPN
clients ip local pool newpool 192.168.10.40-
192.168.10.50 mask 255.255.255.0

no failover

icmp unreachable rate-limit 1 burst-size 1
asdm image disk0:/asdm-615.bin

no asdm history enable

arp timeout 14400

global (outside) 1 interface

nat (inside) 0 access-list nonat

The traffic permitted in "nonat" ACL is exempted ---!
from NAT. nat (inside) 1 192.168.100.0 255.255.255.0
route outside 0.0.0.0 0.0.0.0 209.165.201.1 1

Default route is configured through "inside" ---!
interface for normal traffic. route inside 0.0.0.0
0.0.0.0 192.168.100.20 tunneled

Tunneled Default route is configured through ---!
"inside" interface for encrypted traffic ! timeout xlate
3:00:00 timeout conn 1:00:00 half-closed 0:10:00 udp
0:02:00 icmp 0:00:02 timeout sunrpc 0:10:00 h323 0:05:00
h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00 timeout sip
0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-
disconnect 0:02:00 timeout uauth 0:05:00 absolute
dynamic-access-policy-record DfltAccessPolicy http
server enable

Configuring the ASA as HTTP server. http 10.1.1.0 ---!
255.255.255.0 manage

Configuring the network to be allowed for ASDM ---!
access. ! !--- Output is suppressed ! telnet timeout 5
ssh timeout 5 console timeout 0 threat-detection basic-
threat threat-detection statistics access-list ! class-
map inspection_default match default-inspection-traffic
! | policy-map type inspect dns preset_dns_map
parameters message-length maximum 512 policy-map
global_policy class inspection_default inspect dns
preset_dns_map inspect ftp inspect h323 h225 inspect
h323 ras inspect netbios inspect rsh inspect rtsp
inspect skinny inspect esmtp inspect sglnet inspect




sunrpc inspect tftp inspect sip inspect xdmcp ! service-
policy global_policy global ! !--- Output suppressed !
webvpn

enable outside

Enable WebVPN on the outside interface svc image ---!
disk0O:/sslclient-win-1.1.4.179.pkg 1

Assign the AnyConnect SSL VPN Client image to be ---!
used svc enable

Enable the ASA to download SVC images to remote ---!
computers group-policy grppolicy internal

Create an internal group policy "grppolicy" group- ---!
policy grppolicy attributes

VPN-tunnel-protocol svc

Specify SSL as a permitted VPN tunneling protocol ! —---!
username cisco password ffIRPGpDSOJhI9YLQ encrypted
privilege 15

Create a user account "cisco" tunnel-group Test ---!
type remote-access

Create a tunnel group "Test" with type as remote ---!
access tunnel-group Test general-attributes

address-pool newpool

Associate the address pool vpnpool created default- ---!
group-policy grppolicy

Assoclate the group policy "clientgroup" created ---!
prompt hostname context
Cryptochecksum:1b247197c8££70eed4432c13fb037854e : end
#ciscoasa

iceadl o aasgl
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. Show oVl 2,50 Jul=s

.ai9g0Jl ASA 6,515 (9 @ %)l SVC g0 o2, —show webVPN svc -
.aJI=xJI SSL wlail Jg> wlogleall o 2, —show vpn-sessiondb svc -
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