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o ol ologleo
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DHCP 31> J2xJ Cisco 5500 alulull o (ASA) casSill Jolal] ooVl 5lg> (1055 duisS siianall 130 caua
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sl 139 9 doriuuall
-IS A " ‘ 2 I I
: S @il slae] siiwall 13D pasiaw

192.168.1.1 )
outside — |
Inbernel choud 1|]-1 -1 -“ .'ll 2‘1

Insida
% s Internal Network
| -~ F
| - 1

WPHN Client g
192.168.5.1 DHCP Server
192.168.10.1

sl olsic rfc 1918 o .ci,u¥l e routable Ligild JiSuis 13® 8 Jasiw s bl Lul ip JI da>MNo

IPSec) as VPN &S

ASDM cl,>
VPN a2, o,e Jowgll St steps in order to 13® caasl

Access > Advanced > (Jsosll) Network < (a=; & Jowogll) Remote Access VPN < (1055 i1 .1
92 LS ISAKMP Policy 2 c.sls IKE > Add in order to o lwluw < IPSec

B% Add IKE Policy

Pricrity: duthentication: | pre-share %

Encryplion: D-H Group: E W

) Unlimited
ga400 seconds w

Hash: Lifetinne:

O | | Cancel

<o OK dalaal
< IPSec Ji9 wlesazo < IPSeC < paiio < idio (0945) dSuis<Remote Access VPN< JSuis o i1 .2



D oS dcgox0 S92 ESP-DES-SHA Jl w.sl> in order to aSlo|

8% Add Transform Set

Set Mame: ESP-DES-5HA

Properties

Mode: () Transport:

ESP Encrypkion: DES W

ESP Authentication: w

| | Cancel

Q090
.Bilay9 ok asla

Access > (Jwsll) Network < (az; o,& Jgwogll) Configuration > Remote Access VPN i3 .3
dwlul plaziwl jueis dlay,> clivy Add < (Juaudidl bosl,>) Advanced > IPSec > Crypto Maps
92 S 1 d9J9W &S0yl

090



B Create IPsec Rule

Tunrel Polbcy (Crypto Map) - Basic | Tunnel Policy (Crypto Map) - Advanced || Traffic Sala¢inn|

Interface: | outside W | Pollcy Type: dhnianic W Priarity: 1
Transform Seks
Transform Set to Be Added; ESP-DES-SHA

ESP-DES-MDS w | h

Peer Settings - Optional for Dynamic Crypio Map Entries

The Connechion Type is applicable ko skatic tunnel policies onlby. Uni-directional connection bype policies are used
For Lak-to-LAN redundancy, Tunnel pobicies of the 'Originate Orlby" connection bype may specify up ko 10
redundant pesrs,

a9 Ok dslasb

dulu dogane ISh<iSlo|<pg isgane<patio<iiio (usy) Bt <VPN iz o Joog<isis o i3 4
99 LS (GroupPolicy1 W») dwluw dcgaxo cual> in order to

& Add Internal Group Policy

. M Mame; roupFaolcy ]
- Servers
+-fdvanced Banner: [+ nhesit

Address Pools: [« Inherit

More Options =
Find: | @ @
[ on | [ caneet | [ Hep |
< audnyg ok aalail

dC9ox0 htl.>'|.)<¢':'l§l.-'4>!<é=@:. ACgax0<pakio<ifio (Use) 8Swu<VPN a2y & Jeuo9< JaSais u_).l.>| 5
i oSy ol Josiuws ¢ge5 VPN JI J Jbwe DHCP JI wlss in order to<Ubb<ags
LSaolin>



i fdd Internal Group Policy

--aeneral DNS Servers: Inherit
F-Advanced WINS Servers: Inharik
More Options =

DHOP Scope: [ |Inhert 197 168.5.0 |

Default Domain: [] Inherit |

Find: ] a

|

oo 30 Jle Joaxl) DHCP digic (4955 g2 .ok DHCP ($las 0,190 tala>No. §ubayg Ok dalnal
.Ologleall

in Gwia,< 2o Jagiuos<AAA setup>AAA<(xz; ¢ Jswogll) Remote Access VPN<JiSuis i1 .6
use) VPN J (cisco123 - aalS9 username - cisco123 Mio) wlw> Joasiwall wals order to

A0
@ Add User Account E]
=
#-4PH Pollcy Lisernamea: ciscol 23
Pazsward: -:I':I'!'ﬂ'ﬂﬂﬂ'l
Confirm Password: | sxxxxass
[ | User authenticated wsing MSCHAR
ACcess Restrction
Select one of the options below ko restrick ASDM, 55H, Telnet and Console access.
Mote: Al users have network access, regardless of these settings.
(%) Full access(ASDM, S5H, Telnet and Console)
Privilege level is used with cormmand authorization.
Priviege Level: 2 -
i LT login prompt for 55H, Telnet and consale (no ASCM access)
This setting is effective only iIF A8% autherticate conscle command i configured,
{1 Mo ASDM, 55H, Telnet or Console access
This s=tbing I effective anly IF A58 suchenticabe console command & configured,
Fired: = )
| O [ | Cancel ] | Help ]

in order to<adlo|<clivogs Juogs IPSec<iais (ug:;) iSwub<Remote Access VPN<JiSis o i3l .7
99 LS (Cisco123 J uiull g:lw zlies)lg TunnelGroup1 Mis) g2 dcgozo ool


//www.cisco.com/en/US/docs/security/asa/asa80/configuration/guide/vpnadd.html#wp999516

File  Wew Took Wizards  YWindow Help

) tome |2, Carfiguration E‘] Menkaring | [ g 5eve (b Refresh

Remole Access VPN

g oo

| “Z Introduction
(=1 Mestark (Clent) Access

T Group Polices

[+ A ocal Ussrs
[ Saoure Deskiop Manager
[+ B3 Certficate Management
¥l 'la. Language Localization
B2 | pad Balantrg
B DHCP Server
DhES
Adhvanced

2! E Chantlass S3LYPN Access

s Dynamic Access Palicies

£ &y Conn=ct Connection Prefiles

Bocess Interflaces

i
-

WL L (=L

n'.-.l'rlrll ? H¢h|

Enable inkerfaces For [Psec acosss,
Interface Rl ficonss |
oukside [+
dmz C
reide '
Connection Profiles

Carnection prafile (hunnzl oroup) specifies how wer = authenticabed and other parametars,

&= p.dd[';s@' Ecit | Tl ceiete
fiame

f Ul W EEVPHG oD
Do aukRaGroun

F =

LETPIIPsec Enablad

i

oty | meset |

2eS GroupPolicy1 i3, pasiuall @skas Jax) alxoS poll dcgazo yi3l Cuwbul il doMe e
3193 6,9gi0)l d>Luwall (8 DHCP o313 IP glgic judgi pd. ol,i8Yl dcgaxall pg Jix) dcgozoll
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& Add IPsec Remote Access Connection Profile

| - | Name: Tunnedaroupl |
+-ddvanced
IKE Peer Authentication
Pre-shared Key: rreEEEAE |

Identity Certificate: | -- None -- w |

L=er Authentication

Server Group: LiiZAL A4 ||| Manage. ..

Fallback: e L4 erver Sraup Fails

Client Address Assigrment:

DHCP Servers: 192168101 |
Client Address Pools: | | Saleck.

Defaulk Group Policy

iaroup Policy: aroupPolicy 1 w |I| Manage. ..

{Following Fields are atbributed of the group policy selected above.)

Enable IPsec pratocal

[_] Enable L2TP over IPsec pratocal

Fird: | ﬂ ﬁ

T
i

, OK 99 Laily

olsic u=s ol JoL DHCP JI J (§92i0 (34935 DHCP Jasiuy JI cuax99 < digie (g j<padio o i>| .8
2o placiw]y @8skasll p315 plaiwy LVl ol aaxs ele)] o ST tal>Mo. 00,5 VPN JI I
olill



% hidd IPsec Remote Access Connection Profile

- Basic Global Chent Address Assignment Palicy
—-Advanced This policy affects all Network {Chent) Access connections, The Following are tried in
order until an address is Found,
Clisrt Addressing [ ] Use authentication server
- AUERenC Stion
“@uthorization Llsa DHCP
fccounbing
# 1Psec [] Usa address poal
~ppP
Interface=Specific Address Pools
% add ||
Interface Address Pools
Find: | @ [ ]
| @rz | Cancel || Heb

ASDM 6.X (555

wbluoYlg ASDM (0 6.2 jlasyl o cpls e diueo Joa> JI ASDM ollwe seixi AASDM ol lwey
o9 awguw | jeall B, ai V Ld .639>g0ll ohluall Jle cdssl Ll oWasidl assld L lowdg .oV
. )l ASDM l)las] grox) (@ WS lgd s il oY

< IPSec < pasio < (Jroell) aSuidl JI Jgogll < (a=s & Joogll) Remote Access VPN < 9561 .1
ol < IKE o lwluw

wlego=os < Remote Access VPN > Network (Client) Access > Advanced > IPSec < 53l .2
aSlo| < IPSec Jig=s

< IPSec < pasio < (Jrodl) aSuidl JI ool < (a2 & Joogll) Remote Access VPN < -,056l .3
aSlo| < el lasl >

Access > Group Policy (_sw=ll) Network < (a2; ¢ Jowogll) Remote Access VPN < 655 il .4
Add > Internal Group Policy < (dcgo=all zgs)

I Jeogll) Access (Jwozll) Network < (a2 o, Jowogll) Remote Access VPN < 055 315
dcgaxall zei) Add >Internal Group Policies < (ad>1l dcgaxall ggi) Group Policy < (aSuil
Servers < (a1l

enoxiuall < el uoaziual /AAA slael < (a2 e Jowogll) Remote Access VPN < 055 il .6
Slo| < ul=all

Jwogi wlawogi < (Jwal) aSuidl JI Jewogll < (a=y o,¢ Joogll) Remote Access VPN < 653l .7
aslo| < IPSec

< Vlgigll wes < (Jsoll) aSeidl JI Jouogll < (ay o,& Jswosll) Remote Access VPN < (085 il .8
daw law



2ss > Address Assignment > Assignment Policy

For WPN address assignment, the Following options are tried in order, until an address is Found.

[T Use suthenticakion server

[+ Use DHCP

[ Lse Inkernal address pooks

Parameter onby appliss ko full-tunnel IPSsc snd S5L VPN disnts, and not Clisrtless 551 YPN,

VPN eMoe JI cuslic Gusi) oVl Luis Cisco ASA gy ._iol,idl JSuin aiSe &Ml o)l 0id JS
Aol gazillg AAA 0515 ol oo Cisco ASA iz Y (o3Il Lol pass elally poss baic
2390 13® .vpn-add ol 3 | show run all dlawlg, aSonll awol,idYl oLl oo gzl o Soy

ey Lol @2 5a) ol> 530l

vpn- addr - assi gn aaa

vpn- addr - assi gn dhcp

vpn- addr - assi gn | ocal reuse-delay 0O

. vpn-addr-assign « ol 13® Jg> dogles LS J cd>i

CLI plaziwl, ASAIPIX 5053

S el o3 50Vl o ggiy VPN JI I Glsie 5954 ol Jsb DHCP JI elSli steps in order to 13 sl
Cisco ASA 5500 Series Adaptive aazall HLII 656> yolol 22110 9l a2y e Jowoll VPN IS 0oSs

.aolaXiawl| ,a:_,_)oi JS Jo> wlogleall (0 20 Je Jouaxll Security Appliances

ASA jlgz e wusSill Jpins

ASA# sh run

(ASA Version 8.0(2

|

Specify the hostname for the Security Appliance. ---!
host nane ASA enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
nanes ! !--- Configure the outside and inside
interfaces. interface Ethernet0/0 naneif inside
security-level 100 ip address 10.1.1.1 255.255.255.0 !
interface Ethernet0/1 naneif outside security-level 0 ip
address 192.168.1.1 255.255.255.0 ! interface

Et hernet0/2 naneif DMZ security-level 50 ip address
192. 168. 10. 2 255.255.255.0 !--- Output is suppressed.
passwd 2KFQnbNI dI . 2KYQOU encrypt ed boot system

di sk0:/asaB802-k8. bin ftp node passive access-list 101
extended permit ip 10.1.1.0 255.255.255.0 192.168.5.0
255. 255. 255. 0 pager lines 24 |ogging enabl e | oggi ng asdm
informational ntu inside 1500 mtu outside 1500 nmtu dne
1500 no failover icnp unreachable rate-limt 1 burst-
size 1 !--- Specify the location of the ASDM image for
ASA to fetch the image for ASDM access. asdm i mage

di sk0: /asdm 613. bin no asdm history enable arp tineout
14400 gl obal (outside) 1 192.168.1.5 nat (inside) O
access-list 101 nat (inside) 1 0.0.0.0 0.0.0.0 route
outside 0.0.0.0 0.0.0.0 192.168.1.2 1 tinmeout xlate
3:00: 00 tinmeout conn 1:00: 00 hal f-cl osed 0:10:00 udp
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0:02: 00 icnp 0:00:02 tinmeout sunrpc 0:10: 00 h323 0:05: 00
h225 1:00: 00 ngcp 0: 05: 00 ngcp-pat 0:05:00 tineout sip
0:30: 00 sip_nedia 0:02:00 sip-invite 0:03:00 sip-

di sconnect 0:02: 00 tineout uauth 0:05:00 absolute

dynami c- access-policy-record DfltAccessPolicy http
server enable http 0.0.0.0 0.0.0.0 inside no snnp-server
| ocation no snnp-server contact snnp-server enable traps
snnp authentication linkup Iinkdown coldstart crypto

i psec transform set ESP-DES- SHA esp-des esp-sha-hnac
crypto dynami c-map outside_dyn_nmap 1 set transformset
ESP- DES- SHA crypto map outside_map 1 ipsec-isaknp

dynanmi ¢ outside_dyn_map !--- Specifies the interface to
be used with !--- the settings defined in this
configuration. crypto map outside_map interface outside
!--- PHASE 1 CONFIGURATION ---! !--- This configuration
uses ISAKMP policy 2. !--- The configuration commands
here define the Phase !--- 1 policy parameters that are

used. crypto isaknmp enable outside crypto isaknp policy
2 authentication pre-share encryption des hash sha group
2 lifetinme 86400 no crypto isaknp nat-traversal /---
Specifies that the IP address to the vpn clients are
assigned by the DHCP Server and now by AAA or the Local
pool.The CLI vpn-addr-assign dhcp for VPN address

assi gnnent through DHCP Server is hidden in the CL
.provi ded by show run conmand

no vpn-addr-assign aaa
no vpn-addr-assign local

telnet tineout 5
ssh timeout 5
consol e timeout O
threat - detecti on basic-threat
threat-detection statistics access-1|ist
|
cl ass-map i nspection_defaul t

mat ch defaul t-inspection-traffic
|

!
policy-map type inspect dns preset_dns_nap
paraneters

message- | ength maxi mum 512
pol i cy-map gl obal _policy

cl ass inspection_default

i nspect dns preset_dns_nap

i nspect ftp

i nspect h323 h225

i nspect h323 ras

i nspect net bi os

i nspect rsh

i nspect rtsp

i nspect ski nny

i nspect esntp

i nspect sql net

i nspect sunrpc

i nspect tftp

i nspect sip

i nspect xdnctp
|

servi ce-policy global _policy gl oba
|

group-policy GoupPolicyl interna
group-policy GoupPolicyl attributes




define the DHCP network scope in the group ---!
policy.This configuration is Optional dhcp-network-scope
192.168.5.0

In order to identify remote access users to the ---!
Security Appliance, !--- you can also configure
usernames and passwords on the device. username ciscol23
password ffIRPGpDSOJhI9YLQg encrypted

Create a new tunnel group and set the connection !- ---!
-- type to remote-access. tunnel -group Tunnel G oupl type
renot e-access !--- Define the DHCP server address to the
tunnel group. tunnel -group Tunnel Groupl general -
attributes default-group-policy GoupPolicyl dhcp-server
192.168.10.1

Enter the pre-shared-key to configure the ---!
authentication method. tunnel -group Tunnel G oupl ipsec-
attributes pre-shared-key * pronpt hostnane context
Crypt ochecksum e0725ca9ccc28af 488ded9ee36b7822d : end
#ASA

Cisco 40 VPN aSuis iae 1pgSG

2w ASA 1655 e (gaxill Cisco VPN e plasiwl, Cisco ASA o JlasVl Jol>

a,dlall doldl éSuidl Jwae) Cisco Systems VPN Client < (aol,4l) Programs < (eaJl) Start >a> .1
.Cisco 0 (VPN)
VPN Jlail clis]" ;U i 3a> el .2

# status; Disconnected | YPN Client - Yersion 5.0.03.0530

iConnection Entries  Skatus  Certificates Log  Options  Help

wﬂ’}._‘ = ; ; e
Connect R Irmport kd odify Cielete

Connection Entries |Eertificatea l Log l

Connection Entry Hozt

RSVAL
9 ASA Ul o 215 vlgisdl clss o9 go "JlasVl Jo]" puul J351.aaz)l dilas] Juolss Vol .3

- Lo i glias) H9,0ll dalSy (VPN(TunnelGroup1 g2 dcgazo puwl Jzol 05 . 9930 Lananll

aalnslo .ASA 9 lieSs i LaS (Cisco123



# YPN Client | Create New YPN Connection Entry

Connection Entrg: 1854

i
cisco

D egcrption; |vprtunne

Hostk {192.168.1.1

Authentication iTranspnrt Backup Servers 1 Dial-Up 1

fo Group Authentication 7 Mutual Group Authentication

M armne: TunnelGroupd

B

Fassword:

Canfirm Paszword:

:-::-::-::-::-::-::-:)1

" Certificate Authentication

Hamai
[ SendCa Cettficate Chain

Eraza llzar Passwnrd‘ R
i Jsoe) i J1 Y o JLasl 898 Laily anlasiuw] 25 sl Jlas¥l e Lail .4
.VPN

# status: Connected | ¥PN Client - Version 5.0.03.0530 =13
Connection Eritries Status  Cestificates Log  Options  Help

Ty | E@ - bl

Corinect e Irnpecat bl iy Delete CISCO
Connection Entiies | Cartficates | Log |

Connechon Entny

152.168.11 IPSec/UDP

B M

hot conmectked. Conmected Time: O daw(s), 00:01,18 R

oMel ASA 5 LiysSs i LS €isco123 : 9,0l dalS9 €isco123 : pasiiuall punl J351 wilio Lllay bosic .5
&Swidb JLasW  9lgon (999 Laily Xauth J




# YPN Client | User Authentication for "ASA"

The zerver has requested the following information to complete the user
authentication.

il Uszermame: |cizcol 23

€150 FPazsword: “”““”““’1
] Cancel l
ol
&99all 9 ASA g0 VPN aSuiv Juoe Juogi pis .6
.S ;S yoll

# status: Connected | VPN Client - Version 5.0.03.0530

Conneckion Ertries  Status  Certificates Log Options  Help

.Eﬁ ﬁ @ }__-:j lllllllh

Deconnect Hew Import Modiy Delets CISCO
Conrechon Enbies |Eutiﬁ::dns iL::lg |

Connection Enky ' Haost Transpot

192.168.1.1 IPSec/UDP

Connactegtoaads |- e I onnected Tine: O davte), 000108 Tl

Juolss oo Bazill Al ansld oo wlbas] 52> @by JLasVl Guwwl 5,320, .7

# status: Connected | VPN Client - ¥ersion 5.0.03.0530

5 f rram .4 et
Motificabions.,.  ChrlHN ;
Dizconnect M [dete CISCO
Correction Enlries GRS
Connechon Entry Hazt Tranzport
o AGA 19216811 IPSec/UDP
e R T R e T

auall -



woloVl bl
2o JSuin ousSil Jac S pusdl 139 paziwl

w22 (OIT) 23Vl p= o 811 pasiwl .Show Lolol o (Lad uxuwalleMasll) 21,3V > io 6Iii P2V
. show oVl 2,50 >

i 8 (SAs) il IKE glol wllLidl gaa> Lo 2, —show crypto isakmp sa -
A=l SAs S o doaziwall ollaeyl Lo ,2,—show crypto ipSec -

ASA #show crypto ipsec sa
i nterface: outside
Crypto map tag: dynmap, seq num 10, l|local addr: 192.168.1.1

(local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0

(renote ident (addr/nask/prot/port): (192.168.5.1/255.255.255.255/0/0
current_peer: 192.168.1.2, usernane: ciscol23

dynamic allocated peer ip: 192.168.5.1

pkts encaps: 55, #pkts encrypt: 55, #pkts digest: 55#

pkts decaps: 55, #pkts decrypt: 55, #pkts verify: 55#

pkts conpressed: 0, #pkts deconpressed: O#

pkts not conpressed: 0, #pkts conmp failed: 0, #pkts deconp failed: O#
pre-frag successes: 0, #pre-frag failures: 0, #fragnents created: O#
PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needi ng reassenbly: O#
send errors: 0, #recv errors: O#

|l ocal crypto endpt.: 192.168.1.1, renpote crypto endpt.: 192.168.1.2

path mtu 1500, ipsec overhead 58, media ntu 1500
current outbound spi: C2C25E2B

i nbound esp sas
(spi: Ox69F8C639 (1777911353
transform esp-des esp-nd5-hnmac none
{ ,in use settings ={RA, Tunne
slot: 0, conn_id: 40960, crypto-map: dynnmap
sa timng: remaining key lifetime (sec): 28337
IV size: 8 bytes
replay detection support: Y
:out bound esp sas
(spi: OxC2C25E2B (3267517995
transform esp-des esp-nd5-hmac none
{ ,in use settings ={RA, Tunne
slot: 0, conn_id: 40960, crypto-map: dynnmap
sa timng: remaining key lifetime (sec): 28337
IV size: 8 bytes
replay detection support: Y

ASA #show crypto isakmp sa

Active SA: 1
(Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey
Total IKE SA: 1

| KE Peer: 192.168.1.2 1
Type . ouser Rol e . responder
Rekey : no State : AM_ACTI VE

Le>Nolg clas VI BlaSiuwl
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elosVl aoas 2L,31 G iy g Mooty (oSl elias] BLiSiwy Lgolatiwl cliSay loglas auill 138 S,
Loyl aiell

g2l dg>Noly IPsec VPN aey e Jowgll ellas] Blisiwl Jo> loglzall (o 3j0 e Jsaxl taka>Ne
IPSec ass e Jawallg L2L J (VPN) & @Uall vl aSuill elas] BliSiwl Jol> I

aaio¥| Ul OV o

olilioYl 5 gioell (9 Luss el a2y 63020all Gl SLLBI pus (o 35T Lg>Voly cllasVI BlisSiuwl sic
:adWl oloVl paziwl PIX J

Sl | duwlwIl dalSl juois . daill IPsec olSub Wix—crypto] ipSec sa] auuo -
Syl duwlwIl dalSl jueis . daidl IKE oS Wix, —crypto] isakmp sa] auuo -

Le>Noolg elasVl BliSiwl olol

w22 (OIT) L3Vl a2 i 8151 pazkial .ShOW Lolol Lass (Jaad ulxualleNasll) 213V a2 io 8131 ac
. Show oVl 2,50 Jul>s

.debug olol plaziw| Jd zuaill 1olol Jo> dago wlogles JI &)l da>Ye

2 ad> el IPsec wloglas o ,2,—debug crypto ips 7 -
1 d> el ISAKMP o loglas o ,2,—debug crypto isakmp 7 -

duell clasV acuas z1,5|

8.0 ,l.o)l ASA .
Windows J VPN Client 5.0 -

8.0 ,lao)l ASA

ASA#debug crypto isakmp 7
Jan 22 22:21:24 [IKEvl]: IP = 192.168.1.2, |KE _DECODE RECEI VED Message
nsgi d=0) with payloads : HDR + SA (1) + KE (4) + NONCE (10) + ID (5) + VENDOR)
VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13) + NONE (0) total le + (13)
ngth : 856
Jan 22 22:21:24 [IKEvl DEBUG : | P = 192.168. 1.2, processing SA payl oad
Jan 22 22:21:24 [IKEvl DEBUG : | P = 192.168. 1.2, processing ke payl oad
Jan 22 22:21:24 [IKEvl DEBUG : I P = 192.168. 1.2, processing | SA KE payl oad
Jan 22 22:21:24 [IKEvl DEBUG: | P = 192.168.1.2, processing nonce payl oad
Jan 22 22:21:24 [IKEvl DEBUG : | P = 192.168.1.2, processing |D payl oad
Jan 22 22:21:24 [IKEvl DEBUG: | P = 192.168.1.2, processing VID payl oad
Jan 22 22:21:24 [IKEvl DEBUG: I P = 192.168.1.2, Received xauth V6 VID
Jan 22 22:21:24 [IKEvl DEBUG: | P = 192.168.1.2, processing VID payl oad
Jan 22 22:21:24 [IKEvl DEBUG: |IP = 192.168.1.2, Received DPD VID
Jan 22 22:21:24 [IKEvl DEBUG: | P = 192.168.1.2, processing VID payl oad
Jan 22 22:21:24 [IKEvl DEBUG: | P = 192.168.1.2, Received Fragnentation VID
Jan 22 22:21:24 [IKEvl DEBUG: I P = 192.168.1.2, |IKE Peer included | KE fragmenta
tion capability flags: Main Mde: True Aggressive Mde: False
Jan 22 22:21:24 [IKEvl DEBUG: | P = 192.168.1.2, processing VID payl oad
Jan 22 22:21:24 [IKEvl DEBUG: | P = 192.168. 1.2, Received NAT-Traversal ver 02 V
I D
Jan 22 22:21:24 [IKEvl DEBUG: | P = 192.168.1.2, processing VID payl oad
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Jan 22 22:21:24 [IKEvl DEBUG : I P = 192.168.1.2, Received G sco Unity client VID

Jan 22 22:21:24 [IKEvl]: IP = 192.168.1.2, Connection |anded on tunnel _group Tun

nel Groupl

Tunnel Groupl, IP = 192.168.1.2, processin

g | KE SA payl oad

Jan 22 22:21:24 [IKEvl DEBUG : Group = Tunnel Groupl, IP = 192.168.1.2, IKE SA Pr

oposal # 1, Transform# 13 acceptable Matches global IKE entry # 2

Jan 22 22:21:24 [IKEvl DEBUG : Group = Tunnel Groupl, IP = 192.168.1.2, construct

i ng | SAKMP SA payl oad
192.168.1. 2, construct

i ng ke payl oad

Jan 22 22:21:24 [IKEvl DEBUG : Group = Tunnel Groupl, IP = 192.168.1.2, construct

i ng nonce payl oad

Jan 22 22:21:24 [IKEvl DEBUG : G oup = Tunnel Groupl, IP = 192.168.1.2, Generatin
...Qg keys for Responder

Jan 22 22:21:24 [IKEvl DEBUG : Group = Tunnel Groupl, IP = 192.168.1.2, construct

ing | D payl oad

Jan 22 22:21:24 [IKEvl DEBUG : Group = Tunnel Groupl, IP = 192.168.1.2, construct

i ng hash payl oad

Jan 22 22:21:24 [IKEvl DEBUG : G oup = Tunnel Groupl, |IP = 192.168.1.2, Conputing
hash for | SAKMP

Jan 22 22:21:24 [IKEvl DEBUG : Group = Tunnel Goupl, IP = 192.168.1.2, construct

ing Cisco Unity VID payl oad

Jan 22 22:21:24 [IKEvl DEBUG : Group = Tunnel Goupl, IP = 192.168.1.2, construct

ing xauth V6 VI D payl oad

Jan 22 22:21:24 [IKEvl DEBUG : Group = Tunnel Goupl, IP = 192.168.1.2, construct

ing dpd vid payl oad

Jan 22 22:21:24 [IKEvl DEBUG : Group = Tunnel Goupl, IP = 192.168.1.2, construct

ing Fragmentation VID + extended capabilities payl oad

Jan 22 22:21:24 [IKEvl DEBUG : Group = Tunnel Groupl, IP = 192.168.1.2, construct

ing VID payl oad

Jan 22 22:21:24 [IKEvl DEBUG : Group = Tunnel Groupl, IP = 192.168.1.2, Send Alti

ga/ G sco VPN3000/Ci sco ASA GW VI D

(Jan 22 22:21:24 [IKEv1]: IP = 192.168.1.2, |KE _DECODE SENDI NG Message (nsgi d=0

with payloads : HDR + SA (1) + KE (4) + NONCE (10) + ID (5) + HASH (8) + VENDOR
VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13) + NONE (0) total le + (13)

ngth : 368

(Jan 22 22:21:24 [IKEv1]: IP = 192.168.1.2, | KE_DECODE RECEI VED Message (msgi d=0
with payloads : HDR + HASH (8) + NOTIFY (11) + VENDOR (13) + VENDCR (13) + NONE
total length : 116 (0)

192.168. 1.2, processin

g hash payl oad

192.168. 1.2, Conmputing
hash for | SAKMP

192.168. 1.2, processin

g notify payl oad

192.168. 1.2, processin

g VI D payl oad

Jan 22 22:21:24 [IKEvl DEBUG : G oup = Tunnel Groupl, |IP = 192.168.1.2, Processin

(g 105/ PI X Vendor | D payload (version: 1.0.0, capabilities: 00000408

Jan 22 22:21:24 [IKEvl DEBUG : Goup = Tunnel Groupl, |IP = 192.168.1.2, processin

g VI D payl oad

Jan 22 22:21:24 [IKEvl DEBUG: Goup = Tunnel Goupl, IP = 192.168.1.2, Received

Cisco Unity client VID
192.168.1. 2, construct

i ng bl ank hash payl oad
192.168.1. 2, construct

i ng gm hash payl oad

Jan 22 22:21:24 [IKEvl]: |P = 192.168.1.2, |KE _DECODE SENDI NG Message (nsgi d=e8a

1816d) with payloads : HDR + HASH (8) + ATTR (14) + NONE (0) total length : 68

Jan 22 22:21:31 [IKEv1]: IP = 192.168.1.2, | KE_DECODE RECEI VED Message (nsgi d=e8

al1816d) with payloads : HDR + HASH (8) + ATTR (14) + NONE (0) total length : 84

Jan 22 22:21:31 [IKEvl DEBUG : Group = Tunnel Goupl, |IP = 192.168.1.2, process_a
I'ttr(): Enter

Jan 22 22:21:24 [IKEvl DEBUG : G oup

Jan 22 22:21:24 [I KEvl DEBUG : G oup Tunnel Groupl, IP

Jan 22 22:21:24 [IKEvl DEBUG : G oup Tunnel Groupl, IP

Jan 22 22:21:24 [IKEvl DEBUG : G oup = Tunnel Goupl, IP

Jan 22 22:21:24 [IKEvl DEBUG : G oup = Tunnel Goupl, IP

Jan 22 22:21:24 [I KEvl DEBUG : G oup Tunnel Groupl, IP

Jan 22 22:21:24 [IKEvl DEBUG : G oup = Tunnel G oupl, IP

Jan 22 22:21:24 [IKEvl DEBUG : G oup = Tunnel G oupl, IP
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21:31 [I KEvl DEBUG : G oup = Tunnel Groupl, IP = 192.168.1.2, Processin
.0 MODE_CFG Reply attributes

21:31 [I KEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
| KEGet User Attributes: primary DNS = cleared ,92.168.1.2

21:31 [I KEvl DEBUG : G oup = Tunnel Groupl, Usernane = ciscol23, IP =1
| KEGet User Attri butes: secondary DNS = cleared ,92.168.1.2

21:31 [I KEvl DEBUG : G oup = Tunnel Groupl, Usernane = ciscol23, IP =1
| KEGet User Attributes: primary WNS = cl eared ,92.168.1.2

21:31 [I KEvl DEBUG : G oup = Tunnel Groupl, Usernane = ciscol23, IP =1
| KEGet User Attri butes: secondary WNS = cleared ,92.168.1.2

21:31 [I KEvl DEBUG : G oup = Tunnel Groupl, Usernane = ciscol23, IP =1
| KEGet User Attri butes: | P Conpression = disabled ,92.168.1.2

21:31 [I KEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
| KEGet User Attributes: Split Tunneling Policy = Disabled ,92.168.1.2
21:31 [I KEvl DEBUG : G oup = Tunnel Groupl, Usernane = ciscol23, IP =1
| KEGet User Attri butes: Browser Proxy Setting = no-nodify ,92.168.1.2
21:31 [I KEvl DEBUG : G oup = Tunnel Groupl, Usernane = ciscol23, IP =1
| KEGet User Attri butes: Browser Proxy Bypass Local = disable ,92.168.1.2
21:31 [IKEvl]: Goup = Tunnel Goupl, Username = ciscol23, |P = 192.168

21:31 [I KEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP

21:31 [I KEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP

.User (ciscol23) authenticated ,1.2.

constructing bl ank hash payl oad , 92. 168.

o=
N F, NP

constructing gm hash payl oad , 92. 168. 1.

21:31 [IKEv1]: I P = 192.168.1.2, | KE_DECODE SENDI NG Message (nsgi d=143

60de6) with payloads : HDR + HASH (8) + ATTR (14) + NONE (0) total length : 60
Jan 22 22:21:31 [IKEvl]: IP = 192.168. 1.2, |KE DECODE RECElI VED Message (nsgi d=14
360de6) with payloads : HDR + HASH (8) + ATTR (14) + NONE (0) total length : 56

31 [ KEv

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
Iprocess_attr(): Enter ,92.168.1.2

1 DEBUG: G oup = Tunnel G oupl, Usernane = ciscol23, IP =1

Processing cfg ACK attributes ,92.168.1.2
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63aldd) with

Jan 22 22:21:

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

22

22

22

22

22

22

22

22

22

22

22

22

22

22

22:

22:

22:

22:

22:

22:

22:

22:

22:

22:

22:

22:

22:

21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
I MODE_CFG Recei ved request for Cient Browser Proxy Setting ,92.168.

22:21:31 [IKEvl DEBUG: G oup = Tunnel G oupl, Username = ciscol23, |IP
I MODE_CFG Recei ved request for backup ip-sec peer list ,92.168.

31 [ KEv

payl oads :

31 [ KEv
31 [ KEv
31 [ KEv
31 [ KEv

31 [ KEv

I MODE_CFG Recei ved request for DNS server address ,92.168.

31 [ KEv

I MODE_CFG Recei ved request for WNS server address , 92.168.

31 [ KEv
31 [ KEv
31 [ KEv

31 [ KEv

I MODE_CFG Recei ved request for Default Domain Name , 92. 168.

31 [ KEv

I MODE_CFG Recei ved request for Split Tunnel List ,92.168.

31 [ KEv
31 [ KEv

31 [ KEv

1]: 1P = 192.168. 1.2, | KE_DECODE RECEI VED Message (nsgi d=26
HDR + HASH (8) + ATTR (14) + NONE (0) total length : 193
1 DEBUG : Group = Tunnel G oupl, Usernane = ciscol23, |IP
I process_attr(): Enter ,92.168.

1 DEBUG : Group = Tunnel G oupl, Usernane = ciscol23, |IP
Processing cfg Request attributes ,92.168.

1 DEBUG : Group = Tunnel G oupl, Usernane = ciscol23, |IP
I MODE_CFG Recei ved request for |PV4 address , 92.168.

1 DEBUG : Group = Tunnel G oupl, Usernane = ciscol23, |IP
I MODE_CFG Recei ved request for |IPV4 net mask ,92. 168.
1 DEBUG : Group = Tunnel G oupl, Usernane = ciscol23, |IP

1 DEBUG : Group = Tunnel G oupl, Usernane = ciscol23, |IP

I S TR S T S TR S TR ST
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1]: Group = Tunnel G oupl, Usernane = ciscol23, |IP = 192.168
Recei ved unsupported transaction node attribute: 5 ,1.2.

1 DEBUG : Group = Tunnel G oupl, Usernane = ciscol23, |IP
| MODE_CFG Recei ved request for Banner ,92.168.

1 DEBUG : Group = Tunnel G oupl, Usernane = ciscol23, |IP
I MODE_CFG Recei ved request for Save PWsetting , 92. 168.
1 DEBUG : Group = Tunnel G oupl, Usernane = ciscol23, |IP

1 DEBUG : Group = Tunnel G oupl, Usernane = ciscol23, |IP

1 DEBUG : Group = Tunnel G oupl, Usernane = ciscol23, |IP
I MODE_CFG Recei ved request for Split DNS ,92.168.

1 DEBUG : Group = Tunnel G oupl, Usernane = ciscol23, |IP
I MODE_CFG Recei ved request for PFS setting ,92.168.

1 DEBUG : Group = Tunnel G oupl, Usernane = ciscol23, |IP

T N T T N = =T
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Jan 22 22:21:31 [IKEvl]: Goup = Tunnel G oupl, Username = ciscol23, |P = 192.168
Recei ved unknown transaction npde attri bute: 28684 ,1.2.

Jan 22 22:21:31 [IKEvl DEBUG : Group = Tunnel Goupl, Usernane = ciscol23, IP =1
I MODE_CFG Recei ved request for Application Version ,92.168.1.2

Jan 22 22:21:31 [IKEvl]: Goup = Tunnel Goupl, Username = ciscol23, |P = 192.168
Client Type: WnNT dient Application Version: 5.0.03.0530 ,1.2.

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
| MODE_CFG Recei ved request for FWYPE ,92.168.1.2

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
MODE_CFG. Recei ved request for DHCP hostnane for DDNS is: Wrel essl2 ,92.168.1.2
13

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
I MODE_CFG Received request for UDP Port ,92.168.1.2

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1

ot ai ned | P addr (192.168.5.1) prior to initiating Mdde Cfg (XAuth e ,92.168.1.2
(nabl ed

Jan 22 22:21:31 [IKEvl]: Goup = Tunnel Goupl, Username = ciscol23, |P = 192.168
Assigned private | P address 192.168.5.1 to renpote user ,1.2.

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
constructing bl ank hash payl oad , 92.168.1.2

Jan 22 22:21:31 [IKEvl DEBUG : Group = Tunnel Goupl, Usernane = ciscol23, IP =1
1Send Client Browser Proxy Attributes ,92.168.1.2

Jan 22 22:21:31 [IKEvl DEBUG : Group = Tunnel Goupl, Usernane = ciscol23, IP =1
Browser Proxy set to No-Mdify. Browser Proxy data will NOT be inclu ,92.168.1.2

ded in the m)de cfg reply

Jan 22 22:21:31 [IKEvl DEBUG : Group = Tunnel Goupl, Usernane = ciscol23, IP =1
constructing gm hash payl oad , 92.168. 1.2

Jan 22 22:21:31 [IKEv1]: IP = 192.168.1.2, | KE_DECODE SENDI NG Message (nsgi d=266
3aldd) with payloads : HDR + HASH (8) + ATTR (14) + NONE (0) total length : 158

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
Del ay Qui ck Mode processing, Cert/Trans Exch/ RMDSID in progress ,92.168.1.2
Jan 22 22:21:31 [IKEvl DEBUG : Group = Tunnel Goupl, Usernane = ciscol23, IP =1
Resune Qui ck Mbde processing, Cert/Trans Exch/ RM DSI D conpl eted ,92.168. 1.2

Jan 22 22:21:31 [IKEvl]: Goup = Tunnel Goupl, Username = ciscol23, |P = 192.168
PHASE 1 COMPLETED , 1. 2.
:Jan 22 22:21:31 [IKEv1]: I P = 192.168.1.2, Keep-alive type for this connection

DPD

Jan 22 22:21:31 [IKEvl DEBUG : Group = Tunnel Goupl, Usernane = ciscol23, IP =1
.Starting Pl rekey tiner: 950 seconds ,92.168.1.2

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
sendi ng noti fy nessage ,92.168.1.2

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
constructing bl ank hash payload , 92.168.1.2

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
constructing gm hash payl oad , 92.168. 1.2

Jan 22 22:21:31 [IKEvl]: IP = 192.168.1.2, | KE_DECODE SENDI NG Message (nsgi d=f 44
with payloads : HDR + HASH (8) + NOTIFY (11) + NONE (0) total length : 84 (35669
Jan 22 22:21:31 [IKEvl]: IP = 192.168.1.2, |KE DECODE RECEl VED Message (nsgi d=54
+ (1f8e43) with payloads : HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5
NONE (0) total length : 1022

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Groupl, Usernane = ciscol23, IP =
processi ng hash payl oad , 92. 168.
Tunnel Groupl, Username = ciscol23, IP
processi ng SA payl oad , 92. 168.

Jan 22 22:21:31 [IKEvl DEBUG : Group = Tunnel Goupl, Usernane = ciscol23, IP
processi ng nonce payl oad , 92. 168.

Jan 22 22:21:31 [IKEvl DEBUG : Group = Tunnel Goupl, Usernane = ciscol23, IP
processing | D payl oad , 92. 168.

Jan 22 22:21:31 [IKEvl]: Goup = Tunnel Goupl, Username = ciscol23, |P = 192.168
Recei ved rembte Proxy Host data in |ID Payl oad: Address 192.168.5.1, Proto ,1.2.
col 0, Port O

Jan 22 22:21:31 [IKEvl DEBUG : Group = Tunnel Goupl, Usernane = ciscol23, IP =1
processing | D payl oad ,92.168.1.2

Jan 22 22:21:31 [IKEvl]: Goup = Tunnel Goupl, Username = ciscol23, |P = 192.168

Jan 22 22:21:31 [I KEvl DEBUG : G oup

TR S TR SR TR ST
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Recei ved | ocal | P Proxy Subnet data in |ID Payl oad: Address 0.0.0.0, Mask ,1.2.
Protocol 0, Port 0 ,0.0.0.0

Jan 22 22:21:31 [IKEvl]: Goup = Tunnel Goupl, Username = ciscol23, |P = 192.168
QM | sRekeyed ol d sa not found by addr ,1.2.

Jan 22 22:21:31 [IKEvl]: Goup = Tunnel Goupl, Username = ciscol23, |P = 192.168
| KE Rermot e Peer configured for crypto map: dynmap , 1. 2.

Jan 22 22:21:31 [IKEvl DEBUG : Group = Tunnel Goupl, Usernane = ciscol23, |IP
processi ng | PSec SA payl oad , 92. 168.

Jan 22 22:21:31 [IKEvl DEBUG : Group = Tunnel G oupl, Usernane = ciscol23, IP
| PSec SA Proposal # 14, Transform# 1 acceptable WMatches gl obal |1PS ,92. 168.
ec SAentry # 10

Jan 22 22:21:31 [IKEvl]: Goup = Tunnel Goupl, Username = ciscol23, |P = 192.168
I'l KE: requesting SPI ,1.2.

Jan 22 22:21:31 [IKEvl DEBUG : Group = Tunnel Goupl, Usernane = ciscol23, IP
| KE got SPI from key engi ne: SPI = 0x31de01d8 , 92. 168.

Jan 22 22:21:31 [IKEvl DEBUG : Group = Tunnel Goupl, Usernane = ciscol23, IP
oakl ey constucting qui ck node , 92. 168.

Jan 22 22:21:31 [IKEvl DEBUG : Group = Tunnel Goupl, Usernane = ciscol23, IP
constructing bl ank hash payl oad , 92. 168.

Jan 22 22:21:31 [IKEvl DEBUG : Group = Tunnel Goupl, Usernane = ciscol23, IP
constructing | PSec SA payl oad , 92. 168.

Jan 22 22:21:31 [IKEvl]: Goup = Tunnel Goupl, Username = ciscol23, |P = 192.168
Overriding Initiator's I PSec rekeying duration from 2147483 to 28800 secon , 1. 2.
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Jan 22 22:21:31 [IKEvl DEBUG : Group = Tunnel Goupl, Usernane = ciscol23, IP =1
constructing | PSec nonce payload ,92.168.1.2
Jan 22 22:21:31 [IKEvl DEBUG : Group = Tunnel Goupl, Usernane = ciscol23, IP =1
constructing proxy ID,92.168.1.2
Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
:Transmitting Proxy Id ,92.168.1.2

Renmot e host: 192.168.5.1 Protocol O Port O

Local subnet: 0.0.0.0 mask 0.0.0.0 Protocol 0 Port O
Jan 22 22:21:31 [IKEvl DEBUG : Group = Tunnel Goupl, Usernane = ciscol23, IP =1
Sendi ng RESPONDER LI FETI ME notification to Initiator ,92.168.1.2
Jan 22 22:21:31 [IKEvl DEBUG : Group = Tunnel Goupl, Usernane = ciscol23, IP =1
constructing gm hash payl oad , 92.168.1.2

Jan 22 22:21:31 [IKEv1]: IP = 192.168.1.2, |KE _DECODE SENDI NG Message (nsgi d=541
+ (f8e43) with payloads : HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5
NOTI FY (11) + NONE (0) total length : 176

Jan 22 22:21:31 [IKEvl]: IP = 192.168. 1.2, |KE DECODE RECElI VED Message (nsgi d=54
1f 8e43) with payloads : HDR + HASH (8) + NONE (0) total length : 48

Jan 22 22:21:31 [IKEvl DEBUG : Group = Tunnel Goupl, Usernane = ciscol23, |IP
processi ng hash payl oad , 92. 168.
Tunnel Groupl, Username = ciscol23, IP
| oading all | PSEC SAs , 92. 168.

Jan 22 22:21:31 [IKEvl DEBUG : Group = Tunnel G oupl, Usernane = ciscol23, |IP
I Generating Quick Mbde Key , 92.168.

Jan 22 22:21:31 [IKEvl DEBUG : Group = Tunnel Goupl, Usernane = ciscol23, IP
I Generating Quick Mdde Key ,92.168. 1.

Jan 22 22:21:31 [IKEvl]: Goup = Tunnel Goupl, Username = ciscol23, |P = 192.168
Security negotiation conplete for User (ciscol23) Responder, |nbound SPI ,1.2.
0x31de01d8, Qut bound SPI = 0x8b7597a9

Jan 22 22:21:31 [IKEvl DEBUG : Group = Tunnel G oupl, Usernane = ciscol23, |IP
| KE got a KEY_ADD nsg for SA: SPI = 0x8b7597a9 , 92. 168.

Jan 22 22:21:31 [IKEvl DEBUG : Group = Tunnel Goupl, Usernane = ciscol23, IP
Pitcher: received KEY_UPDATE, spi 0x31de01d8 ,92. 168.

Jan 22 22:21:31 [IKEvl DEBUG : Group = Tunnel Goupl, Usernane = ciscol23, IP
.Starting P2 rekey tiner: 27360 seconds , 92. 168.

Jan 22 22:21:31 [IKEvl]: Goup = Tunnel Goupl, Username = ciscol23, |P = 192.168
Adding static route for client address: 192.168.5.1 ,1.2.

Jan 22 22:21:31 [IKEvl]: Goup = Tunnel Goupl, Username = ciscol23, |P = 192.168
(PHASE 2 COMPLETED (nsgi d=541f8e43 , 1. 2.

Jan 22 22:21:41 [IKEvl]: IP = 192.168.1.2, |KE DECODE RECEl VED Message (nsgi d=78
f7d3ae) with payloads : HDR + HASH (8) + NOTIFY (11) + NONE (0) total length : 8

Jan 22 22:21:31 [I KEvl DEBUG : G oup
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ASA#debug crypto ipsec 7

Deletes the old SAs. ASA# | PSEC. Del eted inbound decrypt rule, SPI Ox7F3C985A Rule ID ---!
0xD5567DB0 | PSEC: Del eted inbound permit rule, SPI Ox7F3C985A Rule |ID: OxD4EF1DFO | PSEC. Del et ed
i nbound tunnel flow rule, SPI O0x7F3C985A Rule | D:. OxD556AF60 | PSEC. Del eted i nbound VPN cont ext,
SPI 0x7F3C985A VPN handl e: 0x0004678C | PSEC. Del et ed out bound encrypt rule, SPI 0xC921E280 Rul e

I D: OxD517EE30 | PSEC. Del eted outbound permit rule, SPI O0xC921E280 Rule |ID: 0xD5123250 | PSEC:
Del et ed out bound VPN context, SPI OxC921E280 VPN handl e: 0x00040AB4 !--- Creates new SAs. ASA#

| PSEC. New enbryonic SA created @ OxD4EF2390, SCB: OxD4EF22CO, Direction: inbound SPI
O0x7F3C985A Session | D: 0x0000FO00 VPIF num: 0x00000002 Tunnel type: ra Protocol : esp Lifetinme
240 seconds | PSEC. New enbryonic SA created @ 0xD556B118, SCB: 0xD556B048, Direction: outbound
SPI : 0xC921E280 Session | D: 0x0000FO00 VPIF num : 0x00000002 Tunnel type: ra Protocol : esp
Lifetinme : 240 seconds | PSEC. Conpl eted host OBSA update, SPI 0xC921E280 | PSEC. Creating
out bound VPN context, SPI O0xC921E280 Fl ags: 0x00000005 SA : 0xD556B118 SPI : 0xC921E280 MrU :
1500 bytes VCID : 0x00000000 Peer : 0x00000000 SCB : 0x0133B741 Channel: 0OxD4160FA8 | PSEC:
Conpl et ed out bound VPN context, SPI 0xC921E280 VPN handl e: 0x00040AB4 | PSEC. New out bound
encrypt rule, SPI 0xC921E280 Src addr: 0.0.0.0 Src mask: 0.0.0.0 Dst addr: 192.168.5.1 Dst nask:
255. 255. 255. 255 Src ports Upper: O Lower: O Op : ignore Dst ports Upper: O Lower: O Op : ignore
Protocol: 0 Use protocol: false SPI: 0x00000000 Use SPI: false | PSEC. Conpl et ed out bound encrypt
rule, SPI O0xC921E280 Rule I D: 0xD517EE30 | PSEC. New out bound permt rule, SPI O0xC921E280 Src
addr: 192.168.1.1 Src mask: 255.255.255.255 Dst addr: 192.168.1.2 Dst mask: 255.255.255.255 Src
ports Upper: O Lower: O Op : ignore Dst ports Upper: O Lower: O Op : ignore Protocol: 50 Use
protocol: true SPl: OxC921E280 Use SPI: true | PSEC. Conpl eted outbound permt rule, SPI
0xC921E280 Rule ID: 0xD5123250 | PSEC. Conpl eted host |BSA update, SPI 0Ox7F3C985A | PSEC. Creating
i nbound VPN context, SPI 0x7F3C985A Fl ags: 0x00000006 SA : OxD4EF2390 SPI : 0Ox7F3C985A MU : O
bytes VCI D : 0x00000000 Peer : 0x00040AB4 SCB : 0x0132B2C3 Channel: 0xD4160FA8 | PSEC. Conpl et ed
i nbound VPN context, SPI 0x7F3C985A VPN handl e: 0x0004678C | PSEC. Updati ng out bound VPN cont ext
0x00040AB4, SPI 0xC921E280 Fl ags: 0x00000005 SA : 0xD556B118 SPI : 0xC921E280 MIU : 1500 bytes
VCI D : 0x00000000 Peer : 0x0004678C SCB : 0x0133B741 Channel: OxD4160FA8 | PSEC. Conpl eted
out bound VPN context, SPI 0xC921E280 VPN handl e: 0x00040AB4 | PSEC. Conpl eted out bound i nner
rule, SPI O0xC921E280 Rule I D: 0xD517EE30 | PSEC. Conpl eted out bound outer SPD rule, SPI
0xC921E280 Rule I D: 0xD5123250 | PSEC. New i nbound tunnel flow rule, SPI 0x7F3C985A Src addr:

192.168.5.1 Src mask: 255.255.255. 255 Dst addr: 0.0.0.0 Dst nask: 0.0.0.0 Src ports Upper: O

Lower: O Op : ignore Dst ports Upper: O Lower: O Op : ignore Protocol: O Use protocol: false

SPI: 0x00000000 Use SPI: fal se | PSEC. Conpl eted inbound tunnel flow rule, SPI 0x7F3C985A Rul e
| D: OxD556AF60 | PSEC. New i nbound decrypt rule, SPI Ox7F3C985A Src addr: 192.168.1.2 Src mask:
255. 255. 255. 255 Dst addr: 192.168.1.1 Dst mask: 255.255.255.255 Src ports Upper: O Lower: 0 Op :
i gnore Dst ports Upper: O Lower: O Op : ignore Protocol: 50 Use protocol: true SPI: Ox7F3C985A
Use SPI: true | PSEC. Conpl eted i nbound decrypt rule, SPI Ox7F3C985A Rule |ID: 0xD5567DB0 | PSEC:

New i nbound pernit rule, SPI Ox7F3C985A Src addr: 192.168.1.2 Src mask: 255.255.255. 255 Dst

addr: 192.168.1.1 Dst mask: 255.255.255.255 Src ports Upper: O Lower: O Op : ignore Dst ports

Upper: O Lower: O Op : ignore Protocol: 50 Use protocol: true SPI: Ox7F3C985A Use SPI: true

| PSEC. Conpl eted inbound permit rule, SPI 0x7F3C985A Rule | D: OxD4EF1DFO

Windows J VPN Client 5.0

VPN Jsae 5 Jzundl &lgiamo onSoi) Jauw obslag] < Jow sa>



# VPN Client | Log Settings X

Changing logging levels will take effect immediately and will cause the current log
winidow to be cleared.

fasE 2 - Medium [ LOG.IKE ]

Connection Manager: | 1 - Low v [LOG.CM ]
Craemon [cvpnd]: | 1 - Low _:j [ LOG.CYEMD ]
Uszer Authentication: | 2-Medium = [LOGAAUTH |

Certificatez: | 1-Low | [LOG.CERT ]

IPsec: | 2-Medum = [LOGIFSEC]

Command Line: | 1 - Low _:j [ LOG.CLI ]

GUE | 1-Low = [LOG.GUI]
FPF: | 1-Low = [LOG.FPF ]
Firewall: | 1 - Low x| [LOGFIREWALL ]

H} 4 Cancel

‘Connected Time: O daw(s), 00:02,37
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# YPN Client | Log Window

Cigco Systerns VPN Client Verzion 5.0.03.0530 -
Copyright [C) 1998-2007 Cizco Systemsz, Inc. &ll Rights Reserved.

Client Typelz]: Windows, WinkT

Running o 51,2600 Service Pack, 2

1 123357906 01/23/09 Sevw=Info/41KE /QxE3000001
IKE recerved zsignal to terminate WPMN connection

2 123357906 /23409 Sev=Info/4|k.E /063000013
SEMDIMG == 1SAKMP DAK IMFO *[HASH, DEL) to 192.168.1.1

3 123357906 01/23/09 Sev=Info/41KE /xE3000043
Digcarding IPzec 54 negaotiation, MaglD=3CE15452

4 12:3358.021 01/23/09 Sev=Info/d1KE /xE3000017
Marking IKE S& for deletion [|_Cookie=017A1BBFAAIBECTE
R_Cookie=0413652E 60463C00) reazon = DEL_REASOM_RESET_SADE

B 123358031 /2509 Sev=Info/d|KE OxEE000073
SENDIMG »=> 1SARMP DAE IMFO *[HASH, DEL] te 192.168.1.1

B 123400500 01/23/03 Sev=Info/41KE /063000046
Dizcarding IKE S& negotiation [|_Cookie=017&1BEFAS4BECT 2
R_Cookie=0413652E60463C00) reazon = DEL_REASOM_RESET_SADE

7 123400546 01/23/09 Sev=Info/4IPSEC/OxE3700013
Delete internal key with SPI=0xbhecscs

g8 123400546 01/23/09 Sev=Info/4PSEC/0E370000C
k.ey deleted by 5P 0<2bbecics

g 123400546 01/23/09 Sev=Info/4IPSEC/OxE3700013 j
Save E Log Settings Clear . . Cloze
dbo old Olegleo

Cisco 0 ASA 5500 Series vaSill abilall ooVl &je21 a0 dxiw -

Cisco ASA 5500 Series Adaptive Security Appliances Command aagall ;LY &3>0 ,ol9l 22150 -
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Cisco PIX 500 Series Security Appliances LYl 621 olol 2> 10 -
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