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. Dynamic allocated IF by VPN Server
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Communication babween CA server
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sonfiguration = Properties = Device Administration = Clock
= Sharfup Yizard + | 4-Clock
! A A Zetup

Arti-Spoating
+ T arp

coaB st Upcate
ol Client Update Dste
#-[E) Cerfificate
) iﬁ Device Access December :I S007 -
=1 38 Device Administration

Banrer
5 Boot ImsyeConic

' : : : hh  Cmm Gss
e R R R

B Console

= iR CoD Setup g o 11 12 13 14 15 Upclate O3
Feorm Dieyice e

ik FTP hode 6 17 18 18 w0 2
b ICMP Rules

- Management Acc 23 24 25 26 277 ER
G
b Password 30 3

ﬁ Secure Copy

5 E SMTP

g, SMWP
jﬂ TFTP Server Sy Rezet |

User Accounts
LoloVl Jlaw e Jlo
Cisco ASA

Lize thiz z=creen to configure the ASA clock.

Time Zone:  |(GMT+D5:30) Calcutta

~Time

Ci scoASA#show clock
| ST Fri Dec 28 2007 16:25:49.580

RSA auilas 29 cliw] .2 5olazll

e g PKCS#10 65lgiis il (050 ASA (0 dgsgll wlogles go 0dlivl pi sl plell RSA plias po pi;
o) awlanll 29 clisly pois Ll TrustPoint plasiwl pisly JSuin plissll puwl 213

ASDM ¢l 2|

waskas 899 Lail @i (eSS §o9 Lail 1
2wilaall 295 sily Bolgidl guwsiy 5 .2
aSlo| 999 ,ail .3
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Configuration = Fropenies = Cedificate = Key Pair

7 Startup Wizord 1: Key Pair
* AR Setup ; . .
Anti-Spoofing Configure the bey pairs 1o ba used in cerlificates.
= B amp
aa) B Update Mot Oparations on thes screen ane sppled immediately upon compeion and are irmeaversile,
= Clent Upciate
= &) Certincate
[E3 ushentication

Ey Envolimert z :
B ot Corificate Key Pair Hame | Usage |  ModuusSize | Add

Ly Marage Cadivie o =Froy IDheded =
H el I Add Key Pair x|
i Device Acc L
= 88 Device Admi
(= Banner Mamne: " Liza defaull key name

%4 Book Ima
% CLI Pro o F;":”‘“Tl
Q) cleck

i Consale Size: 1024 -
Bicsosa

'y

o U e oo
R [CMP R

T manage

© ne Grenerate Now Cancel I Help |

B0 P g

P

a; _wosoll auilaall 295 ax> tdasNe. plaziwl g65 3359 (Joloall px> 31y (pliasll auwl JEoL o6 .4
1024 go

"awlaall 295 pul” 2908 9 wlisl cod sl wlaall 29 2hol oo oYl elis] G5 Ll 5
sol9¥l Jlaw e Jls

Cisco ASA

Ci scoASA#configure terminal

Ci scoASA(confi g) #crypto key generate rsa label my.CA.key
modulus 1024

Generates 1024 bit RSA key pair. "label" defines ---!
the name of the key pair. |NFO The nane for the keys
will be: my.CA key Keypair generation process begin.

#(Pl ease wait... ciscoasa(config

TrustPoint clis] .3 6elazlI

ASA aoxiuunw 3l (CA) Gxanll g0l oMoy daill blas ,dei ol

ASDM ¢l,>]

waskas 999 Lail pi (eSS (999 il 1
.TrustPoint guugiy 09 o5 63lgiddl guwgi, p9 .2
cilasly A3 a9 (JiSubis o i3l .3



Canfiguration = Properies = Ceéfificate = Trusipaint = Canfiguratian

3 Startup Wizsrd | 4 Configuration

—t

gl AsA Setup _ - _
- % Anti-Spooting Configurs a Certificate Authority (CA) as a trustpoint.

=B arp
g Auto Update
2} Cliert Update
-3 Certificate Trustport Mame | Device Certificate Subject | CA Centificate Subject | Add
B Authentication —_—
- £y Envciiment

43 Import Certificate
BE ey Par
- By Manage Cerlificat Delete

1= Trustpoint
7 e
ﬁ Export
P Impont
seaioll plasiwYl dlo 15 TrustPoint pul oSy ol vy TrustPoint pwl: audll 038 e 28 .4
(my.CA.key) 2 salaztl (5 ojLisl pi sl pslaall 295 32> :pslaall 295(.CAT Jlioll 13D pastin)
593! Szl 3325 o0 25T .5
Olgidl Clales Hloxll &0 sglos.0lgidl Clales e a5l .6
ool daslall o dod i3l puall 03D (uoSiialglo 13D (3 saey leidll clSing >y dsladl .7
G99 Lilg cdansll J23l9 " low”

b

Edit

.aslol
Attribute Walue
Cormnean Mane (Ch) CiscoASA cisco.com
Dn Attribote to be Added Departmert (OU) TSWEER
Cormpany Mame (O] Cizoo Systems
Attribate; |- Select Attribuge .- W el Counlry (C) us
State (Sh Morth Caroling
Nl - | B Lo ation (L)

Ok Cancel Help |

- 39l9o (999 ,ail dpwliall puall SLo| 5,20, .8
FQDN Luss doyd)l 03® 955 ol woy.FQDN xyaxs Ja> (9 FQDN J3ol 6slgaidl wlalzo ailis (9 .9
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@& Certificate Parameters

Erter the walues for the parameters that are to be included in the certil

Subject DM: watems C=U% St=Morth Caraling L=Raleigh

—=ubject Afternstive Name (FRDM)

i Use FQDN of the device

[F Specify FQDRN CiscoldSA cisco.com J

i Use none

E-rriil:

P Acdress:

|_ Ihzlude device zerial number

4 ancel Help

(CN)

OK (b ailg 10

S99 il pi (§Sloe G99

Lal 12



#% Add Trustpoint Configuration

Trustpoint Mame: [ ICM

|

[~ Gererste & zelf-zighed cedificate on enrallimett

If thiz option iz enabled, only Key Pair and Cedificate Parameters can be specified.

Enrallment Settings I Revocation Check I CRL Retrieval F'Ellil:':.-'l CRL Retrieval Methcudl OCSH

Key Pair: [ iy A key

1' =howy Detailz | Mewe Key Pair...

Challerge
Paz=woard:

Enrolliment Mode can only be specified if there are no cetificates azzocisted with this trust

Enraolliment Mode

Eﬁ' Uze manual enru:nllrnent:l

™ Use automatic enrallmert

Enraollment LRL: it ss I

Fetry Period: |1 minutes
Fetry Count: IIII [(Uze 010 indicate unlimited retries)

Confirm Challenge
Password: I

_ertificate Parameter

Cancel Help

sol9Vl law le Jlio

Cisco ASA

Ci scoASA(confi g) #crypto ca trustpoint CAl

Creates the trustpoint. C SCOASA(config-ca- ---!
trust poi nt) #enrollment terminal

Specifies cut and paste enrollment with this ---!
trustpoint. C sCOASA(confi g-ca-trustpoint)#subject-name
,CN=wepvpn.cisco.com, OU=TSWEB

O=Cisco
Systems, C=US, St=North Carolina,L=Raleigh

Defines x.500 distinguished name. Ci SCOASA(config- ---!




ca-trust poi nt) #keypair my.CA.key
Specifies key palr generated in Step 2. ---!

Ci scoASA(confi g-ca-trustpoi nt)#£gdn CiscoASA.cisco.com

Specifies subject alternative name (DNS:). —---!
Ci scoASA(confi g-ca-trustpoi nt)#exit

6olgil| L elins| .4 69lasll

ASDM cl,>]

waskas 999 sl o5 (9SS 999 )—°J| A
Jendll 515 Bolgadl sz pd 2

b 3y Hlo> gs0 gl Jiaws §99 Lisly 3 salazxll L odlinl e sl TrustPoint 3ass o géss .3

2895 wlb punl Ll all 5Lin) 6Ll S
(6>giv

B Enrollment Request

To complete the enrallment process, please paste the followwing PRCS10 enroliment regquest into the
management interface of the CA.

Yo will need to install the cedificate after receiving it.

=0 to Configuration = Properties = Cedificate = Import Cetificate to do =0,

Cettificate Reguest:

BGeiCB ] JE€vwdgCogogtxR404 / l'fP OoeFEfgq7apCHYWHE
LgMBALGHRIBEE ok -_Ilﬂ-‘lli' SwiBCO4 x Nzl 1 MA=CAITTADw) EAwI FolAmBgNVHEEEH=44

g]:'].t.]:- .:ﬂ:-::]']"l hLOF T|...| = o l:'TIT:FI-r-r]-_|T|TFI_,]._| iEq g % :”'_I ]-_|""' C o VO = Il'j_":j"l:III‘I‘J‘E! EEENA
COKalYCiFH/

———End - Thi=s line not part

Ik

Jio) Wl bl 5560 Il Jogaxall CSR Juu,l pi s cilo _JI PKCSH#10 Jizus b gl 4
plaziwl, CA 172.16.5.1 ool I Jos Il Jizuis p8:2L,2Y1 13D (3 aingo 6B LeS (Microsoft CA
2315 6,951l paziamall &Uly

VPN



%} about:blank - Microsoft Internet Explorer provided by Cisco Systems, Inc.”

File Edit Miew Favorites  Tools  Help

dm Back - = - @ ﬁ | @_Search (3] Favorites @Media ®| %v 5 g !
Address Iahttp:,l',l'l?l 16.5.1 cerksry)

Enter Network Password s
? Fleaze type vour uger name and paszword.
Site: 17216561
User Mame | YPIUEEr
Pazzword S p
Dornain

[T Save this password in your password list

] Cancel |

wlb < 83lgits b (959 ,ail.CA 313y 3950 (ASA (VPN 033 pasiiuws wlus> 3929 (o ST tdla>Ne
Jlu] 91 64 LulwVL jo,0 PKCS#10 91 CMC wilo plaziwly 85lgis il Jlw)| 53> o5 «padio 85l
-gwlwVl o0 PKCSH7 wals plaziwl 3oz b

64

ncdress ] bitp: 1172.16.5. 1 feertervestraad.asp =] @ l.n|

Microsoft Cediicale Serdces

Advanced Certificate Request

The policy of the CA detarmines the types of certificates you can request. Click ona of the following options to:

i it r isCA
|"5u;rm; a certificate request by using a base-B4-encoded CMC or PKCS #10 file, or submit a renewal request by using
|2 base-B4-ancoded PKCS #7 filg _
B ifi for & sm rd on behalf of anothar { 15ing the sm L ifi nroillrent 1o
HMote: You musl hawe an enrollment agent cerificate o submd a request on bahal of anather wser.

Sisly dogimall Glall Jai Ji> 5 lgaualy 185205 o5 3l Sloslaall gus



Submit a Cetificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded
source (such as aVeb server) in the Saved Request box,

Saved Reqguest:

Base-bd-encoded
cerificate request
(CMC ar

PRCS #10 ar

PKCS #):

erHNBLmNpcENvLvahTANngqhkiGQmDBAQQFAAﬁEJ
4BfoXdZ0LChEAoPSL1EbPaEeaCkfN/ PpSmATA=GE
DEMEGECcu?Ex I/ K1Z6Nxaf UwCHr OPYIIWU1wgRJIGh+
gUxewhFHpGHnQ MpS £U0dD==

not. part of the certificate request——-—
4] |

Browse for a file to inser.

Certificate Template:

PSEC |
Additional Attributes:
]
Attributes: -
4] b
subrmit = I

Jlw|

Jujiv aslasbg ) SlwY o, Base 64 Jl calns

Microsoft Certificate Services - CAJ

Certificate Issued

el baic

The certificate you requested was issued to you.

" DER encoded or & Base 64 encoded
s Dowinload certificate

w==d Download cedificate chain

é>lg

Lo g piw Ll disgll 65lgis 529 cert_client_id.cer awYl, alaax, a8 calall Josi o=l g0



Some files can harm pour computer. IF the file information below
lookz suzpicious, or pou do not fully trust the zource, do not open or
zave this file.

File name: certnew.cer

File tppe:  Secunty Certificate
From: 1721651

&, Thiz type of file could harm your computer if it containz
malicious code.

Wiould you like to open the file aor zave it to pour computer?

Open | Save Cancel tare [nfo

¥ Always ask befare opening this tupe of file

ASA

Cisco ASA

Ci scoASA(confi g) #crypto ca enroll CAl

Initiates CSR. This is the request to be submitted ---!
!-—- via web or email to the 3rd party vendor. % Start
certificate enrollnment .. % The subject nane in the
certificate will be: CN=C scoASA. ci sco. com OU=TSVEB,
O=Ci sco Systens, C=US, St=North Carolina, L=Ral ei gh % The
fully-qualified domain name in the certificate will be:
Ci sSCOASA. ci sco. com % I ncl ude the device serial nunber in
t he subj ect nanme? [yes/no]: no

Do not include the device's serial number in the ---!
subject. Display Certificate Request to termnal?
[yes/no]: yes

Displays the PKCS#10 enrollment request to the ---!
terminal. !--- You will need to copy this from the
terminal to a text !--- file or web text field to submit
to the 3rd party CA. Certificate Request follows:

M | CH CCAYc CAQAWgaAx EDAOBgNVBACTB1JhbGVpZ2gxFz AVBgNVBAGT

Dk5venRo
I ENhcmB's aWs h MQs wCQYDVQQGEW] VUz EWVBQGALUEChMNQRI zY28gU3I z
dGvt czEO
MAWGAL UECX MFVFNXRUI x Gz AZBgNVBAMIEniNpc 2Nv YXNhLmNpc 2 Nv Lim\v
bTEhMBBG
CSqGS| b3DQEJANYSY2] zY29hc2EuY2l zY28uY29t M G MAOGCSQGSI b3
DQEBAQUA
A4GNADCBI QKBgQCnM 2Vt eHnhi hS1uQ 0+hVWASKnOPpl 6Y/ MMWmgBaB
9IMAy Tx5b
Fn886s8F73Wsf QPynBDf BSsej DOnBpFYzKsGF 7TUMB2n2 RFaqf y Nx Yt
30MXSNPO
mMLdZ0xJVnRI p9cyQo/ 983pnbPf DD6/ hoOnTkt x0i +1cEXOl uBvh7oKar
gw DAQAB

0DOWOWYJKoZI hv e NAQk OVB4wL DAL Bg NVHQB EBAMCBa AWHQYDVRORBBYw




Y29hc2EuY2l zY28uY29t MAOGCSqGS| b3DQEBBAUAA4GBABr xpY0q7SeO
po6wGtoZpsvpY! / HenKU aRc783w4BMO5I ul | EnHgRgAXr TbhQnOB7JPI

bYVRt / wi Kc8Fj pvPpf Okj MKOT3t +HeQ@ 5Q Kx2Y/ vr qs+Hg5SLHpbhj /
Uol13yWCe 0Bzg59cYXq/ vkoqzV/ t BUACr ---End -
part of the certificate request--- Redisplay enroll nent
request? [yes/no]: no

#(ci scoasa(config

This |ine not

FI 1 SY2| z
Hzf 3yEJq

bkc2ykkm

TrustPoint 49>Las .5 églazl

bglazl 0ig dyliall liSay (I bl 3580 (o dssgll 63lgis oMl 3 ,2a

ASDM el,>|

2ol iguaSIl e di0ell 65lgin lnaxy p9 .1
lesualg base64 dlw JI daw o «aloS lpdlu)| piy o) baseb64 jleal 1899 60,0 65lgis w993 o 13] .2
lall dg8,1 Helai Ol ey ccer. slaiol, walall duouss 85le] 5 20y tdla>No.cer. Slaiol alall drouws acl .3

cert_client_id.

S 2090 98 LS 85lgisS
lo e 29530l ,aill, @b .4

Certificate

General | Details | Certification Path |

'.'.e-..-».g'ﬂ-..
! =-1 Certificate Information

Thi%ertiﬁcate i intended for the following purpose(s):

sEnsures the identity of a remote cormputer
#Proves vour identiky ko a remote computer
«2,16.840,1,113733.1.7.21

g 131 rala> Ve

wass il

b Mole” Cugill dodle (8 "aslgidl 03D o Baxill a8lS Clogleo e seix Y Windows" @l
a3l gl (CA) lagwg)l $raall g ,all 63lgi 5l (CA) izl aasll g>all 63lgi e Jgaxll
CA 6>lgis 91 CA 65lgis _le Jguaxll CA Jgduas 91 el 8 bl 5550, Juil L2V 13D dmylio Jid
Lo alagwsl

&3lgitdll Hluwo dxio e Ll 5

U0E o8 Lily «6,3Lall dggll 63l 59 539>5all Gaanll g all b3lgi e Lail 6



Certificate E

General | Details Certification Path |

—Cerkification path

iZiscoASh, cisco, com OU=TSWEE

Wiew Certificate

i_ertificate status:

This certificake is Ok,

Ok &>lgall

.9xaanll g2 50l 65lg Jo> dduasi ologleo
oslgi Jo> wlogleall (0 250l 49 ,20) Juolas (999 éil .7



Certificate EE:

General Details |CertiFicatiDn Path I

Shi: -=::;:-.||::=- j
Field Walue -
E'-.-'ersi::un W3
(M serial number 611E ES9E 0000 0000 0007
Eﬁignature algarithm shalRaa s
Elssuer ZA1, TaWeb, cisco, com
E'-.-'aliu:l From Saturday, December 15, 2007...
E'-.-'alil:l ko Monday, December 14, 2009 ..,
M subiect CiscodSh. cisco. com OU=TSW. .,
[FPublic key RS54 (1024 Eits) hd

Edit Properkies. ..

iZopy ko File, ..

ik,

dsgll

steps [i® sl ASA 9 Lginiig CA 055 (0 Gauanll g2 0ll olgiv Jojii vy gl 65lgin cuii Ji9 .8
CA 172.16.5.1 p>> JI o3l Juuuiy p9:CAT 2y S5 CA Ul o 63lgis CA JI cul> in order to
0313 6,901l paziumol] ©liyeSs plasuwly



a about:blank - Microsoft Internet Explorer

File Edit Wiew

Favorites  Tools  Help

J Back - €3 « [x] (2] @a | . Search - Favorites £ | "

Address @ hktkpiif172.16.5.1 /certsry

=

ol A

7

Lser name:

Passwiord:

Solgiv Jusis G99 il

Conneckt ko 172.16.5.1

_onnecting o 172.16.5.1

€ vpnserver

[ Remember my password

o |

Cancel |

= .|

VPN

oolei Jui Lle Lail_uaiall ds,,b 2o Base 64 g1, 5 52> o5 « CRL 9l oblgis dluulw si CA

g0l
9xaoll



Download a CA Cerdificate, Certificate Chain, or CRL

[0 trust certificates issued from this certification authority, install this CA cer

[0 download a CA certificate, certificate chain, or CEL, select the certificate

CA certificate:

rncoding method:

.............................

Download CA cerdificate ]
Download CA cedtificate chain
Download latest base CRL
Download latest delta CEL

Do you want to open or save this file?

Mame: certnew,cer
Type: Security Cerkificate, 1.64 KB
From: 172.16.5.1

Open Save

While files from the [nternet can be ugeful, thiz file twpe can
o potentially harm your computer. [F you do nat truzt the source, do not

open of gave thiz sofbware, What's the nsk?

certnew.cer
Guaall g2 ,0ll 65lgi lraxy a9 wnd SVl Gl JI aiuas .9
S Il i3 ly clall 998 a¥l Guglall s Lisil) Notepad Jio «oguai jy>e plasiwls lall zi81 .10
(.Notepad <
03® 9 639>90ll 63lguil) dgiLine 64 ulwVl a0 5 o5 (il Al glas ol w11
16, 9.0l




] certnew.cer - Notepad

File Edit Format Help

————— BEGIM CERTIFICATE———-—-
MIIENTCCAdwoawIBagIocInxmUdkd IxGUdgaowt OnDAaNBgk ghlk 1G59w0BAQUF ADER
MRMWEDY KCZIm T ZPyLGOBGRY DY 2 9tMR UwEwWY KCZImi ZPyLGOBGRYFY 2 1 2v 28xFTAT
Fgodkialk /IsZaEZFgvuUld ]y JEMMADGALUEAXMDOOE xME4 =D TASMT I xNDAZMDED
M1 OXDTEYMT IXMNDAZMT AXNYOWUTETMEEGCgm=JomT 81 xk AR kwAZ My b TEVMEMGC gms
DomT &1 xk ARk WEWNPCZ NuMRUWEWY KCZIMT ZPyLGOEGRY FWFNZWI xDDAKEQNYEAMT
A ONBMTCCASTwWDOY JK0ZI hv CHAQEBBQADOHERPADCCAQDCQHEBADHP TS ey T LMAS
FSGZMZ3 sCTROTCMWO X 7 grMEmmi o070k GApAYVMTHr K4 31 TMuaekBpoSZ2dd TMOhT
bt ACZaHpBUyYI SwoZ00 UL PmwaMUiMAD+mLS I gThndos 1Ty 7y hh2wwen i § canwdoog+
fox+swaehNC]slrxeuaHpIBTuaNockueBUE] xgpJunPaklGEvwETaTvaM kZzF4dbgI
W 3GEOFGMhE8ZGx0ys 1 DEaUg xRV whDbM Ivwoy Brdwik hd uC 04 xxomr /S sctltdwacvk 2w
LEwC sptw7ClakTogfmixk,ds /22 aluxr HyysoCfoFyk 1wES, /Ol o+T0ess 24T 1 Dhixx
P> ROLEBCAWEAAAOCAWBWIQF rMEMGC S55A00EY | CUAQOGHYOAQWEEMASGALUADWCE
AWIthAPBQNVHRMBAFBEBTADAQHIMBDGAludngwaaTzrgBIEjqIBRRDLEmvaQJ
AP T wDCC A0MEAL UdHWS B+ ZCB+DCEYaCBECE 7L aBT Wik v ab L ywBwi0d SO 0E x L ERO
R T LW Oy SZMTQUNTLENOPUNEUC xDT j1OdwWIs 3wk TM]BELZxk TM]BTZx12 awh 1 CyxD
TilT=xJ2awhN ] CyxDT]1lDb2 SmawdlcmFOawSuLERDPVRTVZ VI LERDPWNPC2ZMNYLERD
oy b T O] Z=10awzZpy 2FO0Zv I TdmS ] vxRph2 SMaxNOP2 The2 U D2 JgZwN0g2 xhe3me
1IMRG T ZdHIpynv0awsLUG9phnSGNwhOdHABL S 0wl 3Mms ZLwF j Oy 5 0c3d Y15
AN by 5 b2 O 2vydEvucmSs bCSDOTEWY 3 JSMBAGC S 5GAQOED ] CWAQDQDAQEAMALS
:SqGSIbEDQEBBQUAAdIBAQAauF?AsyESItqA+?sii£5L+Muv34;DuEdmicbxjemr
| 6Z861GwWLRbTSwvyn 1 TrgRySHED 1 rdUSCcHQHUC DS /BZwWAgTmGUmM++HM 1] nwE 11w IF
DChwx TOxsDT+nSY Ok 8hnGoucTd SQETHr NBEy YW SGROTE+OC L+t JwwlSsZh | ZE
1 ovUTPA+PTS 7dmARBUOZ V2 ZDWS KGAVLUBGSr FAB8wWZDPEVMKCgFWHCHNI T cufudx]h
1> COBDK0ZY 09pPOE7 FUTA0USCLTUT TPOMe0y 20 J0M+xaZ 2 EwEP N1 92 ST gT
B = 7 ABALH+pPRIOT ET]QOMSOGF 14 57 CIH7dx 1 vD+p85at

————— EMD CERTIFICATE--—-—-—
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Zonfiguration = Properies = Cedificate = Authentication

‘e

[®

-

° Startup Wizard -
ABA Setup
E) Anti-Spooting
&3 ArP
o8 futo Update
=\ Client Update
B Centificate
& Enroliment
&3 Import Certificate
8 ey Pair
£y Manage Certificat
= 32 Trustpoint
53 cantiguration
ﬁ Export
~ gt Impport
ii' Device Access
88 pevice sdministration
@ Eanner
&3 Boot knage/Confic
B Prompt

O Ciock —

ﬁ Console

B 5D Setup

@ Device

54 FTP Mode

BB ICWP Fules

b Management Acc
MTP

B Password

[ Secure Copy

éndy SHMP <1

:- Authentication
Authenticate a CA certificate. As the result of authertication, the CA certificate will be as=soq
lrustpaint and installed on the devics.
Trustpoint MName: aq - Edit... Hew...
Fingerprint (optional):
The cerificate text can be specified if the selected trustpoint is configured for manues|
-~ Certificate Text
" Impoet trom a file; Sl
(¥ Erder the cerlificale texd in hexadecimal or baseBd format:

EEEEJGW' Rkt Sy nl TroRyBHECIreGcHgHUC DB DG fmGUm-++Hhdjn" :|
: o= 0 e
% Authentication Successful " x| MHCgPYRC]

WGP 4920

@ The trustpoint CA1 has been authenticaled.

OK g8 aly .17
SoloVl Jlaw e Jbo

Cisco ASA

Ci scoASA(confi g) #crypto ca authenticate CAl

Initiates the prompt to paste in the base64 CA root ---!
!--- or intermediate certificate. Enter the base 64
encoded CA certificate. End with the word "quit" on a
----- line by itself -----BEGIN CERTIFICATE
MIIEnTCCA4WgAwIBAgIQcInxmUdk4JIxGUAgAoWt OnDANBgkghkiG9w0B
AQUFADBR
MRMwEQYKCZImiZPyLGQBGRYDY29tMRUWEwWYKCZImiZPyLGQBGRYFY21lz
Y28XFTAT
BgoJdkiaJdk/ISZAEZFgVUU1ldlYjEMMAOGA1UEAXMDQOExMB4XDTA3MTIx
NDA2MDEO
M1oXDTEYMTIxNDA2MTAXNVowUTETMBEGCgmSJomT 8 ixkARKWA2NVbTEV
MBMGCgmsS

JomT 8 ixkARKWBWNpc2NVMRUWEwWYKCZImiZPyLGQBGRYFVFNXZWIxDDAK
BgNVBAMT
AONBMTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQOCggEBAOQP7 seu
VvyiLmA9

BSGzMz3sCtRITCMWOx7gqM8mmiD0070kGApAvmt HrK431iMuaeKBpo5zd
4TNgNt3jX

bt 6czaHpBuyIsyoZOOUlPmwAMuiMAD+mLY IgTbndosJfy7Yhh2viweMij




+cQnwdOg
Kx+sWaeNCjslrxeuaHpIBTuaNOckueBUBjxgpJuNPAk1G8YwBfaTV4M7
kZ£f4dbQI
yv3GoFGmh8zGx6ys1DEaUQxRVwhDbMIvwqYBXWKh4uC04xxQmr//Sctlt
dwQcvk2v
uBwCsptW7ClakTgfm5XK/d//z2eUuXrHYySQCfoFyklvE6/Qlo+£fQeSS
z+T1DhXx
wPXRO18CAwWEAAaOCAW8S8wggFrMBMGCSsGAQQBgjcUAgQGHgQAQwBBMASG
AlUdDwQE
AwIBhjAPBgNVHRMBAfSEBTADAQH/MBOGA1UADgQWBBTZrb8I8jgI8SRRD
L3mY£NQJ
PAP1WDCCAQMGA1UdHwSB+zCB+DCB9aCB8gCB74aBtWxkYXA6Ly8vQ049
QOEXLENO

PVRTLVcySzMt QUNTLENOPUNEUCxDT]j 10dWJsaWM1MjBLZXk1MjBTZXJ2
aWNlcyxD
Tj1TZXJ2aWN1lcyxDTj1lDb25maWdlcmF0aW9uLERDPVRTV2ViLERDPWNpD
C2NVLERD
PWNvbT93jZXJ0aWZpY2F0ZVJI1ldm9jYXRpb25MaXNOP2Jhc2U/b2JQgZWNO
Q2xhc3M9
Y1JMRG1zdHIpYnV0aWw9uUG9pbnSGNWhOdHA6LyYy90cyl13MmszLWFjcy50
c3d1vYi5j

aXNjby53ib20vQ2VydEVucm9 sbCIDQTEUY3JsMBAGCSsGAQQBgjcVAQQD
AgEAMAOG
CSQGSIb3DQEBBQUAA4IBAQAavVFpPASYESItgA+7sii/5L+KUV34/DoE4M
icbXJeKr
L6Z86JGW1Rbf5VYnlTrqRy6HE0olrdU6cHgHUCDY / BZWAGEfmGUm++HM1 j
nw8liyIF
DcNwx1lQxsDT+n9YOk6bnG6uOf4SgETNrN8EYYVrSGKO1lE+OC5L+ytJvw
19GZhlzE
10VUfPA+PT47dmAR6UO02V2ZDW5KGAVLU8GsrFA8wZDPBVMKCgFWNCNIt
cufulxlb
1XXc68DKoZY09pPg877uTaou8cLtuiiPOmeOyzgJ0ON+xaZx2EwGPnl149
zpXv5tqgT

9Ms7ABAu+pRIoi/EfjQgMSQGF1457¢cIH7dx1VD+p85at

Manually pasted certificate into CLI. INFOQO ---!
Certificate has the following attributes: Fingerprint:
98d66001 f65d98a2 b455f bce d672c24a Do you accept this

certificate? [yes/no]: yes
.Trustpoint CA certificate accepted

Certificate successfully inported %
#( G scoASA(config

Solgaid| cuti 6 Sglal
ASDM cl,>|
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Configuration > Properlies » Cerificate > Import Certific ate

= Startup Wizard
A8 Selup
3 anti-Spocting
= A arp
=) Sata Update
=) Clhertt Update
=3 certificate
EA Authenfication
% Enn:\llmer'l

1' ﬁl Ero
% Manage Certifice
=@ Trustpoirt to the o
3 configuratio @ Certificate import succeeded
[E% Export MERIY v O cakim'y e
%% brport ArhjF EMDdfor5t Dke
+ (B Device Access - - yrib0Z alRsBfistiF
=3B Device Administratio P oK | a0V HEnm?2
& Bariner r;a'iﬁl:lfrfEu‘-’udmsElﬂi
“-E Boot ImageiCant ==

|

import Certificate

Inztall an iderdity cerificate thel was réceived from a Certificate Authorily (CA) in regponse (o
enraliment reguest.

[ Certificale Texd

Trustpain Mames: |CA1 - Edit... Mewy..

. 8Sloo G99 sl w5 ] $o9 ,ail 4
SoloVl law e Jlio

Cisco ASA

Ci scoASA(confi g) #crypto ca import CAl certificate

Initiates prompt to paste the base64 identity ---!
certificate !--- provided by the 3rd party vendor. % The
fully-qualified domain name in the certificate will be:
Ci scoASA. ci sco. com Enter the base 64 encoded
certificate. End with the word "quit" on a line by
itself !--- Paste the base 64 certificate provided by
————— the 3rd party vendor. =-----BEGIN CERTIFICATE
MIIFpzCCBI+gAwIBAgIKYR7 lmwAAAAAABzZANBgkghkiG9w0BAQUFADBR
MRMwEQYK
CZImiZPyLGQBGRYDY29tMRUWEWYKCZImiZPyLGQBGRYFY21zY28XFTAT
BgoJdkiad
k/IsSsZAEZFgVUU1ldlYjEMMAOGA1UEAXMDQOEXMB4XDTA3MTIXNTA4MzUZ
OVOXDTAS
MTIxXNDA4MzUzOVowdjELMAkKGA1UEBhMCVVMxFzAVBgNVBAgTDk5vcenRo
IENhcm9s
aW5hMRAwWDgYDVQQHEwdASYWx1laWdoMRYwWFAYDVQQKEw1lDaXNjbyBTeXNO
ZW1zMSQw
IgYDVQQDExtDaXNjbOFTQS5jaXNjby5ib20gT1UIVFNXRUIwgZ8wDQYJ
KoZIhvcN
AQEBBQADgYO0AMIGJAOGBALJiCqgzIla3W2YAC1AI03NAI8UPWSJHK14C
gB97j3HpX
BmfXVF5/mNPUI5tCq4+vC+il05T4DQGhTMAAMLEYDp/0SQVauUsY7zCO
sS8igxqgO
2zjwLCz3jgcZfylS08tzkanMstkDI9yK9QUsKMgWgBT7EXiRkgGBvjkF/
CaegnGRN
AgMBAAGjggLeMIIC2jALBgNVHQSEBAMCBaAwWHQYDVRORBBYWFIISQ21z
Y29BUOEu
Y21zY28uY29tMBOGA1lUdADgQWBBQsJC3bSQzeGv4tY+MeH7KM10xXCFJjAf
BgNVHSME
GDAWgBTZrb8I8jgI8RRDL3MY£fNQIpAP1WDCCAQMGA1UdHWSB+zCB+DCB
9aCB8gCB

74aBtWxkYXA6Ly8vQ049Q0EXLENOPVRTLVCYSzMt QUNTLENOPUNEUCXD
T51Q4WJs




aWM1MjBLZXk1MjBTZXJ2aWNlcyxDTj1lTZXJ2aWNlcyxDTj1Db25mawdl
cmF0aw9u
LERDPVRTV2ViLERDPWNpc2NvLERDPWNvVbT9jZXJ0aWZpY2F0ZVJI1dm9j
YXRpb25M
aXNOP2Jhc2U/b2JgZWN0Q2xhc3MI9Y1IMRG1zdHIpYnV0aWwouUG9pbnsG
NWhOdHA6
Ly90cyl3MmszLWFjcy50c3dlYi5jaXNjby5ib20vQ2VydEVucm9sbC9D
QTEuY3Js
MIIBHQYIRKwYBBQUHAQEEggEPMIIBCzCBQQYIRKwYBBQUHMAKGgZxXSZGFw
0i8vLONO
PUNBMSxDT3j1BSUEsQ049UHVibGljJTIwS2V5JTIwU2VydmljZXMsQ049
U2Vydmlj
ZXMsQ049029uZmlndXJhdGlvbixEQz1UU1dlYixEQzljaXNjbyxEQz1]j
b20/YO0FD
ZXJ0aWZpY2F0ZT9iYXN1P29iamVjdENsYXNzPWN1cnRpZmljYXRpb25B
dXRob3Jp
dHkwXQYIKwYBBQUHMAKGUWhOJHAG6Ly90cyl13MmszLWFjcy50c3dlYi5j
aXNjby53j
b20vQ2VydEVucm9sbCI9UUy1XMkszLUFDUy5UU1dlYi5jaXNjby5jb21£
QOEXLmNyY
dDAhBgkrBgEEAYI3FAIEFB4SAFCAZQBiAFMAZQBYAHYAZQBYMAWGA1UA
EwEB/wQC
MAAWEWYDVRO01BAwwCgYIKwYBBQUHAWEWDQYJKOZIhvcNAQEFBQADggEB
AIgCaA9G
+8h+3IS8REVAGZCWAEVRXCyBlx0ONpPR/jlocGI7QbQxkjKEswXqg/02xDB
7TwXQaGph
ZRQ4dxALl111JkIjhfeQY+7VSkZ1GEpuBnENTohdhthz5vBjGlcROXIsS8
+3Ghg8hy
YZZEM73e8EC0sEMedFb+KYpAFy3PPy418EHe4MJbdjUp/b901516IzQP
5151YB0y
NSLsYWq@jkCBg+aUO+WPFk4jICr2XUOK74oWTPFNp£fv2x4VFI/Mpcs87y
chngKB+8
rPHChSsZsw9upzPEH2L/034wm/dpuLuHirrwWnFlzCnqfcyHcETieZtS
tlnwLpsc

=1L5nuPsd8MaexBc

INFO Certificate successfully inported
#( G scoASA(config

Lo> didoll 8olgadl plaziwY (IPSeC) a2y e Joogll VPN dSui 15955 .7 Sglaill

ASDM ¢,
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@ Add IKE Policy

Priority: G555 Authertication: Iraa-ﬂig l
Encryption: Sdes b D-H Group: E -
Hash: triclS - Lifetine: " Unlimited
f+ IEE-'JrDD Isecnnds -

‘ ], | Cancel | Help |

Gukas 999 L&l 05 (9lgo G99 il .2
loS (mysel) Jys= dcgamo caals in order to adlio]< Jios wlegae < VPN > IPSec < JuSis o i3 .3
01D 9 pungo o

A= Add Transform Set
Set Matne: ‘ tmyset i
~Properties
Mlocde: * Tunnel " Transport
EZP Encryption: 3DES L
ESP Authentication:

| Ok, | Cancel | Help
0_)_940.”

s A3 12,9 OK wélndl 4

aSaoliy> duwluw pladiuwly s dloy,3 clin) adlo]< IPSec aclgd < VPN > IPSec < (955 i3l .5
0i® 9 piogo ¢ LS 10 ERAEN
0_)_9an|




B Create IPSec Rule

Tunnel Policy (Crypto Mag) - Basic | Tunnel Palicy (Crypto Map) - Advanced I Traffic Selection

Interface: out=ide ll Palicy Type: Idynamic i l Pricrity: IH

—Tranzform Sets

Transform Set to Be Added:

fowe g

ESP-DES-SHA, -]

Remowve

e Dawven

iy clls a=,9 OK walnsb .6
dcgomo wals in order t0 dwluw dcgazo (31 a8lo|<dwluw dcgozo<ple<VPN< JSuis o i3l .7
01D 9 rogo 9 oS Group uas;

f& Add Internal Group Policy

Matme: | IDefauﬂgrDupi

Tunneling Protocaols; ¥ Inkerit

 General | IPSec | Client Configuration | Cliert Fireweall | Hay

Check an Inherit checkbox to let the correzponding settin

Fitter: F Inkierit I

[ IPSs

Connection Settings

Access Hours: F Inkbierit I

=




= Add Internal Group Policy

Matme: IDefaurtgrcuup

Banher;

Default Dormsin;

General | PSec [Clisnt Configuratior] | client Fireweall | Hardwrare Ciiert | Mac | wieb
Check an Inherit checkbox to let the correszponding zetting take itz value from the def

(seneral Client Parameters | Cisco Cliert Parameters | Microsoft Cliert Parameters

¥ Inherit

™ Inkerit (_n:isc::u.n:nm|

VPN JI J VPNpool &, ulgi=ll cdSu in order to vawa,<ds

A= Add IP Pool
Plarme: wphpool
Starting IP Address: 105510
Ending IP Address: 105520
Subnet Mask: 55 255 2550 -
QK I Cancel Help

iy el 22,9 0K calnsl .8

¢ IP<4,5] wlgie VPN>IP<JiSis o1 .9

LSaolip> cine 8s ol Jasims 09y)
o 3 12,9 0K caalaals 10

05 VPN J vpn Llws Josiuwe cals in order to wawa,< Josiuo<ple<VPN< i o i3l .11



B Add User Account
identity bypn Palicy | wiekven |

Lzername: | VRAUEEr |

ditiiiis

Paz=woard:

Confirm Password; EERERELS

[T User autherticated uzing M=CHAP

Privilege level iz uzed with command authorization.

Privilege Lewvel: tE i I| ...
A0

Il paiamall 130 @lo] 12

.DefaultRAGgroup
g% Add User Account
iclentity (VPN Palicy | wietiven |
Check an Inherit checkbox to et the corresponding setting take it= value from the grouyg
Group Policy: W inherit I |
Tunneling Protocols: ¥ Inherit [T FEec [ ekEN
Filter: v Inherit
-
Tunnel Group Lock: [ Inherit [ DefaultRAGroup /I
=tore Pazzword on Client Syvatem: F Inkerit £ Yes Mo

ciddo <> a9 0K wilab .13

< 34 dsgazo < ple<VPN< i o isliel >V 13D 3 ainge o laS DefaultRagGroup ., .14
2e" duioll dailall o0 DefaultGroup izl >



@ Edit Tunnel Group

Marme: IDefaurtHAGrDup Type: Iipsec-ra

| Psec | prr |

Configure general access aftributes from the following sub-tabs.

| Muthenticstion | Authorization | Accourting | Client sddress

| )1>'i roup Policy: [ Defaultgroup ~ "icoazall

= Edit Tunnel Group

Marme: IDEfaurtHAGrnup Tvpe: Iipﬂec-ra
IF'SE:: | pee |

Configure general access aftributes from the following sub-tabs.

Bazic | Authentication .ﬂ.uthcurizaticunl .ﬂ.ccuuntingl Cliert Address Assig

To zet authertication zerver group per interface, go to the Advanced ta

Authertication Server Groug: | ILDC.&L | |
.a9>Lasll

S Mo a5l Jjls wlsie Gou3l o VPNPoOI



@ Edit Tunnel Group

Marme: IDefaurtHﬂ«GrDup Type: |ipsec-ra

| ipsec| pee |

Configure general access attributes from the follovwing sub-tabs.

. . -\Ihl
Eiasin::l .ﬂ-.utherdic:aticnnl Authorization .ﬂ.ccnunting[ Client Address Assighmen

To zpecify whether to uze DHCP or addrezzs poolz for address assighme
= IP Addrezzs Management = Azsignment.

DHCFP Servers

P Address: Add ==

elete

Address Pools

To configure interface-specific address poolz, go to the Advanced ta

Available Poolzs Azsigned

| whnpool

Ad ==
wl=
b A3 a9 0K cslnsb .15
SoloVl Llauw ule Jlo
Cisco ASA

Ci scoASA(confi g) #crypto isakmp enable outside

Ci scoASA(confi g) #crypto isakmp policy 65535

Ci scoASA(confi g-i saknp- pol i cy) #authentication rsa-sig
Ci scoASA(confi g-i saknp- pol i cy) #encryption 3des

Ci scoASA(confi g-i saknp- pol i cy) #hash md5

Ci scoASA(confi g-i saknp- pol i cy) #group 2

Ci scoASA(confi g-isaknp-policy)#lifetime 86400

Ci scoASA(confi g-i saknp-policy)#exit

Ci scoASA(confi g) #crypto isakmp identity auto

Phase 1 Configurations Ci SCOASA(confi g)#crypto ---!
ipsec transform-set myset esp-3des esp-md5-hmac
Ci scoASA(confi g) #crypto dynamic-map outside_dyn_map 10




set transform-set myset

Ci scoASA(confi g) #crypto map outside map 65535 ipsec-
isakmp dynamic outside_dyn map

Ci scoASA(confi g) #crypto map outside map interface
outside

Phase 2 Configurations Ci SCOASA(confi g)#group- ---!
policy defaultgroup internal

Ci scoASA(confi g) #group-policy defaultgroup attributes
Ci scoASA( confi g- group- pol i cy) #default-domain value
cisco.com

Ci scoASA( confi g- group- pol i cy) #exit

Create a group policy "Defaultgroup" with domain ---!
name !--- cisco.com C sCOASA(confi g)#username vpnuser
password passwordl23

Ci scoASA( confi g) #username vpnuser attributes

Ci scoASA( confi g- user nane) #group-lock value
DefaultRAGroup

Ci scoASA( confi g- user nane) #exit

Create an user account "vpnuser" and added to ---!
"Defaul tRAGroup" C sCOASA(confi g)#tunnel-group
DefaultRAGroup general-attributes

The Security Appliance provides the default tunnel ---!
groups !--- for remote access (DefaultRAGroup).
Ci scoASA(confi g-tunnel - gener al ) #address-pool vpnpool

Associate the vpnpool to the tunnel group using the ---!
address pool. Ci scoASA(confi g-tunnel -general)#default-
group-policy Defaultgroup

Assoclate the group policy "Defaultgroup" to the ---!
tunnel group. C SCOASA(config-tunnel -general)#exit

Ci scoASA(confi g) #tunnel-group DefaultRAGroup ipsec-
attributes

Ci scoASA(confi g-tunnel -i psec) #trust-point CA1l

Ci scoASA(confi g-tunnel -i psec) #exit

Associate the trustpoint CAl for IPSec peer —---!
authentication

Cisco ASA

Ci scoASA#show running-config
Saved

(ASA Version 7.2(2
!
host name G scoASA
domai n- nane ci sco.com
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
names
!
interface Ethernet0/0
nanei f outside
security-level 0
i p address 192.168.1.5 255. 255.255.0




|
interface Ethernet0/1

shut down

nanei f inside

security-level 100

i p address 10.2.2.1 255.255.255.0

|
interface Ethernet0/2

narei f DWVZ

security-level 90

i p address 10.77.241.142 255. 255, 255, 192

|
interface Ethernet0/3

shut down

no nanei f

no security-Ieve

no i p address

|
i nterface Managenent 0/ 0

shut down

no nanei f

no security-Ieve

no i p address

|
passwd 2KFQhbNI dI . 2KYOQU encrypt ed
boot system di skO:/asa722-k8. bin
ftp node passive
dns server-group Defaul t DNS

domai n- nane ci sco. com
access-1ist 100 extended pernit ip 10.2.2.0
255, 255.255. 0 10.5.5.0 255.255.255.0
pager lines 24
ntu outside 1500
ntu inside 1500
ntu DMZ 1500
ip local pool vpnpool 10.5.5.10-10.5.5.20 nask
255. 255. 255. 0

no fail over
icnp unreachable rate-limt 1 burst-size 1
asdm i mage di skO:/asdm 522. bin
no asdm hi story enabl e
arp tineout 14400
nat (inside) O access-list 100
route outside 10.1.1.0 255.255.255.0 192.168.1.1 1
route outside 172.16.5.0 255.255.255.0 192.168.1.1 1
route DMZ 0.0.0.0 0.0.0.0 10.77.241.129 1
ti meout xlate 3:00:00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
i cnp 0:00: 02
ti meout sunrpc 0:10: 00 h323 0: 05: 00 h225 1:00: 00 ngep
0: 05: 00 ngcp-pat 0:05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
si p-di sconnect 0: 02: 00
ti meout uauth 0:05:00 absol ute

group-policy Defaultgroup interna
group-policy Defaultgroup attributes

def aul t - domai n val ue ci sco.com
user nane vpnuser password TXttW eFgbHusJQM encrypted
user nane vpnuser attributes

group-1 ock val ue Defaul t RAG oup
http server enable
http 0.0.0.0 0.0.0.0 outside
http 0.0.0.0 0.0.0.0 DVZ
no snnp-server | ocation




no snnp-server contact
snnp- server enabl e traps snnp authentication |inkup
| i nkdown col dstart
crypto ipsec transformset nyset esp-3des esp-nd5-hnmac
crypto dynani c-map outside_dyn_nmap 10 set transformset
nyset
crypto map outside_map 65535 ipsec-isaknp dynanic
out si de_dyn_nap
crypto map outside_nap interface outside
crypto ca trustpoint CAl
enrol | ment term na
subj ect - nanme cn=Ci scoASA. ci sco. com OU=TSWEB, O=Ci sco
, Systens
C=US, St =North Carolina, L=Ral ei gh
keypair ny. CA key
crl configure
crypto ca certificate chain CAl
certificate 3f14b70b00000000001f
308205eb 308204d3 a0030201 02020a3f 14b70b00
00000000 1f300d06 092a8648
86f 70d01 01050500 30513113 3011060a 09922689
93f 22c¢64 01191603 636f 6d31
0a099226 8993f22c 64011916 05636973 15301306
636f 3115 3013060a 09922689
93f 22c¢64 01191605 54535765 62310c30 0a060355
04031303 43413130 1e170d30
3033365a 170d3038 31323236 37313430 37313232
31343030 33365a30 67311330
11060a09 92268993 f22c6401 19160363 6f6d3115
3013060a 09922689 93f 22c64
6f 311530 13060a09 92268993 63697363 01191605
f22c6401 19160554 53576562
310e300c 06035504 03130555 73657273 31123010
06035504 03130976 706e7365
30819f 30 0d06092a 864886f 7 0d010101 72766572
05000381 8d003081 89028181
00b8e20a a8332356 b75b6600 735008d3 735d23c5
295b9247 2b5e02a8 1f 63dc7a
570667d7 545e7f 98 d3d4239b 42ab8faf 0be8a5d3
94f 80d01 al4cc01ld 98h1320e
9f e84905 5ab94b18 ef 308ebl 2f 22abla 8edb38f0
2c2cf 78e 07197f2d 52d3ch73
91a9cch2 d903f 722 bd414b0a 3205aa05 3ec45e24
6480606f 8e417f09 a7aa9c64
4d020301 0001a382 03313082 032d300b 0603551d
0f 040403 02052030 34060355
1d11042d 302ba029 060a2b06 01040182 37140203
a01b0c19 76706e73 65727665
5765622e 63697363 6f2e636f 6d301d06 72405453
03551d0e 04160414 2c242ddb
490cdela fe2d63e3 1lelf b28c 974c4216 301f 0603
551d2304 18301680 14d9adbf
08f 23a88 f114432f 79987cd4 09a403e5 58308201
03060355 1d1f 0481 fhb3081f8
3081f 5a0 81f2a081 ef 8681b5 6c646170 3a2f 2f 2f
434e3d43 41312c43 4e3d5453
2d57324b 332d4143 532c434e 3d434450 2c434e3d
5075626c 69632532 304b6579
6365732c 434e3d53 65727669 65727669 25323053
6365732c 434e3d43 6f6e6669
74696f 6e 2c44433d 54535765 622c4443 67757261
3d636973 636f 2c44 433d636f
6d3f 6365 72746966 69636174 65526576 6f 636174
696f 6ed4c 6973743f 62617365




3f 6f 626a 65637443 6¢617373 3d63524c 44697374
72696275 74696f 6e 506f 696e
7474703a 2f 2f 7473 2d77326b 332d6163 74863568
732e7473 7765622e 63697363
6f 2e636f 6d2f 4365 7274456e 726f 6¢c6c 2f 434131
2e63726¢ 3082011d 06082b06
010f 3082 010b3081 a906082b 01010482 01050507
06010505 07300286 819c6c64
61703a2f 2f 2f434e 3d434131 2c434e3d 4149412c
434e3d50 75626c69 63253230
4b657925 32305365 72766963 65732c43 4e3d5365
72766963 65732c43 4e3d436f
6e666967 75726174 696f 6e2c 44433d54 53576562
2c44433d 63697363 6f 2c4443
3d636f 6d 3f 634143 65727469 66696361 74653f 62
6173653f 6f 626265 6374436¢C
6173733d 63657274 69666963 6174696f 6417574
686f 7269 7479305d 06082b06
3a2f 2f 74 732d7732 68747470 30028651 01050507
6b332d61 63732e74 73776562
2e636973 636f 2e63 6f 6d2f 43 65727445 6e726f 6¢
6c2f 5453 2d57324b 332d4143
532e5453 5765622e 63697363 6f 2e636f 6d5f 4341
312e6372 74301506 092b0601
1e060045 00460053 300c0603 14020408 04018237
551d1301 01ff 0402 30003015
0603551d 25040e30 0c060a2b 06010401 82370a03
04304406 092a8648 86f 70d01
090f 0437 3035300e 06082a86 4886f 70d 03020202
0080300e 06082a86 4886f 70d
06052b0e 03020730 0a06082a 00803007 03040202
864886f 7 0d030730 0d06092a
864886f 7 0d010105 05000382 010100bf 99b9daf 2
e24f 1bd6 ce8271eb 908f adb3
772df 610 0e78b198 f945f 379 5d23al20 7c38aebd
8f 91b3ff 3dab5d139 46d8f b6e
20d9a704 b6aa4113 24605ea9 4882d441 09f 128ab
4c51a427 fal01189 b6533eef
adc28e73 fcfed3fl f4e64981 0976b8al 2355c358
a22af 8bb e€5194b42 69a7c2f6
c5all6f6 dod77f b3 a7f3d201 e3cff8f 7 48f 8d54e
243d2530 3l1a733af 0e1351d3
9c64a0f 7 4975fc66 a017627c cfdOea22 2992f 463
9412b388 84bf 8b33 bd9of 589a
e7087262 a4472e69 775ab608 e5714857 4f 887163
705220e3 aca870be b107ab8d
73f af 76d b3550553 1a2bh873f 156f 9dff 5386c839
1380f da8 945a7f 6¢ c2e9d5c8
83e2e761 394dd4da 63eaefc6 a44df5
qui t
certificate ca 7099f 1994764e09c4651da80al6b749c
3082049d 30820385 a0030201 02021070 99f 19947
64e09c46 51da80al 6b749c30
0d06092a 864886f 7 0d010105 05003051 31133011
060a0992 268993f2 2c640119
1603636f 6d311530 13060a09 92268993 f22c6401
19160563 6973636f 31153013
060a0992 268993f2 2c640119 16055453 57656231
0c300a06 03550403 13034341
31301el7 0d303731 32313430 36303134 335al70d
31323132 31343036 31303135
5a305131 13301106 0a099226 8993f22c 64011916
03636f 6d 31153013 060a0992
268993f 2 2c640119 16056369 73636f 31 15301306




6562310c

f70d0101

0521b333

f 588cb9a

6c0032e8

2b1f ach9

351bc630

1455c210

b81c02b2

6f 13af dO

016b3013

300f 0603

d9adbf 08

3081f 830

3d54532d

4b657925

6666967

3d636f 6d

6173653f

6f 696e74

6973636f

00300d06

00labcbha

2f a67ce8

8081f 986

ab8e7f 84

94e5547c

clbcc282

aa2ef 1c2

f 4cb3b00

300a0603

01050003

3decOad4

78a069a3

8c003f a6

a78d0a3b

05f 69357

db308bf 0

9b56ec2d

968f 9f 41

06092b06

551d1301

f23a88f 1

81f 5a081

57324b33

32305365

75726174

3f 636572

6f 626a65

86356874

2e636f 6d

092a8648

40b32112

9196d516

526f belc

a011336b

f 03e3d3e

80558d70

edba288f

102ef a94

0a099226 8993f 22c 64011916
55040313 03434131 05545357
30820122 300d0609 2a864886
82010f 00 3082010a 02820101
00ea8f ee c7ae56fc a22e603d
7d4c2316 3bleea33 ¢9a6883d
28ece906 02902f 9a dleb2b8d
965del133 6036d8d7 6ede9ccd
ale906ec 88b32al19 38e5353e
2f d22a4d b9dda2c2 5fchbb621
876bd678 c8a37109 f074eabe
35af 17ae 687a4805 3b9a34e7
24b9e054 063c60a4 9b8d3c09
833b9197 f875b408 ch71a814
69alf 331 bleb2b35 0c469443
a9805758 a878h82d 38c71426
af ffd272 dd6d7564 1lcbe4d95
5a913a9f 9b95cafd df ffcf67
94b97ac7 63249009 faO5ca4dd
e492cf e4 e50el5f1 cOf 5d13b
5f 020301 0001a382 016f 3082
01040182 37140204 061e0400
43004130 0b060355 1d0of 0404
01f f 0405 30030101 03020186
ff301d06 03551d0e 04160414
14432f 79 987cd409 a403e558
30820103 0603551d 1f0481fb
f2a081ef 8681b56c 6461703a
2f 2f 2f 43 4e3d4341 312c434e
2d414353 2c434e3d 4344502c
434e3d50 75626c69 63253230
72766963 65732c43 4e3d5365
72766963 65732c43 4e3d436f
696f 6e2c 44433d54 53576562
2c44433d 63697363 6f 2c4443
74696669 63617465 5265766f
63617469 6f 6e4c69 73743f 62
6374436¢c 6173733d 63524c44
69737472 69627574 696f 6e50
74703a2f 2f74732d 77326b33
2d616373 2e747377 65622e63
2f 436572 74456e72 6f 6¢6¢2f
4341312e 63726c30 1006092b
04030201 82371501 06010401
86f 70d01 01050500 03820101
22da80f b bb228bfe 4bf8a515
df 8f c3a0 4e0c89c6 d725e2ab
df e55627 953aead7 2e871289
6b754e9c 1e01d408 3f 7f 0595
€c9639d6f 258b2205 0dc370c6
5431b034 f e9f d60e 93a6e71b
37c13261 5ad218a3 a513e382
e4bf b2b4 9bf 0d7d1 99865cc4
3b766011 e94a3657 6cc35b92
860152d4 f06b2b15 df 306433
d22d72e7 eed3195b d575dceb
cOcaal96 34f 693ea f 3beee4dd
3a678echb 3809d0df b1699c76
13018f 9f 5e3dce95 ef e6da93
48a22f c4 7e342031 2406165e
39edc207 eddc6554 3fa9f 396 ad
qui t
crypto isaknp enabl e outside
crypto isaknmp policy 65535




authentication rsa-sig
encryption 3des
hash md5
group 2
lifetine 86400
crypto isaknp identity auto
tunnel - group Defaul t RAG oup general -attributes
addr ess- pool vpnpoo
def aul t - group-policy Defaultgroup
tunnel - group Defaul t RAG oup ipsec-attributes
trust-point CAl
telnet tineout 5
ssh timeout 5
consol e timeout O
|
cl ass-map i nspection_defaul t
mat ch defaul t-inspection-traffic
|
!
policy-map type inspect dns preset_dns_nap
paraneters
message- | ength maxi num 512
pol i cy-map gl obal _policy
cl ass inspection_default
i nspect dns preset_dns_map
i nspect ftp
i nspect h323 h225
i nspect h323 ras
i nspect net bi os
i nspect rsh
i nspect rtsp
i nspect ski nny
i nspect esntp
i nspect sql net
i nspect sunrpc
i nspect tftp
i nspect sip
i nspect xdnctp
|
service-policy global _policy globa
pronpt host nane cont ext
Crypt ochecksum e150bc8bab11b41525784f 68d88c69b0
end :
#Ci SCOASA

VPN aSiy Juae 1955
:0g5 VPN Jl clSu steps in order to 13® caasl
a,dlkll dol| &l Jiac) Cisco Systems VPN Client < (aol,Jl) Programs < (eaJl) Start o> .1

&Sais o oy Jiis J>1 0<(VPN)
.VPN



L_:d Accessories

s &

Frogr ams
& Internet Explorer
: ".uﬁ Documents » rﬁ Cisco Systems VPR Client
& VPN Chienk
g s ~ ,
= Search 3
=]
Ho
§ ﬁ R,
§ Ej] shut Dowri...
fistart || 1) & VE [ || EcawmnTisys...| Syprabu | & mcrosoft carti...| SF)untitied - pant |
cisco VPN ,_,.9_93 wSJ3 CA1 a2y JoL CA Jl oo 65lgis CA JI cul> steps in order to 13 el .2
J 6,9qiadl pazuuadl & lugSs plaziuwl CA 172.16.5.1 oo5  JI Jos Al G p9109)
 ADOUCIDIANK - MICFOS0IT INCEFNEL CXPIOFEF Provided oy LISCO SYSLems, 11
File  Edit Miew  Favorites  Tools  Help
#=Eack -~ = - @ i | @Search (3] Favarites @Media @ |
ddress ] http://172.16.5.1 certsry
Enter Metwork Password
? Pleaze twpe pour uzer name and pazzword.
Site: 1721651
Usger Mame | | YPMH=E1
FPaszword S -
Diarnain
[ Save thiz password in your password list
ala> o Ok Ca vpnUser

ji CA dolgis Jojis 999 ,8:l.CA 15 20 VPN a8 o pasviuumn) paiawe o> 3929 0 R{E
&2,0ll ealgis Juji e Lail el ds, o 3oz Base 64 9,01, 5 52> o5 « CRL 91 oblgis dlubi
-Saaall



Download a CA Cerdificate, Certificate Chain, or CRL

[0 trust certificates issued from this certification authority, install this CA cer

[0 download a CA certificate, certificate chain, or CEL, select the certificate

CA certificate:

rncoding method:

.............................

Download CA cerdificate ]
Download CA cedtificate chain
Download latest base CRL
Download latest delta CEL

walall lhax, (_uol,i8l JSiy .certnew.cer puwl plasiwl LiguaSIl e §uanll @2 40ll 65lgis lnax, 09
; gram Fil es\ G sco Systens\ VPN _JI|

Some files can harm pour computer. IF the file information belaw
lookz suspicious, or pou do not fully trust the zource, do not open ar
zave thiz fle.

File name: certnew.cer

File type:  Secunty Certificate
From: 1721651

& Thiz type of file could harm your computer if it contains
maliciouz code.

Whiould you like to open the file ar zave it to pour computer’?

_ Hpen | """"" Save Cancel Mare Info
VPN oo ol et iy Aient

e il pi o SlwY dals o shuwl 5 Jle saslabuiw] ji3] a5 o bleddl wugull doMe §g8 il
C:\Program Fil es\ Gi sco Systens\ VPN (o)l @990l (0 (Guanll g2 0l 65lgi sLuiwY Lol yeiwl
@5 il o5 83lgaidl Ol ziogs Hle> gis0 ks3] (G99 ,i5l.00 i ent




# status: Disconnected | ¥PN Client - Yersion 4.8.0Z2.0010

Connection Entries  Skatus  Certificates Log Ophions  Help

Wi Irmpuort E:-:|:u:urt Errall "Jenfy Delete

Connection Entries | Certificates IL::ng |

Murmber Certificate Stare kK.ey Size

0 - — = —
# ¥PM Client | Import i

£+ Impart frarm File

[rmpork Eatl{lram Files\Cizco SystemszWPMN I:Iient"scertnew.c:ejrl Browze

Irmport Paszword: I

# ¥PN Client x|

£ Impaort fram Micre

i |rmport Certificate:; : . | -

Entenng a new pa raword protect
identity certificates.

Mew Pazsword:

Confirm Password:

[rmpart Cancel 2l
axao 9 CA Certificates CA1 gl
.ol lesd]
Connection Entries  Status Certificates Log Options Help
E! & & 28 8 X T
Impot Export Erirod Wesify Dielete CISCO
Connection Entries | Cestificates IL:-g ]
umber Ceitificate Store KE_I.ISEE W alidity

2048 untlDec14,2012174

6380 8 gl o) CA wblgis o8 Yl .CARA oblgis Jose jUs xaxs oo SU talas Yo



# status: Disconnected | ¥PN Client - ¥ersion 4.8:02:0010

—onnection Entries ﬁtatus|t:§rtiﬁ|:ates Log Options Help

Wi, ..

Import...

[rpart

Connection Entries | Certif Expart...

Enrall... i
MHumber Certif L
Werify I

Delete

iChange Certificate Password., . .

Retrieve Approved Certificate, , .

I: v Show CASRA Certificates J

63 il

s>l (CA Server CA1 _5:08:5 VPN JI (9 08 cuS,)9 65lgib di0g)l cul> steps in order to 13 il .3
Lle Ll dyeqll 65lgid Jizwill CA 13D LJ| allu,ly wlb elis] < paiiio 63lgi willo < 63lgibs wullo

Jlw)l




Lertificate lemplate:

Usar j

hey Options:

@ Create new key st © Use existing key set
CaP: IMicrnsnﬁ Enhanced Cryptographic F'rn:widerv“l.[lj

Key Usage: & Exchange

. hin: 224 N
I«{E'_.l.' SiFe: I“II:IE:.l S (common key sizes: 512 1024 2042 4006 2192 162384

& Automatic key container name T User specified key container na

W tark keys as exportable
™ Export keys to file

I” Enable strong private key protection

I Store cerificate in the local computer cerificate store
Stares the certificate in the local computer staore
mnstead of n the user's cerbificate store. Doss not
install the root CA's cerificate. You must be an
administrator to generate or use a key in the local
maching store.

Additional Options:
Request Format: & CMC & PRCS10

Hash Algorithm: |MD5 'I

Cindy used to sigh request.

™ Save request to a file

P 999 il
iy lioll

*otential Scripting Yiolation

.-’:l' This Wb site 15 requesting & new certificate on your behalf. You should allow onky trsted Web sites to request a certificate for you
- [0 you want to request a certificate now?

Microsoft Certificate Services

CeHificate Issued

[he certificate you requested was issued to you

Install this certificate

oolgildl 03® cuii _Je a5l
PS5 999



PFobential Scripting Wiol athon

J;" This Web site is adding one or more cer:ficates to this computer, Allowing an unirusted Web site bo update your certificakes is 2
/ ! caourity rick. The Wab cite cowld install zertificabes you do nok truct, wwhich could allow progeams that wow do not trust bo rum on thig

compuber and gan access toyour data
Cho yeon weant bhis progeam bo add the certificates nowd Click Yes if weu brust this Web sike. Otherwise, dick: Mo,

JET | -

Microsoft Cerificate Ser

Certificate Installed

Jour new certificate has been successfully installed.
eole] pi z9,AL po 5 0.0
VPN Jiogy a0l "oblgidl" cysidl dole (9 soglally diviall diogll 63lgid 2lowdl VPN Juac Jusis
03D (9 pivge 9B LS

0_)_9;0.“
Fornection Entries  Status Certificates Log Opbons Help

& b il

View Innpcnt Export E rrall Werify Delete CISCO
Connection Entries | Certificates | Log ]

Humber | Certificate [ store | Key Size | alicity
Cal Ca, 2048 kil Dec: 14, 2001 21140

Users + vpnuser Microsaft 1024 unkil Dec 26, 200318 27

sl @i JLaVl oY wugs dode e jaili(vpnUser) J3 a0 Juogi wal> steps in order to i@ il

o>l Lizlg G3lgidl d9s5Las ) >a>.awaall Ja> 9 (a>gall) a=dl udaill IP Glgic Jzolaaz ule
dslnslo.dauuinll doilall 0 dyoqll



# ¥PM Client | Create New ¥PN Connection Entrys

Connection Entopbvpriuser )

Dregcription:

CISCO
|Hn3t:i192.158.1.5 j

I anne:

Authentication ITran&pn:nrt | Backup Servers | Dial-Up I

™ Group Authentication

= Mutual Group Authentication

Fazzwaord:

Canfirm Password:

M ame:

{+ Certificate Authentication

0 - Uszers + vpruser [Microsoft)

[T Send Ca Certificate Chain

Eraze Uszer Fazsword

Save Cancel
as
ule el .5
- Juogi
# status: Disconnected | YPN Client - Yersion 4.8.02.0010 e =10] x
Connection Entries Status Cerlificates Log Options Help
@ Eﬁ @ m NI
Cancel Connect Mew | st Modify Delete CISCO
Connection Entiies | Cestifcates | Log |
Conrechar Erliy Hest Trarepat
Ypnuser 192.168.1.5 IPS5ec/UDP
« | H
Contacting the security gateway at 192.168.1.5... NENENENNEEEEN

Sl JlasW 38lgo e Ll a5 e xie Jlu,M 9,0l dalSy pasiwall pul Slogles J551 .6




Enter Uzermame and Password.

Gisto SrsTems

zermame: WRNEEr

B

« FPazzword:

QF. Cancel

ol
Juaiy .7

B5lgi o ARI wads in order to las ,oVl 9 ol Uo,e sae clasiwl giaiuwy col ASA JI e
2o Sy oueSill Jac 2Tl punsl] 138 paciuwl

Qoo pi il asill bl o ,=,—show crypto ca trustPoint -

Ci scOASA#fshow crypto ca trustpoints

: Trust poi nt CAl
: Subj ect Nane
cn=CAl
dc=TSWeb
dc=ci sco
dc=com
Serial Nunber: 7099f 1994764e09c4651da80al6b749c
.Certificate configured

pladl e dgoll oblgidl gio> o ,2,—show crypto ca certificate -
Ci scoASA#show crypto ca certificates
Certificate
Status: Avail able
Certificate Serial Nunber: 3f14b70b00000000001f
Certificate Usage: Encryption
(Public Key Type: RSA (1024 bits
:lssuer Nane
cn=CAl
dc=TSWb
dc=ci sco
dc=com
: Subj ect Nane
cn=vpnserver
cn=Users
dc=TSWb
dc=ci sco
dc=com
Pri nci pal Name: vpnserver @SVWeb. ci sco. com
:CRL Distribution Points
, 1 dap: / /] CN=CAL, CN=ETS- W2K3- ACS, CN=CDP, CN=Publ i c%20Key%20Ser vi ces [ 1]
CN=Ser vi ces, CN=Configuratio
=n, DC=TSWeb, DC=ci sco, DC=confcertifi cat eRevocati onLi st ?base?obj ect d ass
CcRLDi stri buti onPoi nt
http://ts-w2k3-acs.tsweb. ci sco.conf CertEnrol | /CAl.crl [2]
:Validity Date
start date: 14:00:36 UTC Dec 27 2007
end date: 14:00:36 UTC Dec 26 2008



Associ ated Trustpoints: CAl

CA Certificate
Status: Avail abl e
Certificate Serial Nunmber: 7099f 1994764e09c4651da80al6b749c
Certificate Usage: Signature
(Public Key Type: RSA (2048 bits
:l ssuer Nane
cn=CAl
dc=TSWeb
dc=ci sco
dc=com
: Subj ect Nane
cn=CAl
dc=TSWeb
dc=ci sco
dc=com
:CRL Distribution Points
, I dap: /// CN=CAL, CN=TS- W2K3- ACS, CN=CDP, CN=Publ i c%20Key%20Ser vi ces [1]
CN=Ser vi ces, CN=Configuratio
=n, DC=TSWb, DC=ci sco, DC=confcertifi cat eRevocati onLi st ?base?obj ect O ass
cRLDi stri buti onPoi nt
http://ts-w2k3-acs.tsweb. ci sco.comf CertEnrol | /CAl.crl [2]
:Validity Date
start date: 06:01:43 UTC Dec 14 2007
end date: 06:10:15 UTC Dec 14 2012
Associ ated Trustpoints: CAl

(CRL) 3o @ jxall whslgidl JUa| pilgd Lo ,=—show crypto ca crl -
@glis] a5 (il jussiidl auileo alg)-i &> o2 —Show crypto key mypubkey rsa -

Ci scoASA#tshow crypto key mypubkey rsa
Key pair was generated at: 01:43:45 UTC Dec 11 2007
<Key name: <Defaul t - RSA- Key

Usage: General Purpose Key

Modul us Size (bits): 1024

: Key Data

30819f 30 0d06092a 864886f 7 0d010101 05000381 8d003081 89028181 00d4a509
99e95d6¢c b5bdaa25 777aebbe 6ee42c86 23c49f 9a bea53224 0234b843 1c0c8541
f5a66ebl 6d337c70 29031b76 e58c3c6f 36229b14 fefd3298 69f9123c 37f 6c43b
4f 8384c4 a736426d 45765cca 7f04cbal 29295890 84d2c5d4 adeeb248 alObif 68
2f e4b9bl 5fal2d0e 7789ce45 55190e79 1364aba4 7b2b2lca de3af 74d b7020301 0001
Key pair was generated at: 06:36:00 UTC Dec 15 2007
Key nare: ny. CA key
Usage: Ceneral Purpose Key
Modul us Si ze (bits): 1024
: Key Data

30819f 30 0d06092a 864886f 7 0d010101 05000381 8d003081 89028181 00b8e20a
a8332356 bh75b6600 735008d3 735d23c5 295h9247 2b5e02a8 1f 63dc7a 570667d7
545e7f 98 d3d4239b 42ab8faf Obe8a5d3 94f80d01 al4cc0ld 98b1320e 9f e84905
5ab94b18 ef 308ebl 2f22abla 8edb38f0 2c2cf78e 07197f2d 52d3chb73 91a9cch2
d903f 722 bd414b0a 3205aa05 3ec45e24 6480606f 8e417f09 a7aad9c64 4d020301 0001
Key pair was generated at: 07:35:18 UTC Dec 21 2007
#Ci SCOASA

IKE 1 8% ologles Lo 2, —show crypto isakmp sa -

Ci scoASA#show crypto isakmp sa

Active SAI 1
(Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey
Total IKE SA: 1

| KE Peer: 10.1.1.5 1
Type 1ouser Rol e : responder



Rekey > no State : MM_ACTI VE
IPSec g2 wlogleo Lo ,2,—show crypto ipSec sa -

Ci scoASA#show crypto ipsec sa
interface: outside
Crypto map tag: dynmap, seq num 10, local addr: 192.168.1.5

(local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0

(rermote ident (addr/nmask/prot/port): (10.5.5.10/255.255.255.255/0/0
current_peer: 10.1.1.5, usernane: vpnuser

dynamic all ocated peer ip: 10.5.5.10

pkts encaps: 0, #pkts encrypt: 0, #pkts digest: O#

pkts decaps: 144, #pkts decrypt: 144, #pkts verify: 144#

pkts conpressed: 0, #pkts deconpressed: 0#

pkts not conpressed: 0, #pkts conp failed: 0, #pkts deconp failed: 0#
pre-frag successes: 0, #pre-frag failures: 0, #fragnents created: 0#
PMIUs sent: 0, #PMIUs rcvd: O, #decapsul ated frgs needi ng reassenbly: 0O#
send errors: 0, #recv errors: O#

| ocal crypto endpt.: 192.168.1.5, renote crypto endpt.: 10.1.1.5

path ntu 1500, ipsec overhead 58, media ntu 1500
current outbound spi: FF3EEE7D

:inbound esp sas
(spi: OXEFDF8BA9 (4024404905
transform esp-3des esp-nd5- hmac none
{ ,in use settings ={RA, Tunne
slot: 0, conn_id: 4096, crypto-map: dynmap
sa timng: remaining key lifetime (sec): 28314
IV size: 8 bytes
repl ay detection support: Y
:outbound esp sas
(spi: OXFF3EEE7D (4282314365
transform esp-3des esp-nd5- hmac none
{ ,in use settings ={RA, Tunne
slot: 0, conn_id: 4096, crypto-map: dynmap
sa timng: remaining key lifetime (sec): 28314
IV size: 8 bytes
repl ay detection support: Y
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