oJd9su 9,2886 ASA VPN Cluwogsle CSD 9
DAP 9 AnyConnect 4.0

lJpzogsle

o223 230l Jjincd I Joa,s6 (ISE)
o288 o ] ops

lp>l> CSD 9 AnyConnect

lowod il L izble ol o, Jlzol
AnyConnect DART
le 3l 8

lJp 9500

S9uoe o3l UPU‘“QO’ JsWso wudss IJsuoe Jeduwle god VPN 1o gss0 IJos sop luolyol
eJds zoly IJlply IJBled JJodses (ASA).

IJecbdole IJlgul jusé
lJpolbdole

o900 Cisco Uiy odsw Jssd pe,us uldpslose IJoldss:

* wJ9sy ASA VPN ,y Cisco
+ Cisco AnyConnect Secure Mobility Client

IJedoule [Jpuuespd

ouwowd Idpedyele 1Jglyo WO o3l ldpuwews IJs luesble Ido)lez 9ldedsule 1Jplbss Ideldss:



s uble lJoyugsd Microsoft Windows 7

« Cisco ASA. IJl_osl, 9.3 19 |uosl, Iese

* wulpe pz)d Edple 1dogsé ey Cisco: ldluosble 1.3 gldlueshle Ui2_:>0

+ Cisco AnyConnect Secure Mobility Client. [J]_o>l, 4.0 slJlosLle 1Ulz>e
« CSD. IJluosl, 3.6 Ig [uosl, Izae

Swp wu983 1Upd 9 peds! woluwbbs ASA Clweésle Cisco Secure Desktop (CSD) pg 9226
HostScan IJuploss.

w8 luuble gduws gpd 1o 1Ugluoo IUbloyso (VPN): suwpe JJpezbo |Jpew9ld 96
wldsuesd Idled [Us Iduveds wsupel copog Idpebd Es) Iposld$s Lldsuesd Ieza9s [Us
lJubeJo.

Jpl swp 0@r8p wx9G8le |esl> CSD 9 AnyConnect 4.0.

o louble Idpedsple 109158 B 03l lpuwaws pu 1Uizos6 1Je92956 Bs wsisé pgpdssd ¢luos.

o zese IJizess IJpuwetsps B o3l lJpuwons wodssu ppuwse (IBeluos). Bl Jloe
duvodod 36 IJogvgsd Yolds po Bopd Jdoles) Idpzoed JIs ).

lJodosy

lLyuwe ldogbsbs Jduvedo

ISE 1.3 -
,-"'___f _h-"‘x\_
( B
{/ Internet H;.'
“\K |
"“‘—-—’M& -#_j/

Inside: 192 .168.1.1

Outside: 10.62.145.45

IP Address assgined by
ASA VPN
192.168.1.10

ASAv.example.com

Windows 7



wSluws [JuuyJs os Jpl sds:

¢ Sew o sY90 Jeuwogses IJuvwds 1Ugluos [Ublo,ss (VPN) go wes 1Usse Jssop Ipdud
c:\test.txt (oe9199) 29 [J9e9d IJIlpd |Us IduveIs [Js psl)ys Iy, Jo 1Us1gJso

* sew lo sdso Jpuweses IJueds 1Jgluos 1dbloyss (VPN) Iwgsss IUsso Jsuw Jasop
lJpJd Ci\Test.txt (&) p9l98) 9,29J 229> IJs Iduvods IJs ol IJuiv,de 1Uslgdse.

929> 1dpdud o9 lugwb pold. spdo luwagsle s Linb 185 (Izelss pu IUdSsuwe swlez
pIlSes IJozuwuw 9lJepdss sldobosyd sldoguesd).

lJos>9§ 09 Jpl sJs:

* Jp Sup wowse AnyConnect sJs Idpuvegspsu lJogesdsu. op Suodyu |Js wodzo ASA
eJs IJgsw J CSD 9 AnyConnect provisioning (eg pJwd wg)s9 VPN)

* Swpr Ilouald go, AnyConnect: sop Iduwele Jpuwetspso Es) Idpwsldbsy
ldsuosd 1deer9s Ids Iduveds. Gusluws 1J9uosd Issolesds (DAP) IJpuwpls
FileNotExists polblo§6.

© SA9e Idpuwedse voudsy gpdss IUluadlz (ovse ldpds ¢ sagslitest.txt) sseuod
226 13,5 & AnyConnect. (8.5 030 1Jp)6: Sop ©98s,) 19009d 1Udled [Js I iods (¢ e
oblod Luslwé DAP |Jewels FileExists ).

SpIdu wiuse 9g20 HostScan IJuplbss $x98! eds udbos IJuoelss. wop puvlds pdile
lJeeld (hostscan-win-4.0.00051-pre-deploy-k9.msi) g Js loold Cisco Connection Online (CCO).
9dIue spIdu g0l s ol po ASA. HostScan o zjc oo CSD 1Jss Spdu ©9d.s 0 o ASA.
Suvwgdp o3l lduoz IJelus Vs 0l Idpeld.

NJouwes JJluoshle 1Jidse eo AnyConnect (IJ]osl) 3.1 sldluesble 1l e) oo ould 2506
pubLoJs p9d,8 £Js CCO (sJds yuwwsd lJpeld: hostscan_3.1.06073-k9.pkg) sldw.s Jlo
Spdu wdysuoel 9lpslel eds ASA L vdd pudod (wluvedsle ip_, w296 CSD hostscan) -
9JIu Jp s8> 03l 1Jgsh p9g9s!l JJluosl, 4.0 oo AnyConnect.

ASA
IJ¢1o96 1. odasw SSL VPN i wl s

o 0950 ASA puwodl Lluwetsle 1909 Il uwlws 1Js Ginods VPN 1Jogss (bods ples
lJosuosd IUlews (SSL)):

webvpn
enable outside
no anyconnect-essentials
anyconnect image diskO:/anyconnect-win-4.0.00051-k9.pkg 1
anyconnect enable
tunnel-group-1list enable

group-policy Al1Protocols internal
group-policy All1Protocols attributes



vpn-tunnel-protocol ikevl ikev2 ssT-client ssl-clientless

tunnel-group TAC type remote-access
tunnel-group TAC general-attributes
address-pool POOL
authentication-server-group ISE3
default-group-policy AlTProtocols
tunnel-group TAC webvpn-attributes
group-alias TAC enable

ip local pool POOL 192.168.1.10-192.168.1.20 mask 255.255.255.0

aaa-server ISE3 protocol radius
aaa-server ISE3 (inside) host 10.1.1.100
key B XXX X

wpe wujsd gipd AnyConnect gl uegsleol.

lJglbgs 2. vo&use CSD

sop lple IJodsss IJelds wlgwole e, lzos6 IJlele 16lod JJodscé (ASDM). szw
wuisd 2ieé CSD pu led IJOJILL 9183 prze pu ldedase Jel 09 9oz S 1duo9,s.

Device List g 8 *

(5 rome oy cortpronr] ] s s Qe ©

Back () Forward ‘?Hap|

JOERTILITSY I - . Al ML e
dh add [ Delete & Connect Seare Deskinp L
Find: Go Uipdate (oo Seoure Deskiop.
& 10.48.67.158:8443 Location: |diskD: fced_3.6.6249-49,pkg
B 10.48.67.22%:449
) [¥] Encble Secure Desktop

= 10.62.97.56:8443
B 197, 168.11,250:444
_1& 192,168,110, 10434

Remote Access VPN o 2

Global Settings .
¥ - Predogin Policy

[[T] secure Desktop Custeenization

[ Host Scan

@90 wpdsu "ube ldpdoo UTPQ" Ju sy pu Idppdu luweesle yupele CSD -..9§ wsSluwlo

DAP Jol 09 p9 0z O 1Ju29,6.



(B Add Endpoint Attribute

& Cisco Secure Desktop (CSD) is not enabled. CSD must be enabled to configure File
endpoint attributes.

To enable C5D, go to Configuration > Remaote Access VPN >Secure Desktop
Manager > Setup.

[ o J[ concel J[ heo |

w8 wpdsy CSD. who, ¢sble pwgssé wee Secure Desktop Manager.

Swp lJozdd pu 929> ciltest.txt Jpol 09 p9 0z WO IJuo9,)6.

% sdd [ Delete ¥ Conrect Hosl Scan
Find: G ‘Creabe enirias ba be seanned on the endpoint system. The scanned information vl then be stored in the endoont atrbute. Access polices wsing the endpant
B ohoaar 1588l - mfarmabicn can be confgured under [omamic Adoemes Polcies
B 06722594
T10.63. 145455443 [I
W, 10062.57.56:84H43
B 152165 11 2500 444 a3

Bl

I

Host Scan Exiensions:

Adhvanced Erdpoint Assesmment ver 3.6,6259,2

[ Endpoint Assesmment ver 146.6289,2

Jpl wop luolds §lgss "o@sse uldbs IJuolss 1Upe 906" IUloldss Jel 09 o902 B
lJuo9,6.



Iﬂhdmwd!ndmhmﬂ [

[Windows || Mac 05 [ Linuae

rd
AntiVirs
Vrdor Froduct Hote Add
meh:ctu‘p. Pdarbon Antivins 30.x
Delete
Force File System Protection
Force Wirue Definitions Uipdate
f not updated in Lyt days
PPersonal Firewal 3
Vendor Produsct Note
[ icrosoft Corp. Microsoft Windows Firewall 7 Supports frewal nulss
Delete
Frewsl Action: | Nane -
Add...
ALLOW Applcation Customadpp Edit...
| Delete |
The action and rules remain effective on dient device even after VPN session ends, please use them with disoretion. 5

lJos coedd pu 929> Symantec Norton AntiVirus 20.x 9 Microsoft Windows Firewall 7. & 99,
9¢>6 Posture IJuplbso (HostScan) wldeezdd pu 030 IJdspe 9JJo JI 92> O,y (Jl s89p wog
DAP Cldwegdd pu 3JY).

IJg 96 3. Luslule DAP

od9u gwslgwle DAP p4u99do g luvedslp Idoslule IJos op wgpeseol woluvlbs HostScan
Juingb gobosd wwele pesus eds eduwd gpd VPN voses Jsdd. Jlogile gusluwé DAP oy
ASDM: lyo@d |Js IJodssey > Remote Access VPN (IJge9d g wg5) > ClientLess SSL VPN
Access > jusluwle 1dyuosd Idsrsuolpsds Jel 09 p9oz O 1Juo9, 6.

L = - TAgEEEpY!
@ml@%m|ﬁm| sme ({3 Refesh Back. ) o | ‘) el I CISCO
Device List. g & = s55 > Dynamic Access Policies [
o ada [l osletn 5 Corvmct o — —
Find: (5] Fer IPsex, MMMLWS&MN&“mmﬂnwmmmmﬂmummmﬁﬂuwwtkﬁtmmﬁm

resDUrCES & user is suthorined to sccest. Al poboes in the table below are evsiusted for matching aiterion durng sesson establichment, When none of the Dap

B 103887 1555440 - pebies are matched, the ASA vl enforce the D

- e
Flio6. 145458043 s
105297 56:BHI ]
B 19216811 Z50:444 = P'-'LF"mt'f Hame Metwori ACL List Webitype ACL List
_m—_
RemoteAccessVPR 5 R s Edt
? Introduction -~ } - ; :
- B Peteoric (Chend) Acomss L | Delela |
:— [T Chenbless S50 VPN Booess
BB Conrmetion Profiss 5
=t @mu
i VDL Aooess
Group Polides

@ B Acvanced
B ol Lsers
Host Scan Image
S e Mk Maranss
m

i 1
R T



So2dd Juog IJlsd (FileExists) pu luvp pze9ed IJodG IUss sop luvegslpo oo God pdd
oS VPN IU3s wp wdysuo (wp 239 odysy pdd og)sd VPN JJgo9e). wed 3Jd sop
lole w2l luolwws Jdedw ciltest.txt Jpol 09 p9oz IS 1Juo9,)6.

Pokcy Mame: | FleEusts|
Descripbon: ACL Prionty: |0
Salection Criteria
Define the AAA and endpoint attributes used to select this access polcy. A policy is used when a user's authorization attributes match the AAA atiribute iteria

bedow and every endpoint attribute has been satisfed. Thece atfributes can be created using the tables below andfor by expanding the Advanced option to
specfy the logical expression text,

:Lwhumofhhlmmmmmmm... 'r: and the folowing endpoint attrbutes are satisfied,
Operation/Vahse Add Endpoint ID Name [Operation/Value Add
fet Juat = bue T
(oo [ peete
Logecal Op.
Advanced ¥
Access/autherization Pobcy Atiributes

Configure acess/authorization attnibutes for this poboy. Attribute values specified here will gverride thoss valsss obtained from the AAA system and the
group-policy Meerardhy. The resulting VPN suthorization polcy is an aggregation of DAP attributes, AAA attributes, and group-pobicy hierarchy attrbutes (those
that are not spedfied in DAP).

| Port Forwarding Lists | Bockmarks | AccessMethod | AnyComnect | AnyConnect Custom Attrbutes
| Mebwork ACL Filters (dient) Webtype ACL Filters (chentiess) Functions
Network ACLs
s =

uwsed dJdIdl sop oudss Lg lplele Gluwegsle IJlesh Il e,los Jduwele wldloueld. JI
Swp luwogsle Blises IJogde Vs 1J9u09d (ACL) - swp w9968, 1U9uo9d 1UIled IJs b ds.

dlposd 1Jezdd pu lded Jpl os p9oe s 1Ju9)s.



(£ Edit Endpoint Attribute 3]

Endpoint Attribute Type: File

@ Existg () Does not exist
Endpoint ID: 1
c:\test. bt
Last Update: | < days

Chedksum: =

Ly,

Compute CRC32 Chedksum...

QK H Cancel H Help

lJuog IJelus (FileNotEXxists) ppled - JJo il 19 03l sy 131 Jp sYU 1Updd 092951 Jel
09 p9uoT O 1Jue96.



Policy Name: FilatiatExists|

Descripticon: ACL Priority: |0
Sedection Criteria
Define the AdA and endooint attributes used to select this sccess pobcy. A policy is used when & user's suthorization attributes match the AAA attribute oritena
below and every endpoint attribute has been satisfied, These attributes can be created using the tables below and for by expanding the Advanced option to

spedify the logical expression text.
User has ANY of the following AAA Attrbutes values... and the following endpoint attributes are satisfied.

AAR Attribate OperationVakse Add Endpoint ID Mame Operation Vake Add
exists Im tue [ eat
[ oeme

=

Advanced k3

Access/Authorization Policy Attributes
Configure access/authorization attributes for this pobcy. Attribute valses specified here will override those values obtaned from the AAA system and the
group-pobcy hierarchy. The resulting VPN authaorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those
that are ot spedfied in D&F).

| PortForwardnaliste | Bookmarks | Access Mathod | AnyConnect | AnyConnect Custom Attributes
| Acten | Network ACL Fiters (chent) Webtype ACL Filters (chentiess) | Functions
Metwork ACLS
ACL1
ACLL - Add>>

ozws lJuwsgs eds Blises 1Usueed ACLT IJos wpe wdysuoel. sswe wbosy 3JY eds
puweedes IJuvods 1Ugluos [Ubloyss (VPN) ) [dposlddsu pe w99, IUsuo9d 1Upr9>

wx9g JJl yogs DAP w29 9,09J AnyConnect Client Jel 09 p9oz Vs IJuo9,0.

Access/Authorization Pobcy Attributes
Configure access/authorization attributes for this policy. Attribute values speafied here will override those values obtained from the AAA system and the
group-policy hierarchy. The resulting VPM authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierardhy attributes (those
that are not speafied in DAP),

Action | Netwark ACL Fiters (cient) I _ Webtype ACL Fiters (chentiess) | Functions
Port Forwarding Lists |  Boskmarks |  AccessMethod | AnyCommect | AnyConnect Custom Attributes

Acress Method: (7 Unchanged
@) AnyCormect Chent
) Web-Portal
) Both-default-Web-Portal
) Both-default-AnyConnect Chent

e Erple v 1Jogss (ISE)

Swp luvesle ISE Jpuol$6 IJpuwedse. see dsso zobj Iduvwds (ASA) O $b 9l we
lJpuwwgse IJuoese (Cisco). 903l 1dzje €8 pubp9d WO oo IJpl>e.

lJozdd pu lduors



luwogae 03l IJSuwe Joldss gpd IJodssu wubdd Lozse.
lp>1> CSD 9 AnyConnect
B [Jwolsé Jl sep 09l Idpuweése pe £psd AnyConnect. |Jpucgsp &) posld s ls ol

o8 IJuoz (IJpJud ciltest.txt £, 09295). I>¢J https://10.62.145.45 9o p lelsé w9zso lJpuuegse
V9l Joewsw CSD Jel 09 p9_oe WO 1Juo9,6.

.lll-llll Cisco Secure Desktop

CISCO
& webLaunch Using ActiveX for Installation
Launching Cisco Secure Desktop.
_ Platform
Detection If the software does not start properly, Click here to
end the session cleanly.
- ActiveX

SpIdu IJ8sle wi3dd oluwegsle Java i9 ActiveX. ey wouse CSD: swp ldlodlg guo Jpl 09
£9u2oE B 1Juess.


https://10.62.145.45

N1
ciISco

Cisco Secure Desktop

& WebLaunch

_ Platform
Detection

- Java Detection

- Sun Java

- Success

System Validated

Cisco Secure Desktop successfully validated yvour
system.

Success. Reloading. Please wait...

Download

Sp wop lghs uszse eyt JJpuob s Jel 09 psuor S IJu0,é.




-
:fy Login

Flease enter your username and password.

GROUP: TAC |+
USERNAME: ||
PASSWORD:

Login

B 2lJs Iduele: sop wuby AnyConnect pg pJd IJog)s IUss wp wdssuo - 008 18)s $pdu
lowegsle ActiveX |9 Java Jel 09 p9 oz Vs 1Uuo9,)6.

TR

cisco AnyConnect Secure Mobility Client

r} WebLaunch Using ActiveX for Installation
Launching Cisco AnyConnect Secure Mobility Client.
Platform
= : Ifthe software does not start properly, Click here to end
Detection )
the session cleanly.
- Activex AnyConnect Secure Mobility Client Downloader
| Downloading AnyConnect Secure Mobility Client 4.0,00051,  »
| Please wait...
b Time Left: 9 secs (672.0 KB of 3.34 MB copied) -
— |

Cancel

Help Jownload

950p lousle louold IJusods 1JglLos IUblo,ss (VPN) Jel 09 e9 0z 8. [Juo9,6.



ninlie

cisco AnyConnect Secure Mobility Client

r} WebLaunch Using ActiveX for Installation
Launching Cisco AnyConnect Secure Mobility Client.
Platform
"~ Detection If the software does not stant properly, Click here to end

the session cleanly.

- ActiveX AnyConnect 5ecure Mobility Client Downloader
@ Please wait while the VPN connection is established... -
| melp Uownloa

copsd 1Jgbes IJlsJs J AnyConnect Bs lg)le B9 ol IJs o (HostScan) sl wld IJedles)
[Js ASA Jpl 09 p9uoe S IJueg)s.

Y Cisco AnyConnect Secure Mobility Client e @ |23

..............

Posture Assessment: Initiating...

asav Connect

Limited Access - DMS Failure

&> 3JJe 589 AnyConnect e ol §6 eduwé &pd Iduvwds 1Jgluos 1Ublo,ss (VPN) sloolisol.
AnyConnect VPN zJ_woé og Posture (9_ogs0) - £5) pw9ld

gwpl w89 wluusle gduwé VPN 23536 og AnyConnect. |y 1Jgbos IJIsJs os IJs oe
(HostScan) Jel 09 p9 oz W8 J9bo Idyilyvs gwlodl. wgs 3dYe wpae Idpuob 86 9swp lugile



2dows gad 1o ds 1glo6 bl s (VPN) Jpl 05 p9 oz s 1dos.:

% Cisco AnyConnect | 10,62.145.45

% Please enter your username and password.
—_—

Group: | TAC - |

Usermame: csco

Flasswnrd: SR

Please enter your username and password.

asaw Connect

Limited Access - DNS Failure

oSy ASA gu odds wd)s) HostScan:

<ffroot>
%ASA-7-716603:

Recei ved 4 KB Hostscan data

from IP <10.61.87.251>

e s lole puob s Idpuvese:



<ffroot>
%ASA-6-113004:

AAA user authentication Successfu

: server = 10.62.145.42 : user = cisco

95wl IJogasd Jeduws epd IJuvwds 1Ugluos [Ublo,ss (VPN) o30. guspl sop wedse "debug
dap trace 255" swp bele Idpegdsple Idpoed 96 w9295 pJud citest.txt:

<#root>
DAP_TRACE[128]: dap_install_endpoint_data_to_lua:endpoint.file["1"].

exi sts="fal se"

DAP_TRACE: endpoint.file["1"].exists = "false"
DAP_TRACE[128]: dap_install_endpoint_data_to_lua:endpoint.file["1"].path="

c:\test.txt

DAP_TRACE: endpoint.file["1"].path = "c:\\test.txt"

Isuole pedsple 29 231, 2plss Microsoft Windows:

<tfroot>

DAP_TRACE[128]: dap_install_endpoint_data_to_lua:endpoint.fw["MSWindowsFW"].exists="false"

DAP_TRACE: endpoint.fw["MSWindowsFW"].exists = "false"

DAP_TRACE[128]: dap_install_endpoint_data_to_lua:endpoint.fw["MSWindowsFW"].description="Microsoft Wind
DAP_TRACE: endpoint.fw["MSWindowsFW"].description =

"M crosoft Wndows Firewall"

DAP_TRACE[128]: dap_install_endpoint_data_to_lua:endpoint.fw["MSWindowsFW"].version="7"
DAP_TRACE: endpoint.fw["MSWindowsFW"].

version = "7"

DAP_TRACE[128]: dap_install_endpoint_data_to_lua:endpoint.fw["MSWindowsFw"].

enabl ed="f ai | ed"

DAP_TRACE: endpoint.fw["MSWindowsFW"].enabled = "failed"

9 Symantec AntiVirus (9991 J¥9le> w9sSe udbo IJuolss IJpw§>06 HostScan IJos wpe
wdgsuoel ywlogl).



900sEd J3JI. Gpo pboluds Lusluws DAP:

<#root>
DAP_TRACE: Username: cisco,

Sel ected DAPs: , Fil eNot Exi sts

o9y uo o030 Iduwslws [uwegsle AnyConnect Jol wlbw§ Slispeos IJozde WS 19 o9d (ACLT)
J8lses IUsuosd IJos w99, 9u09d Iuveds 1dedss Jdpuwese (Es) pusl 98 pe wsluws
lJiydo):

<#froot>

DAP_TRACE:The DAP policy contains the following attributes for user: cisco
DAP_TRACE 1 == - = ——— — m oo oo o o -
DAP_TRACE:1:

tunnel - prot ocol = svc

DAP_TRACE:2: svc ask = ask: no, dflt: svc
DAP_TRACE:3:

action = continue

DAP_TRACE:4:

networ k-acl = ACL1

Jol © @30 Iduwedle lowshle ACIDEX IJos spdu luvaésleol oo Gud uvsluvs DAP (Is zos
weasyol Vs bdole RADIUS |Js ISE 9swp luvwgsleol s @9les Idegasd Juiyab):

<#root>
endpoint.anyconnect.

clientversion

4.0.00051

endpoint.anyconnect.

pl at form

endpoint.anyconnect.devicetype = "innotek GmbH VirtualBox";



endpoint.anyconnect.

pl at f or mver si on

6.1. 7600

endpoint.anyconnect.deviceuniqueid = "A1EDD2F14F17803779EB42C281C98DD892F7D34239AECDBB3FEA69D6567B2591"
endpoint.anyconnect.

macaddr ess
[lloll] = m

08- 00-27- 7f - 5f - 64

endpoint.anyconnect.

user agent

AnyConnect W ndows 4.0.00051

Juosed S wp wybgsd eduws gpd IdubeJs 1Ugl s 1dblo,sé (VPN) 9Jdu pg 1Usu09d
lJp8s> JJuvods:

<#froot>

ASAv2#

show vpn-sessi ondb detail anyconnect

Session Type: AnyConnect Detailed

Username
ci sco
Index : 4

Assigned IP

192.168.1. 10

PubTlic IP

10. 61. 87. 251

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)RC4 DTLS-Tunnel: (1)AES128
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA1 DTLS-Tunnel: (1)SHAl
Bytes Tx : 11432 Bytes Rx : 14709

Pkts Tx : 8 Pkts Rx : 146

Pkts Tx Drop : O Pkts Rx Drop : O



ASAv2#

Group Policy : Al1Protocols Tunnel Group : TAC
Login Time : 11:58:54 UTC Fri Dec 26 2014
Duration : Oh:07m:54s
Inactivity : Oh:00m:00s
VLAN Mapping : N/A VLAN I none
Audt Sess ID : 0add006400004000549d4d7e
Security Grp : none
AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1
AnyConnect-Parent:
Tunnel ID 1 4.1
Public IP : 10.61.87.251
Encryption I none Hashing I none
TCP Src Port : 49514 TCP Dst Port : 443
Auth Mode : userPassword
Idle Time Out: 30 Minutes Idle TO Left : 22 Minutes
Client 0S : win
Client OS Ver: 6.1.7600
Client Type : AnyConnect
Client Ver : Cisco AnyConnect VPN Agent for Windows 4.0.00051
Bytes Tx 5716 Bytes Rx 1 764
Pkts Tx 4 Pkts Rx 1
Pkts Tx Drop : O Pkts Rx Drop : O
SSL-Tunnel:
Tunnel ID 1 4.2
Assigned IP : 192.168.1.10 Public IP : 10.61.87.251
Encryption : RC4 Hashing : SHAL
Encapsulation: TLSv1.0 TCP Src Port : 49517
TCP Dst Port : 443 Auth Mode : userPassword
Idle Time Out: 30 Minutes Idle TO Left : 22 Minutes
Client 0S : Windows
Client Type : SSL VPN Client
Client Ver : Cisco AnyConnect VPN Agent for Windows 4.0.00051
Bytes Tx 5716 Bytes Rx 1 2760
Pkts Tx 4 Pkts Rx 12
Pkts Tx Drop : O Pkts Rx Drop : O
Filter Name : ACL1
DTLS-Tunnel:
Tunnel ID : 4.3
Assigned IP : 192.168.1.10 Public IP : 10.61.87.251
Encryption : AES128 Hashing : SHAlL
Encapsulation: DTLSv1.0 UDP Src Port : 52749
UDP Dst Port : 443 Auth Mode : userPassword
Idle Time Out: 30 Minutes Idle TO Left : 24 Minutes
Client 0S : Windows
Client Type : DTLS VPN Client
Client Ver : Cisco AnyConnect VPN Agent for Windows 4.0.00051
Bytes Tx : 0 Bytes Rx : 11185
Pkts Tx : 0 Pkts Rx : 133
Pkts Tx Drop : O Pkts Rx Drop : O
Filter Name ACL1



show access-1list ACL1

access-1list ACL1; 1 elements; name hash: 0Oxe535f5fe

access-list ACL1 line 1 extended pernit ip any host 1.1.1.1

(hitcnt=0) 0xe6492cbf

S9uoe pe9ble AnyConnect IJgbsle IJowosdss Jgpdso lJsog:

<tfroot>

12:57:47 Contacting 10.62.145.45.
12:58:01

Posture Assessnent: Required for access

12:58:01

Post ure Assessnent: Checking for updates..

12:58:02

Post ure Assessnent: Updating..

12:58:03

Posture Assessnent: Initiating..

12:58:13

Posture Assessnent: Active

12:58:13

Posture Assessnent: Initiating..

12:58:37 User credentials entered.
12:58:43 Establishing VPN session...
12:58:43 The AnyConnect Downloader is performing update checks...
12:58:43 Checking for profile updates...

12:58:43 Checking for product updates...

12:58:43 Checking for customization updates...

12:58:43 Performing any required updates...

12:58:43 The AnyConnect Downloader updates have been completed.
12:58:43 Establishing VPN session...

12:58:43 Establishing VPN - Initiating connection...

12:58:48 Establishing VPN - Examining system...

12:58:48 Establishing VPN - Activating VPN adapter...

12:58:52 Establishing VPN - Configuring system...

12:58:52 Establishing VPN...

12:58:52

Connected to 10.62.145. 45



AnyConnect VPN zJ_wo pg Posture (9_o0gs9) - p9ld 9
w3 1o w@9p wluuile pJud ciltest.ixte sI90 1JesBd§ popledl. wpz)s wie eduwé £pd

AnyConnect g>$56: wuis) Iduvedle 1Js 929> [Jpdws:

<{froot>

%ASA-7-734003: DAP: User cisco, Addr 10.61.87.251: Session Attribute endpoint.file["1"].

exi sts="true"

%ASA-7-734003: DAP: User cisco, Addr 10.61.87.251: Session Attribute endpoint.file["1"].

path="c:\test.txt"

9uwsed J3Jd sop luwegsle gusluwsé DAP I3)s:

<#root>
DAP_TRACE: Username: cisco,

Sel ected DAPs: , Fil eExists

I s8)00 1duog s Blisps cede B IUsuoad (ACL) Jodsss Jerds e9) Iduuwds.

op ubgsd Ugduws wa9o ls Blisps wede B 1suesd (IUsuesd 1JYled IUs 1duibewJé):
<#root>

ASAv2#

show vpn-sessi ondb detail anyconnect

Session Type: AnyConnect Detailed

Username
ci sco
Index : 5
Assigned IP
192.168. 1. 10
Public IP
10. 61. 87. 251

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel



License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel:
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel:
Bytes Tx 1 11432 Bytes Rx

Pkts Tx : 8 Pkts Rx

Pkts Tx Drop : O Pkts Rx Drop :

Group Policy : All1Protocols Tunnel Group :
Login Time : 12:10:28 UTC Fri Dec 26 2014
Duration : Oh:00m:17s

Inactivity : Oh:00m:00s

(1DRC4 DTLS-Tunnel:

38
0
TAC

. hone

- hone
443

29 Minutes

. 764
01
0

: 10.61.87.251
: SHA1

49552

: userPassword
29 Minutes

: 1345
: 6
0

: 10.61.87.251
: SHA1

54417

: userPassword
30 Minutes

: 4189
;31

VLAN Mapping : N/A VLAN
Audt Sess ID : 0add006400005000549d5034
Security Grp : none
AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1
AnyConnect-Parent:
Tunnel ID 5.1
Public IP : 10.61.87.251
Encryption I none Hashing
TCP Src Port : 49549 TCP Dst Port :
Auth Mode : userPassword
Idle Time Out: 30 Minutes Idle TO Left :
Client 0S : win
Client OS Ver: 6.1.7600
Client Type : AnyConnect
Client Ver : Cisco AnyConnect VPN Agent for Windows 4.0.00051
Bytes Tx 5716 Bytes Rx
Pkts Tx 4 Pkts Rx
Pkts Tx Drop : O Pkts Rx Drop :
SSL-Tunnel:
Tunnel ID 5.2
Assigned IP : 192.168.1.10 Public IP
Encryption : RC4 Hashing
Encapsulation: TLSv1.0 TCP Src Port :
TCP Dst Port : 443 Auth Mode
Idle Time Out: 30 Minutes Idle TO Left :
Client 0S : Windows
Client Type : SSL VPN Client
Client Ver : Cisco AnyConnect VPN Agent for Windows 4.0.00051
Bytes Tx 5716 Bytes Rx
Pkts Tx 4 Pkts Rx
Pkts Tx Drop : O Pkts Rx Drop :
DTLS-Tunnel:
Tunnel ID 5.3
Assigned IP : 192.168.1.10 Public IP
Encryption : AES128 Hashing
Encapsulation: DTLSv1.0 UDP Src Port :
UDP Dst Port : 443 Auth Mode
Idle Time Out: 30 Minutes Idle TO Left :
Client 0S : Windows
Client Type : DTLS VPN Client
Client Ver : Cisco AnyConnect VPN Agent for Windows 4.0.00051
Bytes Tx : 0 Bytes Rx
Pkts Tx : 0 Pkts Rx
Pkts Tx Drop : O Pkts Rx Drop :

0

(1DSHA1 DTLS-Tunnel:
1 6298

(1)AES128
(1)SHA1



J3Jd. suis, AnyConnect |Js I, HostScan tled ssuub,; bdo lJpuwe IUuosss IJolds:

13:10:15 Hostscan state idle
13:10:15 Hostscan 1is waiting for the next scan

% p.J|aJ'052 J!E_bé |JQ&§§p‘ SIS c__;|uuoé_)|ro Lrel) |J_9UDE_ |Jro)roa_5 pE ISE. 202 AnyConnect
4.0 ISE1.3 - s0old 1] :

lpwod ol IJIgble 9l odlzol
S99, 03l IJBuwe pedsple spdud [uuegslpol Jluvaduuld Igble IJodssy sluadlizol.
AnyConnect DART

S99, AnyConnect IJoivgsuole Jel 09 p9soe WO IJuog)s.

Cisco AnyConnect Secure Mobility Client || =]

cisco AnyConnect Secure-Mobility Iient

Preferences | Statistics | Route Details | Firewall | Message History

13:45:00 Contacting asav. .
13:45:09 Connection attempt has failed.

13:45:13 Contacting 10.6.2.145.45,

13:45:21 Posture Assessment: Required for access

13:45:21 Posture Assessment: Checking for updates...

13:45:22 Posture Assessment: Initiating...

13:45:31 Posture Assessment: Active

13:45:31 Posture Assessment: Initiating...

13:45:35 User credentials entered.

13:45:41 Hostscan state idle

13:45:41 Hostscan is waiting for the next scan

13:45:42 Establishing VPN session. ..

13:45:42 The AnyConnect Downloader is performing update checks...
13:45:42 Checdking for profile updates...

13:45:42 Checking for product updates. ..

13:45:42 Chedking for customization updates...

13:45:42 Performing any required updates...

13:45:42 The AnyConnect Downloader updates have been completed.
13:45:47 Establishing YPM session. ..

13:45:47 Establishing YPM - Initiating connection...

13:45:52 Establishing YPM - Examining system. ..

Clear
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9lJss sgpee JJ uwedle AnyConnect 9 sz 8 bol B pJud zip gds ywbe lJpdou. souopy pJW
zip o3l Idwedle 1Je9z9>6 Vs Cisco AnyConnect Secure Mobility Client/Anyconnect.txt.

S99, 03l pedyple 29d ASA 9sbd HostScan Jogpese Idwslule:

<#root>

Date 1 12/26/2014
Time : 12:58:01
Type : Information
Source : acvpnui

Description : Function: ConnectMgr::processResponseString
File: .\ConnectMgr.cpp

Line: 10286

Invoked Function: ConnectMgr::processResponseString
Return Code: 0 (0x00000000)

Description: Host Scan request detected.

Sp oduid Lwedle 1858 pugsss g0 wouse CSD. o3l pold Jogids, CSD sleolJ AnyConnect
lJolds pg Posture:

<#froot>

CSD detected, launching CSD

Posture Assessment: Required for access
Gathering CSD version information.

Posture Assessment: Checking for updates...
CSD version file located

Downl oadi ng and | aunchi ng CSD

Posture Assessment: Updating...
Downloading CSD update

CSD Stub located

Posture Assessment: Initiating...

Launchi ng CSD

Initializing CSD

Perform ng CSD prel ogin verification.
CSD prelogin verification finished with return code 0

Starting CSD system scan

CSD successfully Taunched

Post ure Assessnent: Active



CSD Taunched, continuing until token 1is validated.
Posture Assessment: Initiating...

Checking CSD token for validity
Waiting for CSD token validity result
CSD token validity check completed
CSD Token 1is now valid

CSD Token val i dated successfully
Aut henti cati on succeeded

Est abl i shing VPN session..

op wveuvsu IUlouold woso ASA 9 AnyConnect. e sbdo ASA [z)le W9 ole pesué BBb -
sd9p AnyConnect wouisd wuslule lualdss Jodss §ls eds lele 3dY (8ds pvosd 1dpeld.
lJo2dd pu pdldzs U 9 wle 1Jppas6).

g pl o IJelds wlgwegsle TAC §p vyl § wedle dart og "show tech” 9"debug dap trace
255" pyy ASA.

osedyple slo Lods

AnvC"onnect Secure Mot;ilitv Client
+ Posture Services g.J.s Cisco ISE Configuration Guide

* >JsJ o w99 s Cisco ISE 1.3

* lgplJo s 9l wople - Cisco Systems
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