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Monitoring = ASA FirePOWER Monitoring = Real Time Eventing

rReal Time Eventing

+ | | All ASA FirePOWER Events | | Connection | | Inbrusion | | File || Malware File *1=-’Lrh ruelhg—‘-r* =

Filter
Rule Action=Allow *
Wl Pause RefreshRate | 5 seconds ~ | 1/25/16 9:11:25 AM (IST)
Receive Times Action First Packet Last Packet Reason
1/25/16 9:09:50 AM Allow 1/25/16 9:09:48 AM 1125116 9:09:49 AM
{ID Wiew details
1/25/16 9:07:36 AM Bllow 1/25 16 TrEarie 9:07:03 AM
13‘25{15 G070 AM Allows 1/2 (2] j_':Q 0706 AM 1f :5 5 9:0./:06 AM

Monitoring > ASA FirePOWER Monitoring > Real Time Eventing

Real Time Eventing

Initiator Responder Edit
Initiator IP 192.168.20.3 |\ Responder IP 10.106.44.5F
Initiator Country and ':ﬁitelist MNove Responder Country and

Continent Blacklist Mow Continent

Source Port/ICMP Type 60297 Destination Port/ICMP 42153
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FirePOWER Configuration > |>l,6 IJJlisy > 3dle |Jip|o > 99lsp IJubw o 90925 IU9Sw ©p
lud) eds ol Gsksp IJubeds 90925 IS IJlgwp: 25 1uwpe 1U8lispd
IJpeou06.  1Juge: wesss IJdlisps pu 1U8lsps Idpuuwsds.  Blspd IJoepsd: o)
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FirePOWER IJupbsé 9oouisd e92) IJssyw 1Jso.

euw9lu URL J MDS: 235 9sp6 IJogjiss JJoz 9l pu puvh guslo URL JJpse).
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Security Intelligence for Network List / Feed

MName: Custom_Feed |
Type: List > |
Upload List: C:\fakepath\Custom_IP_Feed. [ Browse... ]

Security Intelligence for Network List / Feed 7 %

MName: Customn_Metworl_Feed

Type: Feed 7
Feed URL: http://192.168.30.1/blacklist-IP.txt

MDS URL: (optional)

Update Frequency: | 30 minutes B

| Store ASA FirePOWER Changss || cancel |

odosu pedyple IJielo

Jodosu 3dle Idlslu: luedd 1Js IJodsse > ASA Firepower Configuration > |J uslwle >
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Configuration > ASA FirePOWER Configuration > Policies > Access Control Policy ]
ASA
DEfaUIt A”OW A” Trafﬁc You have unsaved changes

B ] Status: Policy Up-to-date on device

Identity Policy: None SSL Policy: Default SSL Policy

Rules I Security Intelligence I HTTP Responses I Advanced

Available Objects & & Available Zones & DNS Policy: Default DNS Policy [f

Blacklist (7)  Enable logging

i , Search for a Network ' @Any Whitelist (2)

I Networks l URLs Networks

& Attackers = Global-Whitelist (Any Zone) [T ®y Global-Blacklist (Any Zone) X O

Add to || ures =) Attackers (Any Zone) X G
& Bogon | Whitelist | — ) .
=/ Bots .| Global-Whitelist-for-URL (An{Tf =) Bots (Any Zone) X G
=/ CnC Block
=) Malware I Monitor-only (do not block) I

=/ Open_proxy
=) Open_relay
=/ Phishing

Select All
Delete

1| PR,

Chara ACA FiraDNWAWFR Channes | | Cancal |
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File View Tools Wizards Window Help

& vome o5 comguraton (2] monto) g oepor | Q¥ retresn| € sack Q) rorvard | P

 Device List @ | @)0Oeploy FirePOWER Changes Ctrl+D
& add [ Delete & Connect

Save Running Configuration to Flash  Ctrl+5

A5 RPN TRl A Ml
e S P e L

Deploy Policies Version:2016-01-05 09:09 AM

& System Policy: Default
D Sensor Palicy: firepower
D Access Control Policy: Default Allow All Traffic

D E-Intru5|l:|n Policy: Balanced Security and Connectiviby
D - Intrusion Policy: IPS_Palicy
& - DNS Policy: Default DNS Palicy

adlgBs: Cis 1Jluaa ) 5.4.x¢ denbs psluss 1 suasd £dis 1ausie e sd e 10, <o whasd S sl ASA FirePOWER

?‘j‘C.ES: \QQ&J ‘Ud \JNU&,'B > eJ‘é«,ﬂS ASA FirePOWER > CUE U‘nes_ AER LS} ioa Sre };ﬂeld U?”?S dﬁhuéd Q&Lﬁ(ﬁ)“—’ Uﬁzgﬂ_,ggol

)l Ile 1U3dle IUlpus
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FirePOWER > IJoodesd D IUsde deds. 223 edlps IJowsse pedsele Ilplo. pusdss 30
lJs [boly IJlz>le Jel 09 p9 oz O 1duo9,6:

~Real Time Eventing
IEI ‘ All A\'[E'}FirePOWER Events ‘ Connection | | Intrusion || File || Malware File || Security Intelligence
Filter
Enter filter criteria
| §ll Pause Refresh Rate !_'_5 seconds ~ | 2j9/16 1:03:31 PM(IST)
Receive Times Action First Packet Last Packet Reason Initiator IP Responder IP
2/9/16 1:01:48 PM Block 2/5/16 1:01:47 PM 1P Block 152.168.20.3 184.26.162.43
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Configuration > ASA FirePOWER Configuration > Object Management > SecurityIntelligence > Network Lists and Feeds
|_ Update Feeds | | (&) Add Network Lists and Feeds | |- Filter
MName Type

Cisco-Intelligence-Feed

Last Updated: 2016-02-08 10:03:14 e &
Custom_Feed Feed e
Global-Blacklist List &
Global-wWhitelist List e
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