odysu gpsd AnyConnect VPN eJs FTD: g
DHCP Jogssu IJgulaso

lJpzossle

| Jp, 9506

IJpobJole Il wsé
IJeobJoule
lJoJoule | 0200
o8 9ol |l sé
lJodJosy

|J2 9o 1. o J9sy wbl § DHCP s 210 DHCP
| J2lb9s 2. o J9sy, AnyConnect

lJzlbgs 2.1. oI9S O o W 1Jlo, ol

lJe28.8 o0 | 6
|, wod, @l 1Jizble gl ol>ol
o8 J90le 3o 06

lJp 9500
SW2p 03l IJpwows poldl Jdodssy IUglue « Firepower Threat Defense (FTD) eJs 1Jluesl)
6.4. 91J>s suwez Jeduvle gpd svwdle VPN Jdsuosd g0 wes Jdeuesd eds euslu IP wpe

CESSUO Wluwbs b w9wsded IJodssy Idssulesds JJpuosd (DHCP) 1Uglue ldlb,0
IJelJe.

IJecbdule IUIgulusé

lJeobdolo

9028 Cisco Llu oday Jssd pe,s uldesl ose IJeldss:
- uble Firepower Threat Defense (FTD)

- oyJ; blyé Firepower (FMC).
- DHCP

IJedsule lJpguesed
ouvows Idpedsple 1Ugl)o WS 03l Idpuwews s luesble Idwlez Ieldso:

- FMC 6.5
-FTD 6.5
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[ Server Manager

Server Manager * Dashboard

Manage Tools

View Help

f88 Dashboard WELCOME TO SERVER MANAGER

B Local Server

ii All Servers

QUICK START

0 Configure this local server

Add roles and features
Add other servers to manage
Create a server group

Connect this server to cloud services

Hide

WHAT'S NEW
4
LEARMN MORE
ROLES AND SERVER GROUPS

Roles: 0 | Servergroups:1 | Servers total: 1

2. z>> DHCP:

i Local Server 1 BE All Servers 1
@ Manageability @ Manageability

Events Events

Services Services

Parfnrmanca Parfarmanra




= Server Manager

Server Manager * Dashboard

Dashboard
i Local Server
ii All Servers
Ia! ADDS

T8 DHcp

& DNS

#§ File and Storage Services P

L NPAS

WELCOME TO SERVER MANAGER

Manage Tools

QUICK START
2
3
WHAT'S NEW
4
5
LEARN MORE

o Configure this local server

Add roles and features
Add other servers to manage
Create a server group

Connect this server to cloud services

View Help
Active Directory Admini
Active Directory Domair
Active Directory Module
Active Directory Sites ar
Active Directory Users a

ADSI Edit
Component Services

Computer Management

DHCP

Defragment and Optimi

Disk Cleanup
DNS

Event Viewer
Group Policy Managem:
iSCSI Initiator

Local Security Policy

ROLES AND SERVER GROUPS

Roles: 5 | Server groups: 1

| Servers total: 1

ifl ADDs

DHCP 1

@ Manageability
Events

Services

[ e Latalal

@ Manageability
Events

Services

DhmrFom ronm mm mm

Network Policy Server
QDBC Data Sources (32-
QODBC Data Sources (b4
Performance Monitor
Print Management
Resource Monitor
Services

System Configuration

System Information

3. 2 IPV4. 9lud) wis Iplouw Ilspu gdso 5233 IJobld IJzss> Jel 03 po oz Bis 1duesss.

% pHCP - ®
File Action View Help
e 2R X0GEE HE®
g [EHCP Contents of gcope Actions
v i vzlanl-;':":SSdIA?sE.hulgums.com 7 Address Pool Scope [10.154.16.0] 10.154.16.% -
v — I |
] Display Statistics... z EjMdress_LeasE More Actions 3
&, Reservations
New Scope... [“:Scope Options
New Superscope... [ Policies
> 1 New Multicast Scope...

Configure Failover...,

Replicate Failover Scopes...

Define User Classes...
Define Vendor Classes...

Reconcile All Scopes...
Set Predefined Options...
Refresh

Properties

Help

4. looe IJpglde Jel 09 psoe B 1Uuo9,6.

Microsoft Azure Service:



Mew Scope Wizard

Welcome to the New Scope
Wizard

This wizard helps you set up a scope for distibuting |P
addresses to computers on your networl.

To continue, click MNext.

Mext = Cancel

5. 8p vogssu luwe JJubly Jel 09 p9 0 S 1Uuo9,6.



Mew Scope Wizard

Scope Name

a description.

You have to provide an identifying scope name. You also have the option of providing ﬁ“

Type a name and description for this scope. This information helps you quickdy idertify

how the scope is to be used on your networl<.

Name: 10.154.16.%]

Description:

< Back

6. §p wodssu ubld IJgulasy Jpl 09 poz S IJuo9)6.

Mest =

Cancel



Mew Scope Wizard

IP Addres=s Range e
‘fou define the scope address range by identifying a set of consecutive |P addresses.

Corfiguration settings for DHCP Server

Enter the range of addresses that the scope distibutes.

Start IP address: 10 154 . 16 . 1

Configuration settings that propagate to DHCP Client

Length: =

Subnet mask: 255 .25 . 256 . O

< Back MNext = Cancel

7. (ltosbs) Wp vodssy IJlgweeulelo Jol 09 p9 0z Os 1Juo9,)6.



Mew Scope Wizard

Add Exclusions and Delay
Exclusions are addresses or a range of addresses that are not distrbuted by the

server. A delay is the time duration by which the server will delay the transmission of a
DHCPOFFER message.

=

Type the IP address range that you want to exclude. f you want to exclude a single
address, type an address in Start I[P address only.

Start |IP address: End |IP address:
I

Excluded address range:

Subnet delay in milli second:
D -

-

< Back Mext = Cancel

8. odosu p28 IJulrsy Jel 09 ps o B IUus)s.



Mew Scope Wizard

Lease Duration e
The lease duration specifies how long a client can use an |IP address from this scope.

Lease durations should typically be equal to the average time the computer is
connected to the same physical networc. For mobile networks that consist mainly of
portable computers or dial4up clients, shorter lease durations can be useful.

Likewise, for a stable network that consists mainhy of desktop computers at foeed
locations, longer lease durations are more appropriate.

Set the duration for scope leases when distibuted by this server.
Limited to:

Days: Hours: Minutes:

| B | o | o

< Back Mext = Cancel

9. (Itesbs) ¥p vodssu gsble wbl g DHCP:



Mew Scope Wizard

Configure DHCP Options

You have to configure the most common DHCP options before clients can use the ﬁu
SCOpE.

When clients obtain an address, they are given DHCP options such as the |P

addresses of routers (default gateways), DMS servers, and WINS settings for that
SCOPE.

The settings you select here are for this scope and ovemide settings configured in the
Server Options folder for this server.

Do you want to configure the DHCP options for this scope now?

{ " Yes, | want to corfigure these options now

< Back Mext = Cancel

10: 22> Jwele Jpl 09 p9 o2 Vs IJuo9,)6.



Mew Scope Wizard

Completing the New Scope
Wizard
You have successfully completed the New Scope wizand.

Before clients can receive addresses you need to do the
following:

1. Add any scope specific options (optional).

2. Activate the scope.

To provide high availability for this scope, configure failover for
the newhy added scope by right clicking on the scope and

clicking on configure failover.

To close this wizard, click Finish.

« Back Finish Cancel

111108 v Iplsuw Ilspo B 1Jobld 13s op loblie JJos 9235 wuinglb Jel 09 e9 02
IS IJuoyys.

F DHCP Contents of Scope
v 5 \n_fin-53h854t4?52.holguins.com ';:_;;Addresspool
v P s "QAddressLeases
v |5 Scope[10 ; o .
"= Addre Display Statistics... Reservations
= :Scope Options
@ Addre Advanced... _
Resers Policies
:— Scope Configure Failover...
| Policie Recencile...
.3 Server Op/
4| Policies Activate
¥/ Filters )
% IPv6 = ’
Delete
Refresh
Export List...
Properties
Help

lJg9é 2. o9 s AnyConnect

P o?g@g ubl§ DHCP oy bslbor swp wudss Idlple Idolds Ws 9220 [Joedp BOs
IJI1L6 1Jlgwl gusé (FMC).



lJgb9s 2.1. udssu pJud wgrsd IJlouold

1. B Buwp £9150 DHCP. 235 Hes Slouile sy Llavedsle gusly IP Jglse DHCP.

2. 225 1JYlisy Jglbp DHCP JbJo £09lu IP oo Jpl 09 p9 0z Os 1Juo9,)6.

Edit Connection Profile ? X
Connection Profile:*  dhcp
Group Policy:* dhcp-GP v o
Edit Group Policy
Client Address Assignment [V.V.V-SR .\ FH-13
IP Address for the remote clients can be assigned from local IP Address pools/DHCP Servers/AAA Servers.
Configure the 'Client Address Assignment Policy' in the Advanced tab to define the assignment criteria.
Address Pools: Q-
Name IP Address Range
DHCP Servers: |
Name DHCP Server IP Address
DC-holguins-172.204.206.224 172.204.206.224 [:1

(U Configure device overrides in the address pool object to avoid IP address conflicts in case of object is shared across

Save Cancel

IJglo96 2.2. o d9suw wog |Upeesed

1.510d Slisps "woz IJpzeses” luwdd IJs gle > DNS/WINS: ould §wpe ubld jboJé DHCP
Jel 09 p3 o S 1Jues)s.




Edit Group Policy ?

Name:* dhcp-GP

Description:

General | . nnect  Advanced
VPN Protocols Primary DNS Server: v ©
IP Address Pools
Secondary DNS Server: v
Banner
DNS/WINS Primary WINS Server: v Q
Split Tunneling Secondary WINS Server: v ©
DHCP Network Scope: v ©

Only network object with ipv4 address is allowed (Ex: 10.72.3.5)

Default Domain:

|‘ Save | | Cancel

2. 9p vluuble Jlisy grss 9szw o Sew9s 03l gds v ubl¥ Idubeds 1Uss spoddo ¢p
DHCP.

pdla]béi e o @0 o3 diisy aumsaic sdgus Uil g s,



New Network Object

Name DHCP-Scope

Description

© Host

‘ 10.154.16.0|

Allow Overrides

3. 22> Jlisy whbol g DHCP 9235 b Jpl 09 p9oe b 1Juo9,)6.



Edit Group Policy ? X

Name:* dhep-GP

Description:

VPN Protocols Primary DNS Server: v O
IP Address Pools _
Secondary DNS Server: v
Banner
DNS/WINS Primary WINS Server: A @
Split Tunneling Secondary WINS Server: v ©
DHCP Network Scope: DHCP-SCOPE b @
Only network object with ipv4 address is allowed (Ex: 10.72.3.5)
Default Domain:
Save Cancel
IJgbgs 2.3. o9y wog wessu IJeulssy
1. luodd lJs gsble podapes > pusluws cgssu IJewslo solds po lue wp wess) ésb
luwogsle DHCP Jol 09 p9 oz Sis 1uo9)6.
Device Management NAT VPN * Remote Access QoS Platform Settings FlexConfig Certificates
Anyconnect-FTD Q cancel

i' Policy Assignments (1)

Connection Profile  Access Interfaces m

AnyConnect Client Images Address Assignment Policy
I Address Assignment Policy I Client address assignment criteria for all connection prefiles. For incoming VPN client, the following options are tried in order, until an address
is found.

Certificate Maps

Group Policies IPv4 Policy

B IPsec
Use authorization server (RADIUS Only)
Crypto Maps
IKE Policy Use DHCP 4——
IPsec/IKEv2 Parameters Use internal address pools
Reuse an IP address: 0 minutes until session released. (0 - 480 mins)
1PV6 Policy

Use authorization server (RADIUS Only)

Use internal address pools



2. e b IJogssile suui IJodssu.

wwsubs9 pusles IP

g3l $I90 ¢lp DHCP 2JS pozo I¢) B Lo ds 1dpub$s 1dpediss (LAN) sdse 929> "puwle>
IP" Jlglss wozso IJbJule |Js ¢l DHCP.
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10.31.124 .11
Enable "ip helper-address 172.204.204.224"on the
interface that receives the DHCP requests
10.31.124.254| . -------=-=""77" from the FTD.

172.204.204 .1

E__/
DHCP server ip: 172.204.204.224
DHCP scope configured: 10.154.16.0

DHCP server

lJo2dd pu lduogs
luwegse o3l 9w e Joid§> epd lJodosy vuvdd Lozse.
Sued 03l IJdwpe e DHCP IJpowlsds wso FTD 9¢l>p DHCP.

1ol 030 2506 Unicast sy uds oo 9lzos FTD IUsless |Us glse DHCP. G 1Jz 096
22> gudlu IP Jelpd cogsd bl ¢lp DHCP Jpl 09 p9 oz S 1du29,6.



¥ Dynamic Host Configuration Protocol (Discover)
Message type: Boot Request (1)
Hardware type: Ethernet (8x8l)
Hardware address length: 6
Hops: @
Transaction ID: @xB765c988
Seconds elapsed: @
Bootp flags: @xeesd (Unicast)
Client IP address: @.8.8.8
Your (client) IP address: ©.8.8.8

Relay agent IP address: 18.154.16.8

Client MAC address: Vmware 96:d1:78 (@@:58:56:96:d1:78)
Client hardware address padding: @0882002222222220000
Server host name not giwven

Boot file name not giwven

Magic cookie: DHCP

- 1Jes0: 030 1Ugp6 08 luwezlus pu e DHCP. slos o3l pg puos, ¢l DHCP 99z06 ol g
DHCP ws FTD.
- |Jlbdy: o3l unicast ,ub s,uwd po FTDbIRJ WLo IJs I|J DHCP glsJ.
- ACK: o030 |._Jaj|05 oS !uuoak_;é U ébro DHCP. §|u5 03l PE PO tbP DHCP}BEO& ub|@
DHCP ws FTD.
lvedubld IJisble ol oJlzol
$98, 03l IJBuwpe pedsple spdod luuegsleol Jluvaduuld igble IJedssy sluadlizol.
IJgb9o 1. §p voujsd IUuwdd IUJlgudIs 9o pdsuo O ¢lbe DHCP.
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N [dep -]
Mo, Time Source Destination Protocol  Length Info

| Number

AnyConnect
Secure Mobility Client cisco

/ e VPN:

Ready to connect.

Connect

Roaming Security:
Disabled while you are on a trusted network.

e

IJglbgo 3. yugd IJ>g9d IJs AnyConnect: szw leowl) oy o DHCP Jel 09 p9 oz WS 1Juo9)0.

A [dhep -1+
Mo. Time Source Destination Protocol  Length Info
r 4125 211.189879 16.31.124.113 172.204.204,224 DHCP 508 DHCPmscwer - Transaction ID @x765c988
1 4126 211.189321 172.204,204.224 1@.154,.16.9 DHCP 342 DHC fer - Transaction ID @x765c988
L 4127 211.111245 16.31.124.113 172.284.284.224 DHCP 598 DHC| q - Transaction ID @x765c988
4128 211.111514 172.284.204.224 12.154.16.8 DHCP 342 DHCPY 5 K - Transaction ID @x765c988
> Frame 4125: 590 bytes on wire (4720 bits), 598 bytes captured (4720 bits) on interface \Device\NPF_{B27A96D9-4596-4DC3-A4C6-58020274134D}, id @
> Ethernet II, Src: Cisco d1:2d:3@ (28:6f:7f:d1:2d:38), Dst: Vmware 96:23:b6 (00:50:56:96:23:b6)
> Internet Protocol Version 4, Src: 18.31.124.113, Dst: 172.204.204.224
» User Datagram Protocol, Src Port: 67, Dst Port: 67
> Dynamic Host Configuration Protocol (Discover)

AnyConnect Tmm
Secure Mobility Client cIsco
VPN:
8@ 5@ 56 96 23 b6 28 6F 7f d1 2d 30 @8 @@ 45 [§ PV-% (o ---8 EJ Sonrecked o
82 40 1f 99 @@ @0 82 11 18 d7 @a 1f 7c 71 ac <c ===igiE - |q--
cc 2@ B0 43 99 43 @2 2¢ cb e4 91 €1 @6 @@ 87 65 c-c-, ceee v) (Disconnact
c9 83 90 B0 00 B0 00 B0 90 A0 00 B0 BB B0 B0 80 i
60 62 Ba 9a 10 00 8@ 50 56 96 d1 78 00 60 20 00
80 02 90 90 0O 0O B0 90 02 A0 00 B0 BA 02 B0 80
02 22 20 00 00 90 00 90 00 80 90 20 @0 @2 20 o
62 02 20 92 20 00 02 20 B0 02 00 20 B0 B2 20 0@ B i
80 09 B0 0G 0@ 0O 60 00 0O GG 94 BG 62 @O 8O 6 Roaming Security:
60 02 GO 20 B0 00 40 0P 0O G0 90 PO BB 00 80 80 Disabled while you are on a trusted network.
80 00 00 B0 0O PO G0 90 B0 90 00 20 B0 B9 20 00
69 22 20 00 @0 00 92 20 00 @0 00 08 0O 00 20 00
80 02 B0 B0 00 B0 GG P2 B0 O 00 20 B0 B2 B0 80
60 06 00 60 00 00 00 20 ©O 60 00 OB B0 60 80 00
62 02 B0 902 80 B0 02 90 00 G0 00 20 G0 B2 28 B8
B2 B2 B9 PP B2 B0 B P2 ©B° 22 20 B9 B B2 20 °e
62 @2 20 P2 90 20 92 20 ©0 @0 20 20 B0 00 20 09
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