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File Key Conversions Help

Key

Mo key.

Actions

Generate a public/private key pair (zenerate
Load an existing private key file Load

Save the generated key Save public ke Save private ke

Farameters

Type of key to generate:

(@ RSA (JDSA (JECDSA () ED25519 () 55H-1 (RSA)
MNumber of bits in a generated key: 2048
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B PuTTY Key Generator ? =
File Key Cenversions Help

Key
Public key for pasting into OpenS5H authorized _keys file:

K3+2mXorinrd Y P 35+0 Dex N/ BAVETHKC 7z IsQevp XuC 9sCiGuh+nvBW AunF

Key fingerprint : sshisa 2047 32:c3:.07:60:8f 4. 75eb:2d b1 bd:1d:21:18:43:cb

Key comment: rsafey-20150410

Key passphrage:

Corfirm passphrase:

Actions

Generate a public/private key pair Generate

Load an existing private key file Load

Save the generated key Save public key Save private key

Parameters

Type of key to generate:
(@ RSA (JDSA (JECDSA () ED25519 (I 55H-1 (RSA)

Mumber of bits in a generated key: 2048
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| AMP-VPC - Motepad

File Edit Format View Help

L——— BEGIN S55H2 PUBLIC KEY ----

Comment: "rsa-key-28198418"

AAAABINzaClyc2EAAAABTQAAADBan /DDbg8zkYihaMfgRilV1GcWLL7cfgvijB8ajl
pbK3+2mXorinrdYPE5+oDsxN/boQVE99k(7zisQevpXx(9sCiGuh+nvBWAUNF+16
912K71DuVyghfclH/ vwSWPHIKaC47Bqdis+AuDrcCUqoDWOrHREWy+5hZ8GI I8wx
xenlin5yY3IUjm8B9xmsPY /norzytm+lWhoh@HdQtfgyBAjoTxGbcdk5VcLFaxbMB
CREcEMx2yWe1Ub2DS Ul 78eDkfRAF1Viey@ 7HbQSzm /KPki jNXFCrk9BAMVvPHA
whFZSKEKYQlgnslpjgecmpPbRE791iblxz/nelG+ktjloTAG3p

---- END 55H2 PUBLIC KEY ----
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File Ed# Format View Help
ssh-rsa AAAY
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IJgb96 1. s 9lzoé Lwl, 91, Linux/Mac. I>¢J 1Jie, ssh-keygen

Uz b9 2. e Idpgdele Iplodscs 903l $83 1Us louble 192 pdlose RSA B 1 pzds "~/.ssh”

ABHSHA-M-23Z5: .ssh abhsha$ ssh-keygen
Generating public/private rsa key pair.
Enter file in which to save the key (/Users/abhsha/.ssh/id_rsa):
Enter passphrase (empty for no passphrase):
Enter same passphrase again:
Your identification has been saved in /Users/abhsha/.ssh/1d_rsa.
Your public key has been saved in /Users/abhsha/.ssh/id_rsa.pub.
The key fingerprint 1s:
SHAZ256: QX1PHyTf29K3CDyzDab/w211/VxmLeb+sWFfDCIMNEQc abhsha@®ABHSHA-M-23ZS
The key's randomart image 1is:
+--=[RSA 2048]----+

I
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[SHA256] ---~-~-- "
ABHSHA-M-23Z5: .ssh abhsha$ I

IJgb96 3. 3l o wdoe ppussle id_rsa.pub gog lJpdule IJgle: spdod lo os lue wldded
NJoogwsd Idpbdye.



\BHSHA-M-23
\BHSHA-M-.

\BHSHA-M
\BHSHA '3
ssh-rsa AAAAB3N
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weleé AMP 1Jgl 06
12096 1. 103U 1Js e3gd Blyé uuzlus AMP gl 06 > o dsse > SSH

U096 2. 10, 99 "luolds pdclz SSH

fireAMP™
IPE Private Gloud Administration Portal

. Support ?Help (& Logout

# Configuration - Operations - Status - Integrations - Support - 3 L4 -
This page allows you to add and remove SSH mm>“”mASMGﬁm ireAMP Private Cloud device. S5H
keys allow adm nisai!‘:;tr:rs:_ remote root authentication to the device. Only trusted users should be granted

daCcCess.

Add S5H Key

IJglb9s 3. §p oluolBs pzusslo el 1Ugle 928 bol.
SSH Key

Marmne

AMP-TEST|

Enabled

55h-rsa

AAAAB3NzaC1yc2EAAAADAGABAAABAQD1 2BrouBABISILpZKZpF/nPXTivs9I6cKC+tyenzCEIR1BT/2zmal5SVESmdnnbwODIchWzQTRY gl465FLa3JeF
U11jFzSmAWQIS4AHA|FHVp3WSIdcZeq9xxsvSmaZ/NPD+ro DEGLNRY +yWMT2wrHGEyxNyWZ0ZLO4Vetmigol 1 nxBixlg+5SwXRdJGFsBNWFOhhBvSrhbx
K1ByTVeqGYL3P4JCIMth4tCQDyPd/CWAIA/2630VDWS4eWEL ThaZS+2sqGytOviNpHnMeoHbe2 SLKwWIFVIXQFy TWFDmxIAGIELVRAK gsv/fonbH2/2G/K2
JUL/grTalSamOFqTi2njp abhsha@ABHSHA-M-2325

=
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¢ m
fIPEAMP Private Cloud Administration Portal

#  Configuration ~ Operations ~ Status ~ Integrations ~ Support ~
£+ Configuration Changed
Configuration changes do not take

effect until reconfiguration is
performed.

#* Reconfigure Now

Reconfiguration

luwegsp gz IdpBlose IJss op logblde [Js SSH B 1Jzol;
Nowoesle PUTTY
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% PuTTY Configuration ? >

Category:
=2- Sgassinn Basic options for your PuTTY session
L Logging Specify the destination you want to connect to
[=- Terminal
L Keyboard Host Mame (or IP address) Port
Bell 10.10.10.7| 22
. - Features Connection type:
= Window { JRaw () Telnet () Rlogin (®55H () Seral
. ﬁppea_rance Load, save or delete a stored session
- Behaviour
Translation Saved Sessions
[+ Selection
- Colours :
; Default Settings
=~ Epnnectin::n —
- Data Save
Telnet Delete
- Rlogin
-- S5H
- Senal Close window on exit:
(D Aways () Never (@ Only on clean exit
About Help Open Cancel

lJglogs 2. s IJzje |Ji§wji 2 logold > SSH9lu W, eds [Jpuol> 86.

IJgbo96 3. 235 Ipdclz 1JglLo 1Uss op luuilo woluubbs PUTTYGen. o3l pJus PPK.




% PuTTY Configuration ? .t

Category:
— ."'.n'indn:nw s Options controlling S5H authentication
. - f-‘-.ppearance
... Behaviour Digplay pre-authentication banner (S5H-2 anly)
Translation [] Bypass authertication entirely (SSH-2 anly)
+ SE:EE?;H Authentication methods
. Cannection Attempt authentication using Pageant
.. Data [] Attempt TIS or CryptoCand auth (S5H-1)
Prouy Attempt "keyboardinteractive” auth (S5H-2)
..... -Hrflnl.at Authentication parameters
..... agin
~.55H [ ] Allow agent forwarding
Kex [ ] Allow attempted changes of usemame in 55H-2
Host keys Private key file for authertication:
é----Cipher :\Users\abhishek].Downloads \AMP ppk | = Browse...
+-- Auth
Lo X1
----- Tunnels
..... Bugs
L e More bugs
. Serial W
About Help Open Cancel

IJe9s 4. 168, 999 "Vug" 9guspl sbdo luve puvdse bed "lJzs," sszw b wouls B 9lzos
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luvoésle WINSCP JJdousled pe wblp IUpdule IJElue  AMP
Private Cloud

IJgbb96 1. Bp wodwse WINSCP gJs zolid 98 woubgsdo.

IJgb96 2. e g0olo IP 1Ugluo wpsgd 1516 Lwelwd AMP. 9235 w9099 IJeJd & SCP. IrgJ

luwe IJeumotse Iz 9leyd edd Jdpé 1Je)s).
.%j Lagin

|;_|' Mew Site Session
File protocol:
SCP ~

Host name:
10.106,36.230

User name:

|r|:n:|t|

Save b

Tools - Manage - | E Login A

Password:

Close

— >

Port number:
22 =

-

Advanced... |*

Help

|Jglo9é 3. 235 pu 930 > pu93p > SSH > |Jpol> 96

U196 4. 235 pJud PPK IUss op logilio Jpsbolz gluo wsluubbs PuTTYgen.



Advanced Site Settings ? bt

Environment [ ]|Bypass authentication entirely
- Directories o _
- Recyde bin Authentication options
- Encryption Attempt authentication using Pageant
g?:."ﬁh | Attempt 'keyboard-interactive' authentication
Py E
Connection Respond with password to the first prompt
- Proxy Attempt TIS or CryptoCard authentication (S5H-1)
- Tunnel
55H Authentication parameters
- Key exchange _
.. Authentication [ ] Allow agent forwarding
Bugs F‘rl'u'EtE k.EY ﬁlE:
Mote I \Users\abhishek \Downloads\AMP. ppk
Display Public Key Tools -
G55APT
Attempt GSSAPI authentication
[ ] Allow GSSAPI credential delegation
Color - QK Cancel Help
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