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(ASA Version 9.1(5
|

host nane ASA- 1

!

interface G gabitEthernet0/0

namei f out si de

security-level 0

i p address 203.0.113.2 255.255.255.0
!

interface G gabitEthernet0/1

namei f inside

security-level 100

i p address 172.18.124.1 255.255.255.0
!



Traffic matching ACL 101 is punted to VPN ---!
Encrypt/Decrypt traffic matching ACL 101 ---!

access-list 101 extended pernit ip 172.18.124.0 255.255.255.0 192.168.10.0
255. 255. 255.0

Do not use NAT ---!
on traffic matching below Identity NAT ---!

obj ect network obj_192.168.10.0
subnet 192.168.10.0 255. 255. 255.0

obj ect network obj_172.18.124.0
subnet 172.18.124.0 255.255.255.0

nat (inside,outside) source static obj_172.18.124.0 obj_172.18.124.0 destination
static obj_192.168.10.0 obj _192.168. 10. 0 no- proxy-arp route-| ookup

.Configures a default route towards the gateway router ---!

route outside 0.0.0.0 0.0.0.0 203.0.113.252 1

Point the configuration to the appropriate version of ASDM in flash ---!
asdm i mage asdm 722. bi n

.Enable the HTTP server required to run ASDM ---!

http server enable

This is the interface name and IP address of the host or ---!
.network that initiates the HTTP connection ---!

http 172.18.124.102 255. 255. 255. 255 insi de

Implicitly permit any packet that came from an IPsec ---!
tunnel and bypass the checking of an associated access-group ---!
.command statement for IPsec connections ---!

sysopt connection permt-vpn

.Specify IPsec (phase 2) transform set ---!
.Specify IPsec (phase 2) attributes ---!

crypto ipsec ikevl transformset vpn esp-3des esp-nd5-hmac
crypto ipsec security-association pntu-aging infinite
crypto map vpn 10 match address 101

crypto map vpn 10 set peer 198.51.100.2

crypto map vpn 10 set ikevl transformset vpn

crypto map vpn interface outside

.Specify ISARKMP (phase 1) attributes ---!

crypto i kevl enabl e outside
crypto i kevl policy 10

aut henti cation pre-share
encryption 3des

hash sha

group 2

l'ifetinme 86400

.Specify tunnel-group ipsec attributes ---!

tunnel -group 198.51.100.2 type ipsec-I2I



tunnel -group 198.51.100.2 ipsec-attributes
i kevl pre-shared-key cisco

:ASA-2 e closiwl 0sSy ol JusSill 13

ASA-2

(ASA Version 9.1(5
|

host name ASA- 2
|

interface G gabitEthernet0/0
narei f outside
security-level 0O

i p address 198.51.100.2 255.255.255.0
|

interface G gabitEthernet0/1
nanei f inside
security-level 100

i p address 192.168.10.1 255. 255.255.0
!

Traffic matching ACL 101 is punted to VPN ---!
Encrypt/Decrypt traffic matching ACL 101 ---!

access-list 101 extended pernmt ip 192.168.10.0 255.255.255.0 172.18.124.0
255. 255. 255. 0

Do not use NAT ---!
on traffic matching below Identity NAT ---!

obj ect network obj _192.168.10.0
subnet 192.168.10.0 255. 255.255.0

obj ect network obj _172.18.124.0
subnet 172.18.124.0 255.255.255.0

nat (inside,outside) source static obj_192.168.10.0 obj_192.168.10.0 destination
static obj _172.18.124.0 obj_172.18.124.0 no-proxy-arp route-| ookup

.Configures a default route towards the gateway router ---!

route outside 0.0.0.0 0.0.0.0 198.51.100.252 1

Point the configuration to the appropriate version of ASDM in flash ---!
asdm i mage asdm 722. bi n

.Enable the HTTP server required to run ASDM ---!

http server enable

This is the interface name and IP address of the host or ---!
.network that initiates the HTTP connection ---!

http 192.168. 10. 102 255. 255. 255. 255 i nsi de

Add an aditional 'http' configuration to allow the remote subnet ---!
to access ASDM over the VPN tunnel ---!

http 172.18.124.0 255. 255. 255. 0 out si de

Implicitly permit any packet that came from an IPsec ---!



tunnel and bypass the checking of an associated access-group ---!
.command statement for IPsec connections ---!

sysopt connection permt-vpn

.Specify IPsec (phase 2) transform set ---!
.Specify IPsec (phase 2) attributes ---!

crypto ipsec ikevl transformset vpn esp-3des esp-nd5-hmac
crypto ipsec security-association pntu-aging infinite
crypto map vpn 10 match address 101

crypto map vpn 10 set peer 203.0.113.2

crypto map vpn 10 set ikevl transformset vpn

crypto map vpn interface outside

.Specify ISAKMP (phase 1) attributes ---!

crypto i kevl enabl e outside
crypto i kevl policy 10

aut henti cation pre-share
encryption 3des

hash sha

group 2

lifetinme 86400

.Specify tunnel-group ipsec attributes ---!

tunnel -group 203.0.113.2 type ipsec-12l
tunnel -group 203.0.113.2 ipsec-attributes
i kevl pre-shared-key cisco
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:203.0.113.2 9 198.51.100.2 ,u aigSs e sl g4l Lo =) show crypto isakmp sa oV Jzol

ASA-2(confi g)# show crypto isakmp sa
I KEvl SAs

Active SA: 1
(Rekey SA: O (A tunnel will report 1 Active and 1 Rekey SA during rekey
Total IKE SA: 1

| KE Peer: 203.0.113.2 1
Type o L2L Rol e cinitiator
Rekey : no State : MM_ACTI VE

172 9 255.255.255.0 192.168.10.0 ¢ 49,0l 45,5 uey s3I gaidl Lo ,=) show crypto ipSec oV J>'>i
:255.255.255.0 18.124.0

ASA-2(confi g)# show crypto ipsec sa
interface: outside
Crypto map tag: vpn, seq num 10, |ocal addr: 198.51.100.2

access-list 101 extended permt ip 192.168.10.0 255.255.255.0

255. 255, 255.0 172.18.124.0

(local ident (addr/mask/prot/port): (192.168.10.0/255.255.255.0/0/0
(remote ident (addr/mask/prot/port): (172.18.124.0/255.255.255.0/0/0
current _peer: 203.0.113.2

pkts encaps: 5, #pkts encrypt: 5, #pkts digest: 5#

pkts decaps: 5, #pkts decrypt: 5, #pkts verify: 5#

pkts conpressed: 0, #pkts deconpressed: O#

pkts not conpressed: 5, #pkts conp failed: 0, #pkts deconp failed: O#
pre-frag successes: 0, #pre-frag failures: 0, #fragments created: O#
PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needi ng reassenbly: O#
TFC rcvd: 0, #TFC sent: O#

Valid ICWP Errors rcvd: O, #lnvalid ICVMP Errors rcvd: O#

send errors: 0, #recv errors: O#

| ocal crypto endpt.: 198.51.100.2/0, renpte crypto endpt.: 203.0.113.2/0
path ntu 1500, ipsec overhead 58(36), nmedia ntu 1500
PMIU tine remaining (sec): 0, DF policy: copy-df


https://192.168.10.1
/content/en/us/support/docs/security/adaptive-security-device-manager/116403-configure-asdm-00.html
/content/en/us/support/docs/security/adaptive-security-device-manager/116403-configure-asdm-00.html
/content/en/us/support/docs/security/adaptive-security-device-manager/116403-configure-asdm-00.html

| CMP error validation: disabled, TFC packets: disabled
current outbound spi: DDE6AD22
current inbound spi : 92425FE5

;i nbound esp sas

(spi: 0x92425FE5 (2453823461

transform esp-3des esp-nmd5-hnmac no conpressi on

{ ,in use settings ={L2L, Tunnel, |KEvl

slot: 0, conn_id: 28672, crypto-map: vpn

(sa timng: remaining key lifetinme (kB/sec): (4373999/28658
IV size: 8 bytes

replay detection support: Y

Anti replay bitmp

0x00000000 0x0000003F

:out bound esp sas

(spi: OxDDE6AD22 (3722882338

transform esp-3des esp-nmd5-hnmac no conpressi on

{ ,in use settings ={L2L, Tunnel, |KEvl

slot: 0, conn_id: 28672, crypto-map: vpn

(sa timng: remaining key lifetime (kB/sec): (4373999/28658
IV size: 8 bytes

replay detection support: Y

Anti replay bitmp

0x00000000 0x00000001
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