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IJodso
1. 9p vouisd "6 oyesd Firepower" oy software.cisco.com Jel 09 p9 0z IS 1Juo9,)6.
- 00000
Software Downloac
Firepower MGFW Virtua
T i 1 ER A
rd I B -" .
F W l

2. plzeo ldpobdole 9ldeedd puol WS Idpulsis IJe9zs056 9ldza9 1JglL06 v duwe I>16
oesd Firepower.

3. bl YJdyo o'aJo_Jo Jojyesd pdud c:.dg@;, Jos) &_p vodysy lesble Iduwdyy vese Jl sop
9028 IJuble W 9uoe IUwdou loule gpdss >9¢ IJoszsd.

3.1. ldugwews Juble Windows. lowdd 1Js "esble 1dbl3s" B "Jses IJepde". lod, eds
wEs lesble 1Jghs 1Ueels,s Jebs 1Ubl$s Izldsé. wéss) 9u0e IUdpwssc) Ss 9uoe
IJuwdou IJs 30 IJluwogsle luol. 168, W98 b IJogss)lo.

3.2. Lldowes lds Mac loedd [ds odgasdic IJuble > Energy Saver (c9ds) 1Jbl$8). Jog
edlpd O ldpywe IJolds Jeue IUdpwss, pu lduge wdllissl gus lsdlo wubgsd Ide,ue
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"Firepower_Migration_Tool_v2.5
-6263.command"” is a script app
downloaded from the Internet.
Are you sure you want to open it?

software.cisco.com.

Open

Show Web Page

Cancel

4. A. for MAC - Iuucgsp 1Jpzlod 1Jbb, 886 98 wouvgsd oo IUisle,.

CAROLDSO-M-WGYT:~ caroldso% cd Downloads/

CAROLDSO-M-WGYT :Downloads caroldso$ chmod 7608 Firepower_Migration_Tool_vwZ.5-6263
. command

CAROLDSO-M-WGYT :Downloads caroldso$ ./Firepower_Migration_Tool_v2.5-6243.command

[75653] PyInstaller Bootloader 3.x

[75653] LOADER: executable is /Users/caroldso/Downloads/Firepower_Migration_Tool
_w2.5-46263.command

[75653] LOADER: homepath is /Users/caroldso/Downloads

[75653] LOADER: _MEIPASSZ is NULL

[75663] LOADER: archivename is fUsers/caroldso/Downloads/Firepower_Migration_Too
1 _v2.5-6263.command

[75653] LOADER: Cookie found at offset @x219AERSE

[75653] LOADER: Extracting binaries

[75653] LOADER: Executing self as child




127.9.0.1 = = [23/Nov/2021 14:49:47) "GET finline.318b50c57b4ebal3d43?b.bundle. s
HTTP/1.1" 208 -

127.8.8.1 = = [23/Nov/2821 14:49:47] "GET /fcui-font.B80824lcBaalyaad9¥9cha.woff2 H

TTP/1.1" 288 -

2021-11-23 14:49:47,999 [INFO | cco_leginl] > "EULA check for an user"
127.8.8.1 - = [23/Nov/2021 14:49:4B] "GET fassets/fcisco.svg HTTP/1.1" 208 -
2821-11-23 14:49:48,013 [ | 1>
127.6.8.1 = = [23/Nov/2021 14:49:48) "GET /apifeula_check HTTP/1.1" 268 -
127.6.9.1 - - [23/Nov/2021 14:49:48] "GET /assets/icons/login.png HTTP/1.1" 288
127.8.8.1 = - [23/Nov/2021 14:49:48] "GET fassets/images/l.png HTTR/1.1" 288 -
127.8.9.1 - - [23/Nov/2021 14:49:4B] "GET /assets/images/3.png HTTP/1.1" 208 -
127.8.8.1 - - [23/Nov/2021 14:49:48] "GET /fassets/images/2.png HTTP/1.1" 288 -
.8.8.1

127

[23/Nov/2021 14:49:4B] “GET /favicon.ico HTTP/1.1" 288 -

4. B. for Windows - [, wd,l 32921 B9 "bslé o zsd Firepower" JlbJlgol Bs puveg, Lo
Google Chrome.

5. Swad IJesgswe Jel 09 p9oe B 1Jun9,s.

© 2 O O (O localhost:B888/#eula

clsco Firepower Migration Tool

EMD USER LICENSE AGREEMEMNT

This is an agreemant babtvean You and Cisco Systems, Inc. or e affiliates ("Cisco™) and govemns your Use of Cisco Software.
“¥ou™ and “Youwr” means the individweal or legal entity Bcansing the Software wnder this ELLA. “Use” or “Using” means to
download, install, activale, access or otherwisa usa the Software. “Software”™ maans the Cisco computar programs and any
Upgrades made availlable to You by an Approved Source and licensed io You by Cisco. “Documentation” is the Cisco user or
technical manuals, raining materials, specifications or other documantation applicable to the Software and made available o
You by an Approved Source, “Approved Source”™ means (i) Cisco or (i) the Cisco authorized reseller, distribulor or Systems
inbegralor from whom you acquined tha Software. “Entilement” maans the Boonse detail; incudng icensa matnc, duration, and
quanity provided ina prodoect 1D (PID) published on Cisco's price list, claim cersficate or right o use ndtification, "Upgradas”
means all updates, upgrades, bug fixes, emor comections, enhancements and other modifications to the Software and backup
copies thereol. This agreemant, any supplemantal license tarms and any specic product erms at

www.clsco com/go'softwaraterms (collectively, the "EULA") govemn Your Use of the Software.

1. Acceptance of Terms. By Using the Softwara, You agree io be bound by the terms of the ELILA. If you are entering into this
ELILA on bahalf of an antity, you represent thal you have authority (o bind that antity. If you do nol have such authority or you do
not agree o the terms of the EULA, neither you nor the entity may Use the Softeare and it may be retumed o the Approved
Source for a rafund within thirty (30) days of the date you acquired the Software or Cisco product. Your right fo returm and
rafund applies only if you ane the onginal end user licenses of the Software

2. License, Subject 1o payrend of the applicabse bees and compliands with this ELLA, Cisco grants You a irmibed, non-exclesiag
and non-iransferable lioense 1o Use object code versions of the Software and the Documentation solely for Your inbenmal
operabions and in accordance with the Enbllement and the Documantation Cisco licenses You the night to Use only the
Snfhuars Yo scnbng e an Snnnsad Sooecs Linlase cantrans tn annlicoeblo law Yo s ot Broaneed Bo oo the Sofhausne nn

| hivwir rpidd the conbent of the EULA and SELUILA and agrod 1o torms listed

6. Vs LoWes wuwesd IUxgsd IJs 516 oyesd Firepower: 169 W99 Loollb ouvesd 1U>gsd
wluwegsle CCO Joywpsd 1U>ged lJs guwled gds Cisco.com wluwegsle wslule leels
ouwesd 1dsged IJlzhbs.



pdlebs: 31 Jp sJu J>sd puwle gds p9de Cisco.com. Wedsd lugulge gds LoWdes
ouwzsd 1Usged eds p9de Cisco.com. gwzd 1Usged wluwegsle vslole IJlgwels
IJIe,)luose IJeldss: username—admin password-admin123.

Redirecting

You will be redirected to the Cisco login Please
login with your CCO credentials.

Do it later

Confinue

II'-
!
b

7.2 odysu ldpuosy. Vs o3l ldywsusy yveodgy Cisco ASA (8.4+).

€ - C ¢t @ localhost:8888/#/home

clsco Firepower Migration Tool

Select Source Configuration ©

Source Firewall Vendor

ISelect Source ~

Cisco ASA (8.4+)

Check Point (r75-r77)
Check Point (r80)

Palo Alto Networks (6.1+)
Fortinet (5.0+)

Cisco ASA (9.2.2+) with FPS




8. ex IJugpesd IUs9s Bl Je sYu Jssd logold pe ASA. glJlc spdud luwe b IJodssy

IUzhs cuvgsde po ASA gbzd ol osd IP 1JglLo6 wldblbs souwzsd 1Usgad. B

lJuwsobisy 1d3s Geul vor wp lp)le wresd $29s.

L, & O D hcahost BIBAWNome

;.','.;;'c',' Firapowar Migration Tool

Extract Cizco ASA (8.4+) Information
[ Exirgecibon Mgthods

Maniial Lipheand

pdlebs: sbo, o3l 1Jgbl I3l JIu 1Updd Es) o890 Iszle IJelds po wéss) IUouuwsd
lJs uuo ebs. (sbo) gbl Cllsge pu 929> pded -cfg).

Blocked

only

Please upload .txt or .cfg files




e0e ASAConfig.ctg

aiaf fhow running-config
i Saved

Serial Number: FLM2Z1E8652

ASA Version 9.12{2]
n

I:ru: tnane asa
enable password soooes phkdf?
[ ]

License smart

feature tier standard
(gt ]

fo Bac-address suta

n

interface Ethermetlsl
o el
o security-level
ne ip address

n

interface Ethernetls2
I'lﬂ!t-_if Inside

£1s manual
security=level @

ng Lp address

n

interface Ethernetls3
naseif Qutside

cis manual
security=level @

ne fip address

Hardware:  FPR4X-5M-12, 56533 HE RAM, CPU Xeon ES series 2280 MHz,

1 CPU (24 cores]

9. ve> weesd IJpdV: sup wedsd IJeoluos Jugds) pdeue Jel 09 p9uoz Ss 1ues,é:

,;-'.,',:Ig' Fingpower Migration Tool

Exiract Crsoo ASA (3.4+) Infarmation ¢
e e s

Mgl Yplnanll A58y oy b

000

10. bgd wslole lewels FMC IP 9o uzsJ 1J>¢9d IJes uvswpe wozed odsse ASA |Jsol. olds
euU lpdluss [Jguosd 1ds IP Jggss IJeedpe W bhs 1dJzs IUluwluwsé (FMC) oo pelos IJg pd
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bk Finepower Migration Tool 200
Sabect Tangat © Bassrea L

Cawnmaect i FRAC '\.-'l

PR B R Lime moatae

|W'|F1-'|P

]
s

FMC LOGIN

P Address/Hostname

10.106.52.10

Username

Password

1. wpe louold 9236 IJozdpe B blys 1Jdozs IJiuwluuss (FMC). usep &2 pdule FTD
lJesbs ldos wewol.



] Firepower Migration Tool

CIsco

|{:.,.-.-::,:.|:u: )

L e e ]

¥ BTG

|E} e iy (i o FLA:

12.1¢e, FTD IUss ous lole eopsd odase ASA |Jso.

(3] Basn FIG Bt [ B Nl

FEDe 0 B0 22200 - VARV sl

L]

{ Proossd |

pdlzbé: 9,08 wwpsss zols FTD. glJl Suwswesy god IUsleole sldpumble sodssy
Juiods I0gluos 1Jbloyss (VPN) oo 293¢ 1JS 098¢ $29:51-

ek Firepower Migration Tool 200

Select Target & N

TR Growion () ocres wirent i 5D

13. 23> Idpssle Iplbdycs Jdesesd Jel 09 9o O 1Juoy)s.

[}n-:! Fpab s T
Device Configuratesn Zhured Corfl guraiion Optimizalion
=' st n-‘-ﬁ.-ﬂll':{' rol !Mg.tl:-rh Pa'grareed Dok
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E-h.—r...-mg et b | Hh.‘.l Irdiride Gicspandg
B Revns Buned 6°TE Pt {lige E-:E'l'.l.":\w




14. 25> wie lJogasd Juse gpds6 pl Ood lJojesd IJos gvo@9pe vede ldeuluo) IJpoed 96
wwdgsy FTD.

15. 168, W98 cujsd Moduw IUss cp IUlbdlg edso puvedl Jorue cds) ol Bod Idoszsd
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% * 2 O (@ File | MUsersicaroldsoiDownloads/pro_migration_report_asa_2021-11-23_09-41-15.hmi
alaln p Mieration Report
clsco igration Repo

1. Orverall Summary:

A sumimary of the supponied ASA configuration elements that can be sscoesilally migrated io Firepower Threat Defense.

Collection Method Manuzl

ASA Configumiion Name ASAConfig cfg et
ASA Version R12(2)

ASA Hovtname usa

ASA Devace Maodel FPRAK-53-12, 36533 MB RAM, CPL Xoon ES scrkea 2200 MHz, | OPL (24 cores)
Hit Coant Peature Mo

IF 514 Nbon it w

Total Extended ACE: 13

ACEs Migratable 13

St to Sate VPN Tunnch 1

Loghcal Interfaces 2

Metwenk (Hpects sl Gisvtipn o

Service Objects and Groups L]

Saaiic Roules 9

NAT Rules 4

Poolic: ACES thal are jodd outhound or ot attached Lo intorfaocs using the soooss- oomerand an i "

16. 9p woessSu 9lzole ASA Jglzole FTD Jpl 09 plodge Jpel 09 p9 oz O 1Juo9)o.

. Ralfresh )
N S

ASA Interface Name

Select Interface
GigabitEthernatd o
HgaiEt 10N

Ethemet 173 + GlgabltEtherretdf2 4

Ethemat 112 Fl

17. cpuosuo polbd IUielo 9pzesele 1Uslzos Jglzole FTD.
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—_—— Saurca
Map Security Zones and intedace Groups N
B f AN Bads | vade
i P e -

L I3l Jlue FMC ol pollb@ lely 9pzp9ele 91206 wp logiuldel Lldded: Bspdud weassol puve
lJelzé:

FMC Security Zones

' Select Security Zone ¢
_outsike .}

inside

w. Bl Jloe ould glzs Jluusle pollbd lolo 920986 9lz06: 10E) 99,8 |Lold8 SZ & IG Jel o9
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Add SZ & IG

Security fZonas [5Z) Interface Grawps (1G)

@ klax 48 characters for Inlerface Group name. Allowed spacial characters
are -+

Interface Groups Type Actions

O-0of | 4|I|1- r

C. 9lJl spIdod IJluodld [Js 1Jgsh logsle oddliss 1Jss uvsdse wlousle polbd el
9pzeotle 9lzos wluue ASA IJpub s interface_sz 9ASA logical interface_ig e Js |Jwglds.

Auto-Create

Select the objects that you want to map o ASAinlerfaces

Security Zones] [ Interface Groups

IC Cancel } { Auto-Craate :)




cisen  Firepower Migration Tool

Map Security Zones and Interface Groups

{ AodSZ a6 [ Aulc-Creans

ASA Lagical blansee Mama FTD Interfaca FMC Bacisity Zanas FRC intpit s Qocaips
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ACP

Select all 13 entries  Selected: 13 /13

MIGRATION ACTIONS

Do not migrate

.- RULE ACTIONS
1 Cutside_access_in_#1
File Policy

Z Cutside access in_ #2

_ _ IPS Policy
3 Cutside_access_in_#3
4 Clulside_access_in_#d Log
5 Outside_access_in_#5 Rule Action
i Cutside_access_in_#6 outside any

PILOT dd UuDBJO sdubud 6B s gds uusluwle IPS pg UumS'uv'u

lIJISe,)loss.
X
File Policy
_Se.'-ect Flie Paolicy *
ecar
Mong

Sedu lple cdosu lduwed JJdsles Idebbdcs. spedu opass wdssu Ebe Syslog 1Ueszss eds
FMC B.s o050 IJpyzJs.



Log

r“ Log at tha beginning of connection
Lo al the @nd af connection

Send connection events to;

Evianl WVigawar

WwSwe wpss) lplele 1Jyless 1Jpes6 90981 J3Jd JIJ $leso.
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slsule Uquo Ualuoo LJJolo S (VPN) 9|UL9|L9 Uuuudo Ualuoo Lbie 88 (VPN) 20 095
IJs p9de seuluo, 12s 988! JJedsso IUgluo wd bos L bgs.

L)“Udl UJO_)| J|uo J SUp uu.uao !._9.5 de udﬁ&u ASA. D) IaJlD'u URISY pdult
puvod puwodl Jbseld 1J8ses.

ek’ Firepower Migration Toal [ +] ﬂ'i

Optirmize, Reviesw and Vakdate Configuration

Update Pre-Shared Key X

Prg=Shaned Koy IKEVZ
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Validate

22. Lpeos vele ol 1ud) Y9G8 > IJodssu Jpl 09 p9oe B 1Jueg)s.

Validation Summary (Pre-push)

13
Access Controd List Lines
2
Logical interfaces
' Maota: The con

Validation Status

Successfully Validaled
Maetwork Objects
Static Routes Metwork Address Translation
on tha targ TD da FT R L1 47 li 15 pa

Push I.'_:r_:-|1f||:|._.|r.5|| i

14

Port Objects

1

Site-bo-Site VPN Tunnels

. !I_.I'-.Iu:\_..- |"'\-'||': .




PUSHING

0% Complete

Push In progress. Refer FMT Terminal to monitor the
migration status.

23. Lped welz Idosesd: sop oo luwlds Idos uusoe g)uo0l Bs 1Juo9,)6.
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CISCO

Cormplete Migration [r—
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/content/en/us/td/docs/security/firepower/migration-tool/migration-guide/ASA2FTD-with-FP-Migration-Tool.html
https://www.cisco.com/c/ar_ae/support/index.html
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