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n7k-vdc- 1# show log last 200 | grep TACACS
TACACS- 3- TACACS_ERROR_MESSAGE Al l servers 2013

failed to respond

TACACS- 3- TACACS_ERROR_MESSAGE Al l servers 2013

failed to respond

TACACS- 3- TACACS_ERROR_MESSAGE Al l servers 2013

failed to respond

TACACS- 3- TACACS_ERROR_MESSAGE Al l servers 2013

failed to respond

TACACS- 3- TACACS_ERROR_MESSAGE Al l servers 2013

failed to respond

TACACS- 3- TACACS_ERROR_MESSAGE Al l servers 2013

failed to respond

TACACS- 3- TACACS_ERROR_MESSAGE Al l servers 2013

failed to respond

TACACS- 3- TACACS_ERROR_MESSAGE Al l servers 2013

failed to respond

TACACS- 3- TACACS_ERROR_MESSAGE Al l servers 2013

failed to respond
n7k-vdc- 1#
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+n7k-vdc- 1# show run tacacs

show runni ng-confi g tacacs!
Time: Mon May 13 17:20:57 2013!

(version 6.1(2
+feature tacacs

i p tacacs source-interface ngntO

tacacs-server tineout 30



"tacacs-server host 192.0.2.9 key 7 "keypassword
aaa group server tacacs+ default

server 192.0.2.9

use-vrf managenent

n7k-vdc- 1# show run aaa

Command: show runni ng-confi g aaa!
Time: Mon May 13 17:21:30 2013!

(version 6.1(2

aaa authentication login default group default

aaa aut hori zation config-conmands default group default
aaa aut hori zati on conmands default group default

aaa accounting default group default

no aaa user default-role

aaa authentication |login error-enable

tacacs-server directed-request
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n7k-vdc- 1# show system internal aaa event-history errors

Event: E_ DEBUG | ength: 54, at 786852 usecs after Mon May 13 17:22:09 2013 (1
Al'l Configured nethods failed for default:default [102]

Event: E_ DEBUG | ength: 53, at 786796 usecs after Mon May 13 17:22:09 2013 (2
protocol TACACS failed with server group default [102]

Event: E_ DEBUG | ength: 54, at 379206 usecs after Mon May 13 17:22:09 2013 (3
Al'l Configured nethods failed for default:default [102]

Event: E_ DEBUG | ength: 53, at 379172 usecs after Mon May 13 17:22:09 2013 (4
protocol TACACS failed with server group default [102]

Event: E_DEBUG | ength: 54, at 89083 usecs after Mon May 13 17:21:51 2013 (5
Al'l Configured nethods failed for default:default [102]

Event: E_DEBUG | ength: 53, at 89051 usecs after Mon May 13 17:21:51 2013 (6
protocol TACACS failed with server group default [102]
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n7k-vdc- 1# show system internal tacacs+ event-history errors

Event: E DEBUG | ength: 88, at 786728 usecs after Mon May 13 17:22:09 2013 (1
switch_tac_server: Unreachabl e servers case .setting error code for [100]
aaa session O

Event: E_ DEBUG | ength: 77, at 786726 usecs after Mon May 13 17:22:09 2013 (2
switch_tac_server: no nore server in the server group for [100]
aaa session O

Event: E_ DEBUG | ength: 103, at 786680 usecs after Mon May 13 17:22:09 2013 (3
connect _tac_server: non bl ocking connect failed, swtching server for [100]
(aaa session id(0) rtvalue(3

Event: E_ DEBUG | ength: 97, at 786677 usecs after Mon May 13 17:22:09 2013 (4

non_bl ocki ng_connect (171): getaddri nfo(DNS cache fail) with retcode:-1 [100]
for server:192.0.2.9

Event: E DEBUG | ength: 62, at 786337 usecs after Mon May 13 17:22:09 2013 (5
.tplus_encrypt (655): key is configured for this aaa session [100]

Event: E_ DEBUG | ength: 95, at 786287 usecs after Mon May 13 17:22:09 2013 (6
t pl us_make_acct _request (1343): Not calling the name-resol ution routine [100]

as remaddr is enpty

Event: E DEBUG | ength: 63, at 786285 usecs after Mon May 13 17:22:09 2013 (7
t pl us_make_acct _request (1308): Accounti ng user dat a&col on; consol e0 [100]

Event: E DEBUG | ength: 63, at 786266 usecs after Mon May 13 17:22:09 2013 (8
init_tplus_req_state_nachi ne: d obal source-interface mgnt 0 [ 100]

Event: E DEBUG | ength: 48, at 785842 usecs after Mon May 13 17:22:09 2013 (9
cis_intf_up_wth_valid_ip(1129):Port is up [100]

Event: E_ DEBUG |ength:57, at 785812 usecs after Mon May 13 17:22:09 2013 (10
.is_intf_up_wth_valid_ip(1126):Proper 10D is found [100]

Event: E_ DEBUG |ength:52, at 785799 usecs after Mon May 13 17:22:09 2013 (11
Exiting function: get_if_index_fromglobal _conf [100]

Event: E_ DEBUG |ength: 66, at 785797 usecs after Mon May 13 17:22:09 2013 (12
Function get_if_index_fromgl obal _conf: found interface nmgnt0 [100]

Event: E_ DEBUG |ength:53, at 785783 usecs after Mon May 13 17:22:09 2013 (13
Entering function: get_if_index_fromglobal _conf [100]

Event: E_ DEBUG |ength: 68, at 785781 usecs after Mon May 13 17:22:09 2013 (14
init_tplus_req_state_nachine:Falling to globally configured one [100]

Event: E_ DEBUG |ength:79, at 785779 usecs after Mon May 13 17:22:09 2013 (15
init_tplus_req_state_nachine:No source-interface configured for this group [100]
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n7k-vdc- 1# debug tacacs+ aaa-request
n7k-vdc- 1# show logging logfile last 5



May 13 18:20:26.077572 tacacs: tplus_encrypt(655):key is configured 2013
.for this aaa session

May 13 18:20:26.077918 tacacs: non_bl ocki ng_connect (171): getaddrinfo 2013
DNS cache fail) with retcode:-1 for server:192.0.2.9

May 13 18:20:26.077938 tacacs: connect_tac_server: non bl ocki ng connect 2013
(failed, switching server for aaa session id(0) rtvalue(3

May 13 18:20:26.077978 tacacs: switch_tac_server: no nore server in the 2013
server group for aaa session 0O

May 13 18:20:26.077993 tacacs: switch_tac_server: Unreachabl e servers 2013
case .setting error code for aaa session O

TACACS 315 _lc doj> blaill iai

VDC 0 Juos o3> 2295 ¥ @il TACACS o33 e doj> blail gl
Nexus 7000 Series Switch Jo=xall _lc ;JLl] bladl Jei
TACACS p33 g3 2,55 o> 2295 Y ail 3Ll blaill xiog,

VDC _le il cllasll Laxé

-Jsidl 2,9 TACACSD édylas) (39>90 € Juio 32) Jsio sShow proc cpu sort 33 ol o2,

n7k-vdc- 1# show proc cpu sort | include tacacs
tacacsd 0.0% 1014 16 16 1538
tacacsd 0.0% 1625 10 16 1855
tacacsd 0.0% 1678 10 16 2163
tacacsd 0.0% 676 23 15 2339
tacacsd 0.0% 1595 10 15 3820
tacacsd 0.0% 1272 13 16 3934
tacacsd 0.0% 3211 8 25 4416
tacacsd 0.0% 734 23 16 4470
tacacsd 0.0% 2191 12 26 5577
tacacs 0.0% 66 14589069 969767 6592
tacacsd 0.0% 1297 13 16 6934
tacacsd 0.0% 1252 13 16 8878
tacacsd 0.0% 1345 12 16 8979
tacacsd 0.0% 2453 11 26 10153
tacacsd 0.0% 1888 8 15 10202
tacacsd 0.0% 2368 11 26 10331
tacacsd 0.0% 1190 14 16 10482
tacacsd 0.0% 1433 11 15 14148
tacacsd 0.0% 1496 10 14 14385
tacacsd 0.0% 1775 9 15 14402
tacacsd 0.0% 1785 9 16 20678
tacacsd 0.0% 1246 13 16 20836
tacacsd 0.0% 1212 13 15 21257
tacacsd 0.0% 1749 9 15 21617
tacacsd 0.0% 1328 12 15 22159
tacacsd 0.0% 1320 12 15 23776
tacacsd 0.0% 2788 9 25 24017
tacacsd 0.0% 1990 8 15 29496
tacacsd 0.0% 1368 11 15 29972
tacacsd 0.0% 2847 9 25 30111
tacacsd 0.0% 1721 9 15 30204
tacacsd 0.0% 1254 13 16 30409
tacacsd 0.0% 1876 8 15 32410



JH
id CSCud02139 3, CisCo w 99,2all 89 ,2all do,l JI=JI VDC JI sla,

ol oSoy V9 dglac 32 a8l a> I 13D Juoy Lgiudss aiy il 4=yl olla=)l TACACSD diac o€ iy
adstanll 0 W3 o LisT Sazai,

25t
S0Vl plasiaw] eliSay .(TACACSD) duwluwVl daill Jouogll (8 oSl ailgd (o dl> 33 3629 0 a5 .1
.oMiall woae show proc cpu sort | GREP - c'tacacsd" in order to
Nexus 7000 Series Switch JoxoJl J i ¥ L)l ol oo 35 UL bladl el>l 08 .2
s Ll Jzodl Sl dsylas .3

JolxJI

s s 0@ 531 ,5L3 Lad1L89 ¢uoSily &5ual JIjl9 «JolSIL TACACS (055 &L p8 .olei>] &35 Jid
VDC s 6sle] Sy 91 . pino

> o5 Ll oblao)

5.2 s _5 casYl olluoly (9)5.2 ,lxo¥l NX-0S -
6.1 s _5 casYl olluols (3)6.1 lao¥l NX-0S -

o old ologleo

Cisco Bug Toolkit - Cisco BUG ID CSCud02139 .
dy,dUnll 6362V CBluw e dud dole 6 ks -

Cisco 0 032l blad¥ aoaall NX-OS a0l iUl -
Cisco Systems - olaiiwally sl acall -



http://tools.cisco.com/bugsearch/bug/CSCud02139
http://tools.cisco.com/bugsearch/bug/CSCud02139
http://www.cisco.com/en/US/prod/collateral/switches/ps9441/ps9402/ps9512/White_Paper_Tech_Overview_Virtual_Device_Contexts.html
http://www.cisco.com/en/US/prod/collateral/switches/ps9441/ps11541/white_paper_c11-673817_ps9670_Products_White_Paper.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



